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NHdopmaumoHHasa 6e3onacHOCTb

B «[JoKTpnHe nHdopMaumnoHHoi 6e3onacHocTn Poccuitckon Pepnepaunn» (yTB. Yka3om MpesngeHTa PP oT 05.12.2016 Ne 646) 3akpeneHo,
4TO MH(OpPMaLMOHHas 6e3onacHoCTb Poccnitickon defepaunm - COCTOAHME 3aLLULEHHOCTU IMYHOCTK, obwecTBa N rocypapcTea oT
BHYTPEHHNX 1 BHELLHWUX MH(OPMaLIMOHHbIX Yrpo3, Npu KOTOPOM 0becneymBaloTCca peasn3aumns KOHCTUTYLIMOHHBIX NpaB 1 cBO6OA YenoBeka
W rpaxfaHuHa, [OCTONHbIE KaYeCTBO U YPOBEHb XW3HU FpaxkAaH, CYBEPEHUTET, TeppuTopuanbHas LEeNoCTHOCTb U yCTONYMNBOE
counanbHO-3KOHOMIYeCcKoe pa3snuTue Poccuiickon ®epepaunm, obopoHa 1 6e3onacHoCTb rocyAapcTBa.

VIHhopMaumnoHHble TexHonoruyM npuobpenn rnobanbHbI TPAHCrPaHUYHbIA XapakTep W CTaln HEeOTbeMJIEMOM YacTblo BCeX cdep
AeATENbHOCTN NYHOCTHK, obwecTBa 1 rocynapcTsa. Mx addekTnBHOE NpUMeHeHre ABNSETCA (PaKTOPOM YCKOPEHUS SKOHOMUYECKOro
pa3BUTWS rocyaapcTBa U OPMUPOBaHNSA MHGPOPMaLMOHHOrO obLecTBa. VHopMaLMoHHas cdhepa UrpaeT BaXkHyto posib B obecneyeHun
peanun3saunm cTpaTermyecknx HaLumMoHasbHbIX NpropuTeToB Poccuinckoit depepaumn.

HauMoHaNbHLIMK NHTepecaMu B UH(OPMALIMOHHOM cihepe SBASIOTCS:

1. obecneyeHne 1 3alimTa KOHCTUTYLMOHHBIX MpaB 1 cBOBOJ YeNoBEKa M rpaxAaHnWHa B 4acTu, KacatoLLencs NoayyeHns n NCnosib30BaHns
MHMOPMaLIMKN, HEMPUKOCHOBEHHOCTN YaCTHOM XM3HW NPU NCMO0JIb30BaHNN MH(OPMAaLIMOHHBIX TeXHOI0rniA, obecneyexHune
MHHOPMaLIMOHHOM NOAAEPKKN AEMOKPATNYECKNX UHCTUTYTOB, MEXaHW3MOB B3aUMOAENCTBNA rocyAapCTBa U rpaxxaaHckoro obuiecTsa,
a TaKkXXe NpMMeHeHne NHHOPMALIMOHHBIX TEXHOMOMMIA B UHTEPeCcax COXPaHEHUS KyJIbTYPHbIX, UICTOPUYECKMX U AYXOBHO-HPABCTBEHHbIX
LileHHOCTEN MHOrOHaLMOHanbLHOro Hapoha Poccuitckon defepaLuu;

2. obecneyeHmne ycTonyneoro n becnepebotHoro yHKLMOHNPOBAHNA MHOPMALMOHHON NHPACTPYKTYpPbI, B MEPBYIO 04epesb
KpUTUYECKON MH(OPMaLIMOHHOWM MHGPACTPYKTYpbl Poccuiickon ®efepaunm (Lanee - KpUTn4eckas MHHOPMaLMOHHaA MHMPaCcTPyKTypa)
1 eINHOW CeTUN 31eKTPOCBA3M Poccuitckon defepauuy, B MUPHOE BpeMS, B NePUOL, HeNMocpeaCcTBEHHOW Yrpo3bl arpeccun 1 B BOEHHOe
BpeMs;

3. pa3suTme B Poccuinckon ®epepaumm 0Tpacam MHMOPMaLMOHHBIX TEXHOIOMMIA 1 3/1IEKTPOHHON MPOMBILLIEHHOCTH, @ Takxe
COBEpLUEHCTBOBAHNE AeATEIbHOCTY NPOM3BOACTBEHHbIX, HAaYYHbIX N HaYy4YHO-TEXHNYECKUX OpraHn3aLui no paspaboTke, Npon3BoOACTBY
1 3KCnayaTauum cpeacTs obecnevyeHns MHGOPMaLMOHHOK Be3onacHOCTK, OKa3aHuio ycayr B obnacTu obecneyeHns nHHOPMaLMOHHON
6e3onacHocTy;

4. poBefeHue [0 POCCUNCKOW N MeXAYyHapoAHON 0bLLeCcTBEHHOCTW AOCTOBEPHOW MH(hOPMaLLMK O FrOCYyAapCTBEHHOW NONUTUKE POCCMINCKON
depepaunu n ee orLMANLHON NO3ULMK MO COLMANBHO 3HAYNMbIM COBLITUAM B CTPaHe N MUPE, MPUMEHEHNE MH(POPMALIMOHHbBIX
TEXHONIOruni B Lensx obecneyeHns HaunoHansHon 6e3onacHocTu Poccuiickoin ®efepaumm B 061acTu KyNbTypbl;

5. cofencTane PopMUPOBaHUNIO CUCTEMBI MEXAYHAPOAHON MHOPMaLIMOHHON 6e30nacHOCTW, HanpaBieHHOW Ha MPOTUBOAENCTBME Yrpo3am
1CNO/Ib30BaHUS NHOPMALIMOHHBIX TEXHOIOMUIA B LeNSAX HapyLWeHNs CTpaTermiyeckon cTabnnbHOCTK, Ha yKpenaeHne paBHONpPaBHOro
CTpaTermyeckoro NnapTHepcTBa B 061acTn MHGOPMaLMOHHON 6e30MacHOCTH, a TakXKe Ha 3aLunTy CyBepeHuTeTa Poccuinckon
depepauin B UHHOPMaLIMOHHOM NPOCTPAHCTBE.

Peanusaums HauMoOHaNbHbIX UHTEPECOB B MHMOPMALMOHHON chepe HanpaBieHa Ha dopMupoBaHue 6esonacHon cpeabl obopoTa
D[0CTOBEPHOW MH(OPMaLMK N YCTONYMBOW K Pa3anyHbIM BUAAM BO3AENCTBUA UHPOPMALIMOHHON MHDPACTPYKTYpPbI B Liensx obecneyveHns
KOHCTUTYLMOHHbIX NpaB 1 cBoBOA 4YenoBeka W rpaxgaHwHa, cTabnnbHOr0 COLMaNbHO-3KOHOMUYECKOro pa3BUTUA CTPaHbl, @ Takxe
HauwmoHanbHou BesonacHocTn Poccuiickoin Gepepaumu.

HOpMaTHBHbIe NMpaBOBbli€ aKThbl, CTAHAAPTbLI U PEKOMEeHOaL N

"BoeHHas BokTpuHa Poccuinckon ®enepaunn” (yTB. NMpesngeHTom PO 25.12.2014 Ne Mp-2976)

"Bbinucka 13 KoHuenuum rocyjapCTBEHHON CUCTEMbl 0BHapy>KeHUS, NpeaynpexXaeHNs U INKBUAALUN NOCAeACTBNA KOMMbIOTEPHbIX aTak
Ha MHopMaLMoHHbIe pecypcbl Poccuiickon ®enepaummn (yT8. MNpesuaeHtom PO 12.12.2014 Ne K 1274)

"OCHOBbI FOCYAapPCTBEHHON NOANTMKIM Poccuiickon Penepauun B 06nacT MexXAyHapoaHOW HGOPMaLMOHHON 6€30MacHOCTY Ha MepUoA,
10 2020 roga" (ytB. Mpe3ngeHTom PO 24.07.2013 Ne Mp-1753)

[ecATb anemMeHTOB Knbepbe3onacHOCTU: BbICOKOYPOBHEBLIN 0630p

[LloroBop o EBpa3uninckomM 3KOHOMUYECKOM coto3e (moanwucaH B r. ActaHe 29.05.2014)

MHdopmaumoHHoe coobweHne ®CTIK Poccum oT 07.02.2017 Ne 240/11/566 "O paspaboTaHHbix ®CTIK Poccm MeToan4eckmnx
pekoMeHAaunax no (hopM1POBaHMIO aHaIMTMYECKOro MPOrHO3a No YKOMMAEKTOBaHMWIO Nofpa3aeneHunin no obecneyeHnto 6esonacHoCcTyr
MHOPMaLIMKN B KNIOYEBBIX CUCTEMAaX MHOPMALIMOHHOW MHDPACTPYKTYpPbl, NPOTUBOLEACTBUIO MHOCTPAHHBIM TEXHUYECKUM pa3BenKaM U
TeXHUYeCKOoW 3aLmTe NHopMaLIMmM NOArOTOBNIEHHbIMK KaapaMm'"

OCHOBHble HanpaseHNa rocyAapCTBEHHON NONMTUKKU B 0bnacTun obecneveHuns 6e30nacHOCTY aBTOMATM3NPOBaHHbIX CUCTEM yNpaBeHNs
MPOU3BOACTBEHHLIMU N TEXHOOMMYECKMI NPOoLLeCCaMy KPUTUYECKN BaXKHbIX 06beKTOB MHPPaCcTPyKTypbl Poccuinckon ®epepaumm (yTB.
Mpe3ngeHtom PO 03.02.2012 Ne 803)

MnaH MeponpuaTKin NO HanpasneHuio "HdopmaunoHHas besonacHocTh" nporpamMmel "Lindposas skoHoMuka Poccuinckon depepauun'
(yTB. MpaBUTENbCTBEHHOW KOMUCCUEN MO UCMOJIb30BaHNI0 MHPOPMALIMOHHBIX TEXHOMOM A A8 YAYHLIEHNS KaYecTBa XXNU3HU 1 yCN0BUiA
BEAEHVSA NPeanprHMMaTEeNbCKON AeATENbHOCTY (MpoToko oT 18.12.2017 Ne 2))

MocTaHoBneHue MpasutensctBa PO o1 06.05.2016 Ne 399 "O6 opraHm3aLumm NOBbILLEHNS KBaAU(PUKALIAM CMEeLNanmMcToB No 3alumTe
MHOPMaLIMN N AO/HKHOCTHbBIX UL, OTBETCTBEHHbIX 33 OPraH13aLMio 3aLlnTbl MH(OPMaLIMK B OpraHax rocyijapcTBeHHON BAacTy,
opraHax MecTHOro camoyrnpaBJ/ieHNs, OpraHn3aunax ¢ roCyJapCTBEHHbIM y4aCcTUEM U OpraHM3aunsx 060pOHHO-NPOMBILLIEHHOMO
komrekca"

MocTaHoBneHune MpasButenscTea PO ot 31.07.2014 Ne 743 "06 yTBepXaeHUM MpaBua B3aUMOLENCTBIA OPraH1N3aTopoB PacnpoCTpaHeHUs
NHGopMaLnm B MHPOPMALMOHHO-TENEKOMMYHMKALMOHHON ceTun "VIHTepHeT" ¢ yNONHOMOYEHHbIMY FOCY AapCTBEHHbIMI OpraHamu,

CnpaB0o4HO-NpaBoBas CUCTeMa Mo MHOopPMaLMOHHON Be3onacHocTy - http://sps-ib.ru/
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OCYLLeCTBASIOWMUMMN ONepaTUBHO-Pa3bICKHYI0 AesTeNbHOCTb uan obecneyeHne 6esonacHocTu Poccuinckon ®enepaunn'

- MocTaHoBneHue MpaeutenbcTBa PO oT 31.07.2014 Ne 747 "O nepeyHe ANYHbIX, CEMENHbIX 1 LOMALUHWUX HYXA, YAOBIETBOPEHNE KOTOPbIX
He BNleYeT UCMNOoNHeHUs 0643aHHOCTEN, NPeayCMOTPEHHbIX YacTsaMmu 2 - 4 ctaTbmn 10.1 ®egepansHoro 3akoHa "06 nHgopmaunw,
NH(OPMALMOHHbBIX TEXHOOMMSAX M 0 3almTe nHdopmaumnn”

- Mpwnka3 PockomHaasopa oT 07.11.2017 Ne 228 "O6 yTBepxAeHuUn Mopsaka KOHTPOS 3a obecneyeHnem orpaHMYeHna foCTyna K
VHMOPMALIMOHHO-TENEKOMMYHUKALMOHHbLIM CETAM, MH(OPMAaLIMOHHBIM pecypcaM, NoCpenCcTBOM KOTOpbIX obecneynsaeTca LOCTYN K
MHOPMaLIMOHHBIM pecypcaM, MHPOPMALMOHHO-TENEKOMMYHNKALIMOHHBIM CETAM, [OCTYN K KOTOPbIM OFPaHWYeH Ha TeppuTOpum
Poccuinckon depepauun’

- Mpwnka3z ®CO Poccum ot 07.09.2016 Ne 443 "O6 yTBEP)KAEHUN [M0N0XKEHNS O POCCMACKOM FrOCYAapCTBEHHOM CErMEHTe
NH(OPMALMOHHO-TENEKOMMYHMKALMOHHON ceTun "NHTepHeT"

- PacnopsbkeHue MNpasnTensctea PO ot 28.07.2017 Ne 1632-p "06 yTBepxxAeHMM nporpamMmsbl "LindpoBas 3KOHOMMUKa PoCCMIACKO
®depepauunn”

- PekomeHpaumm «kpyrnoro ctona» KomuteTta FocyfapcTBeHHOW [yMbl no sHepreTuke o7 27.01.2017 Ne 3.25-5/14 Ha Temy:
«MepcnekTmBbl pa3BUTUS BONPOCOB UHDOPMALMOHHON 6€30MacHOCTY TOMIMBHO-3HEPTeTUYECKOr0 KOMIMIEKCA U 3aKOHOAaTe bHble
acnekTbl obecnevyeHns 6e30MNacHOCTY MHPOPMALMOHHBIX CUCTEM 06 BLEKTOB TOMIMBHO-3HEPTreTUYECKOr0 KOMMIEKCa»

- Yka3 MNpe3ngeHta PO 01 05.12.2016 Ne 646 "O6 yTBepXAeHUN [JOKTPUHBI MHGOpMaLMoHHON Be3onacHocTy Poccninickon ®epepauun”

- Yka3 lMNpe3ugeHTta PO o1 06.05.2011 Ne 590 "Bonpockl CoBeTa be3onacHocTu Poccuiickon ®enepaummn”

. Yka3 MNpe3ugeHTta PO 01 09.05.2017 Ne 203 "O CTpaTernu pa3sutus nHgopMaunoHHoro obuiectsa B Poccuinckon ®epgepauun Ha 2017 -
2030 rogbl"

- Yka3 Mpe3mpgeHTa PO oT 15.01.2013 Ne 31c "O co3faHum rocyapCTBEHHOM CUCTEMbI 0OHapYXXeHNs, Npeaynpe XK AeHNa N TMKBULaLNN
nocneAcTBMIN KOMMbIOTEPHBIX aTak Ha MHGOPMaLMOHHbIE pecypcbl Poccuinickon Pepepauun” (Boinucka)

- Yka3 MNpe3ngeHta PO o1 16.08.2004 Ne 1082 "Bonpockl MuHnctepcTBa 060poHbl Poccuitckon Pepnepaunn'

- Yka3 MNpe3unpgeHTa PO oT 16.08.2004 No 1085 "Bonpockl ®efepanbHOn Cy6bl N0 TEXHUYECKOMY 1 SKCMOPTHOMY KOHTPOJIO"

- Yka3 MNpe3unpgeHTta PO o1 22.05.2015 Ne 260 "O HeKOTOpbIX BONMpocax UHopMaLumnoHHom besonacHocTy Poccuinckon ®epepaunn’

- Yka3 MNpe3ngeHta PO 01 22.12.2017 Ne 620 "O COBEpLUEHCTBOBAHUN FOCYLapCTBEHHOW CUCTEMbI OBOHAPYXXeHUS, MpesynpeXxaeHns 1
JINKBUAALIMN MOCNEACTBAN KOMMNbIOTEPHbIX aTak Ha UH(OPMaLMOHHbIe pecypcbl Poccuickon ®epepauymn”

- Yka3 MNpe3upgeHTta PO o1 28.06.1993 Ne 966 "O KoHuenuun npaBoBoi nHgopmaTusaumm Poccun'

- Yka3 MNpe3ngeHta PO 01 29.12.2012 Ne 1711 "O cocTaBe MexxBegoMcTBeHHON Komuccmm CoseTa besonacHocTn Poccuitckon denepauun
no nHdopMaLnoHHok 6e30MacHOCTU MO [O/HKHOCTAM"

- Yka3 MNpe3upgeHTta PO o1 30.11.2016 Ne 640 "O6 yTBEpPXAEHNM KOHUENUNM BHELLHEN NONMTUKN Poccuinckon depepauun”

- Yka3 MNpe3ngeHta PO o1 31.12.2015 Ne 683 "O CTpaTerun HaumoHanbHon 6esonacHocTy Poccuinckon ®epepaumn”

. ®efepanbHbiin 3akoH 0T 03.04.1995 Ne 40-33 "O depepansHon cnyxbe 6e3onacHocTu"

. ®epepanbHbIi 3aKoH 0T 28.12.2010 Ne 390-d3 "O 6e3onacHocTm"

.+ ISO/IEC 27001 «MHdopMaLmnoHHble TexHonorum - Metoabl obecneveHns 6esonacHocTn - CUCTEMBI yNpaBfieHNs UHPOPMaLMOHHON
6e3onacHocTblo - TpeboBaHUA»

- ISO/IEC 27002 «MHhopMaLoHHbIe TexHonornm - Metonbl obecneyeHuns 6e3onacHoCcTn - HopMbl 1 NpaBuaa ynpasieHus
NH(OPMaLUNOoHHOM 6e30MacHOCTbo»

- FOCT P NCO/M3K 27000-2012. NHhopMaLmoHHasa TexHonorus. Metoabl 1 cpeacTsa obecneyenns 6esonacHocTu. CCTeMbl
MeHe)KMeHTa NH(opMaLMoHHon 6e3onacHocTu. Obwmin 0630p 1 TEpMUHONIOTKA

- TOCT P NCO/M3K 27001-2006. NHthopmaLmoHHas TexHonorns. MeToabl u cpeacTsa obecnedyeHns 6esonacHocTu. Cuctemsl
MeHe)KMeHTa UH(opMaLnoHHoR 6e3onacHocTu. TpeboBaHUs

- FOCT P UICO/M3K 27002-2012. MHhopMaLmoHHas TexHonorus. Metonbl 1 cpeficTBa obecneyenms besonacHocTi. CBOA HOPM 1 NPaBui
MeHe[)XKMeHTa 6e3onacHoCTu

- FTOCT P NCO/M3K 27003-2012. NHhopMaLmoHHasa TexHonorus. Metoabl 1 cpeacTsa obecnevyenns 6esonacHocTu. CCTembl
MeHe)KMeHTa NH(OopMaLMoHHON 6e30nacHOCTU. PyKOBOACTBO NO peann3auum CUCTEMbl MEHeXXMeHTa NH(OPMaLIMOHHOM Be30nacHoCTm

- TOCT P NCO/M3K 27004-2011. NHchopMaLmoHHas TexHonorns. Metoabl 1 cpeacTBa obecrnedyeHns 6e3onacHoCcTU. MeHe )KMeHT
nHdopMaunoHHon besonacHocTu. N3mepeHuns

- FOCT P UICO/M3K 27005-2010. MHchopMaumoHHas TexHonorus. Metoabl 1 cpeficTBa obecneyeHms 6e3onacHoCcTu. MeHedXMEHT pucka
MH(OPMaLUnoHHoM 6e3onacHoCTH

- FTOCT P NCO/M3K 27006-2008. NHthopmaLmoHHasa TexHonorus. Metoasl 1 cpeacTsa obecneyeHns 6e3onacHocTn. TpeboBaHUs K opraHam,
OCYLLECTBASIOLLMM ayUT N CePTUDUKALMNIO CUCTEM MEHEKMEHTa MH(OPMaLIMOHHON 6e30nacHOCTU

- TOCT P NCO/M3K 27007-2014. NHhopMaLmoHHas TexHonorns. Metoabl  cpeactsa obecneyverHns 6esonacHoCcTU. PyKoBOACTBa MO ayauTy
CUCTeM MeHedXMeHTa nHpopMaLMoHHoM Be3onacHoOCTH

- FTOCT P NICO/M3K 27013-2014. NHchopMaLMOHHas TexHonorus. Metoabl 1 cpeacTBa obecneyeHns 6e3onacHoCTW. PyKoBOACTBO MO
COBMECTHOMY UCMosib30BaHuto ctaHgapTos NCO/M3K 27001 n MCO/M3K 20000-1

- TOCT P NCO/M3K 27033-1-2011. UHdopMaLMoHHas TexHonorusa. Metoabl 1 cpeacTBa obecneyeHns 6esonacHocTu. be3onacHoOCTL ceTel.
YacTb 1. 0630p 1 KOHUEeNUU®

- TOCT P NCO/M3K 27033-3-2014. NHthopMaLmoHHas TexHonornsa. MeTtoabl 1 cpeacTBa obecneyeHns b6esonacHocTu. be3onacHoOCTb ceTen.
YacTb 3. OTasIoOHHbIe ceTeBble CLeHapun. Yrpo3bl, METOAbI MPOEKTUPOBAHMSA 1 BONPOCH! YripaBAeHUs

- TOCT P NICO/M3K 27034-1-2014. NH(opMaLMOHHas TexHonorusa. MeToabl U cpeacTBa obecneyeHns 6esonacHocTu. besonacHoCTb
npuaoXxeHuin. Yactb 1. 0630p 1 obLine NnoHATUS

- FOCT P NCO/M3K 27037-2014. NHthopmMaLmoHHasa TexHonorus. Metoabl 1 cpeacTsa obecneyeHns 6e3onacHocTu. PyKoBOACTBa Mo
naeHTudukauum, cbopy, NONY4YEHUIO N XPaHEHUIO CBMAETENLCTB, NPEACTaBAEHHbIX B LMGPOBOA hopme

Hap3opHble opraHbl

- ®epepanbHas cnyxba Mo TEXHUYECKOMY M 3KCMOPTHOMY KOHTpoJto Poccuinckon ®epepaunm
- ®epepanbHas cnyxba 6e3onacHocTn Poccuinckon ®enepaummn
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