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NMudopmaunoHHoe coobuwenne ®CTIK Poccum ot 20.11.2012 No 240/24/4669 "OO6
0C00EeHHOCTAX 3alUTbl NepPCOoHasbHbIX AAaHHbIX NPUM UX 0OpaboTke B MH(pOPMaALMOHHbIX
cucTeMax nNnepcoHaNbHbIX AAaHHbIX U cepTUPUKALUKM CPencTB 3awiuTbl MHpOpMauuu,
npepHasHaYeHHbIX ANA 3aWUTbl NEPCOHANbHbIX AaHHbIX"

MocTaHoBneHuem lMpasuTenscTBa Poccuiickon ®epepaunn ot 1 Hoabps 2012 r. Ne 1119 yTBepxaeHbl TpeboBaHMA K 3aliuTe
NepCcoHanbHbIX AaHHbIX NpK Mx 06paboTke B MH(OPMaLIMOHHBIX CUCTEMAaX MEePCOHAsIbHbIX AaHHbIX N YCTaHOB/EHbI YPOBHU 3aLLMLLEHHOCTY
nepcoHasibHbIX faHHbIX Npy Ux 06paboTke B MHDOPMALMOHHBIX CUCTEMAX NepPCOHasIbHbIX AaHHbIX.

B cooTBeTCTBUNM C YacTbto 4 cTaTbu 19 GepepanbHOro 3akoHa oT 27 mions 2006 r. Ne 152-03 «O nepcoHaNbHbIX AaHHbIX» 1 TpeboBaHnaMuy
K 3aluMTe NepcoHafbHbIX AaHHbIX NpU ux 06paboTKe B MHPOPMALMOHHBLIX CUCTEMAX MEPCOHasIbHbIX AaHHbIX, YTBEPXAEHHbIMY
noctaHoeneHunem MpaBuTenbcTBa Poccuinckon depepaunn ot 1 Hosbps 2012 r. Ne 1119, ®CTIK Poccum 3aBepwaetcs pabota no
NoAroTOBKE NPOeKTa HOPMaTUBHOIO MPABOBOr0 aKkTa, YCTaHAB/MBAIOLLEro COCTaB 1 COAEPKaHNe OPraHn3auMOHHbIX Y TEXHUYECKUX Mep
no obecneyeHmnio 6€30MaCHOCTN NEPCOHabHbIX AaHHbIX NPU X 06paboTke B MHHOPMALIMOHHBIX CUCTEMAX MePCOHasbHbIX AAHHbIX.

MPOEeKT yKa3aHHOro HOPMaTMBHOrO NPABOBOro akTa NaaHupyeTca Ao 7 gekabps 2012 r. pa3mMecTuTb Ha ouumnansHom cante ®CTIK
Poccun www.fstec.ru ons pacCMoOTpeHWs 3anHTEPECOBAHHBIMMW NLLAMU.

B uensx obecneyeHns NnpeemMCcTBEHHOCTM METOAOB 1 CMocobOB MO 3alMTe NepCcoHabHbIX AaHHbIX NpK ux 06paboTke B MH(OPMALMOHHbIX
CMCTeMax NepcoHasbHbIX AaHHbIX, @ TakXe CepTUdMKaLMmM CpeacTB 3anTbl MHpOpMaLnn, NpefHa3HAYeHHbIX A5 3alnTbl NepCoHanbHbIX
[aHHbIX, O U3JaHWa B YCTaHOBJIEHHOM Mopsiake HOpMaTMBHOro npasoBoro akta ®CTIK Poccuum, ycTaHaBaMBaloLWero coctas U
CopepXaHne opraHM3aLnOoOHHbIX 1 TeXHWYeckux mMep no obecneyvyeHuio 6e30MacCHOCTY NEPCOHaNbHbIX AAHHbLIX Npu nx obpaboTke B
MHOPMaLIMOHHBIX CUCTEMaX MePCOHaIbHbIX AaHHbIX, MO NopyyeHuto pykoeoacTea ®CTIK Poccnn nonaraem uenecoobpasHbiM COOOWMUTL
cnepyiouee:

1. MpepnonaraeTcs, 4TO HOPMaTMBHbLIA NpaBoBol akT ®CTIK Poccum, ycTaHaBAMBAOLWMIA COCTAB U COAEpP)KaHWNE OpraHn3aLUnOHHbIX U
TexHn4yeckmx mep no obecneyvyeHnto 6€30NacHOCTM NepPCOHaNbHbLIX AaHHbIX NpU UXx 0bpaboTke B UHPOPMALMOHHBLIX CUCTEMaX
NepCcoHaNbHbIX AaHHbIX, ByleT NPUMEHATHLCS K UHPOPMALIMOHHBIM CUCTEMaM NePCOHaNbHbLIX AaHHbIX, AN KOTOPbIX PeLleHne 0 CO34aHNM
CUCTEMbI 3alLMTbl MHOopMaL M ByaeT NPUHATO NOCae BCTYMAEHWA B CUTY YKa3aHHOr0 HOPMaTUBHOIO MPaBOBOro akTa.

2. CepTudukaTtbl COOTBETCTBUSA, BblfaHHble ®CTIK Poccum fo BCTynAeHUs B CUy HOPMaTWBHOrO npasoBoro akta ®CTIK Poccuu,
yCTaHaB/IMBAIOLLEro COCTaB U COAEPXKaHNe OpPraHnN3aLMOHHbIX U TEXHUYECKX Mep No obecneyeHmnio 6€30NacHOCTM NepPCOHabHbIX AaHHbIX
npu ux 0bpaboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AaHHbIX, MepeodopMIEeHUI0 He noanexarT.

Mpu BbIbOpe CPeacTB 3alunThl MH(OPMaLUK, Ha KOTopble cepTudukaTbl cooTBeTcTBUS PCTIK Poccun Hb1mn BolAaHbl A0 BCTYNAEHUS B CUY
yKa3aHHOro HOpMaTMBHOIO MPaBOBOro akTa, A4S 3alMTbl NMEpPCOHaNbHbIX LaHHbIX CYMTaeM LenecoobpasHbiM PYKOBOACTBOBATLCS
cnefyowmnm:

CpelcTBa 3aWuTbl MHMOPMaLUK, KOTOPbIE MOTYT UCMOJIb30BaTbCA AJ1A 3alMTbl MEePCOHajbHbIX AaHHbIX, 0bpabaTbiBaeMbix B
NHMOPMAaLIMOHHBIX CUCTEMaxX MepCoHaNbHbIX AaHHbIX 1 Knacca, MOryT NPUMEHATLCA ANs obecnevyeHns 3alMLLEHHOCTN NepCoHabHbIX
AaHHbIX, obpabaTbiBaeMbix B MHHOPMALMOHHBIX CUCTEMAX MePCOHaIbHbIX AaHHbIX, A0 1 YPOBHSA BKJIIOUYNTENBHO;

CpelcTBa 3aWunTbl MHMOPMaLUK, KOTOPbIE MOTYT UCMOSb30BaTbCA AJ1A 3alMTbl MEePCOHajbHbIX AaHHbIX, 06bpabaTbiBaeMbix B
NH(POPMALMOHHBIX CUCTEMAX MEPCOHasbHbIX AaHHbIX 2 Kaacca*, MOryT NpUMeHATbCA A8 obecnevyeHns 4 ypoBHS 3alLMLLEHHOCTH
nepcoHasbHbIX AaHHbIX, 06pabaTbiBaeMbIX B MHPOPMALIMOHHBIX CUCTEMaX NePCOHasNbHbIX AaHHbIX.

Mpy obecneyeHnn 3aNLLEHHOCTY NEPCOHaNbHbIX AaHHbIX, 06pabaTbiBaeMblX B MH(HOPMALIMOHHBLIX CUCTEMAX NMEPCOHaNbHbIX AaHHbIX,
MOryT MPUMEHSATLCA CPeACTBa 3aluTbl UH(OPMaLUK, B cepTudUKaTax COOTBETCTBMS Ha KOTOpPble He NMpuBefeHa MHGOPMaLns o
BO3MOXXHOCTW X UCMOJSIb30BaHWSA AJS 3alWNThl MepCOHaNbHLIX AaHHbIX. B 3TOM cnyyae ¢yHKLMM 6€30MacHOCTM yKa3aHHbIX CPeacTB
3alUNTbl MHGbOPMaALMN [OMKHbI 06ecrneynmBaTh COOTBETCTBYIOLIME TEXHUYECKNE Mepbl Mo obecneyeHuio onpeeneHHoOro ypoBHS
3aLUMLLEHHOCTM NEPCOHasIbHBIX AaHHbIX, KOTOpble 6yAyT yCTaHOBEHb HOPMATUBHBLIM MpaBoBbiM akToM ®CTIK Poccuu, onpeaensowmm
COCTaB U COAEPXKaHNE OpraHN3aLMOHHbIX U TEXHUYECKUX Mep Mo obecneyeHunto 6€30MacHOCTY NePCOHabHbLIX AaHHLIX Npu ux 0bpaboTke B
MH(OPMALMOHHBIX CUCTEMaX NePCOHabHbIX AaHHbIX.

3. ®CT3K Poccum BeféTca paboTa no NOAroTOBKE HOPMATMBHbLIX MPaBOBLIX akTOB MO BHECEHWIO U3MeHeHWIn B TpeboBaHMa K cucteMam
obHapyXeHnsa BTOPXXEeHUN, yTBepXaeHHble npukasom ®CTIK Poccum ot 6 gekabpsa 2011 r. Ne 638, n TpeboBaHns K cpefcTBaMm
AHTVBMPYCHOW 3aLUnThl, yTBEpXAeHHble nprka3om ®CTIK Poccun ot 20 mapTa 2012 r. Ne 28.

YKa3aHHbIMU HOPMaTMBHbLIMU NPABOBbLIMU aKTaMy NAaHUPYETCA YCTaHOBUTb ClieayloLlee:

ans obecnevyeHns 4 ypoBHS 3aLUULLEHHOCTU MEPCOHANbHbIX AaHHbIX B MH(OPMALMOHHbLIX CUCTEMAX MepCcoHasbHbIX LaHHbIX 6yayT
NPUMEHSATLCA CUCTEMbl 0OHAPYXKEHNS BTOPXXEHWIA 1 CPEACTBA aHTUBMPYCHOW 3aLLMThl, COOTBETCTBYIOLLME 6 KNACCY 3aLUnThI;

Aans obecneyeHns 3 ypoBHS 3alUMLLEHHOCTU NEPCOHAsIbHBIX AaHHbIX B MH(POPMALMOHHBIX CUCTEMAX NEePCOHaNbHbIX faHHbIX, B KOTOPbIX He
onpefesieHbl B KQ4eCTBe aKTyaslbHbIX Yrpo3bl 2-r0 TWMa 1 KOTOPblE He MOAKJII0YEHbl K MHGOPMALMOHHO-TENEKOMMYHUKALIMOHHLIM CETSM
MeXAyHapOLHOr0 WH(OPMaLUOHHOrO0 obMeHa, ByAyT NPUMEHSTLCS CUCTeMbl 06Hapy>XeHWs BTOPXXEHWIA 1 CpeacTBa aHTUBUPYCHOIA
3alWThl, COOTBETCTBYIOLME 5 KNaccy 3alnThl;

ans obecneyenns 1 nam 2 ypoBHS 3allMLLEHHOCTY NEePCOHAJbHBIX JaHHbIX B MHOPMALMOHHBIX CUCTEMAX NEPCOHabHbIX AaHHbIX, @ TaKXe
3 YPOBHA 3alUMLEHHOCTY NMEPCOHaNbHbIX AaHHbIX B UH(DOPMALMOHHbLIX CUCTEMax MepCcoHasbHbIX AAHHbLIX, B KOTOPbLIX OMpeaeneHsbl B
KayecTBe aKTyaslbHbIX Yrpo3bl 2-r0 TUMa WU KOTOPbIE NMOLKI0YEHb K MH(DOPMALIMOHHO-TENIEKOMMYHNKALMOHHBIM CETAM MeXAyHapo4HOro
UHGbOPMaLoHHOro obmeHa, 6YAyT MPUMEHATLCS CUCTEMbl 0OHAPYXEHWS BTOPXEHWA U CPeACcTBa aHTWBUPYCHOW 3aliUThI,
COOTBETCTBYIOLWME 4 KIACcCy 3alUuUTHI.
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