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Mpukas ®PAMNCHU ot 13.06.2001 Ne 152 "O6 yrBepxpeHuu UHCTpyKuum o6 opraHusauum m
obecneyeHun 6e3onacHOCTU xpaHeHus, o6paboTKU M nepepaym nNo KaHanam CBA3M C
MCNONb30BaHMEM CpencTB Kpuntorpacdmyeckon 3awutbl MHGOPMaALUU C OrPaHUYEHHbBIM
[OCTYNOM, He coaepiXallueh CBeaeHUN, COCTaBAIOLLUX rOCy 4apCTBEHHYIO TaUHy"

3apeructpuposaHo B MuHiocte P® 6 asrycta 2001 r. Ne 2848

B cooTBeTCcTBMM C PefepanbHbiM 3aKOHOM OT 20 peBpansd 1995 r. Ne 24-03 «06 nHhopmaumm, MHGHOPMaTH3aLMK 1 3aLUMTe NHGOoPMaLMn»,
3akoHoM Poccuiickon ®epepauun ot 19 despand 1993 r. Ne 4524-1 «O chepepanbHblXx opraHax NpaBUTENbCTBEHHOW CBA3N U
nHgopmauumn» 1 MonoxeHnem o nopsfke paspaboTku, NPOM3BOACTBA, peasm3auum U UCNOb30BaHNA CPEACTB KpUNTorpaduyeckom
3alWUTbl UHGOPMaLUN C OFpaHWYEHHbIM AOCTYMNOM, He CcofepXKallel CBeAeHWN, COCTaBAALWMNX FrOCyAapCTBEHHYIO TaiHy (MonoxeHune
MK3-99), yTBepxaeHHbIM npukazom PATMNCU oT 23 ceHTsbpa 1999 r. Ne 158, 3aperncTpupoBaHHbiM MUHUCTEPCTBOM IOCTULMKN POCCUIACKON
depepaunn 28 nekabps 1999 r., peructpaunoHHbii Ne 2029, ¢ Lenbio onpeaeneHns nopsika opraHusauum n obecneyenns 6esonacHocTn
XpaHeHusa, 06paboTku M nepefaym NO KaHaslaM CBA3N C UCMONb30BaHUEM CPeACTB KPMNTOrpaduyeckon 3awwmTel MHGOpMaLmum ¢
OrpaHM4YeHHbIM JOCTYNOM, He coep Kallen CBeAeHW, COCTaBAAOLWMNX FOCYAapCTBEHHYIO TallHy NpuKa3sbiBalo:

YTBepautbe WHcTpykumio o6 opraHusaumm n obecnevyeHnn 6e3onacHOCTU xpaHeHunsa, 06paboTkn 1 nepefayn No KaHaaam CBA3N C
NCNonb30BaHWEM CPenCcTB KPUNTOrpaunyeckon 3aluTbl MHGOPMALUM C OrpaHNYeHHbIM LOCTYNOM, He COAepXKallell CBefeHun,
COCTaBNAOLWMNX FOCYAapCTBEHHYIO TalHy (Mpunaraercs).

[eHepanbHbIN ANPEKTOP AreHTCTBa
B.MaTIOXuH

MHcTpyKumna o6 opraHumsauum m obecneyeHum 6e3onacHOCTM XpaHeHus, o6paboTku m
nepepayy no KaHasnaMm CBA3M C UCNOJIb3OBAaHMEM CPeACTB KpunTorpadmyeckon 3aLiuThbl
MH(pOPMaLUKU C OFrpaHUYEHHbIM AO0CTYNOM, He copepXalied CBeAeHUH, COCTaBAAIOLLUX
rocynapCTBeHHYI0 TauHy

Mpunoxexue
K npukasy ®AMCU PO
oT 13 mioHa 2001 r. Ne 152

l. O6WwMe nonoXKeHus

1. HacToswaa VHCTpyKUna onpenenseT eAnHbii Ha TeppuTopumn Poccuiickon ®epepaumm nopsaaok opraHusauum n obecneyeHus
6e3onacHoOCTU xpaHeHns, 0bpaboTkm 1 nepepaynm NO KaHanaM CBA3M C UCNOJb30BaHMEM cepTuduumposaHHbix ®AMNCKU cpeacTs
KpunTorpacn4yeckon 3amnThl (LUNGPOBaibHbIX CPEACTB) NOANEXALLEn B COOTBETCTBUN C 3aKOHOAAaTeNbCTBOM Poccuiickon ®eaepauum
06s13aTeNbHOI 3aWnTe NHPOPMaLIMK C OrPaHNYEHHBIM JOCTYMOM, He COaepXalleil CBefeHWil, COCTaBNSIOLMX FOCY4apCTBEHHYIO TalHy?.

JaHHbIM NOPAAKOM PEKOMEHLYeTCS PYKOBOLACTBOBATLCSA TakXXe Npu opraHusaummn n obecneveHun 6e3onacHoCT XxpaHeHns, 06paboTkm un
nepefayn no KaHasaMm CBS3W C UCMOJIb30BaHNEM CepTUhULMPOBaHHbIX PAMNCU cpeacTB KpunTOrpacmyeckon 3amnTel? He noanexatlein
oba3aTeNbHON 3aLlnTe KOHPUAEHUNANBbHON NHOPMaLMK, AOCTYN K KOTOPOW OrpaHNYnBaeTCa B COOTBETCTBMMU C 3aKOHOAaTENbCTBOM
Poccuitckon ®epepauuy unm no peleHuio obnagatens KoHGUAeHLNaNbHOW UHOPMaLmMn® (3a UCKNI0YEHNEM NH(OPMaLIMK, cofepKaLlei
CBEAEHUA, K KOTOPbIM B COOTBETCTBUM C 3aKOHOLATEIbCTBOM Poccuiickoin ®efepaumm He MOXXET BbITb OrpaHuyeH JocTyn).

2. Hactoawasa NHCTpyKLMS He pernaMmeHTUpyeT nopsaka opraHusaummn n obecnevyenms 6e3onacHoOCTM xpaHeHus, 06paboTku n nepepayn
no KaHasiam CBA3M ¢ ucnosb3osaHnem CK3U KoHdraeHUManbHON NH(OpMaLMK B yupexaeHnsax Poccuinckon ®epepaunm 3a rpaHuLen.

Il. Opranusauus M obecneyeHne 6e3onacHoCcTM xpaHeHUs, o6paboTku u nepepaum no
KaHaJlaM CBA3M C ucnonb3oBaHueM CK3U koHpuaeHumanbHon nHpopmauum

3. Be3onacHocTb xpaHeHus, 06paboTkn 1 Nepefayn NO KaHaflam CBA3N C ucnonb3oBaHnem CK3W KoHpuaeHUManbHON nHpopMauun B
CeTsX KOHMAEHUMANbHON CBA3MY opraHn3yloT 1 obecneynBaloT onepaTopbl KOHMUAEHUMANBHON CBA3MN.

be3onacHocTb xpaHeHns n 0bpaboTku ¢ mcnonbloBaHnem CK3W KoHduaeHUManbHOW MHGOPMaLuUW, NepefaBaeMoil BHE CeTen
KOH(MAEHUNANbHOW CBA3M, OPraHn3ytoT 1 0becneynBaloT anua, UMelLLme auueH3suto GAMCKP,

Jluua, okasbiBaloLiMe BO3ME3Hble YCayrn o opraHusauun n obecneyeHnto 6e3o0nacHoOCTM XpaHeHns 1 06paboTKy C MCMOb30BaHMEM
CK3W KoHumaeHumanbHon nHopMaumm, nepefaBaemMon BHe ceTen KOH(MUAEHUNANbHON CBA3N, JO/KHbI MMeTb anueH3nio GAMNCH Ha
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LeATeNbHOCTb N0 NPefOCTaBNEHNIO YCNYT B 061aCTV WNGHPOBAHUS UHOPMaLINL.

4. be3onacHOCTb XpaHeHns, 06paboTKM 1 Nepefayn No KaHanaM CBA3M C Ucnosib3oBaHneM CK3W KoHhuaeHUManbHON MHpopMaLu,
obnafaTenn KOTopon He nmetoT nnueHsnn GAMCH, nnueHsnaTel PAMCK opraHmsyioT 1 obecneymBatoT AMBO NO yKa3aHWUIO BbILLECTOALLEN
opraHmsaumu, nmbo Ha OCHOBaHMM JOrOBOPOB Ha OKa3aHue yCayr no KpUnTorpahuyeckon 3almTe KoHhuaeHLMansHOW NHGopMaLmn.

5. InueH3sunaTol ®AMNCU HecyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOAMMbLIX UMW MEpPONPUATUIA NO OpraHnsaumm u obecnevyeHuio
6e3onacHoCcT xpaHeHns, 0bpaboTkn 1 Nepefayn MO KaHafnaMm CBA3WM C ucnonb3oBaHmeM CK3U KoHpUIAEHLMaNbHON MHGOPMaLun
JIMLLEH3MOHHBIM TPeboBaHUAM W YCIOBUAM, 3KCNIyaTaLMOHHON N TeXHNYECKON AokyMeHTauun k CK3W, a Takxxe nosoXXeHnaM HacTosALen
NHCTpyKumK.

Mpun 3ToM nuueH3snaTbl PAMNCU pomxkHb obecneynBaTb KOMMNAEKCHOCTb 3alUUThl KOH(pUAEHUNANbHON UHpOPMaLUK, B TOM 4ucie
nocpeacTBOM NPUMEHEHNS HEKPUNTOrpatnyeCcKnx CpesCcTB 3aLlnThI.

6. 1ns pa3paboTKu 1 OCYLLECTBIEHNS MEPONPUATUI NO OpraHu3aummn n obecneyeHunto 6esonacHoCTN XxpaHeHus, obpaboTKu 1 nepegaym ¢
ncnonb3oBaHnem CK3W koHpuaeHumnansHon nHgopmaumm nuueHsnat GAMNCU co3paeT 0anH MM HECKOIbKO OPraHOB KpMNTOrpagmyeckon
3aWmnThl”, 0 4eM NcbMeHHo yBeaomaseT GAMNCU.

JonyckaeTcs BO3/0XKEHUe PYHKLWIA opraHa KpUnTorpacuyeckon 3almTbl Ha CneumnasbHoe CTPYKTYpHOE noapa3feneHne no 3awmre
roCyAapCTBEHHOI TaliHbl, NCMOJb3YIOLLee AJF 3TOr0 WN(POBaJbHbIE CPEACTBA.

KonmyecTBo opraHoB KpynTorpauyeckomn 3awmThbl 1 UX YUCIEHHOCTb YCTaHaBAMBaET auueHsnat GAMCH.

7. OpraH KpunTorpadu4eckon 3alnThl OCyLLeCTBASET:

NpoBepKy roTOBHOCTW obnafaTenen KOHPUAEHUMANbHON NHMOPMaLUN K CaMOCTOATENbHOMY ucnosib3oBaHuio CK3U n cocTaBneHue
3aKJIl04eHUn 0 BO3MOXHOCTMK 3KcnayaTauum CK3W (c ykasaHmem Tuna n HoMepoB ncnosibdyembix CK3W, HomepoB annapaTHbIX,
MPOrpaMMHbIX U annapaTHO-NPOrpaMMHbIX CPEACTB, rAe YCTaHOBAEHbI UK K KOTOPbIM NofkodeHbl CK3W, ¢ yka3aHneM Takxe HOMepoB
neyaten (nnomMbupoB), KOTOPbIMK oneyvaTaHbl (oNnoMbMpOBaHbI) TeXHUYECKMe cpencTBa, BkaoYas CK3W, n pe3ynbTaToB NPOBEpPKM
hyHKUMOoHNpoBaHna CK3N);

pa3paboTKy MeponpuaTuit no obecneyeHunto hyHKUNOHNPOBaHNA 1 Be3onacHocTh nNpuMeHsaeMblx CK3W B COOTBETCTBUM C yCI0BUAMYU
BblAAHHbIX Ha HNX CEPTU(NKATOB, @ TaKXXe B COOTBETCTBMUM C 3KCMJTyaTaLMOHHOW U TEXHNYECKON JOKYMeHTauUWen K 3TUM CpefcTBaMm;
oby4eHne nuy, ncnonb3ytowmx CK3UW, npasunam paboTsl C HAMK;

MO3K3eMMAPHbLIN y4eT ncnonb3yembix CK3W, skcnnyaTauMOHHON N TEXHUYECKON LOKYMEHTALUN K HAM;

y4eT obcnyxnsaembix obnagaTtenein KOHPUAEHUNANBHON MHMOPMaLMK, a Takxe U3NYeCKnX AnL, HENOCPeACTBEHHO LOMYLEHHbIX K
paboTe c CK31¥;

nofavy 3assok B ®ANCU nnn nuueHsnaTy, nmetolemy nuueHsnio GAMCH Ha fesTenbHOCTb N0 U3rOTOBMIEHUIO KJIOYEBLIX JOKYMEHTOB®
ana CK3W, Ha M3roToBsieHNe KJII0YEBbIX LOKYMEHTOB UM UCXOAHOW KOYEBOW MHGOPMaLMn. M3roToBAEHNE U3 NCXOLHON KJH0YeBOW
NH(OPMaLMK KNI0YEBbIX AOKYMEHTOB, UX pacnpefenerHune, pacCbliky 1 yyeT;

KOHTPOJIb 3a cobnoaeHnem ycnoBuin ncnonbzoBaHus CK3M, ycTaHOBNEHHbIX 3KCMTyaTaLlMOHHOM U TEXHUYECKON foKYyMeHTaumen k CK3U,
ceptugmkaTom PAMNCU n HacTosAwen NHCTpyKuuen;

pacciefoBaH/We W COCTaBNEHME 3aK/YeHUn No akTaM HapyleHnsa ycaoBuin ucnonb3osaHna CK3W, koTopble MOryT nNpmBecTn K
CHVXKEHMIO YPOBHSA 3aLUMTbl KOHPUAEHLMANbHON HOpMaLuy; pa3paboTKy 1 NpUHATNE Mep NO NPeAO0TBPALLEHNIO BO3MOXHbIX ONACHbIX
nocneacTBUiA NOJOOHLIX HapyLeHNIA;

pa3paboTKy CxeMbl OpraHuW3auuy KpUnTorpauYeckon 3awmnThl KOHPUAEHLNANbHON MHGOPMauun (C yKa3aHMEM HaUMEHOBaHUS ©
pa3MeLLeHNs HMXKECTOALNX OPraHOB KpUNTorpadnyeckon 3aluTbl, eCin TakoBble UMelTcs, obnagaTenen KoOHPUAeHUNANLHON
nHMOPMaLMK, PEKBU3NTOB AOrOBOPOB Ha OKa3aHue yCayr No KpUnTorpamyeckon 3awnTe KOHOMAEHUNaNbHON H(OPMaLMK, a Takxe C
yKa3saHuneMm Tunos npumeHsembix CK3U 1 knioYeBbIX JOKYMEHTOB K HUM, BUAOB 3aliMLLiaeMon MHOPMaL UM, NCMOSIb3yeMblX COBMECTHO C
CK3W TexHn4yecknx cpefcTs CBA3W, NPUKAALHOro 1 0bLiecncTeMHOro NporpamMMHoro obecneyeHns u CPeAcTB BbIYUCINTENbHON TEXHUKMN).
YKa3aHHylo cxemy yTBepxaaeT nuueHsunat GAMNCH.

8. ObnapaTtenn KOHUAEHUMANIBHOW UHDOPMALMK, €CAN OHWN MPUHAAN pelleHne 0 Heo6X0AMMOCTY KpUNTOorpadunyeckon 3awmnTsl Takon
NH(OPMaLUM UK ecnun pelweHne o HeobxoAnMoCTY ee KpUNTOrpauYecKon 3alnTbl B COOTBETCTBUM C MNonoxxeHuem MK3-99 npuHsaTo
rocyfapCTBEHHbIMW OpraHaMn UM rocyAapCTBEHHLIMU OpraHun3aunaMu, 06a3aHbl BbIMOAHATL YKa3aHWa COOTBETCTBYIOLLMNX OpPraHoB
KpunTorpanyeckon 3alnTbl N0 BCEM BONPOCaM opraHusauuy n obecnevyeHns 6es3onacHoCTM xpaHeHuns, 06paboTku 1 nepepayu no
KaHanaMm CBsA3M C ucnosnb3oBaHnem CK3W koHduaeHUNaNbHOM NHDOpMaLuK.

9. lna opraHusaumun s3anmMoaencTena obnagatenen KoOHhUAEHUMaNbLHON MHhopMaLmmn, 6e3onacHoCTb XpaHeHus, 0bpaboTku 1 nepeaayn
no KaHasaM CBA3M KOTOPON C ncnonb3oBaHnem CK3U opraHusytoT 1 obecneynBaloT pasnnyHble nuueHsnaTel ®AMCU, n3 co3gaHHbIX 3TUMM
nuueHsnatamu GAMCK opraHoB KpunTorpauyeckon 3alunThl BbIAENSETCA KOOPAVHUPYIOLWNIA OpraH KpunTorpaduyeckon 3awuTsl. Bee
opraHbl KpunTorpaduyeckon 3awmnTbl, 06pa3osaHHble 3TUMKU anLeH3naTamu PAMCH, 0653aHbl BbIMOHATL YKa3aHUA KOOPAVNHUPYIOLLEro
opraHa KpunTorpaguyeckoi 3alnTbl No obecnevyeHmnio Takoro B3aMMoaencTBuS.

10. WHCTpyKUMKW, pernamMmeHTupyloLwmne npoLeccs NoAroToBKM, BBOAA, 06paboTKu, XpaHeHWs 1 nepefayy 3almaeMon C UCNosb30BaHNEM
CK3W koHpuaeHunansHoM nHGOpMaLnm, LOMKHBI COrNacoBbiBaThCsA C nuueHsnaTtom PAMNCU. Takne UHCTPYKUUWM MOArOTaBANBAOTCS
COrflacHO 3KCNAyaTauMOHHON M TeXHWYEeCKOW AOKYMEeHTauuu Ha COOTBEeTCTBYOLWME CeTu CBA3M, aBTOMaTU3NPOBAHHbIE U
MH(OPMALIMOHHbBIE CUCTEMBI, B KOTOPLIX NepepaeTcs, obpabaTbiBaeTca UM XpPaHUTCSH KOHMUAEHUMaNbHAa UHMOPMaUNs, C y4eToM
ncnonb3yembix CK3M 1 nonoxeHun HacToswen NHCTpykumm.

11. Nnuensnatol ®AMCU c yyeToM 0cobeHHOCTEN CBOEN AEATENIbHOCTU MOryT pa3pabaTbiBaTb METOANYECKME pPeEKOMEeHauuun no
NPUMeHeHNto HacTosen VHCTpyKuun, He NpoTrnBopeYallne ee TpeboBaHMAM.

12. KntoyeBble gokyMeHThl ans CK3W nnm ncxopgHas knoyveBas UHGopMaLns ans BbipaboTKM KOYEBBIX LOKYMEHTOB M3roTaBAMBalOTCA
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®ATMCKU Ha [OroBOPHOW OCHOBE MAW iMLaMmn, uMeowmnmn nuueHsuo GAMNCU Ha LesATeNbHOCTb N0 U3r0TOB/IEHNIO KJIIOYEBLIX LOKYMEHTOB
nns CK3W.

M3roToBASATb KNOYEBbIE JOKYMEHTbI N3 MCXOLHOW KNOYEBOW MH(OPMaLUM MOTYT KOOPAMHMPYIOLWMNIA OpraH KpUnTorpauyeckon 3almnThi
(Npn ero Hanuyum), opraHbl KPUNTOrpadUYeCckon 3alnTbl NN HENOCPeACTBEHHO obnagaTenn KoHMPUAeHUMaNbHOW MHDopMaumuu,
npuMeHssa wraTHble CK3U, ecnm Takas BO3MOXXHOCTb NpeayCMOTPEHa 3KCMJlyaTalNOHHON N TEXHUYECKON fOoKYMeHTaunen k CK3N.

13. K BbINonHeHUo 0643aHHOCTEN COTPYAHWKOB OPraHoB KpunTorpaduyeckon 3awuTsl anueHsnaTamu ®ANCU gonyckatoTcsa nuua,
numeroLine HeobxoanMbI ypoBeHb KBauduKauum ana obecnevyeHuns 3alnTbl KOHPUAEHLMNANBHOW NHDOPMALUKN C NCMOb30BaHNEM
KOHKpeTHoro Bunaa (Tuna) CK3W.

14. Jlny, oopmaseMbix Ha paboTy B opraHbl KpUnTorpanMyeckon 3alnThl, CledyeT 03HaKOMUTL C HacToswen NHCTpyKuuei nog
pacnucky.

15. O6s13aHHOCTW, BO3/NaraemMble Ha COTPYLHUKOB OpraHa KpUunTorpaduieckoin 3aluThbl, MOTYT BbIMOMAHATLCS LWTATHBIMU COTPYAHNKAMMU
WK COTPYLHUKaMU APYruX CTPYKTYPHbIX NMoApa3feneHuil, NpUBNeKaeMbIMn K Takoll paboTe no CoBMeCTUTENLCTBY.

16. Mpwn onpeneneHnn 0653aHHOCTEN COTPYAHNKOB OPraHoB KpunTorpaduyeckon 3awuTbl nuueH3snatsl PAMNCU 0onXKHbI y4UTbIBaTb, YTO
6e3onacHOCTb xpaHeHUs, 06paboTKn 1 nNepefaynm NO KaHanaMm CBA3M C ucnosbloBaHnem CK3W KoHuaeHUManbHON MHGpOpMaLnn
obecneynBaeTcs:

cob0AeHNEM COTPYAHUKAMUN OpraHoB KPUNTOrpauyeckon 3alwmnThl pexnMa KOHPUAEHUNaAbHOCTH Npu obpalleHnn co CBeAeHnamMu,
KOTOpble M [OBEpEeHbl NN CTaan N3BeCTHbI Mo paboTe, B TOM Yucae Co CBeAeHMAMU 0 DYHKLMOHUPOBaHUN 1 nopsake obecneyeHmns
6e3onacHoCcTy NpuMeHseMbix CK3U 1 Kl04YEBbIX JOKYMEHTAX K HUM;

TOYHbIM BbIMNOJIHEHWEM COTPYAHWKAMW OpPraHoB KpunTorpaduyeckon 3awmTbel TpebosaHuin K obecneveHuto H6es3onacHoCTM
KOHUAeHUMaNbHOW nHhopMaLnm;

HafeXHbIM XpaHeHeM COTPYLHMKaMN OpraHoB KpunTorpaduyeckon 3awmntsl CK3W, skcnayaTaunmoHHON 1 TEXHUYECKON AOKYMEHTaLumn K
HUM, KNoYeBbIX AOKYMEHTOB, HOCUTENEN KOH(MUAEHLMaNbHON NHhOopMaLInK;

CBOEBPEMEHHbIM BbISBIEHWEM COTPYLHUKAMU OpraHoB KpMNTOrpaduyeckon 3awwmnTbl NONbITOK MOCTOPOHHMX ML, NOAYYUTb CBEAEHUS O
3almaeMon KoHduaeHUManbHoR nHdopmauum, 06 ncnonbsyemsix CK3U unm knio4eBbIX JOKYMEHTaX K HUM;

HemMeAIeHHbIM MPUHATUEM COTPYLHUKAMW OPraHoB KpUNTOrpaduyecKon 3awnThl Mep No NpefynpexAeHnto pasriaweHns 3almaembix
cBeAEeHU KOH(DMAEHUMANbHOIO XapakTepa, a TakXXe BO3MOXKHON YTEeYKN TaKnx CBELEHWIA NPU BbIABAEHUN (DaKTOB yTpaThbl MM HeA0CTaun
CK3MW, kKnoyeBbIX AOKYMEHTOB K HUM, YOOCTOBEPEHWI, MPOMYCKOB, KNOYel 0T NOMeLLEeHNI, XPaHWAUL, CendoB (MeTananyeckmx LWKados),
JINYHBIX NeYaTen n T.n.

17. O6by4eHne 1 NoBbILLIEHNE KBAANMUKALMN COTPYLHNKOB OPraHOB KPUMNTOrpathMyeckoil 3aLlinThbl OCYLLECTBASIOT OpraH13aLum, nMerwLLme
NNLEH3MI0 Ha BefleHne obpa3oBaTeNlbHON [eATeNbHOCTH N0 COOTBETCTBYIOLLMM MPOrpaMMaM.

18. COTpyAHUKN OpraHa KpunTorpadpuyeckon 3alinTbl AODKHbI UMeTb pa3paboTaHHble B COOTBETCTBUM C HacToAwen VHCTpyKumen n
yTBepXAeHHble anueH3natom PAMCH dyHKUMOHaNbHbIe 06a3aHHOCTU. O6beM M NOPAAOK O3HAKOMAEHWA COTPYAHWKOB OpPraHoB
KpunTorpaduyeckon 3alnTbl C KOHGUAEHLMANLHON NHOPMauven onpesenseTcs obnagatenem KOHMAEHUMANbHON NHGOPMaLIMK.

0643aHHOCTN MeXAy COTPYAHUKAMU opraHa KpUNTorpaguyeckon 3alwunTsl AO/KHbLI ObITh pacnpeneneHbl C Yy4eTOM NepcoHasbHO
OTBETCTBEHHOCTM 3a COXpaHHOCTb CK3W, KNo4eBO 4OKYMEHTALMM U JOKYMEHTOB, @ TakXKe 3a NopyyYeHHbIe Y4acTKu paboThl.

19. du3nyeckme nunua ponyckatTcs K pabote ¢ CK3W cornacHo nepeyHto nonb3oBatenenn CK3M, yTBepX4aeMoOMy COOTBETCTBYIOLLUM
obnapatenem KoHpuaeHUNaNbHON NHGOpMaunn. 1o TaKoro yTBEPXXAEHUA TeXHUYECKas BO3MOXHOCTb Mcnonb3oBaHmsa CK3W nuuamn,
BKJIOYEHHBLIMU B JaHHbI NepeyeHb, fo/MKHa ObiTb cornacoBaHa ¢ anueH3snatom GAMCH.

NnueHsnatol ®AMNCU B paMKax COraacoBaHHbIX C obnagaTenaMn KOHMUAEHUNANbHON MHGOPMaLMM MNOAHOMOYMIA NO AOCTYNY K
KOH(UAEHUMANbHOW MH(OPMaLMK UMEIOT NPaBo YTBEPXAaTb TaKON NepeyeHb B OTHOWEHUN NOAYUHEHHBIX UM AO/MKHOCTHbIX UL,

20. Nonb3oBaTenn CK3W obsa3aHsbi:

He pa3rnawaTb KOHMUAEHUMaNbHYIO NHGMOPMaLNIO, K KOTOPOA OHW AONYyLieHbl, pybexu ee 3awWwuTbl, B TOM YUC/e CBEAEHUS O
KpPUNTOK0Yax;

cobnopatb TpeboBaHMA K obecneyeHnto 6€30MacHOCTY KOHPUAEHUMANBHOW MHGOPMaLUK C ucnosib3oBaHnem CK3U;

coobwaTb B opraH KpunTorpaguyeckon 3awmTbl 0 CTaBLIMX UM U3BECTHLIMW MOMbITKAX NMOCTOPOHHUX AUL NOAYYUTb CBeAEHUS 06
ncrnosibdyembix CK3U nnu Ko4eBbIX JOKYMEHTaX K HUM;

caatb CK3W, akcnayaTauMOHHYI0 U TEXHUYECKYI AOKYMEHTauWio K HWUM, K/lo4YeBble LOKYMEHTbl B COOTBETCTBMM C MOPALKOM,
YCT@HOBJIEHHbIM HacToAwen WHCTpyKUnen, Npyu yBOJIbHEHUN UAW OTCTPAHEHUU OT WCMONHEHUS 06A3aHHOCTEN, CBA3@HHBLIX C
ncrnonb3osaHviem CK3U;

HeMe[J/IeHHO yBeAOMAATbL OpraH KpMnTorpathmyeckon 3aWwnTel 0 pakTax yTpaThl nam HegocTayn CK3U, knoyeBbiXx JOKYMEHTOB K HUM,
K/04en OT NMOMELLEHUN, XPaHWIULL, JINYHBLIX NeYaTen n 0 Apyrux dakTax, KOTOpble MOryT NPUBECTM K pasrfalleHunio 3aliuiiaeMblX
CBELeHNI KOHPUAEHLMANbHOMO XapakTepa, a TakXke 0 NPUYMHAX 1 YCI0BUAX BO3MOXKHON yTeYKN Takux cBefeHunin. 21, HenocpeacTBeHHO
K paboTe ¢ CK3W nonb3oBaTenu fonycKaloTCA TONbKO NOC/Te COOTBETCTBYIOLLEr0 00yYeHus.

ObyuyeHne nonb3oBaTenei npasunam paboTbl ¢ CK3U ocywecTBAAIOT COTPYLHUKN COOTBETCTBYIOLLErO OpraHa Kpuntorpapuyeckon
3aWmnThl. JOKyMEHTOM, NOATBEPXAAOWNM LOJDKHYIO CneunanbHyilo NOArOTOBKY MO/b30BaTesell U BO3MOXHOCTb UX AOMNYyCKa K
camocTosTensHon pabote ¢ CK3W, saBnseTca 3akfoHeHne, COCTaBleHHOe KOMUCCMEN COOTBETCTBYIOLWEro opraHa KpunTorpaguyeckon
3aLLMTbl HAa OCHOBAHWUWN NPUHATBLIX OT 3TUX JINL, 3a4€TOB MO NporpamMme obyyeHuns.

==== |II. Mopspok obpaLLieHuns ¢ CK3U n KpunToko4aMu K HUM. MeponpusTUs Npyu KOMMNPOMeTaLnn KpUNTokoYen ===="10
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22. NpepHa3HavyeHHble ana obecnevyeHms 6e30MacHOCTU XpaHeHMs, 06paboTKM 1M nepefayn Mo KaHaflaM CBA3N KOHMUAEHLMNANbHON
nHopMaumm CK3U, a TakxKe KtoYeBble JOKYMEHTbI K HM HE JO/MKHbI COLEepXaTb CBEAEHNI, COCTABAAOLLMX FOCYAaPCTBEHHYIO TallHYy.

23. B pepepanbHbiX OpraHax WCMOMHUTENbHOW BAACTM KtoYeBble AOKYMeHTbl, CK3U ¢ BBeeHHbIMW KPUNTOKIOYaMIU OTHOCATCA K
MaTepnaibHbIM HOCUTENAM, COLEPXKALLUMM CyXebHYl0 MH(OPMALIMIO OrPaHNYEHHOIO PacnpoCTpaHeHns. MNpu 3TOM JOJKHbI BbINOJHATLCS
TpeboBaHMs HacTosAWwen VHCTPYKUMN N UHBIX AOKYMEHTOB, perfaMeHTUpyloWwmnx nopagok obpalieHns co ciayxebHon nHdopmaumen
OrpaHM4eHHOro pacnpocTpaHeHns B efepanbHbiX OpraHax UCNOJHUTEbHON BAACTU.

MHbIM obnapatendaMm KoHpUAeHUManbHOW MHGopMauum npu obpalleHun C KiayveBbiMKW JokyMmeHTamu, CK3W c BBedeHHbIMU
KpUNTOKIt04aMM HeobX04MMO PYKOBOACTBOBATLCS HacTosAwen VHCTpyKLmen.

24. [ns opraHu3aunu n obecnevyeHus besonacHoCcTN XpaHeHus, 06paboTKM W nepefayu No KaHanaMm CBA3N KOHPUAEHUMaNbHON
NHGopMaumm cnepyeT ncnonb3oate CK3W, no3sonsowme peannsosaTb NPUHLMN abOHEHTCKOro WUGpPOBaHUS 1 NpesycMaTprBaloLne
3anNnCb KPUNTOK/OYEN Ha 3JIEKTPOHHbIE KJIl0YEeBble HOCUTENI MHOTMOKpPaTHOro (LO/JIrOBPEMEHHOr0) WCMOMb30BaHWUA (AUCKETHI,
kKomnakT-guckn (CD-ROM), Data Key, Smart Card, Touch Memory u 1.1.).

25. Mpy HeobX0AMMOCTY Nepefayn No TEXHUYECKUM CPeACTBaM CBA3M Cy>XebHbIX COOBLLEHNI, KacaloLWMXCs opraHn3auum u obecneveHns
6e3onacHoCTN xpaHeHus, o6paboTKu n Nepefaynm nNo KaHanam CBA3N C ucnonb3oBaHmem CK3W KoHdpuaeHUMansHON nHbopmaLlmm,
COOTBETCTBYOLWME yKa3zaHNsa HeobxoauMo nepefaBaTh, TONbKO nNpumeHas CK3W. MNepepayvya nNo TeXHWYECKUM CpefcTBaM CBA3N
KPUNTOKJIOYEA He [OMYyCKaeTCs, 3a WUCKIYEHUEM CneumnanbHO OPraHM30BaHHbLIX CUCTEM C AELEeHTPann30BaHHbIM CHabXeHnem
KpUNTOK0YaMK,

26. Acnonb3yemble nam xpaHumele CK3W, akcnayaTauMoHHAs 1 TEXHUYECKAsa OOKYMEHTAUNS K HUM, KJIlO4YEBble LOKYMEHTbI nogsiexaT
NMO3K3eMMISPHOMY YYeTy MO YCTaHOBEHHLIM (hopMaM B COOTBETCTBUK C TpeboBaHmamn MonoxeHns MK3-99. Mpu 3ToM nNporpamMmmHsblie
CK3W posiKHbl y4YNTbIBAaTLCH COBMECTHO C anmnapaTHbIMWU CPeACTBaMMU, C KOTOPLIMU OCYLLECTBAAETCA UX WTaTHOE YHKLMOHWPOBaHME.
Ecnn annapaTtHble unm annapaTHo-nporpaMMHbie CK3W nogkaoyanTCca K CUCTEMHOW LWMHE UAN K OOHOMY M3 BHYTPEHHUX MHTepdencos
annapaTHbIX cpeacTs, To Takne CK3W y4ynTbIBalOTCA TakXe COBMECTHO C COOTBETCTBYIOWMMMW annapaTHbIMKA CPeACcTBaMuU.

EQMHMLER NO3K3eMNISPHOr0 yYeTa KIII04EBbIX JOKYMEHTOB CYMTAETCS KJIIOUYEBOW HOCUTENIb MHOMOKPATHOIO UCMOJ/Ib30BaHUS, KJTHO4YEBO
610KHOT. EC/IM 0AMH 1 TOT XXe KJII04YEBOW HOCUTENb MHOTOKPaTHO NCMONb3YI0T AN 3annUCy KPpUNTOKOYER, TO ero Kaxxablin pa3 cnegyet
perncTpupoBaTh OTLENLHO.

XypHanbl no3k3emMnasapHoro ydeTa CK3W, skcnayaTaLMOHHON U TEXHNYECKOW JOKYMEHTaLUN K HAM, KNI0YeBbIX 4OKYMEHTOB (NPUI0XKeHNs
1, 2 K IHCTpYKUMK) BeyT opraHbl KpUNTOrpauyeckon 3awuTsl 1 obnagatenn KoHpuaeHUNanbHOW HhopMauun.

27. Bce nonyyeHHble obnafaTeneMm KoHhuAeHUManbHoOn MHpopMauum sk3emnnapbl CK3W, skcnayaTaUMOHHOW M TEXHUYECKON
LOKYMEHTaUUN K HUM, KNOYEBbIX LOKYMEHTOB A0JKHbI ObITh BblAaHbI MO PACMNUCKy B COOTBETCTBYIOLWEM XYpHasie NO3IK3EMMNISPHOro
y4yeTa nonb3oBaTenam CK3U, HecyLumM nepCcoHanbHY0 OTBETCTBEHHOCTb 3@ NX COXPAHHOCTb.

OpraHbl KpunTOorpadunYeckon 3alinTbl 3aBOASAT U BeAYT Ha Kaxporo nosnb3oBatens CK3U nuueBoi cHeT, B KOTOPOM PErncTpupytoT
yuenawmecs 3a HUM CK3W, akcniyaTauMoHHYI0 U TEXHUYECKY0 AOKYMEHTALMIO K HAM, K/l0YeBble AOKYMEHTbI.

28. Ecnm akcnnyaTaUMOHHOM U TeXHUYECKON fokyMeHTaumen Kk CK3M npeayCcMOTpeHo NpuMeHeHne pa3oBbiX KAOYEBbIX HOCUTENeN nan
KPUATOKJIOYM BBOLAAT M XPaHAT (Ha BeCb CPOK UX OeNCTBMSA) HernocpencTBeHHO B CK3W, TO Takon pa3oBbIA KJIKOYEBOW HOCUTENb NN
3/1eKTPOHHas 3anncb COOTBETCTBYIOLLErO KPUNTOKO4A [OSIKHBI PEFMCTPUPOBATLCSA B TEXHUYECKOM (annapaTHOM) XypHane (MpuaoxeHue
3 K MHCTpyKUun), BeayLLemMcs HenocpeacTBeHHO nosb3oBaTenem CK3U. B TexHnYeckoM (annapaTHOM) XXypHasie 0TpaXkaloT TakxXe JaHHble
06 skcnnyataumm CK3U n apyrvue cBefeHus, npefycMOTPeHHble 3KCMIyaTalMOHHON N TEXHUYECKON LOKyMeHTauuen. B nHblx cnyyasx
TexHuyeckuin (annapaTHb) XypHan Ha CK3W He 3aBoAMTCA (€CAU HET MPAMbIX YKa3aHUW O ero BefeHUn B 3KCNyaTalMOHHON UK
TexXHUYeckon fokyMeHTaumm k CK31).

29. Mepepaya CK3W, skcnayaTaLMOHHON U TEXHUYECKON [OKYMEHTaLMUN K HUM, KOHYEBbIX JOKYMEHTOB A0NYCKAETCA TONbKO Mexay
nonb3osatensmm CK3U v (Mnun) coTpyaHUKamMu opraHa Kpuntorpaduyeckon 3alwnTbl MO4 PacnnCKy B COOTBETCTBYIOWMX XypHanax
Mo3K3eMnAspHOro yyeTa. Takas nepefada mexay nonbsoBatensamm CK3U pomkHa 6biTb CAaHKLMOHMPOBaHa COOTBETCTBYIOLMM OpPraHoM
KpunTorpanyeckon 3aLluThl.

ObnapaTenb KOHpUAEHUMANBLHOR MH(pOPMaLUK C COrNacus opraHa KpMnTorpau4yeckon 3aluTsl MOXET pa3pelwnTs nepepavy CK3U,
DOKYMEHTaLUN K HUM, K/oYeBbIX AOKYMEHTOB Mexay aonylieHHbiMn K CK3W nnuamu no aktam 6e3 obssaTesibHOM OTMETKU B XypHase
MO3K3eMMIAPHOro yyeTa.

30. Monb3oBaTtenn CK3WN xpaHAT nHcTannumpytowme CK3N HocuTenun, aKCNayaTauMOHHYI0 U TEXHUYECKY0 OOKyMeHTauuto K CK3U,
KJloYeBble [OKYMEHThI B WKadax (AWmnKax, XpaHuauwax) MHANBMAYaabHOro NoJb30BaHNsA B YCI0BUSX, NCKIOYAOLWMX BECKOHTPOJIbHbLIN
LOCTYM K HMM, @ TaKXXe UX HenpeLHaMepeHHOe YHUYTOXXEHNE.

Monb3oBaTenn CK3W npefycMaTprBaloT Takxe pasfensHoe 6e30nacHoe XxpaHeHne LefCcTBYIOWMX N Pe3ePBHbIX KJIOYEBbIX AOKYMEHTOB,
npefHa3sHaYeHHbIX 418 NPYUMEHEeHNs B CJly4ae KOMNpoMeTauuy AeiCTBYIOWMX KPUMNTOKYEN.

31. AnnapaTHble CpefcCTBa, C KOTOPbIMK OCyLWeCTBASeTCA WTaTHoe ¢yHKunoHupoBaHme CK3W, a Takxe annapaTHbie K
annapaTHo-nporpaMmMHble CK3W pomxHbl ObiTb 060pyA0BaHbI CPeACcTBaMM KOHTPOA 3@ UX BCKPbITUEM (OnevyaTaHbl, ONJOMOMPOBaHbI).
MecTo oneyvaTbiBaHna (onnombuposaHuns) CK3W, annapaTHbIX CPeaCcTB AO/KHO 6bITb TakuM, 4TO6bl €ro MOXHO 6biI0 BU3yasbHO
KOHTPONIMpOBaTb. Py HanM4Ynn TEXHUYECKOW BO3MOXHOCTM Ha BpeMsa OTCYTCTBMA nonb3oBaTenenn CK3U ykasaHHble cpencTBa
Heobx0AMMO OTKJIKYaTb OT JIMHWK CBA3M U YOMpaTh B ONeYaTbiBaEMbIe XpaHUANLLA.

32. CK3W v kntoyeBble AOKYMEHTbLI MOTYT AOCTaBAATLCA PeNbAberepckon (B TOM Ymcie BeAOMCTBEHHOW) CBA3bIO UK CO CneunansHo
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BblAe/IeHHbIMU HAapPOYHbIMW W3 YUCNa COTPYAHWKOB OpraHa KpUnTorpamyeckoin 3almTsl Unmn nonb3osateneir CK3W, ans KOTOpbIX OHK
npeAHa3HaveHsbl, Npy cobNoAeHNN Mep, UCK/IIYALLMX 6ECKOHTPOIbHLIA LOCTYMN K HAM BO BPeMs AOCTaBKMU.

3KCI'IJ'IyaTaLI,VIOHHyI0 N TEXHNYECKY0 AOKYMEHTaLNI0 K CK3U moxHo nepecbiaTb 3aKa3HbIMU MW LEHHBIMW MOYTOBLIMU OTMPaBIEHNAMN.

33. Ong nepecbinikn CK3W knoyeBble JOKYMEHTbI LO/DKHbLI ObITb NOMeLLeHbl B MPOYHYIO YNAaKOBKY, UCKIOYAIOLWYI0 BO3MOXHOCTb MX
(hU3NYECKOro NMOBPEXAEHNS N BHELWHEro BO3AENCTBMA, B 0CODEHHOCTM Ha 3anmncaHHyto KaYeByo nHdopmaumnio. CK3W nepecbinatoT
OTAENbHO OT K0YEBbIX LOKYMEHTOB K HUM. Ha ynakoBKax yKa3blBaloT opraH Kpuntorpahuyeckon 3awmnTbl nam nonb3osatensa CK3W, ons
KOTOPbIX 3TV YNakOBKMW NnpefHa3HavyeHbl. Ha ynakoBkax Ans nosb3osatens CK3W penatoT noMeTKy «JIN4HO». YMaKOBKM oneyaTbiBaloT
Takum 0bpa3om, 4Tobbl NCK0Yanacb BO3SMOXXHOCTb U3BJIEHEHNSA U3 HAX COAEPXKMMOro 6e3 HapyLLUeHNs YyNakoBOK 1 OTTUCKOB MeYaTu.

OhopMAeHHYIO TakM 06pa30M YMaKoBKY, Mpy MpPeabsBAeHUN DenbACBA3bI0 AONOJHUTENbHLIX TpeboBaHMi, NoMeLlaloT BO BHELWHIOW0
YyMaKoBKY, 0(hOPMJIEHHYIO COrlacHO npeabsBfiseMbiM TpeboBaHWsM. [Jo NepBoHa4YasbHOWM BbICBIIKW (MM BO3BpaALLEHMS) adpecaTy
CO06WAlT OTAE/bHLIM MUCHMOM OMUCAHME BbIChIIAEMbIX €MY YTNAKOBOK 1 MeyvaTeil, KOTOPbIMU OHU MOTYT BbITb OneYaTaHs.l.

34. Ona nepecbinkn CK3W, akcnnyaTaUMOHHON U TEXHUYECKON AOKYMEHTAUUW K HUM, KJIOYEBbIX LOKYMEHTOB ClefyeT NOAroTOBUTb
COMpOBOANTENIbLHOE MUCbMO, B KOTOPOM HEOb6X0AMMO yKa3aTb, YTO MOCLINAETCA U B KAKOM KOJIMYECTBE, YY4ETHbLIE HOMEpa U3AEeNNA nnu
NOKYMEHTOB, a TakxXe, Npyn HeobXxoAMMOCTH, Ha3HaYeHne 1 NOPSAAOK UCMOb30BaHUS BbICbINaeMoro oTnpasfieHnsa. ConposoanTeNbHOe
NWCbMO BKNIaAbIBAIOT B O4HY W3 YNaKOBOK.

35. MonyyeHHbIe YNakoBKN BCKPbLIBAIOT TOILKO B OpraHe KpMnTorpaduyeckom 3alnTbl Uan IMYHO nosb3oBaTenn CK3W, ans KOTOpbIX OHK
npefHa3sHayeHbl. ECnnm copepxnmoe Mony4YeHHOW yNakoBKWM HE COOTBETCTBYET YKa3aHHOMY B COMPOBOAMTENLHOM MWCbME WM CaMa
yMakoBKa 1 nevaTb - X ONUCaHuIo (0TTUCKY), @ TakXXe eC/n yNakoBKa NOBPEXAEHa, B pe3y/bTaTe Yero obpasosasncs cBOOOAHbLIA JOCTYN K
ee coAepXXMMOMy, TO noayyYaTeNb COCTaBASET aKT, KOTOPbIA BbICbIIAaeT OTNPaBUTENIO, @ NP HeOBX0ANMOCTN NHpopMMpyeT 06 3TOM
COOTBETCTBYIOWMNA OpraH KpunTorpadunyeckon 3awuTbl. MonyyeHHble ¢ TakuMu oTnpasneHnsamu CK3W n knioyeBble JOKYMEHTbI A0
noayYeHns yKa3aHun OT OTMNpaBMTENA U opraHa KpunTorpauyeckomn 3aluTbl MPUMEHATb He pa3peLlaeTcs.

36. Mpu 06Hapy>keHUN HPakoBaHHbLIX KJOYEBbIX AOKYMEHTOB AW KPUNTOKJIIOYE OANH 3K3eMnisp BpakoBaHHOr0O W3Aenns cnepyet
BO3BPATWTb M3rOTOBUTEJIIO YEPEe3 COOTBETCTBYIOLLMIA OpraH KpMNTOrpadnyeckoii 3alnThsl Ans YCTAaHOBAEHNS MPUYUH MPOUCLIEALLEro U UX
yCTpaHeHus B JajbHellleM, a OCTaBWMECH IK3EeMMNAAPbl XPaHUTb A0 MOCTYNNeHWS LOMOJHWTENbHbIX YKa3aHWA OT opraHa
KpUNTOrpatyeckomn 3aLuThl UM N3rOTOBUTENS.

37. NlnueHsmaTt GAMCKU, ponycTmBIMi Bpak NMpu M3roTOBJIEHWNM K/IOYEBBLIX LOKYMEHTOB, C LE/bl0 BbIABAEHUS MPUYUH CAYHMBLUETOCS
MoxeT 0bpaTuthbcst B ®ANCU onsd npoBefeHNs Ha LOrOBOPHON OCHOBE 3KCNepTU3bl BpakoBaHHbIX KNOYEBLIX 4OKYMEHTOB.

38. MonyyeHune CK3W, akcnnyaTaLMOHHON U TEXHUYECKOW [OKYMEHTALMUN K HAM, KJTIO4YEBbIX LOKYMEHTOB A0/HKHO ObiTb NOATBEPXAEHO
OTNPaBUTEN0 B COOTBETCTBUM C MOPSIAKOM, YKa3aHHbIM B COMPOBOANTENLHOM nucbMe. OTrnpaBuTeNb 06513aH KOHTPOIMPOBATL LOCTABKY
CBOWX OTMNpPaBNeHWi agpecaTam. ECiM OT afjpecaTa CBOEBPEMEHHO He MOCTYNMI0 COOTBETCTBYIOLLEr0 NOATBEPKAEHUS, TO OTNPABUTENb
DO/DKEH HaMpaBWTb €My 3anpocC U MPUHATL MEPbI K YTOYHEHWIO MECTOHAXO0XAEHNS OTNPaBAEHWIA.

39. 3aKa3 Ha U3roTOBJEHME OYEepelHbIX KIJIYEBbIX AOKYMEHTOB, X WU3rOTOBJAEHME U PACChIIKY HAa MeCTa WCMOJIb30BaHWUS Ans
CBOEBPEMEHHOI 3aMeHbl AeCTBYIOLWMNX KNOYEBbIX AOKYMEHTOB CleflyeT NMpoun3BoANTbL 3abnaroBpemMeHHo. YKa3aHue o BBOAE B LeNACTBUE
o4epeHbIX KSI0YEBbIX [JOKYMEHTOB MOXET BblTb JaHO TO/IbKO NOC/e NOCTYMeHUs B OpraH KpUnTorpacuyeckon 3aluThl NOATBEPKAEHNI
OT BCEX 3aHTepeCcoBaHHbIX NoJsib3oBaTeneit CK31 0 noslyyeHnn UMu ovepeliHbIX KiUYeBbIX LJOKYMEHTOB.

40. Paccoinka n3rotaBnmeaeMbix ®AMCH kno4eBbIX [OKYMEHTOB WM UCXOAHON KJIOYEBON MH(OPMaLMKN Ha MECTa UCMOJb30BaHNS MOXeT
npou3BoANTLCA pefepasibHbIMW OpraHaMmy NpaBUTeNIbCTBEHHON CBA3M 1 MHDOPMaLmMK. Takas paccbiika OCyLLeCTBASETCA NO 3a8BKaM
opraHa KpunTorpaduyeckon 3aluTbl AKX 3asBKaM KOOPAMHMPYIOLLEro opraHa KpUnTorpaduyeckon 3alnThl (Npy ero Haan4nm) Ha
[LOrOBOPHOW OCHOBe.

41. Hencnonb30BaHHbIE NN BbIBEAEHHbIE N3 AENCTBUSA KJIOYEBbIE JOKYMEHTbl MOANEXaT BO3BPALLEHUNIO B OpraH KpunTorpaguyeckom
3alUTbl WK NO ero yKa3aHuo A0JIKHbI 6bITb YHUYTOXEHbI Ha MeCTe.

42. YHNYTOXKEHUE KPUNTOKIOHYEN (MCXOAHON KNoYeBOW MHEOPMaLMM) MOXKET MPOU3BOAUTHLCSH MyTeM (U3UYECKOr0 YHUHYTOXEHNS
KJIDYEBOr0 HOCMTENSA, Ha KOTOPOM OHW PacCnoioXKeHbl, AN MyTEM CTUPaHWUA (pa3pylleHnsa) KPpUNTOKoYed (MCXOLHON KIYeBON
nHhopMaLmm) 6e3 NoBpeXAeHNS KNI0YEBOr0 HOCUTENS (Ans obecnevyeHns BO3IMOXXHOCTU €r0 MHOMOKPaTHOr0 UCMOJb30BaHNs).

KpnnToko4mn (MCXOAHYI0 K/toYeBY0 MH(OPMaLIMIO) CTUPAIOT NO TEXHOJIOM MK, MPUHATON ANS COOTBETCTBYIOLLMX KNOYEBLIX HOCUTENe
MHOIrOKPaTHOro NCMoJib30BaHMA (ANCKeT, KomnakT-guckos (CD-ROM), Data Key, Smart Card, Touch Memory v T.n.). HenocpeacTBeHHble
OeNCTBMA N0 CTUPAHUIO KPUMTOKIOYEN (MCXOLHON KO4eBON MHGOPMaLUK), a TakKe BO3MOXHbIE OrpaHNYeHns Ha JalbHelwee
NPMMEHEeHNe COOTBETCTBYIOLWMX KJIOYEBbIX HOCUMTENEN MHOMOKPaTHOro MCMOJIb30BaHWA periaMeHTUPYIoTCA 3KCNayaTaunoHHON ©
TeXHNYeCcKon foKyMeHTaumeln K cooTBeTcTByOWMM CK3W, a TakKe yKasaHuaMy opraHu3aumm, NponM3BoAvBLUEN 3aNNCb KPUNTOKOYEN
(ncxooHOM KNOYEBOWM NMHOpMaLnK).

KntoyeBble HOCUTENN YHUHYTOXAIOT NyTeM HaHeCeHN UM HeYCTPaHMMOro (hM3nYeCcKoro NoBPeXAeHNs, NCK0YatoLLLero BO3MOXHOCTb UX
MCNONb30BaHUSA, @ TakXe BOCCTAHOBEHNSA KOYEBOW NHOpMaLun. HenocpeacTBEHHbIE AENCTBUA MO YHUHTOXEHUIO KOHKPETHOrO THna
KN0YEBOr0 HOCUTENSA PernaMeHTUPYIOTCS 3KCNayaTalMOHHON U TeXHWYEeCKOW LOoKyMeHTaumeln K cooTBeTcTBylowmm CK3U, a Takxe
YyKa3aHMAMW OpraHusauum, Npon3BoAmMBLLEN 3aNnCb KPUNTOKJIIOYEN (MCXOAHON KN04eBON MHOPMaLLmK).

ByMaXxHble 1 Mpoyne cropaeMble KJloYeBble HOCUTENN, @ TakXKe IKClyaTauMoHHas u TexHuyeckas fokymeHTaums kK CK3U yHu4ToXaoTCs
MyTeM CKUraHUs UK C MOMOLLbI0 JIlobbix GyMaropesaTesibHbIX MaLUVH.

43. CK3W yHun4TOXalOT (YyTUAN3MPYIOT) B COOTBETCTBUM C TpeboBaHuammu MonoxeHns MK3-99 no peweHuto obnapatens
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KOHUAeHUnanbHOW HhopMaLuun, Bnagetowero CK3W, n no cornacosaHmio ¢ amueHsnatom GAMNCU.

HameueHHble K yHU4TOXEeHUO (yTunusauun) CK3W nognexxaT n3bATHIO N3 annapaTHbIX CPeACTB, C KOTOPbIMU OHW (DYHKLUMOHUPoBanu. Mpu
3ToM CK3/ cynTatoTcs U3bATbIMU U3 annapaTHbIX CPeACTB, €CN UCMONHEHa NPefyCMOTPEHHAs 3KCMIyaTaUuUOHHON N TEXHUYECKOW
nokymeHTaunen k CK3U npouepypa yananeHus nporpammHoro obecneveHuss CK3M v 0HM NOSIHOCTbIO OTCOEAMHEHbI OT annapaTHbIX
CpeacTs.

44. TlpurogHble ANs fanbHENLero MCnosb30BaHns y3/bl U eTaaun annapaTHbiX CPeAcTB 06Lero Ha3Ha4yeHns, He NpegHa3Ha4yeHHbIe
cneuvanbHo 4aa annapaTHOM peann3aumn Kpuntorpahuyecknx anroputMoB nan nHblX dyHkumnin CK3W, a Takxxe coemecTHo paboTatoLlee
¢ CK31 obopypnoBaHme (MOHWTOPLI, MPUHTEPLI, CKAHepbl, KNaBMaTypa 1 T.M.) pa3peLlaeTcs NCnoib3oBaTh Nocne yHn4YToxeHns CK3U bes
orpaHuyeHui. Mpu 3TOM nHOPMaLMA, KOTOpas MOXET 0CTaBaTbCH B yCTPOMCTBaxX NamMATh obopynoBaHMs (Hanpumep, B NpuUHTEpax,
CKaHepax), Lo/MKHa bbITb HaAeXHOo yaaneHa (cTepTa).

45. Kno4yeBble LOKYMEHTbI LOJKHbI ObiTb YHUYTOXEHbI B CPOKM, YKa3aHHblE B 3KCMJYaTaLUUOHHOW U TEXHWYECKON LOKYMEHTALMU K
cooTBeTCTBYOWMUM CK3W. ECAM CPOK YHUYTOXKEHWNSA IKCMAYyaTaLMOHHON N TEXHUYECKON [OKYMEHTaLuel He yCTaHOB/IEeH, TO KJOYeBble
BOKYMEHTbI [O/XKHbl 6bITb YHUYTOXKEHbI He Mo3fHee 10 cyTOK nocne BbiBOLA WX U3 LeiCTBUS (OKOHYaHUS cpoka AencTBus). ®akT
YHUUTOXEHNS 0POpPMISETCS B COOTBETCTBYIOLMX XYPHanax NMo3K3eMMIspHOro yyeTa. B 3Tu e CpoKM C OTMETKOMN B TEXHUYECKOM
(annapaTHOM) XXypHasie noanexaT YHUHTOXEHWIO pa3oBble KNo4YeBble HOCUTENN 1 paHee BBeAeHHas n xpaHaAwasca B CK3U nnm uHbix
LOMNOJIHUTENbHBIX YCTPOMCTBAX Kl0YeBas MH(POPMaLMs, COOTBETCTBYIOWAs BbIBEAEHHbIM U3 AeCTBUS KPUMTOKIIIOYaM; XpaHsLLMecs B
KpUnTOrpatuyeckm 3allyLieHHOM BUAE faHHble CefyeT nepelundpoBaTh Ha HOBbIX KPUMTOKITIOYAX.

46. Pa3oBble K/O4EBbIE HOCUTEN, @ TakXe 3/IeKTPOHHbIE 3aMnCK KNI04eBON NHEOPMaLMK, COOTBETCTBYIOLEN BbIBEAEHHbBIM U3 AeNCTBNA
KpUNTOKt04YaM, HenocpeAcTBeHHO B CK3W man MHbIX LONOAHUTENbHBIX YCTPONCTBaX YHUYTOXAOTCA nosb3oBaTensamm 3tux CK3U
CaMOCTOSTENbHO NOJ PacnUCKy B TEXHNYECKOM (annapaTHOM) XXypHane.

KnioyeBble LOKYMEHTbI YHUYTOXAOTCA nnbo nonb3osatensamMm CK3U, nubo coTpyaHUKaMu opraHa KpunTorpacmyeckon 3alinThl Nojg
pacnucKy B COOTBETCTBYIOWMX XYpPHasaxX MO3K3eMMAAPHOro y4eTa, a YyHUYToXeHne 60nblioro o6bemMa KtoyeBblX JOKYMEHTOB MOXeT
6bITb 0hopmneHo akToM. Mpu 3ToM nonb3oBaTensam CK3U paspellaeTcs YHUYTOXKaTb TObKO MCMNOb30BaHHbIE HEMOCPEACTBEHHO UMK
(MpefHa3HaYeHHble ONF HUX) KPUNTOKM0YK. Mocne yHNYTOoXeHMs nosb3oBaTenn CK3W fosxHbl yBeaoMuTb 06 3ToM (TeneoHorpamMmMol,
YCTHbIM coobuieHneM no TenedoHy v T.M.) COOTBETCTBYIOWMNA OpraH KpUNTOrpatuyeckon 3awuTbl A8 CIUCAHUSA YHUHTOXKEHHbIX
LLOKYMEHTOB C X JIMLEBLIX C4eTOB. He pexe oaHOro pasa B rof nosnb3oBaTenn CK3W posKHbl HanpaBAsaTb B OpraH KpUNTorpaguyeckomn
3aLUNTbl MUCbMEHHbIE 0THEThLI 06 YHUHYTOXKEHHbIX K/OYEBbIX LOKYMeHTax. OpraH KpunTorpan4eckon 3alinThl BNpaBe yCcTaHaBAMBaThb
NepuoaNYHOCTb NPefCcTaBNeHNs YKa3aHHbIX 0TYETOB Yalle 04HOro pa3a B rog.

YHUUYTOXEHME MO aKTy NPON3BOAUT KOMUCCHS B COCTABE HE MeHee [IBYX YeIOBEK U3 YNC/a COTPYLHUKOB OpraHa KpunTorpagpuyeckon
3aWmnThl. B akTe yka3biBaeTCs, YTO YHUYTOXKAETCH U B KaKOM KosnyecTBe. B KOoHLe akTa AenaeTcs ntorosas 3anucb (Undpamm u
MPOMNNCHIO) O KOSIMYECTBE HAUMEHOBAHMWIA 1 3K3EMMSPOB YHUYTOXKAEMbIX KJIOYEBbIX JOKYMEHTOB, UHCTananpyowmnx CK3U HocuTenen,
3KCMyaTaLWOHHOW U TEXHUYECKOW [JOKYMeHTaLUnW. VicnpaBneHns B TEKCTE aKTa LOJKHbI 6bITb OFrOBOPEHbI U 3aBepPEeHbI MOAMNCAMU BCEX
YNEHOB KOMUCCUU, NMPUHMMABLUUX yHacTue B YHUYTOXeHUU. O NMpoBELEHHOM YHWYTOXEHUU [eNlaloTC 0TMETKU B COOTBETCTBYIOLNX
XKYpHanax Nno3K3eMnsipHOro yyeTa.

47. KpUnToK/04MN, B OTHOLLUEHNN KOTOPbIX BO3HWK/IO MOA0O3PEHNE B KOMMPOMETaLMK, a Takxe AeiCTByolmMe COBMECTHO C HAMW Apyrue
KPUNTOKJI04N HEO6XOAMMO HEMEeLNEHHO BbIBECTU U3 AeNCTBUSA, €CN NHON NOPSAOK He OrOBOPEH B 3KCMyaTaLMOHHOW N TEXHUYECKOW
AokyMmeHTauumn K CK3U. O BbiBOAE KPUNTOKJIOYER U3 AeCTBNS CoobLLaloT B COOTBETCTBYIOWMIA OpraH Kpuntorpapuyeckon 3awuTsl. B
4ype3BblYalHbIX CIyYanX, KOraa OTCYTCTBYIOT KPUMATOKAIOYY ANS 3aMeHbl CKOMMPOMETUPOBAHHBbIX, [OMYCKAeTCs, N0 PELUEHWNIO MLeH3naTa
®ANCK, ncnonb3oBaHMe CKOMNPOMETMPOBAHHbLIX KPUMTOKOYen. B aToM cnyvyae mepuon MCMNOJSIb30BaHWS CKOMMPOMETUPOBAHHbIX
KPUNTOKOYEN foJKeH 6bITb MakCMaibHO KOPOTKMM, @ NepefiaBaemMas MHHOPMaLIMA Kak MOXXHO MEHee LIeHHON.

48. O HapylWweHNAX, KOTOpble MOryT MPUBECTU K KOMMPOMETauMn KpUNTOKIYER, NX COCTaBHbIX YacTel UM nepepaBaBlleics
(XpaHsLLencs) ¢ ux NCnosb3oBaHNEM KOHDUAEHLMANbHON MHGopMauuK, nonb3osatenn CK3UM obs3aHbl coobwaTe B COOTBETCTBYIOLLMA
opraH Kpuntorpagunyeckon 3awmTbl. OCMOTP KOYEBLIX HOCUTENEN MHOIOKPATHOr0 MCMOJIb30BaHUS NMOCTOPOHHMMM ML @MU He cnepyeT
paccMaTpMBaTb Kak Noao3peHne B KOMMPOMEeTaLUyM KpUNTOKIIOYER, eciv NPy 3TOM UCKYaiacb BO3MOXHOCTL UX KOMMPOBAHMWS (4TeHUs,
pasMHOXeHUA). B cnydyadax HeQoCTayn, HeNpeabABIEHUSA KNOYEBbIX LOKYMEHTOB, @ TakK)Xe HeonpefeneHHOCTM UX MEeCTOHAX0XAeHMS
NPVHMUMAIOTCA CPOYHbIE MEPbLI K UX PO3bICKY.

49. MeponpmaTWa NO PO3bICKY W NOKaaMW3auum NocaefCcTBMA KOMApOMeTaunn KOHGUAeHLWanbHON UHMopMauny, nepenasasLlencs
(xpaHswemnca) ¢ ucnonb3osaHnem CK3W, opraHusyeT u ocywecTtsnaeT obnafatens CKOMNPOMETUPOBAHHON KOH(UAEHLUNANbHON
NH(opMaLmn.

50. Mopsapok onoseleHns nonb3osaTenen CK3M o npennonaraeMon KOMNpoOMeTaLUnnM KPUMNTOKIIOYEN N X 3aMeHe ycTaHaB/nBaeTCs
COOTBETCTBYIOLLMM OpPraHoM KpunTorpaduyieckon 3awnTtsl nan GANCHU.

IV. PasMeweHune, cneymanbHoe obopypoBaHue, oxpaHa U OpraHuM3sauus pexuMma B
nomelleHusax, rae ycraHossieHbl CK3U unu xpaHATCA KalovYeBble O,O0KYMEHTbl K HUM

51. Pa3meLleHwue, cneunansHoe obopyoBaHMe, OXpaHa U OpraHn3aumns pexxuma B nomelleHunsax, rae yctaHosneHsl CK3W nan xpaHsaTca
K/toYeBblE AOKYMEHTbI K HUM™, f0/MKHbI 06eCrneynBaTh COXPaHHOCTL KOHMAEHUMANbHOK MHDopMaumnn'®, CK3W, KnoYeBbIX LOKYMEHTOB.

Mpu 060pYyA0BaHMM CMeLINOMELLEHUI A0SXKHbI BbIMOSHATLCA TPEBOBaHMS K pa3MelleHmto, MoHTaxy CK3U, a Takxe Apyroro 060pyaosaHus,
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yHKUmoHupytowero ¢ CK3U.

MepeyncneHHble B HacToAwen WHCTpyKunm TpeboBaHWA K CneunoMeLleHnamM MOryT He NpeabaBafTbLCS, eCin 3TO NPesyCMOTPEHO
npasunamm nonb3oaHna CK3W, cornacosaHHbiMu ¢ GATNCH.

52. CneunoMeLleHNs BbILENAIOT C Y4eTOM pa3MepoB KOHTPOJIMPYEMbIX 30H, PernaMeHTUPOBaHHbIX IKCMyaTalWOHHOW 1 TeXHUYECKO
LOKyMeHTaumeln k CK3W. CnewnnoMeLLeHns LOSIXKHbI UMEeTb MPOYHbIE BXOL4HbIE BEPU C 3aMKaMW, rapaHTUPYIOLLMMUN HafleXKHOe 3aKpbiTue
crewnomMelleHnin B Hepaboyee Bpems. OKHa CreLnoMeLLeHuid, pacrnonoXXeHHbIX Ha NMepBbIX WU NMOCAeAHUX dTaXax 3A4aHUIA, a TaKKe 0KHa,
HaXoAALLMECA OKOJIO MOXKapHbIX SIECTHWL, N APYTUX MECT, OTKyAa BO3MOXHO MPOHWKHOBEHWE B CMeLnoMeLleHns NOCTOPOHHUX nnL,
Heobxoaumo obopyLoBaTb MeTa/IMYECKUMUN peLleTKaMu, WU CTaBHAMU, UM OXPaHHOW CUrHanu3auuein, nan SpyrumMn cpenctsamu,
MPensTCTBYLWNMN HEKOHTPOIMPYEMOMY MPOHNKHOBEHWIO B CMELNOMELLEHNS.

53. Pa3meleHune, cneymanbHoe obopyLoBaHME, OXpaHa U OpraHmM3aumsa pexuma B CneLnoMeLleHnaxX OpraHoB KpunTorpaduyeckom
3aLUNThl AOJKHbLI UCK/IOYUTL BO3MOXHOCTb HEKOHTPOIMPYEMOr0 NPOHUKHOBEHUS NN NpebbiBaHNA B HUX MOCTOPOHHMX /1L, @ TakXe
NPOCMOTPa NOCTOPOHHVUMY JMLaMK BeayLLMXca Tam paboT.

54. PeXKuM 0xpaHbl CreLnoMeLleHunii opraHoB KpMNTorpamyeckoil 3aLinThl, B TOM YUC/e NpaBuia AOMyCKa COTPYLHUKOB U NMOCETUTeNEN B
paboyee u Hepaboyee BpeMs, ycTaHaBnvMBaeT nuueH3maT OAMNCU no cornacosaHuio, Npu HeobxoaumocTu, ¢ obnapatenem
KOH(UAEHUMANBHOK UH(OPMaLMK, B MOMELLEHNAX KOTOPOro pacrnoflaraeTcsl COOTBETCTBYIOWMNIA OpraH KpUnTorpacuyeckon 3aluThl.
YCTaQHOBNIEHHBIN PEXMM OXPaHbl JODKEH NpesycMaTpuBaTh NEPUOANYECKNA KOHTPO/Ib 3@ COCTOSIHUEM TeXHUYECKUX CPeACTB OXpaHbl,
€C/IN TAaKOBblE UMEIOTCS, @ TaKXKe YYUTbIBATb MOMOXKEHUS HACTOALLEN VIHCTPYKLUMN.

55. [lBepun creunoMeLleHnii OpraHoB KpUNTOrpaduyeckoii 3aLmThl LOJKHbI ObITh MOCTOSHHO 3aKPbIThl HA 3aMOK 1 MOTYT OTKPbIBATbCS
TONIbKO N5 CAHKLIMOHNPOBAHHOI0 NPoXofa COTPYAHUKOB U noceTuTeneir. Knym oT BXOAHbIX ABEPEe HYMEPYIOT, yH4UTLIBAIOT W BblAaloT
COTPYAHMKAM OpraHoOB KpUNTOrpathuyeckoi 3aLimThl NMOA pacnucky B XypHase yyeTa xpaHunuul. [ly6nukaTsl Koyeit 0T BXOAHbIX ABepei
TaKMX CMeunoMeLLeHnin CeayeT XpaHuTb B Celie PyKOBOAUTENS OpraHa KpUnTorpauyeckon 3almTsl. XpaHeHne Ay6MKaToB KIloyen
BHE MOMELLEHWI OpraHa KpUnTorpaduyeckon 3almTbl He JoNyCcKaeTCs.

56. [lns NpefoTBpaLLeHns MPOCMOTPA U3BHE CreLnoMeLLeHUA OPraHoB KPUNTOrpachuiyeckon 3almThl MX OKHA AOJIKHbBI ObIThb 3aLLULLEHDI.

57. CneunoMeLleHns opraHoB KpUNTorpanyeckoin 3alnThl, Kak NMpPaBuio, AOKHbI BbiTb OCHALLEHbl OXPaHHOMN CUrHasn3auuei,
CBSI3aHHOMN CO CNyX60M OXpaHbl 3JaHWUSA UM AEXYPHBIM MO OpraHM3aumun. MCcnpaBHOCTb CUFHAAU3AUMM MEPUOMYECKN HeobX0aMMo
MPOBEPATb PYKOBOAUTENIO OpraHa KpUNTOrpathMyeckoil 3aluTbl UK MO ero NopyveHuto ApyroMy COTPYLHWKY 3TOM0 OpraHa COBMECTHO C
npencTaBuTenem cy>x6bl 0XpaHbl UM AEXYPHbLIM MO OPraHN3aLyMmn C OTMETKO B COOTBETCTBYIOLLNX XKYypHasax.

58. KaxAbll opraH KpunTorpauyeckoi 3alinMTbl AN XPAaHEHUS KIOYEBbIX AOKYMEHTOB, 3KCMAyaTaLWOHHON W TEXHWYECKOW
BOKYMEHTauuu, nHcTannupyowmx CK3W HocuTenen JOMXeH UMeTb HeoBXO0AWMOe YMCI0 HAaLEXHbIX MeTasIMYecKUX XpaHuauLy,
060pyA0BaHHbIX BHYTPEHHUMU 3aMKaMu C ABYMs 3K3eMMAsipaMu KJlo4Yel U KOLOBbIMW 3aMKaMu WUAU npucrnocobneHnsamu gns
orneyaTbiBaHWs 3aMOYHbIX CKBaXKMH. OAIVH 3K3EeMMASAP K/O4a OT XpaHWIWLLa LOJKEH HaX0AWTbCA Y COTPYLHUKA, OTBETCTBEHHOrO 3a
XpaHunumuie. Jy6aukaTsl KYER 0T XpaHWULL COTPYAHUKN XPaHAT B ceiiie PyKOBOLMTENS OpraHa KpUnTorpagruyeckon 3aLiuThl.

AybnnkaT K/o4a OT XpaHUIULLa PYKOBOAMTENS OpraHa KpunTorpauyeckon 3aluThl B OneYaTaHHON ynakoBke fOJKeH 6bITb nepeaaH Ha
XpaHeHne OOJKHOCTHOMY Nuly, HazHadaemomy nuueH3natom GAMCH, nod pacnncky B COOTBETCTBYIOLLEM XypHane.

59. Mo okoH4aHUM paboyero fHA CNeLnoMeLLeHNs opraHa KpunTorpathuyeckon 3aluThl U YCTAHOBAEHHbIE B HUX XPaHWANLLE A0/ KHbI
6bITb 3aKPbITbl, XpaHWAMLLA ornevyaTaHbl. HaxoAsLwmMecs B Nofb30BaHUM KJOYM OT XPaHUAULL, AO/KHbI 6bITb CAaHbI NOL PacnucKy B
COOTBETCTBYIOLEM XKYpPHaJile PYKOBOLWUTESNIO OpraHa KpUNTOrpacuyeckoi 3aWwnuTbl AW JIULY, UM YMOJHOMOYEHHOMY (LeXypHOMY),
KOTOPbIE XPAHAT 3TV KJIIO4U B JIMHHOM UK CMELnanbHO BblLENEHHOM XpaHUanLLe.

Knio4n 0T crneunoMelleHnii, a TakXe K4 OT XpaHWIuLia, B KOTOPOM HaxXoAATCS KJIOYM OT BCEX APYTMX XPaHUIWLL OpraHa
KpunTorpaduyeckoii 3aLLuThl, B one4yaTaHHOM BUAE A0/KHbI 6bITb CAaHbI MNOA PacnuCKy B COOTBETCTBYIOLLEM XYpHane cnyxbe oxpaHbl
WNN BEeXYpPHOMY MO OpraHvW3auun 0AHOBPEMEHHO C Mepefayell noL oxpaHy camux crneunoMelleHui. MevaTn, npeaHasHavyeHHble Ans
orneyaTbIBaHUS XPAHUNLL, LODKHbI HAXOANTLCS Y COTPYLHUKOB OpraHa KpMnTorpauyeckoid 3aLinThl, OTBETCTBEHHBIX 3@ 3TV XPaHUINLLA.

60. Mpu yTpaTe KoYa 0T XpaHUAWLLE UK OT BXOAHON ABEPYU B CreLNOMELLEeHNe OpraHa KpUnTorpathuyeckoi 3aLmuTbl 3aMok Heo6xoanmMo
3aMeHNTb UJIN NepefieniaTh ero CEKPeT C N3roTOBJIEHUEM K HEMY HOBbIX KJOYEN C AOKYMEHTaNlbHbIM oopMieHneM. Ecnm 3amok oT
XpaHunvLa nepefenaTb HEBO3MOXHO, TO TaKoe XpaHuuLle HeobxoAMMO 3aMeHNTb. MopAAoK XpPaHEHNS KIIOYEBBIX U APYTUX LOKYMEHTOB
B XpaHWAWLLE, OT KOTOPOro yTpayeH Kito4, A0 N3MEHEHUS CeKpeTa 3aMKa yCTaHaB/IMBAaeT PYyKOBOAWUTESNb OpraHa KpunTorpaduyeckoi
3alnThI.

61. B 06bI4HbIX YCNOBUAX CMELMNOMEeLLEHNs opraHa KpunTorpatuyeckon 3alWnTbl, HAXOAALWMECS B HAX OnevyaTaHHble XpaHuauwa MoryT
6bITb BCKPbITHI TOJILKO COTPYAHUKAMU OpraHa KpunTorpaduyeckon 3awmnTsl.

Mpn 0BHapy>XeHUU MPU3HAKOB, YKa3blBalOLWNX Ha BO3MOXHOE HECaHKUMOHUPOBAHHOE MPOHWKHOBEHWE B 3TU CMELMOMELLeHUs nan
XPaHUANLLA MOCTOPOHHUX JIML, O CJIYYMBLIEMCS LOJKHO ObiTb HEMELNEHHO COOBLLEHO PYKOBOAMTENIO OpraHa KpunTorpadrieckon
3aLWmnThl. MpMObIBLUME COTPYAHMKN OpraHa KpUNTOrpachMyeckon 3alnTsl 4OJKHbLI OLEHUTL BO3MOXXHOCTb KOMMPOMETaLUn XpaHaLWwmnxcs
KJ0YEBbLIX U APYrUX OOKYMEHTOB, COCTAaBUTb aKT W NPUHSATbL, NPY HEOBXOANMOCTU, Mepbl K JIOKann3aLmmn nocieacTBUin KoMnpoMeTaLum
KOH(MAEHLMANBHOW MH(OPMALIMK U K 3aMeHe CKOMMPOMETNPOBAHHBIX KPUMTOKITIOYEN.

62. PasmeuyeHne n MoHTaxk CK3U, a Takxe apyroro obopyaoBaHus, chyHkunoHmpyiowero ¢ CK31, B cneunomelleHmnsax nosib3oBatenei
CK3W ponXHbI CBECTU K MUHUMYMY BO3MOXXHOCTb HEKOHTPOJIMPYEMOro A0CTYNa NOCTOPOHHUX WL, K YKa3aHHbIM CpefCcTBaM. TexHu4eckoe
obcnyxusaHve Takoro obopyaoBaHNs 1 CMeHa KPUNTOK/OYEN OCyLeCTBAATCA B OTCYTCTBME UL, He AONYLEHHbIX K paboTe ¢ faHHbIMK
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CK31.

Ha Bpems oTcyTcTBMA nosib3oBaTenen CK3W ykazaHHoe obopynosaHue, NpU HaM4MM TEXHWYECKON BO3MOXHOCTU, [OKHO ObiTb
BbIKJIIOYEHO, OTKJIIOYEHO OT NIMHWUK CBA3U M yBpaHO B onevaTbiBaeMble XpaHwuauwa. B npoTnBHoOM cnyyae nonb3oBatenun CK3W no
COrJ1acoBaHMI0 C OPraHoM KpUnTorpamyeckon 3awmnTsl 0683aHbl NPeayCcMOTPETb OPraHn3aLNOHHO-TEXHNYECKME Mepbl, UCKII0Yatowme
BO3MOXXHOCTb NCM0JIb30BaHNa CK3W NoCcTOPOHHUMY iMuaMun B X OTCYTCTBUE.

63. Pexxum oxpaHbl cnewunomeLleHunin nonb3oeatenen CK3U, B ToM ynucne npaBuia LONyCcka COTPYAHUKOB 1 noceTuTenein B paboyee n
Hepaboyee BpemMs, ycTaHaBiMBaeT obnajgaTenb KOHPUAEHUNANBHON MHMOPMALUM NO COrnacoBaHUI0O C COOTBETCTBYIOWMUM OpraHoM
KpUNTorpacnyeckomn 3alinTbl. YCTAHOB/IEHHbLIA PEXUM OXPaHbl AOJHKEH NpeaycMaTpuBaTh NEPUOANYECKUA KOHTPOJb 3@ COCTOSIHUEM
TEXHUYECKMX CPEACTB OXPaHbl, EC/IN TAKOBbIE MMEIOTCS, @ TaKXe Y4YUThIBaTb MONOXKEHMSA HacToAwen WHCTpyKumm, cneunduky 1 ycioBus
paboTbl KOHKPETHbIX Nosib3oBaTenen CK3U.

64. B cneunomelyeHnax nonb3osatenen CK3WN ona xpaHeHns BblAaHHbIX UM K/OYEBbIX LOKYMEHTOB, 3KCN/yaTaLlMOHHON N TeXHUYECKOW
DOKyMeHTauuu, nHctanampyownx CK3U Hocutenen HeobxoarMo NMeTb [OCTAaTOYHOE YNCI0 HAAEXHO 3anupaemblx LWKahoBs (ALLMKOB,
XPaHUIULL) MHANBMAYaNbHOIO NOAb30BaHNs, 060pyA0BaHHbIX MPUCNocobneHnaMm Ans onevaTbiBaHNA 3aMOYHbIX CKBaXXWH. Koy 0T 3Tux
XPaHWAWLL, JO/DKHbBI HAXOAUTLCA Y COOTBETCTBYIOWMX Nosb3oBaTenen CK3W.

65. Mpu yTpaTe KNloYa OT XpaHUIWLLA UM OT BXOAHOW ABEpW B cneunomelieHune nonb3oatens CK3U 3aMok Heo6x04nMO 3aMeHUTbL Man
nepefenaTb ero CeKpeT C U3roTOBJIEHWEM K HEMY HOBbIX KJIIOYEN C AOKYMeHTanbHbIM oopMaeHneM. Ecnm 3amMoK OT XxpaHuauwa
nepepenaTb HEBO3MOXHO, TO Takoe XpaHuauwe HeobXoAMMO 3aMeHUTb. MoPALOK XPAaHEHUS K/OYEBbLIX U APYrUX AOKYMEHTOB B
XpaHwuauLLe, 0T KOTOPOro yTpayeH KoY, A0 U3MEHEHUA CeKpeTa 3aMKa yCTaHaB/MBAET OpraH KpUnTorpachuyeckon 3alumnTbl.

66. B 06bI4HbIX YCNOBMAX ONeYaTaHHble XpaHuauwa nons3osatenein CK3U mMoryT 6biTb BCKPbIThI TO/IbKO CAMUMK M0/1b30BaTENAMM.

Mpu obHapy>XeHUU MPU3HAKOB, YKa3blBAKOWMX Ha BO3MOXHOE HECAHKLUOHWPOBAHHOE MPOHWKHOBEHMWE B 3TU CMeurnoMelleHns unm
XpaHWAnLLa NOCTOPOHHUX NNL, O CAYHMBLUEMCS LOJDKHO ObITb HEMeAsleHHO coobLeHo pyKoBOACTBY obnafaTens KOHMOUAEHUNaNbHO
MHOPMaLMM 1 PYKOBOLMTENIO OpraHa KpunTorpaduyeckon 3awmuTsl. MpubbiBine COTPYAHUKN OpraHa KpuMnTorpaduyeckoin 3aluTol
LOJDKHBI OLLEHWTb BO3MOXXHOCTb KOMMPOMETALMU XPaHALLNXCS KIOYEBbIX U APYrUX AOKYMEHTOB, COCTAaBUTb aKT U MPUHATb, Npu
Heob6X0AMMOCTU, Mepbl K JioOKanausauum NocnefcTBUA KOMNpomMeTauun KOHMWAEHUWaNbHOW WHpOpMauMm U K 3aMeHe
CKOMMPOMETMPOBAHHBIX KPUMTOK/OYEN.

V. KoHTponb 3a opraHuMsauuen m obecneyeHmem 6e30nacHOCTU xpaHeHus, oOpaboTkmu M
nepepayv nNo KaHanam CBA3u € ucnonb3osaHueM CK3UN koHdpupeHumnansHou nHopmauum

67. KoHTposb 3a opraHu3auuei n obecnedveHnem 6e3onacHoCcTn xpaHeHus, 0bpaboTku 1 nepeaayn No KaHanam CBA3MN C UCMOJIb30BaHNEM
CK3W KoHmaeHLManbHOM MHGOPMaLMK - FOCYAAapPCTBEHHbIA KOHTPOJIb OCYLLECTBASIOT hefepalibHble OpraHbl NPaBUTEeNbCTBEHHOW CBA3N
1 UHopmMaunmn®®. B xoae rocyLapCTBEHHOr0 KOHTPOJIS M3y4aloTCs 1 OLLEeHMBAOTCS:

opraHusauuns 6es3onacHoCcTU XxpaHeHUs, obpaboTku v nNepefayn NO KaHanam CBA3W C ucnonb3osaHmeMm CK3U KoHpuAeHUManbHoN
NH(opMaLmy;

LOCTUrHYTbIN YPOBEHb KPUNTOrpathyeckomn 3aLinTbl KOHDUAEHUMaIbHON UH(OopMaLnK;

ycnosma ncnosb3osaHma CK3U.

68. Mpu opraHmsaunm 6esonacHoOCTU xpaHeHns, 06paboTKM 1 Nepepayn No KaHanam CBA3U C Ucnosib3oBaHnem CK3W nognexaliei B
COOTBETCTBUU C 3akoHOoAaTenbCTBOM Poccuitckon Pepepaumn obssaTenbHOM 3alwuTe KOHPUAEHUMANBHOW WHDOPMauuu
rocyAapCTBEHHOMY KOHTPOJIIO NMOANEXUT AesTeNbHOCTb AnueH3naToB PAMNCH, a Takxe obnafaTenei KOHGOMAEHUNANbHOW MHOPMaLnK,
ecn HeobX0AUMOCTb KPUMTOrpaduyeckon 3alinThl TakoW MHGOPMauumn B cooTBeTCTBUM C MonoxeHuem MK3-99 onpepensercs
rocyfapCTBEHHbIMU OpraHaMy UAu rocyAapCTBEHHbLIMI OpraH13aLmnamu,

Mpu opraHusauun 6e3onacHoCTU xpaHeHuns, 06paboTkM 1 Nepenayy No KaHasam CBA3M C UcnonbloBaHueM CK3W He nopnexalyeit
o6s3aTenbHON 3alnTe KOHPUAEHUWAIbHOW MH(OPMaLIMW FrOCyLapCTBEHHOMY KOHTPOJIO MOANEXNT AeATENbHOCTb nnueH3naTos GATCH.
O6nagaTenn KOHPUAEHLMANbHON UH(OPMaLIMK B 3TOM C/ly4ae MOTyT 6biTb NPOBEPEHbI hefepasbHbIMU OpraHaMu NpaBUTeNbCTBEHHON
CBSA3M 1 MHAOPMALLMM WL MO KX NPOCLOEe AW C UX Cornacus.

B03MOXHOCTb 1 (hOpMY AOCTYyNa roCyAapCTBEHHbIX KOHTPOJIbHbIX OPraHOB K COAEPXAaHUIO KOH(MAEHLMAbHON MH(OpMaLMK onpeaenseT
PyKOBOAUTENb MpoBepsAeMon opraHm3aunm. Cpoku 1 NeproanYHOCTb roCyLapCTBEHHOro KOHTposa onpegenset GAMCH.

69. NluueHsnaTbl PAMCU 0643aHbl KOHTPOAUPOBATL BbINOAHEHUE 06NajaTeENAMU KOHPUAEHLNANBHON MHGOPMALIMN AaHHbIX UM YKa3aHWUiA
no opraHusauuun n obecnevyeHunto 6e3onacHoCTU xpaHeHus, 06paboTkn 1 Mepepayn Mo KaHanam CBA3M C MCNonb3oBaHnem CK3U
KOH(MAeHUnanbHON nHdopMaLmmn, a Takxe cobniogeHne Takumu obnagaTenaMu ycnosuin ncnonb3osaHuna CK3W, ycTaHOBAEHHbBIX
3KCNyaTaUMOHHON U TEXHUYeCKOW fokyMeHTaumen Kk CK3U, cepTudmkaTom GPAMNCKU n HacTosAwen NHCTpyKumen.

70. B uenax koopauvHauum rocyfapCTBEHHOrO KOHTPOJIS U KOHTPOASA, NpoBoAuMoOro nuueHsnatamm ®AMNCU, denepanbHble opraHsbl
NpaBUTEeNbCTBEHHOW CBS3M 1 MHMOPMaLMXM MOTYT MAAHUPOBATh U MPOBOAUTL NMPOBEPKN COBMECTHO C 3aWHTEPECOBAHHLIMIU OpraHaMm
KpunTorpan4eckon 3alnTbl, pEKOMEHA0BaTb nueH3naTam GAMCU 06beKTHI NPOBEPOK.

71. HenocpencCTBEHHbI [OMYCK K NPOBEPKE KOMUCCAM WAKM YNOJHOMOYEHHOrO (hefilepalibHblX OPraHOB MPaBUTENbCTBEHHON CBA3MN U
MHOPMaLMM OCYLLEeCTBISIeT PYKOBOACTBO MPOBEPSEMbIX MWL, MPY NPeLbSBIEHUN NPOBEPSIOLLMMI YAOCTOBEPEHNS (MPeanncaHns) Ha
npaBo NPOBEPKW, 3aBEPEHHOMO NeYaTbio, U AOKYMEHTOB, YA0CTOBEPSIOLLMNX JIMHHOCTb.
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YpocToBepeHnsa (NpeanucaHns) Ha NpaBo NPOBEPKU NOAMUCHIBAIOT reHepanbHbli aupekTop PAMCH, ero 3amecTuTenu, a Takxe no nx
yKa3aHuio - pyKoBoAnUTeNn hefepasibHbiX OpraHoB MpaBMUTENIbCTBEHHON CBA3WM M UHGMOPMauuun. [Jonyck K NpoBepke BO3MOXEH Ha
OCHOBAHWMW yKa3aHWM 3TUX UL, NepefaHHbIX N0 TEXHNYECKUM KaHalaM CBA3N.

72. Mo pe3ynbTaTaM rocyapCTBEHHOr0 KOHTPOJIA COCTaBAAETCA NOAPOOHLIA UM KPaTKMIA akT, cnpaBka. C akTOM NpoBepKU (CNpaBKon)
noJ pacrnucky AOJHKHO BbITb 03HaKOMNEHO PYKOBOACTBO MpoBepseMblX Aul. AKT (CNpaBKy) BbICHINAOT B COOTBETCTBYIOLWMNA OpraH
KpuMnTorpamnyeckon 3alnTbl, KOOPANHUPYIOWMIA OpraH KpunTorpauyeckon 3aluTbl (Npyu ero Hannmyum) n depepanbHbId opraH
NpPaBUTENbCTBEHHON CBA3M W MHboOpMaumn. Ecin B xofe NpoBepKky BbISBIEHbI HapyleHUs TpeboBaHUA 1 yCNOBUA NULEH3UA U
ceptndukatoB GAMCU, To henepanbHble OpraHbl NMPaBUTENbCTBEHHOW CBA3M U MHGOpMauun coobwatoT B JINLEH3NOHHbLIA 1
CePTUMKALNOHHBIN LeHTP PAMCH 06 3TUX HAapYLUEHMSX N MPUHATLIX Mepax.

Ecnn B ncnonb3zoeaHmm CK3W obHapy»xeHbl HegocTaTku, To anueH3naTol PATMNCU, obnafaTenn KoHGMAEHUNANbLHON NHopMauumn o0bs3aHbl
NPUHATL 6e30TnaratesbHble Mepbl K YCTPAHEHMIO BCKPbITbIX MPOBEPKOA HELOCTATKOB M BbINMOJHEHNIO PEKOMEHAALNIA, N3I0XKEHHBIX B aKTe
nposepku. CoobLLEHNS O MPUHATBLIX Mepax AO/KHbI 6bITb NPeAcTaB/ieHbl B YCTAHOB/IEHHbIE NMPOBEPSOWMMI CPOKK. Mpn HeobXoaMMOCTK
MOXXeT ObITb COCTaBNAEH NJIaH MEPONPUATUIA, TAe NPefyCMaTPUBaETCA peLleHne COOTBETCTBYIOLLMX BOMPOCOB.

73. OpraHbl KpunTorpaguYeckon 3aWwnTsl (KOOPANHMPYIOLLME OPraHbl KPUNTOrpadUYeCKon 3awunThl) 40HKHbI 0600LWaTh pe3ynbTaThl BCeX
BMAOB KOHTPOASA, aHaAN3nMpoBaTh NPUYMHbI BbIABAEHHbBIX HEAOCTATKOB, pa3pabaTbiBaTb Mepbl MO UX MNPO(UNAKTUKE, KOHTPOINPOBATh
BbINOJIHEHWE PEKOMEHAALIMIA, COAEPXKALLMXCS B aKTaxX NPOBEPOK.

74. Ecnn B ncnonb3oBaHum CK3U BbIsiBNEHbI CEPbE3HbIE HAPYLIEHUS, N3-3a YEro CTaHOBUTCA peasibHON yTeyka KOH(UAEHUNANbHON
nHgopmaummn, 6esonacHoCTb KOTOpPON obecneymBaeTcs ¢ ncnosb3oaHneM CK3U, To chepepasibHble OpraHbl NMPaBUTENLCTBEHHON CBA3M 1
nHgopmaumm, nuueHsnatol ®AMNCU BnpaBe faTb yKasaHve 0 HeMeAJIeHHOM npekpalleHun ncnonb3osaHna CK3W no yctpaHeHns npuymH
BbIABNEHHbIX HapyweHun. B 3ToM cnyyae depepanbHble opraHbl NPaBUTENbCTBEHHON CBA3M W WHGOPMaLUM MOryT HanpasuTb B
JINUEH3MOHHbIA 1 CePTUDUKALMOHHbIN LeHTp ®AMNCU npencTasneHne 06 0T3biBe (MPUOCTAHOBAEHUN BeNCTBUS) nuueH3nin GAMNCH.

75. Obnapatenb KOHMMAEHUWaNbHON MH(OPMaLun Bnpase obpaTuTbCa B efepasibHble OpraHbl NPaBUTESbCTBEHHON CBA3U U
nHdopmauun ¢ npocbbon 0 NpoBeAEHUN Ha LOrOBOPHOW OCHOBE roCyAapCTBEHHOIO KOHTPOJA C LeNblo OUEeHKN LOCTaTOYHOCTU ©
060CHOBaAHHOCTU NPUHMMaeMbIX AnueH3naToMm GAMCU Mep 3alLnThl €ro KOHUAEHUMANbHOW UHOPMaLLUN.

MpunoxeHue 1 K UHCcTpyKuumn (NyHKT 26), yTBepxapeHHou Npukasom depepanbHOro areHTCTBa
npaBUTEeNbCTBEHHOM CBA3M U MHopmauun npu MNMpe3upente Poccuinckon depepauum ot 13 UioHA
2001 r. Ne 152

TunoBas hopMa XXypHana Mo3K3eMMNISPHOro yyeTa CK3M, 3KCMJIyaTaUMOHHON U TeXHWYECKO AOKYMEHTaUUnW K HUM, KJYeBblX
OOKYMEHTOB (A1 OpraHa KpUnTorpahuyeckomn 3aluThbl)

MNpunoxeHne 2 K NHcTpykuumn (NyHKT 26), yTBep>XaeHHon Mpukasom PenepanbHOro areHTCTBa
npaBuTeNbCTBEHHOWU CBA3U U MHopmauum npu MpesnpeHte Poccunckon depepauunn ot 13 nioHA
2001 r. No 152

Tunosas opmMa XypHajia MO3K3eMNAAPHOr0o y4yeTa CK3MW, 3KCMAyaTaLuMOHHON U TEXHWYECKOW LOKYMEeHTauun K HUM, KJoYeBbIX
LLOKYMEHTOB (419 opraHa Kpuntorpahunyeckon 3aLnTsl)

MpunoxeHue 3 K UHcTpyKuumn (NnyHKT 26), yTBepxapeHHou Npukasom depepanbHOro areHTCTBa
npaBUTeNbCTBEHHOMU CBA3U M MHPopmauum npu MNMpesnpgeHte Poccuinckon Pepepauum ot 13 uioHA
2001 r. Ne 152

Tunosas hopMa TEXHUYECKOro (annapaTHOro) XypHana)

CpeAcTBa 3alnTbl MH(OPMaL UK

Y WHdopMaumus ¢ orpaHnYeHHbIM JOCTYMNOM, He coAepkallas CBeAEHWA, COCTaBAAOWMNX FrOCYyapCTBEHHYIO TaliHy, B HacToAlen
VIHCTpYKLMKN NMeHyeTCS - KOH(UAEHLManbHaa UHhopMauus.

2 CepTudumumpoBaHHble ®ANCU cpencTBa KpunTorpaduyeckon 3almnTbl KOHDUAEHLMANbHOW UHOPMaLMM B HacTosAWwen NHCTpyKunn
umenytoTcs - CK3U. K CK3U oTHocsaTCS:

- peanusylLume KpunTorpaguyeckne aaropuTMbl NnpeobpasoBaHns nHGOpPMaLMM annapaTHble, MPOrpaMMHble U annapaTHO - NPorpaMMHble
CpeAcTBa, CUCTEMbl U KOMMeKChl, obecneymnsatowe 6e3onacHoCTb MHGOpPMaLmmn npu ee obpaboTke, xpaHeHNN 1 Nepedaye No KaHanam
cBA3m, BKo4an CK3W;

- peanusyLume KpunTorpaguyeckne aaropuTMbl NnpeobpasoBaHns nHGOpPMaLMM annapaTHble, NPOrpaMMHble U anmnapaTHO - NPorpaMMHble
CPeAcTBa, CUCTEMbI U KOMMEKChI 3aLUThl OT HECAHKLIMOHMPOBAHHOMO JOCTYNa K MHGopMaLmmn npu ee obpaboTke 1 XxpaHeHUu;

- peanu3sytoLmne KpUnTorpapuyeckne anropuTMbl NpeobpasoBaHns NHGOPMaLIMK annapaTHbe, MPOrpaMMHbIE 1 annapaTHO - MPOrpaMMHbIe
CpencTBa, CUCTEMbI U KOMMJIEKChI 3alUUTbl OT HaBA3bIBAHWNA NOXKHOW MHGOPMaL MK, BKIOYaA CPeACcTBa UMUTO3ALLUNTLl U «INEKTPOHHOWN
noAMMCH»;
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- annapaTHble, NPOrpaMMHbIe 1 annapaTHO - MPOrpaMMHble CPeACTBa, CUCTEMbI U KOMMAEKChl N3rOTOBAEHNSA U pacrnpeaeneHns Ko4YeBbixX
nokyMeHTOoB AN CK3M He3aBnCMMO OT BMAA HOCUMTENS KN04YeBOWN UH(opMaLnn.

¥ ObnafaTtensaMun KoHhUAEHLMaIbHON MH(OPMaLMM MOTyT BbiITb FOCYAapCTBEHHbIE OpraHbl, roOCyfapCTBEHHbIE OpraHu3aLnm u gpyrue
OpraHu3aLuy He3aBUCMMO OT MX OpPraHWM3aunoHHO - NPaBoBOW GOPMbI U HOPMbl COBCTBEHHOCTW, MHAWBMAYaAIbHbIE MPEeANPUHUMATENN U
pusnyeckne nuua.

4 CeTn KOH(MAEHLMaNbHOW CBA3W - CETU CBA3M, MPeAHa3Ha4YeHHble ANs nepefayn KoHhUAeHUManbHON nHhopMaLmm.

*) OnepaTopbl KOH(PUAEHUMNANBHON CBA3U - OMNepaTopbl CBSA3W, NMPeAOCTaBASOWME HA OCHOBaHMM nuueHsun ®ANCU ycayrm
KOH(hMAEHLMANIbHON CBA3M C ncnoab3oBaHnem CK3U.

® OnepaTopbl KOHDUAEHUMANLHOW CBSA3U W LA, UMetoune nnueH3uto GAMNCK 1 He sBAsOLLMECS onepaTopaMmn KOH(MAEHLMANbHON CBA3M,
B HacTosAwen VHCTPYKLUUN MMeHyoTCA - nnueH3naTtel ®AMCHU.

7 OpraHoM Kpuntorpaguyeckon 3alimTbl MOXKET bblTb OpraHun3aLmns, CTPYKTYpPHOe nofpa3aeneHne opraHnsauuy - anueHsnata ®AMNCHU,
obnapaTens KoHPUAEHUNaNbHON MHOPMaLMU. PYHKLMKM OpraHa KpMnTorpauyeckon 3awmnTsl MOrYT BbiTb BO30XEHLI Ha (hr3nyeckoe
nmuo.

8 dusnyeckme amua, HENOCPeACTBEHHO AoMyLleHHble K paboTe ¢ CK3W, B HacTosAL e MHCTPYKUMU MMEHYIOTCS - NoJib3oBaTenn CK3M.

9 B HacToALlen NHCTPYKLMM NCNONb3YyOTCA Cleaytowwme NOHATASA U onpeaeneHns:

- KpunTorpauyecknin KoY (KpUNTOK0Y) - COBOKYMHOCTb AaHHbLIX, obecneynBaioLias BbI6Op 0LHOM0 KOHKPETHOr0 KpUNTorpadmyeckoro
npeobpa3oBaHMs 13 YNC/Ia BCEX BO3MOXKHbIX B JAHHOW KpUNTOrpaduieckon CucTeme;

- KntoyeBas MHpopMaLms - cneumnanbHeIM 06pa3om opraHM30BaHHas COBOKYMHOCTb KPUMTOKIIIOYEN, NpefHa3HaYeHHas Ans oCyLLecTBIeHUs
KpunTorpamyeckomn 3awnTbl MHOPMaLMK B TeYEeHMe onpeaeNleHHOro CPOoKa;

- UCXO0LHas Ki4eBas MHMOPMaLMS - COBOKYMHOCTb [aHHbIX, MPpeAHa3Ha4YeHHbIX ANA BbIpaboTKM Mo onpefeneHHbLIM NpaBuiam
KPUNTOKOYEN;

- KJII04YEBOW [OKYMEHT - PU3NYECKNI HOCMTENb ONPeaeNeHHON CTPYKTYpPbl, COAEPXKALLUA KYEBYI0 MH(OPMaLNIO (UCXOLHYIO KJTIOHYEBYIO
MHMOPMaLMIo), a NPU HEOBXOAMMOCTU - KOHTPOJIbHYIO0, CATY>XXEBHYI0 1 TEXHONOrMYECKYH0 MHOpMaLuIo;

- KJ1l04eBOW HOCUTENb - PUINYECKUA HOCUTENb OMpPeAeNeHHON CTPYKTYpbl, NpefHa3HavYeHHbI NS pa3MelleHns Ha HEM K/lo4YeBon
NHGopMaLnn (MCXOLHOW KNloYeBOW MHGopMauun). Pa3nnyatoT pa3oBblil Ko4eBon HocuTenb (Tabauua, nepdoneHTa, nepdokapTa U T.M.) 1
KJIIO4EBOW HOCUTENb MHOIOKPaTHOI0 UCMO/b30BaHMA (MarHUTHasa NeHTa, ANCKeTa, KOMMNaKT - auck, Data Key, Smart Card, Touch Memory n
T.M.);

- KN1t04eBON 610KHOT - Habop ByMaXKHbIX K/OYEBLIX JOKYMEHTOB OAHOr0 BMuAa (Tabnuy, nepdoneHT, nepdokapT 1 T.M.), COPOLIOPOBAHHbIX
1 yNakoBaHHbIX MO YCTaHOBJ/IEHHbIM NpaBuiaM.

19 Mop KoMNpoMeTaunen KpUNTOKOYEN B HAacTosLweln MHCTPYKLMY NOHMMaEeTCs XULLEHWe, yTpaTa, pa3rialleHne, HecaHKLMOHMPOBaHHOe
KOMupoBaHWe 1 Apyrue nNpoucCLIecTBrs, B pe3ysibTaTe KOTOPbIX KPUNTOKIOYM MOFYT CTaTb LOCTYMHbIMU HECAaHKLIMOHNPOBAHHbLIM AULaM v
(nnmn) npoueccam.

M MomeweHuns, rae yctaHoBneHsl CK3U nnu xpaHATCA Kl0YeBble LOKYMEHTbl K HUM, B HacToslwen MHCTpyKUNM NMeHYOTCS -
crneunomelleHus.

12 TpeboBaHNa K 06ecnevyeHnto COXPaHHOCTU KOHUAEHLMANLHON MHGMOPMaLuM B CleunoMeLeHnax aHanornyHbl TpeboBaHusaM K
NMOMeLLEeHNAM, Fae BbINOAHAITCA paboThl, CBA3aHHbIe C XpaHeHneM (06paboTKon) Takon nHgopMaumum, N ycTaHaBAuBatoTcs obnagatenem
KOHUAEHUMANBbHOW MHOPMaLMN.

3 Mop cepepanbHbIMU OpraHamMy NPaBUTENbCTBEHHOW CBA3M M MHMOPMaLUM B HaAcToAWeR VIHCTPYKUUM MOHUMAIOTCS FlaBHble
ynpasnenns ®AMNCWU, ynpasneHns ®AMNCU B denepanbHbIX OKpPyrax, permoHasibHble ynpaBieHUs NPaBUTENbCTBEHHOW CBA3N 1
MHMOPMaLMK, LEeHTPbI NPaBUTEbCTBEHHON CBA3N.
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