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Mpukas ®CTIK Poccum ot 11.02.2013 Ne 17 "O6 yrBepxpeHunm TpeboBaHuu o 3awuTte
MHpopMauumu, He COCTaBJ/iflOWEN roCyaapCTBEHHYIO TaWHy, copepXxauieucs B
rocyaapcTBeHHbIX MHGhOPMaLUOHHbIX cucTemax"

(B pea. MNpukasa ®CTIK Poccum o1 15.02.2017 Ne 27)
3apernctpupoBaHo B MuHiocte Poccum 31.05.2013 Ne 28608

B cooTBeTCTBUM C YacCTbio 5 cTaTby 16 PepepanbHOro 3akoHa oT 27 utonsg 2006 r. Ne 149-03 "O6 nHdopMauny, MHHOPMaLMOHHbLIX
TexHoMornsax n o 3awute nHdopmaummn" (CobpaHme 3akoHogaTenbCcTBa Poccuinckon ®epepauun, 2006, Ne 31, cT. 3448; 2010, Ne 31, cT.
4196; 2011, Ne 15, cT. 2038; Ne 30, cT. 4600; 2012, Ne 31, cT. 4328) n MonoxeHnem o ®epepanbHon cnyxbe MO TEXHNYECKOMY ©
3KCMOPTHOMY KOHTPOJIO, yTBEPXKAEHHbIM YKa3oM lpe3npeHTa Poccuinckon ®epepaumm ot 16 asrycta 2004 r. Ne 1085 (CobpaHue
3aKoHopaTenbcTBa Poccunckon ®epepaunu, 2004, Ne 34, cT. 3541; 2006, Ne 49, c1. 5192; 2008, Ne 43, cT. 4921; No 47, ¢T. 5431; 2012, Ne 7,
cT. 818), npukasbiBato:

1. YTBepaAnTb npunaraemble TpeboBaHUs 0 3aliuTe UHGMOPMaLUN, HE COCTaBASAIOWENA roCyAapCTBEHHYIO TaliHy, COAepXalleica B
rocyfapCcTBEHHbIX NH(OPMALMOHHbLIX CUCTEMAX.

2. YCTaHOBWUTb, YTO yKa3aHHble B MyHKTe 1 HacToswero npukasa TpeboBaHUs NpUMeEHSAOTCA ANS 3alWWUTbl MHGOPMauun B
roCyAapCTBEHHbLIX MH(OPMaLMOHHbIX cncTemMax ¢ 1 ceHTabpsa 2013 r.

AvpekTop

depnepalibHON CNyX0bl MO0 TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOJIO

B.CenvH

TpeboBaHua o 3awuTe MHpOpPMaLMU, He COCTaBAAOWEN FOCYyAAPCTBEHHYIO TaWHy,
coaepXXalencs B rocyfapcTBeHHbIX MH(MOPMALMOHHBIX CUCTeMaX

YTBEpXAeHbl
npukasom ®CTIK Poccuum
oT 11 cpeBpans 2013 r. Ne 17

l. ObwMe nonoXxeHus

1. HacToswwe TpeboBaHna pa3paboTaHbl B COOTBETCTBMU C PefepanibHbiM 3aKOHOM 0T 27 mionsg 2006 r. Ne 149-03 «06 uHdbopmauuu,
MH(OPMaLMOHHBIX TEXHOJIOMMAX U 0 3almTe UHGopmaummn» (CobpaHne 3akoHoaaTenbCTBa Poccuinckon ®epepaumm, 2006, Ne 31, cT. 3448;
2010, Ne 31, cT. 4196; 2011, Ne 15, cT. 2038; Ne 30, cT. 4600; 2012, Ne 31, cT. 4328), a TakXe C y4eTOM HaLMOHaNbHbIX CTaHLAPTOB
Poccuitckoin Pefepaumu B 061acTh 3alimTbl MHGOPMaLMKM 1 B 061aCTW CO34aHNA aBTOMaTU3MPOBaHHbIX CUCTEM (Aanee - HauMoHabHble
CTaHAapThI).

2. B pokymeHTe ycTaHaBnuBaloTcs TpeboBaHMs K obecrneyeHmnio 3alinThl MHGOPMALMKN OrpPaHNYEHHOr0 AOCTYMNa, He CoaepXKallei
CBeleHus, COCTaBNAOLLME rOCYyAapCTBEHHYIO TaliHy (fanee - MHdopMaLua), OT yTeHKM N0 TEXHNYECKUM KaHanaM, HeCaHKLMOHNPOBaHHOMO
[OCTYMa, CNeLmnabHbIX BO3AENCTBUI Ha TakKyio MHHOPMaLMIO (HOCUTENN MHGOPMaLUKM) B Lensx ee Ao0bIBaHUS, YHUNTOXEHNS, UCKAXEHNS
unu 6N10KMPOBaHUS [OCTYMNa K Heil (panee - 3awmTa UHGopMauum) npyn obpaboTke ykasaHHON MHGOPMaLUM B FrOCyAapCTBEHHbIX
MH(OPMALIMOHHBIX CUCTEMAX.

HacTodwme TpeboBaHWs MOryT NPUMEHATHCA ONS 3aWUThl 00WefOCTYNHOW MHOPMaLUnM, coLepxallencs B rocyapCTBEHHbIX
MHOPMaLMOHHBLIX CUCTEMAX, AN LOCTVIKEHUS Lienel, yKasaHHbIX B MyHKTax 1 n 3 yactu 1 ctaTbn 16 ®enepanbHOro 3akoHa oT 27 uions
2006 r. Ne 149-93 «O6 nHopMaLmm, MHHOPMALMOHHBIX TEXHOMOTMNAX W O 3aLLMTe MHOPMaLMN»,

B AOKyMeHTe He paccmaTpuBatloTca TpeboBaHus 0 3awwmnTe UHGPOPMaLMK, CBA3aHHbIE C MPUMEHEHNEM KpUNTorpadnyeckmx MeToAoB
3aLUMTbl MHGOPMaLUK 1 WNGPOBabHLIX (KPUNTOrpaduyecknx) CPeLCTB 3aLUnNTbl MHGOPMaLMA.

3. HacTtoswwe TpeboBaHua ABAsOTCS 06s3aTeNbHLIMU Npn 06paboTke MHGOPMALMU B FOCYAAaPCTBEHHbLIX MH(OPMALIMOHHBIX CUCTEMAX,
YHKLMOHMPYIOWMUX Ha TeppuTopumn Poccuitckoin deaepaunn, a TakxKe B MyHULMUNAbHLIX WHPOPMALMOHHBLIX CUCTEMAX, eC/IN NHOe He
YCTaHOBMIEHO 3aKOHOLATENLCTBOM PocCuitckoii deaepaumy 0 MECTHOM CaMoyrpaBieHun.

HacTosiwmne TpeboBaHMA He PacnNpOCTPaHSATCA Ha roCyfapCTBeHHble MHPOPMaUMOHHbIE CUCTEMbl AgMUHUCTPaunn Mpe3npeHTa
Poccuinckon ®epepauun, Coseta besonacHocTu Poccuinckon ®epepaunn, ®epnepansHoro CobpaHus Poccuiickon depepaunu,
MpaBuTenscTBa Poccuiickon ®epepauun, KoHcTutyumoHHoro Cyna Poccuinckon ®enepaunn, BepxosHoro Cyaa Poccuiickon ®depepauuu un
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depepanbHon cnyx6bel 6e3onacHocTy Poccuinckon depepauun.

4. Hactoswwme TpeboBaHuNa npefHa3HayveHbl Ana obnagateneit MHGOPMaLMM, 3aKa34nKOB, 3aKOYMBLUNX FOCYLapCTBEHHbIA KOHTPAKT Ha
Co3faHne rocyaapcTBEHHOW MHOPMALIMOHHOM CUCTEMBI (fanee - 3aKa34ynKu) 1 oNnepaTopoB rocyAapCTBEHHbIX MHDOPMALMOHHBIX CUCTEM
(nanee - onepaTopsl).

JNnuo, obpabaTbiBatoliee NHDOPMALMNIO, ABASIOWYIOCA rOCyAapCTBEHHbIM MHHOPMaLMOHHBIM pecypcom, no nopyyeHuio obnagatens
MHopMaLMKM (3aKaszymka) Wam onepatopa W (MAM) NpefocTaBasAlOLLEe UM BbIYUCAUTENbHbIE pecypcbl (MOWHOCTK) ana obpaboTkm
MH(MOPMaLMN Ha OCHOBaHUWM 3aKIOYEHHOro forosopa (fanee - ynoJIHOMOYeHHOe nuuo), obecneynBaeT 3alWUTy MHDOpPMauun B
COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickon denepauun 06 nHdpopmaunm, MHPOPMALMOHHBLIX TEXHONOTUAX U O 3aLLMTe MHOPMaLMN.
B moroeope gosixHa ObITb NpefycMoTpeHa 0653aHHOCTb YMOJHOMOYEHHOro nuua obecneynBaTb 3alNTy MHGOPMaLWK, SBASIOWENCS
rocyfapCcTBEHHbIM MHPOPMALIMOHHBIM PECYPCOM, B COOTBETCTBUM C HAaCTOALMMUN TpeboBaHNAMN.

5. MNpwn obpaboTke B rocyaapCTBEHHOW MH(POPMALMOHHON CUCTeMe MHDOPMaUNUK, CofepKalled NnepcoHanbHble AaHHble, HacTosWwMe
TpeboBaHMA NPUMEHAITCA Hapsay C TpeboBaHNAMM K 3alLMTe NepcoHalibHbIX AaHHbIX Npu nx 06paboTke B MHDOPMALMOHHBIX CMCTEMAX
nepcoHanbHbIX AaHHbIX, YTBEPXAEHHbIX NOCTaHOBAeHUEM [paBuTenscTBa Poccuinckon ®epnepaumm ot 1 Hos6ps 2012 r. Ne 1119
(CobpaHue 3akoHoaaTenbCTBa Poccuinckon denepaunn, 2012, Ne 45, cT. 6257).

6. Mo peweHunio obnapgatens nHpopmaLnmM (3akazdnka) nau ornepaTopa HacTosime TpeboBaHWA MOryT NPUMEHATLCS AN 3aWNUThI
MHOPMaLLMK, COLEPKaLLENCs B HEroCyJapCTBEHHBIX MH(DOPMALIMOHHBIX CUCTEMAX.

7. 3awunTa nHpopMaLumn, cogepxalencs B rocyaapCTBEHHON UHMOPMaLMOHHON cucTeMe (panee - MH(poOpMaLMOHHasa cucTema),
obecneynBaeTcsa NyTeM BbINOSHEHNS obnapgaTenem uHdopmaLuy (3akasqnkom) n (nam) onepatopom TpeboBaHUA K OpraHM3aLnn 3aLmnThl
MHGMOPMaUnK, copepxalencs B MHMOPMaLMOHHON cucteme, N TpeboBaHM K MepaM 3alnTbl UHGOPMaUNUK, copepxallencs B
NH(OPMaLMOHHON CuCTeMe.

Il. TpeboBaHua K opraHMsauum 3awuTbl MH(POpPMaL UK, cogepxalLencs B MHHOPMALLMOHHOMN
cucreme

8. B MH(OPMaLIMOHHO cucTeMe 06beKTaMK 3alLnThl ABAATCA MHHOPMaLNS, COLepXKaLLasacs B MHOPMaLMOHHON CUCTEME, TEXHNYECKNE
CpeAcTBa (B TOM YMCNe CPEACTBA BbIYUCANTENbHON TEXHWUKMW, MALLUMHHbIE HOCUTENN NHOPMALIMK, CPEACTBA U CUCTEMbI CBSA3U W Nepefayn
JaHHbIX, TexHnYeckne cpeactsa 0bpaboTky 6yKBEHHO-LUGPOBON, rpachmyeckoin, BULEO- U peyeBOil UHGopMaLmm), obLecucTemMHoe,
npuKknagLHoe, cneumnanbHoe NporpaMMHoe obecnevyeHune, MHPOPMALIMOHHBIE TEXHOMOM UK, @ TakXXe CPEACTBA 3alnTbl UHOPMaLUK.

9. Ons obecneyeHns 3alnTbl UHPOPMALINKL, COAEPXKALLENCA B MHPOPMALIMOHHON CUCTEME, ONepaTopoM Ha3HA4YaeTCs CTPYKTypHoe
noApasfeneHne uin 4oMKHOCTHOE JMLO (PabOTHMK), OTBETCTBEHHbIE 3a 3aLUMTY UHGOPMaLINN.

10. ns npoBedeHns paboT no 3aluTe UHGOPMAUUN B XO4e CO3AaHMA U dKCMyaTauum MHGPOPMaUNOHHON cucTembl obnagaTenem
MHGopMaLMnM (3aKa34MKoM) N OMepaTopoM B COOTBETCTBUW C 3aKOHOAaTenbCTBOM Poccuiickon depepaunm npu HeobxoammocTu
NPWBIEKAOTCA OpraHnu3aLnmn, nMeLmne TMLEH3NI0 Ha LeATeNbHOCTb N0 TEXHUYECKON 3alinuTe KOH(PUAEHUNANbHON MHdopMauun B
CO0TBETCTBUU C PefiepaibHbiM 3aKOHOM OT 4 Mas 2011 r. Ne 99-®3 "O nnLeH3npoBaHNN OTAENbHbIX BUAOB AesTensHocTn" (CobpaHue
3aKoHofaTenbcTBa Poccuinckon depepaumm, 2011, Ne 19, cT. 2716; Ne 30, cT. 4590; Ne 43, cT. 5971; No 48, cT. 6728; 2012, Ne 26, cT. 3446;
Ne 31, cT. 4322; 2013, Ne 9, cT. 874).

11. ina obecnevyeHns 3aLLnUTbl MH(OPMaLUK, COAEPKALLENCA B MHOPMALIMOHHON CUCTEME, MPUMEHSIOTCA CPeACTBa 3alnThbl MH(hopMaLuun,
npoLlejLumne OLeHKY COOTBETCTBUA B hopMe 0653aTeNIbHON CepTUDMKaLMM Ha COOTBETCTBME TpeboBaHMAM No 6e3onacHOCTU MHOoPMaLIMK
B COOTBETCTBUU CO CTaTbel 5 GefepasibHOro 3akoHa oT 27 aekabps 2002 r. Ne 184-®3 "O TexHn4eckoM perynmposaHun" (CobpaHue
3aKoHofaTenbcTBa Poccuiickon dPepepaumm, 2002, Ne 52, cT. 5140; 2007, Ne 19, cT. 2293; Ne 49, cT. 6070; 2008, Ne 30, cT. 3616; 2009, Ne
29, cT. 3626; Ne 48, cT. 5711; 2010, Ne 1, cT. 6; 2011, Ne 30, cT. 4603; Ne 49, cT. 7025; Ne 50, cT. 7351; 2012, Ne 31, cT. 4322; 2012, Ne 50, cT.
6959).

12. 3awmTa nHdopMaLmmn, conepxxalwencs B MHHOOPMaALMOHHON CMCTEME, SIBASETCA COCTAaBHOM 4acTbio paboT no co3pgaHuio u
IKCNyaTaumnm nHHOPMaLMOHHON cucTeMbl U 0becneymBaeTCsa Ha BCcex CTaauax (3Tanax) ee co3gaHns, B X0A4e 3KCrlyaTaumm 1 BbiBoLa 13
3KCMyaTauum NyTem MNPUHATWUA OPraHW3aLMOHHBIX U TEXHUYECKMX Mep 3aluTbl MHdopMaunn, HanpaeieHHbIX Ha 6J0K1poBaHue
(HeMTpanusauuio) yrpo3 6e3onacHoOCTM MHGpOPMaLMM B MHGOPMALMOHHON CUCTEME, B PaMKax CUCTEMbl (MOACUCTEMbI) 3aLUThl
MHOPMaLUn NHPOPMALIMOHHON CUCTEMBI (4asiee - CMCTeMa 3alUunThl MHPOPMaLUM MHDOPMALIMOHHON CUCTEMBI).

OpraHun3aumnoHHble 1 TEXHUYECKe Mepbl 3alnThbl MHOPMaLIMKM, peann3yemble B paMKax CUCTEMbI 3aLLUNTbl MHOpPMaLMn MHHOPMaLMOHHON
CUCTEMbI, B 3aBUCUMOCTU OT MH(OPMaLMK, CoAep>KaLlenca B MHPOPMaLIMOHHON cMcTeMe, Lenei co3faHnsa NHHOPMaLNOHHON CUCTEMbI U
3a4a4, peLaemblX 3TOM NHDOPMALIMOHHON CUCTEMOR, AOKHbI BbITb HaNPaBfieHbl Ha UCKIOYEHNE:

HernpaBOMEpHbIX AOCTyNa, KOMMPOBaHWA, NPeAOCTaBAEHNS AN pacnpocTpaHeHns nHdopmauum (obecneveHne KoHGUAEHUNANBHOCTH
MHGopMauun);

HernpaBOMEPHbLIX YHUYTOXEHNSA UM MOANMULIMPOBaHNS MHpOopMaLumn (obecnedyeHne LenocTHOCTU MHOPMaLun);

HenpaBoMepHoro 610KMpoBaHMA MHopMaLuun (obecnevyeHne fOCTYNHOCTM UHGOPMaLNK).

13. Ana obecneyeHns 3awmTbl MHOPMaLIMK, COAepXKaLLenca B MH(MOPMaLMOHHON CUCTeMe, MPOBOAATCA CliefyloLwwne MeponpuaTmns:
hopmMmpoBaHme TpeboBaHUA K 3awmnTe NHHOPMaLMK, COAEPXKALLENCS B MHOPMALIMOHHON CNCTEME;

pa3paboTka cMCTeMbl 3aLWUTbl MHGOPMaLIMU MHPOPMALMOHHON CUCTEMbI;

BHeApEeHWe CMCTEeMbI 3aLlUTbl MHOPMaLIMN MHPOPMALIMOHHON CUCTEMBI;
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aTTecTauns MHHOPMaLMOHHON CUCTeMbI NO TpeboBaHNAM 3aLnTbl MHGOPMaLMK (fanee - aTTecTauns MHPOPMALMOHHON CUCTEMbI) U BBOL
ee B eNCTBUE;

obecneyeHne 3aWmnTbl MHOPMALIMK B XOAE 3KCUTyaTaLum aTTeCTOBaHHOW UHDOPMALIMOHHON CUCTEMBI;

obecneyeHune 3alWmnTbl MHGOPMaLUK NPY BbIBOAE U3 3KCNyaTauuyn aTTeCTOBaHHON MHMOPMALMOHHON CMCTEMBI UM MOCSe MPUHATUA
peLeHuns 06 okoH4YaHUK 06paboTKM MHGopMaL UK.

dopmupoBaHue TpeboBaHUI K 3awmuTe MHPOPMaLMKM, copepXKaliencs B MH(POPMALLMOHHOM
cucrteme

14. dopmupoBaHune TpeboBaHWN K 3awmnTe MHGOPMaLMK, COAepKaLLeNCca B MHPOPMALIMOHHON cucTeme, ocylecTBaseTcs obnagatenem
MHOPMaLUN (3aKa34yrKoMm).

dopmupoBaHne TpeboBaHMN K 3awmnTe MHOPMaLUN, CoLep)KaLlencs B MHOPMALMOHHOM cucTeme, ocyuiecTeaseTcsa ¢ yyetom FOCT P
51583 «3awmTa nHhopmaunn. Mopsafok Co3aaHNs aBTOMATU3MPOBAHHbLIX CUCTEM B 3alUULWEHHOM UCNOoNHeHUN. O6Lne NoNoXeHUs»
(nanee - FOCT P 51583) n 'OCT P 51624 «3awunTa MHopMaumm. ABTOMaTM3MPOBaHHbLIE CUCTEMbI B 3aLLUULLEHHOM McnoaHeHnn. Obwme
TpeboBaHua» (fanee - FTOCT P 51624) n B TOM 4MC/ie BK/OYAET:

NPUHATME PELLEHUS 0 HEOOXOAMMOCTM 3aLUNTbl MH(OPMaLIMK, COAEPKALLEACH B MH(OPMALIMOHHOW CUCTEME;

Knlaccmukaumio NHPOPMaLMOHHOW CMCTeMbl No TpeboBaHMAM 3alunTbl MHMOPMaunn (fanee - Knaccupukauus MHHOPMaLUOHHON
CUCTEMBI);

onpefeneHne yrpos 6esonacHocT MHMOPMaLMK, peannsauns KOTOPbIX MOXXET NPUBECTU K HapyLlleHnto 6e30nacHOCTU UHGpopMauun B
NH(OPMaLMOHHOM cucTeme, 1 pa3paboTKy Ha UX OCHOBE MoAeNn yrpo3 6e30nMacHOCTY HOopMaLun;

onpegneneHve TpeboBaHW K CUCTEME 3amUThl MHHOPMALMU NHEHOPMALIMOHHON CUCTEMBI.

14.1. Npwn NPUHATUN peLleHns 0 HeobX0AMMOCTM 3aLUnTbl MHPOPMaLMK, COAEPXKALLENCH B MHOPMaLIMOHHON CUCTEME, OCYLLIECTBNAETCA:
aHann3 uenen co3faHnsa MHHOPMaLMOHHON CMCTEMBI 1 3afiay, pellaeMblX 3TON MHHOPMALIMOHHON CUCTEMONA;

onpegeneHne nHhopMauum, noaaexatlen ob6pabotke B MHHOPMaLMOHHON CUCTEME;

aHasin3 HOPMATMBHbLIX NPABOBbLIX aKTOB, METOANYECKUX OOKYMEHTOB W HaLMOHabHbIX CTaHAAPTOB, KOTOPLIM LOJIXKHa COOTBETCTBOBATH
MH(OPMaLNOHHas CUCTEMa;

NPUHATUE peLleHns 0 HeoBX0AMMOCTU CO34aHNA CMCTEMbI 3aluTbl MHOPMaLUM MHHOPMALMOHHON CMCTEMbI, @ TakXe onpeaeneHme
uenen 1 3afjay 3aWnTsl MHGOOPMALMK B MHPOPMALIMOHHON CUCTEME, OCHOBHbIX 3TamnoB CO34aHMA CUCTEMbl 3alnTbl UHpOpMaLum
NHDOPMALMOHHON CUCTEMBI U YHKLMIA No obecnevyeHnto 3alWnTbl MHPOPMaLUKM, copepKalleincs B MHHOPMALMOHHON cucTeme,
obnanatens nHdopmMaLun (3aKkasyunka), onepatopa 1 ynoJHOMOYEHHbIX JIULL.

14.2. Knaccugumkaums nHGOPMaLUOHHON CUCTEMbl MPOBOAUTCS B 3aBUCUMOCTM OT 3HA4MMOCTK obpabaTbiBaeMoi B Hell MHOPMaLMK 1
MacwTaba MHHOPMaLMOHHOW CUCTEMBI (heaepanbHbIi, PermoHanbHbl, 00 bEKTOBLIN).

YcTaHaBMBalOTCA TPM Kacca 3allMIWEeHHOCTN MHEOPMAaLMOHHOW CUCTEMBI, ONpeaensiolime YPOBHMW 3aLUMLLEHHOCTY COAEpPKaLLEeNncs B Hen
nHdopmaumn. CaMblil HU3KUIA KNacC - TPETUIA, CaMblil BbICOKUIA - NePBbIN. Knacc 3aluniLeHHOCT MH(OPMaLMOHHON CMCTEMbI onpeaenseTcs
B COOTBETCTBUM C npuioxxeHnem Ne 1 K HacToawwmm TpebosaHUAM.

Knacc 3almiieHHOCT onpefenseTcs ans MHhOPMaLNOHHON CUCTEMbI B LLEJIOM 1, Npyu Heo6X0AMMOCTU, ANS €e OTAENbHbIX CEerMEHTOB
(cocTaBHbIX YacTen). TpeboBaHMe K KNacCy 3allMLLEHHOCTM BKIIOYAETCA B TEXHMYECKOE 3ajaHne Ha Cco3AaHue UHPOPMaLNOHHON CUCTEMbI
N (Un) TeXHUYECKoe 3adaHune (YaCTHoe TeXHNYeCKoe 3afaHmne) Ha Co34aHne CMCTEMbI 3alMTbl MH(OPMaLMN NHDOPMALIMOHHOW CUCTEMBI,
pa3pabaTbiBaemble ¢ yyeTom FOCT 34.602 «MH(bopMaLMOHHasa TexHoornsa. Komnnekc cTaH4apToB Ha aBTOMATU3NPOBaHHbIE CUCTEMBI.
TexHM4Yeckoe 3aflaHNe Ha Co3AaHne aBTOMATU3MPOBaHHON cucTeMbl» (fanee - FOCT 34.602), FTOCT P 51583 n FOCT P 51624.

Knacc 3alnweHHOCT MHOPMALMOHHOW CUCTEMbI MOANEXNT NEPECMOTPY MpU N3MEHEHUM MacliTaba MHHOPMALMOHHOW CUCTEMbI NN
3Ha4YMMoCTM obpabaTbiBaeMoON B HEW MHGOPMaLMK.

Pe3synbTaThl KNnaccugurkauum NHPOPMaLMOHHON CUCTEMbI 0CHOPMIIAIOTCA aKTOM KacCcudukauum.

14.3. Yrpo3bl 6e3o0nacHOCTV MHGpOPMaLUM ONpeaenstoTca Nno pesynbTaTaM OLEHKU BO3MOXHOCTEN (MOTeHUMana, 0CHaLWeHHOCTU 1
MOTVBALIMN) BHELIHUX N BHYTPEHHUX HapyLUMTENen, aHann3a BO3MOXKHbIX YS3BUMOCTER MH(POPMALMOHHON CMCTEMbI, BO3MOXHbIX CNocoboB
peannsauum yrpo3 6e3omnacHoCTW WHMOPMaUUM M NOCAEACTBUA OT HapyweHua CBOWCTB 6e3onacHOCTM MHbOpMauuu
(KOH(hMAEHLMANbHOCTLN, LEeNOCTHOCTU, AOCTYMHOCTK).

B KayecTBe UCXOAHbIX AaHHbIX ANS onpefeneHns yrpo3 6e3onacHoCTN MHGOPMauun ncnonblyeTtca 6aHk aaHHbIX yrpo3 6e3onacHoCcTy
nHgopmauun (bdu.fstec.ru), BeneHne kotoporo ocywectensetcs ®CTIK Poccun B COOTBETCTBUM C NOAMNYHKTOM 21 nyHKTa 8 MonoxeHus o
depnepanbHoit cinyxbe No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOJI0, YTBEPXAEHHOr0 YKa3oM lMpesnaeHTa Poccuitckon ®epepaunn ot 16
aBrycta 2004 r. Ne 1085 (CobpaHue 3akoHogaTenbcTBa Poccuinckon ®epepauun, 2004, Ne 34, cT. 3541; 2006, Ne 49, cT. 5192; 2008, N 43,
CT. 4921; Ne 47, cT. 5431; 2012, Ne 7, cT. 818; 2013, Ne 26, cT. 3314; Ne 53, cT. 7137; 2014, Ne 36, cT. 4833; Ne 44, cT. 6041; 2015, Ne 4, cT.
641; 2016, Ne 1, cT. 211) (manee - 6aHK AaHHbIX yrpo3 6esonacHocTu mHdopmauum ®CTIK Poccumn), a TakKe MHble UCTOYHUKN,
cofepxalume ceefieHnsa 06 yA3BMMOCTSAX M yrpo3ax 6e30nacHoCTM nHopMaumm.

Mpy onpeneneHnn yrpos 6e30MacHOCTY MHPOPMaLUN YUNTLIBAIOTCS CTPYKTYPHO-(YHKLMOHAJbHBIE XapaKTePUCTUKN MHAOPMaLMOHHO
CUCTEMBbI, BKJIOYalOLWME CTPYKTYPY M COCTaB MH(OPMaLIMOHHOM CUCTEMbI, (IU3MYecKne, norudeckme, PyHKLMOHaNbHbIE U TEXHOOrNYecKne
B3aWMOCBSA3M MeXAYy CerMeHTaMm UHHOOPMAUWOHHOW CUCTEeMbl, C WUHLIMW WHGHOPMALUOHHBIMU CUCTEMAMU W
MH(OPMALMOHHO-TENIEKOMMYHUKALIMOHHBIMU CETSAMU, PeXuMbl 06paboTKU MHpOPMaLUM B MHGDOPMALIMOHHON CUCTEME U B €€ OTAEJbHbIX
CerMeHTax, a TakXe NHble XapaKTepUCTUKN MH(OPMaLIMOHHON CUCTEMBI, MPUMeHsSeMble MH(OPMaLIMOHHbIE TEXHOOM UMW 1 0COBEHHOCTH ee
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(PYHKLMOHUPOBAHNS.

Mo pesynbTaTam onpepeneHuns yrpo3 6e3onacHoOCTM MHGopMaumm npu HeobxoammocTu paspabaTbiBaloTCA pekoMeHZauuu no
KOPPEKTUPOBKE CTPYKTYPHO-(QYHKLMNOHANbHbIX XapaKTepUCTUK WHPOPMaLMOHHON CUCTEMbl, HamnpaBJieHHble Ha 610KMpoBaHWe
(HenTpanusaumo) oTAeNbHbIX yrpo3 6e3onacHoOCTU MHAOPMaLMK.

Mogaenb yrpo3 6e3onacHOCTY UHGOPMaLMKM LOKHA COLEpXKaTb ONMCaHNe NHPOPMALMOHHON CUCTEMBI U €e CTPYKTYPHO-(YHKLIMOHAbHbIX
XapaKTepUCTKK, a TakxXe onucaHme yrpo3 6e3onacHoCTU MHGOPMaLMKM, BKOYaloLLee ONMcaHne BO3MOXHOCTEW HapywmTenen (Moaens
HapywuTens), BO3MOXHbIX YA3BUMOCTEN UH(MOPMaLMOHHON cUCcTeMbl, cnocoboB peanusaunn yrpo3 6e3o0nacHoCTV MHdOpPMaLUN U
nocneacTBUA OT HapyLLeHNs CBOMCTB 6e30nacHOCTM nHopMaLmm.

Ona onpepenexHns yrpo3 6esonacHocT nHpopmaunm v paspaboTkn momenn yrpo3 6es3onacHOCTU UHMOPMaALNN NMPUMEHSAOTCH
MeToAMNYecKne AOKYMeHThl, pa3paboTaHHble U yTBepxaeHHble ®CTIK Poccum B COOTBETCTBMM C MOAMYHKTOM 4 nyHKTa 8 MonoxXeHns o
depnepanbHoit cinyxbe No TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJI0, YTBEPXAEHHOM0 YKa3oM lMpe3naeHTa Poccuitckon ®epepauun ot 16
aBrycta 2004 r. Ne 1085 (CobpaHue 3akoHogaTenbcTBa Poccuinckon ®epepauun, 2004, Ne 34, cT. 3541; 2006, Ne 49, cT. 5192; 2008, N 43,
CT. 4921; Ne 47, cT. 5431; 2012, Ne 7, cT. 818).

14.4. TpeboBaHWA K CUCTEME 3aLLUThl MHOPMaLMN NHPOPMALIMOHHON CUCTEMBI ONPELENsoTCA B 3aBUCMMOCTY OT Kacca 3aLlMLeHHOCTH
MH(OPMALIMOHHON CUCTEMbI U yrpo3 6e30nacHOCTY MHGOPMaLIMK, BKIOYEHHbIX B MOAEb Yrpo3 6e30nacHOCTU MHGopMaLnu.

TpeboBaHusA K cucTeme 3awWnThl MHPOPMaLUN UHDOPMALMOHHON CUCTEMbI BKJIIOYAOTCA B TEXHUYECKOe 3aflaHue Ha Co3daHue
NH(OPMALMOHHON CUCTEMBI U (MNN) TEXHUYECKOE 3aflaHne (YacTHoe TeXHWYecKoe 3ajaHne) Ha Co3haHne CUCTEMbI 3aLMTbl MHGOPMaLIMK
NH(OPMaLIMOHHOM cUCTeMbl, pa3pabaTbiBaeMble ¢ ydeToM FOCT 34.602, FOCT P 51583 1 TOCT P 51624, 1 f0/1XKHbI B TOM YMC/ie COAepXKaTb:
Lesb 1 3afayn obecrnevyeHuns 3aWnTbl MHGOPMaLIMKU B MHDOPMALIMOHHON CUCTEME;

Knacc 3anLLeHHOCTN MHOPMALIMOHHON CUCTEMDbI;

nepeyeHb HOPMATUBHbIX NMPaBOBbLIX aKTOB, METOANYECKNX AOKYMEHTOB W HaLMOHabHbIX CTaHLAaPTOB, KOTOPbLIM J0J/)KHa COOTBETCTBOBATb
MHMOPMaLIMOHHas cucTema;

nepeyeHb 06BHEKTOB 3aLLUNTLI MHGOPMALMOHHON CUCTEMBI;

TpeboBaHNA K MepaM 1 CPeACTBaM 3aLUMTbl MHPOPMaLUK, MPUMEHSAEMbIM B UH(POPMALIMOHHON CUCTEME;

CTagun (3Tansl paboT) co3paHNa CUCTEMbI 3aLLNTbl MHPOPMALIMOHHON CUCTEMBI;

TpeboBaHNs K NOCTaBASAEMbIM TEXHUYECKUM CpeacTBaM, MporpaMMHoMy obecrneyeHnto, CpefCcTBaM 3aLunTbl MHpOPMaLMK;

(hyHKLMM 3aKa34MKa 1 onepaTopa no obecnevyeHunio 3anTbl MHGOPMaLMKU B UHOPMALIMOHHOM CUCTEME;

TpeboBaHMA K 3alMTe CPencTs M cuctem, obecneymsaoWwnx PyHKLUOHMPOBAHME MHGMOPMALMOHHON cucTembl (obecnevymsatoLlen
NH(PACTPYKTYpE);

TpeboBaHUA K 3awWwuTe MHPoOpPMauum nNpu UHMOOPMALUOHHOM B3aUMOAENCTBUU C WHBIMU WHEPOPMALMOHHBIMWU CUCTEMAMU W
VHMHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU, B TOM YUCie C MHOPMALIMOHHBIMI CUCTEMAaMM YNOJIHOMOYEHHOI 0 ML, @ TakxXe npu
NMPUMEHEHNMN BbIYNCANTENbHBIX PECYPCOB (MOLLHOCTEN), MPeoCTaBASEMbIX YNOJAHOMOYEHHBLIM IMLIOM A8 06paboTKu MHGopMaLuu.

Mpu onpepeneHnn TpeboBaHW K CUCTEME 3alMTbl MHMOPMALUN UHHOPMALMOHHOW CUCTEMbl YHUTLIBAIOTCA MONOXKEHNSA MONNTUK
obecneyeHuns MHGopMaLMoHHoN BesonacHoCTU obnagatens nHdopMauun (3akasyrka), a Takxxe NoANTUK obecneyeHns NHHOPMaLMOHHOW
6e3onacHOCTV onepaTopa W YyNoJIHOMOYEHHOr 0 JiMLa B YacTu, He NPOTMBOpPeYallei nonuTnkam obnagatens uHdopMaumm (3akasdnka).

Pa3spaboTka cuctembl 3aluThi UHPOPMaL UM MHPOPMALMOHHON CUCTEMbI

15. Pa3paboTka cucTeMbl 3aWmUThl MHGOOPMALMN MHEOPMALMOHHON CUCTEMbI OpraHn3yeTcs obnafaTenem nHOpPMaLMm (3aka3unkom).

PaspaboTka cmcTemsl 3awWmnThl MHOOPMaLIMU NHDOPMALIMOHHON CUCTEMBI OCYLLLECTBAAETCA B COOTBETCTBUN C TEXHUYECKUM 3afaHNeM Ha
CO3AaHne NHHOPMALIMOHHOW CUCTEMbI U (MAKN) TEXHNYECKMM 3aJaHNeM (4aCTHbIM TEXHUYECKUM 3afaHneM) Ha CO34aHne CMCTEeMbI 3alLnThl
NHopMaLmm NHMOpMaUNOHHON cucTembl ¢ yyetom FOCT 34.601 «MHdopmaumnoHHas TexHonoruns. Komnnekc CTaHAapToB Ha
aBTOMaTN3MPOBaHHbIE CUCTEMbI. ABTOMaTU3NPOBaHHbIe cucTemMbl. CTagun co3panmna» (panee - FOCT 34.601), TOCT P 51583 n I'OCT P
51624 1 B TOM YnCNe BKJIOYAET:

NpOeKTMPOBaHWNE CUCTEMBI 3aLLUNTbI MHMOPMaLUKN MHHOPMALIMOHHON CUCTEMBI;

pa3paboTKy 3KCMnyaTaLMOHHON AOKYMEHTALMN Ha CUCTEMY 3aLUUTbl MHhOPMaLMY MHHOPMaLIMOHHON CUCTEMBI;

MaKeTUpOBaHWe 1 TeCTUPOBaHME CUCTEMbI 3aLWNThl MHHOPMALMU MHPOPMALIMOHHON CMCTEeMbI (MpU He06X0AMMOCTH).

CucteMa 3alWmTbl MHGOPMaLIMKM UHOPMALIMOHHON CUCTEMBI HE [0JXKHa NPensTCTBOBaTb LOCTUXXEHWIO LieNielt Co3AaHUs MHHOPMaLIMOHHO
CUCTEMbI N ee (PYHKLMOHNPOBaHMIO.

Mpu pa3paboTke CUCTEMbI 3aLLMThLI MHGOOPMALUM UHPOPMALMOHHON CUCTEMbI YYUTLIBAETCS ee MH(HOPMaLMOHHOe B3auMoLeNCTBME C
MHLIMWU UH(OPMALMOHHLIMWA CUCTEMAMU N UH(POPMALMOHHO-TESIEKOMMYHNKALMOHHBIMU CETAMMW, B TOM YUC/IE C UHPOPMALMOHHLIMM
cMcTeMaMn YMoJHOMOYEHHOr0 NMLA, a TakXe MPUMEHEHWE BbIYUCAUTENbHbLIX PECYPCOB (MOLLHOCTENR), NMpPesocTaBaseMbiX
YNONHOMOYEHHBIM NNLOM ANs 06paboTKM MHGopMaLuu.

15.1. Mpn NPOEeKTMPOBaHUN CUCTEMBI 3aLMNTbI MHGOPMALUN MHEHOPMALIMOHHON CUCTEMBI:

onpenensoTca TUMbl CybbekToB foCTyna (Mosib30BaTenn, NPoLecchl U UHble cybbeKkTbl focTyna) u 06BbEeKTOB AOCTYNa, ABAAOLWNXCA
obbekTaMy 3alWmnThl (YCTPONCTBa, 06bEeKTLI (DAaNIOBON CUCTEMbI, 3aMyCKaeMble N UCMOJIHAEMble MoAYAN, 06bEeKTbl CMCTEMbI YNpaBAeHUs
6a3amMu faHHbIX, 06bEKThI, CO34aBaeMble NPUKIaAHbIM NPOrpaMMHbIM obecnevyeHunem, nHble 06bLEKTLI 4OCTYNa);

onpenensaoTCca MeToAbl yNpaBaeHUs AOCTYNOM (AUCKPELMOHHbIA, MaHAATHbIN, POSIEBON UAWN UHbIE MeTOoAbl), TUNbl AOCTYMa (4YTeHwue,
3anncb, BbINMOJIHEHUE WX WHblE TUMbI 4OCTYNa) U NpaBuaa pasrpaHnyeHns focTyna cybbekToB focTyna K obbekTam AocTyna (Ha OcHoBe
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CMNCKOB, METOK 6€30MacHOCTK, POJIEN U NHLIX NPaBWA), NOANeXaLlne peann3aumm B MHHOPMALIMOHHON CUCTEME;

BbIOUPAIOTCA Mepbl 3alKTbl MHGOPMaLIMK, NOANEXaLLNE peann3aunm B CUCTEME 3aLLUTbl MHOPMaLMN NHDOPMALIMOHHON CUCTEMBI;
onpenensTCsa BUAbI U TUMbl CPELCTB 3aluThl MHopMaLumn, obecneynBaloLLime peanm3aLmio TEXHUYECKNX Mep 3aluTbl MHdopMaLum;
onpenenseTcs CTPyKTypa CUCTEMbl 3alUTbl MHOPMaLUM UHGMOPMALMOHHOW CUCTEMBI, BKJIlOYas COCTaB (KOJIMYECTBO) M MecTa
pa3MeLLeHNs ee 31eMEHTOB;

ocyLlecTBnseTCsA BbIOOp CPeAcCTB 3aluTbl MHMOPMaLMKU, CepTUHNLMPOBaHHbLIX Ha COOTBETCTBME TpeboBaHWAM no 6e3onacHoCTH
MHOpMaLMK, C Yy4eTOM UX CTOMMOCTMW, COBMECTUMOCTU C UHMOPMALMOHHBIMU TEXHONOMUAMU U TEXHUYECKUMU CPeACTBaMM, YHKLMIA
6e30MacHOCTM 3TUX CPEACTB 1 0COBEHHOCTe NX peanmn3aLnm, a Takxe Kiacca 3alULLeHHOCTY MHEOPMaLIVOHHON CUCTEMBI;
onpepensioTca TpeboBaHMS K NapaMeTpaM HacCTPOWMKM MporpaMMHoro obecneyeHus, BKYas nporpaMMHoe obecrneyeHne cpencTs
3almMThl UHGopMaunmu, obecneyunBatowme peann3saumio Mep 3aluTbl MHHOOPMALMK, @ TakXKe YyCTPaHeHNe BO3MOXHbIX YS3BUMOCTel
NHHOPMALMOHHOM CUCTEMBI, MPUBOASALLMX K BO3SHUKHOBEHMIO Yrpo3 6e30macHOCTY MHdopMauum;

onpenensoTCa Mepbl 3alWUTbl UHGOPMaLUKN NPU MHHDOPMALMOHHOM B3aWMOLEACTBUN C UHBIMU UHMOPMaLMOHHBIMU CUCTEMaMK U
MH(OPMaLVOHHO-TENEKOMMYHUKALMOHHBIMI CETSMU, B TOM YUC/E C MH(POPMALIMOHHBIMY CUCTEMAMMN YMOJIHOMOYEHHOMO LA, @ TakXe npu
NPUMEHEHNMN BbIYNCIUTENbHBIX PECYPCOB (MOLLHOCTEN), MPefoCTaBASEMbIX YNOJHOMOYEHHBLIM IMLOM A8 06paboTKu MHGOopMaL K.

Pe3ynbTaTbl MPOEKTUPOBAHUSA CUCTEMBI 3alNTbl UHGOPMaLMN UH(OPMAaLMOHHON CUCTEMbI OTPaXKaloTCA B MPOEKTHOW LOKyMeHTaLum
(3CKU3HOM (TEXHMYECKOM) NpoekTe 1 (Mnn) B paboyeir fOKYMEHTaLMM) Ha UHHOPMALMOHHYIO CMCTEeMY (CUCTEMY 3aliuUTbl MH(OPMaL MK
MHMOPMaLNOHHON CUCTeMbI), pa3pabaTeiBaeMbix € y4eToM FOCT 34.201 «WHdopMaumoHHas TexHonorns. Komnnekc cTaHAapToB Ha
ABTOMATW3UPOBaHHbIE CUCTEMbI. BUAbI, KOMMIEKTHOCTb U 0603HaYeHne JOKYMEHTOB MpK CO34aHMN aBTOMAaTU3MPOBAHHbIX CUCTEM» (fanee
-TOCT 34.201).

MpoekTHas AOKYMeHTaLus Ha WHHOPMALMOHHYIO CUCTEMY U (UNIM) ee CUCTEMY 3alWnTbl MHEOPMALMM MOANEXAT COrlacoBaHMIo C
onepaTopoM MHMOPMALMOHHON CUCTEMbI B C/ly4ae, eCy OH OnpefesieH TakoBbIM B COOTBETCTBUM C 3aKOHOLATENbCTBOM POCCUIACKON
depepaun K MOMEHTY OKOHYaHUS MPOEKTMPOBaHWA CUCTEMbI 3aLMTbl MHHOPMaLNN MHDOPMALIMOHHON CUCTEMbl N He ABNAeTCH
3aKa34MKOM [aHHOWN MHGOPMALMOHHON CUCTEMBI,

Mpu 0TCYTCTBUM HEOBXOANMBIX CPEACTB 3alUnUThbl MHOPMaLUK, CepTUMNLMPOBAHHBLIX Ha COOTBETCTBME TpeboBaHMAM no Be3onacHoCcTyH
nHopMaLmm, opraHusyeTcs paspaboTka (LopaboTka) CpencTB 3aWMThl MHGMOPMaULUKM U UX CepTUDUKALUA B COOTBETCTBUM C
3aKoHO4aTEeNbCTBOM Poccuinickon ®epepauuy UM Npou3BOAUTCA KOPPEKTUPOBKA MPOEKTHbIX PeLleHNiA No MHOPMaLMOHHON CUCTEME 1
(nnn) ee cucteme 3awWnThl MHOPMALMK C Y4ETOM (DYHKLIMOHA/IbHBIX BO3MOXHOCTEN UMEIOLNXCA CePTUHNLMPOBAHHBIX CPEACTB 3alunThl
NH(opMaLmn.

15.2. Pa3paboTKa 3KCMAyaTaLMOHHON AOKYMEHTALMM Ha CMCTEMY 3alUThl MH(OPMaLUM UHHOPMALMOHHON CUCTEMbI OCYLLECTBASETCS B
COOTBETCTBUM C TEXHUYECKUM 3afaHMEM Ha co3aaHune WHAOPMALMOHHOW CUCTEeMbl U (MAKU) TEXHUYECKUM 3afaHneM (YacCTHbIM
TEXHWYECKUM 3a[laHNeM) Ha CO3MaHNe CUCTEMbI 3aLUUTbI MH(OPMALMU UHPOPMALIMOHHON CUCTEMBI.

JKCNayaTaunoHHaA AOKYMEHTaUMs Ha CMCTEMY 3alUTbl MHGOPMaLMM UHGOPMaLMOHHON cucTeMbl pa3pabaTbiBaeTcs ¢ yyeTom FOCT
34.601, FOCT 34.201 n F'OCT P 51624 n fonxHa B TOM YuCne cogepXaTtb onucaHue:

CTPYKTYPbl CUCTEMBI 3aLWLUTbI UHOPMAaLIMN MHPOPMALIMOHHON CUCTEMBI;

COCTaBa, MeCT YCTaHOBKM, NapaMeTpoB 1 NOPAAKA HACTPONKN CPeACTB 3aluUThl MHOPMaLMK, NPOrPaMMHOI0 06ecneyeHns N TEXHNYeCKUX
CpencTs;

npaBu 3KCMAyaTaLuum CUCTEMbI 3aLLUTbl MH(OPMaLMKN NHHOPMALIMOHHOW CUCTEMBI.

15.3. Mpn MakeTVpOBaHWUM 1 TECTUPOBAHUMN CUCTEMbI 3aLLUTbl MHPOPMaLMN NHPOPMALMOHHON CUCTEMbI B TOM YUC/1e OCYLLEeCTBASIOTCS:
nposepka paboTocnocobHOCTN U COBMECTUMOCTUN BblIBPaHHbLIX CPEACTB 3aLUUTbl MHPOPMALMU C MHDOPMALMOHHBIMU TEXHOIOMMAMUN Y
TeXHWYECKUMMN CpeacTBamMm;

NpOBepKa BbIMOJIHEHNA BbIOPaHHBIMU CPEACTBaMU 3aLlnThl MHopMaLuy TpeboBaHN K CUCTEME 3aLUUTbl MH(OPMALMK MH(OPMALIMOHHOW
CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHbIX peLleHnin, pa3paboTaHHbIX NPU CO3AaHNN NHPOPMALMOHHON CUCTEMBI U (MSIM) CMCTEMbI 3aLUNTbl MHGOPMALIMK
NH(OPMALMOHHOW CUCTEMBI.

MakeTupoBaHWe CUCTEMbI 3aLUNTbl MHHOPMALMKU UHHDOPMALMOHHOW CUCTEMbI U €€ TECTUPOBaHME MOXET MPOBOAMTLCS B TOM YuC/e C
UCMOJIb30BAHNEM CPELCTB M METOA0B MOAEMPOBAHNS MH(POPMALIMOHHBIX CUCTEM 1 TEXHOJIOMUIA BUPTYann3aumu.

BHeApeHMe CUCTEMbI 3aLLUTbl MHGOpPMaL UM UHPOPMALMOHHON CUCTEMBI

16. BHeapeHne cncTeMbl 3alnThl MHOPMaLIMM MHOPMALIMOHHON CUCTEMbI OpraHn3yeTcs obnagaTtenem nHgopMaunn (3akasqnkom).

BHefpeHne CMCTeMbl 3alnThl UHPOPMALNM WHHOPMALUOHHOW CUCTEMbI OCYLLECTBASETCS B COOTBETCTBUM C MPOEKTHON U
3KCMJyaTaLMOHHOA LOKYMEHTaLMEN Ha CUCTEMY 3aLUUTbl MH(OPMALIMU UHPOPMALIMOHHON CUCTEMbI 1 B TOM YUC/IE BKIIOYAET:

YCTaHOBKY M HaCTPOIiKy CPeACTB 3aLUMThl MHPOPMaLMK B MHPOPMALIMOHHO CUCTEME;

pa3paboTKy AOKYMEHTOB, ONPeAeNIoLLMX NpaBuia U NpoLesypbl, peasnm3yemMble 0nepaTopoM s 06ecneyeHns 3aluTbl UHOpMaLUn B
MH(OPMALIMOHHON CUCTEME B XOLE ee 3KCrlyaTauun (fanee - opraHn3aLnoHHO-pPacnopsANTeNbHbIE JOKYMEHTHI M0 3aLiUTe UHGOpMaLmn);
BHEZpeHMe OpraHn3aLMOoHHbIX Mep 3aLLUThl MH(pOpMaLmMy;

npefBapuUTENbHbIE UCMbITAHWS CUCTEMBI 3aLLUThI MH(OPMALIUK NHEBOPMALIMOHHON CUCTEMBI;

OMbITHYIO 3KCMyaTaLUI CUCTEMbI 3aLLMThl MHOPMALIMU UH(OPMALIMOHHOW CUCTEMBI;

aHan3 ysi3BUMOCTEl MHPOPMALIMOHHON CUCTEMbI M MPUHATUE Mep 3aLUMThl MHPOPMALIMK MO UX YCTPAHEHUIO;

MPUEMOYHbIE UCTIbITaHUSA CUCTEMbI 3aLLMThl MHOPMAaLMU MH(OPMALIMOHHOR CUCTEMBI.
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K BHEAPEHMWIO CUCTEMbI 3aLUUThI MHOPMALIUM MH(POPMALIMOHHON CMCTEMbI NPUBMIEKAETCS ONepaTop NHPOPMaLVOHHON CUCTEMBI B C/lyYae,
€C/IM OH onpejiesieH TakoBbIM B COOTBETCTBUM C 3aKOHOATENLCTBOM Poccuitickon defepauny K MOMEHTY BHEAPEHWUS CUCTEMbI 3aLLMUTHI
WH(OPMaLMM NHOPMALIMOHHON CUCTEMbI U HE SBISETCS 3aKa34KOM JaHHON MHAOPMALMOHHOW CUCTEMBI.

16.1. YcTaHOBKa M HacTpoMKa CPefcTB 3aWwuTbl MHOPMaLMUM B MHDOPMALMOHHON CMCTEMe LOJIXKHa MPOBOAUTLCA B COOTBETCTBUMN C
3KCNAyaTaLMOHHOW LOKYMEHTaLMeln Ha CMCTeMy 3alunTbl UHPOPMaLMN NHPOPMALIMOHHON CUCTEMBI U AOKYMEHTaUMen Ha cpeacTsa
3aWUTbl UHGOPMaL UK.

16.2. Pa3pabaTbiBaeMble OpraHM3aLMOHHO-pacnopaanTeNbHble JOKYMEHTLl MO 3awwuTe UHGopMauuy foJKHbl oNpeAensTb npasuia v
npoueaypsb:

ynpasfieHns (aAMUHUCTPUPOBAHMNS) CUCTEMON 3alUTbl MHOPMaLMN NHDOPMALIMOHHON CUCTEMBI;

BbIIBJIEHNSA UHLMAEHTOB (04HOI0 COBLITUSA WK FPYMNbl COBLITWI), KOTOPbIE MOTYT MPUBECTM K CH0AM WK HapYLUEHUIO (YHKLMOHUPOBAaHNS
NH(OPMALMOHHOW CUCTEMBI 1 (MN) K BOSHUKHOBEHUIO Yyrpo3 6e30nacHOCTU NHGOPMaLMK (fanee - MHUUAEHThI), U pearnpoBaHns Ha HUX;
yrpaBieHUs KOHUrypaunen aTTeCTOBaHHON MHPOPMALIMOHHON CUCTEMbI 1 CUCTEMBI 3aLLUTbI MH(HOPMaLUN NHHOPMALLMOHHOW CUCTEMBI;
KOHTPOJIA (MOHWUTOPKHIa) 3a obecneyeHreM ypoBHSA 3aLlUMLLLEHHOCTUN MHOPMaLMK, COLepKaLLencs B MHPOPMALIMOHHON CUCTEME;

3aLMThl MH(OPMaLMK NPU BbIBOAE 13 3KCNyaTauum MHHOOPMaLMOHHON CUCTEMbI AW NOCAE NPUHATUA peLueHns 06 okoHYaHun o6paboTku
NHopMaLmn.

16.3. Npn BHEAPEHUN OpraHN3aLMOHHbIX Mep 3aLlMTbl MHOPMaLMM OCYLLEeCTBAAIOTCA:

peanv3aunsa NpaBwna pasrpaHnuyeHns [oCTyna, pernaMeHTUpYoWKX Npasa AocTyna cybbekToB LOCTyNa kK 06bekTaM JOCTyna, v BBeeHne
OrpaHUYeHUn Ha AeCTBNA NOJib30BaTesIel, @ TakXXe Ha U3MeHeHne YCNOoBUI 3KCrJlyaTaunm, cocTaBa U KOHMUrypaLunm TEXHUYECKUNX
CPeAcTB 1 NporpaMMHOro obecneyeHmns;

npoBepKa NOJIHOThI U AeTaNbHOCTU ONUCAHUA B OPraHN3aLMOHHO-PacnopaaAnTeNbHbIX JOKYMEHTax Mo 3awuTe nHpopMaLmmn AencTenumn
nosib3oBaTesien 1 aAMUHUCTPATOPOB MHPOPMALIMOHHON CUCTEMBI MO Peann3aL iy OpraHn3aLMoHHbIX Mep 3aLUnTbl MHhOpMaLMK;
oTpaboTKa AeNCTBUI [OMKHOCTHBIX UL, 1 NOAPa3AeneHnin, OTBETCTBEHHbIX 3@ peasv3auunio Mep 3awwnTbl MHopMaLnu.

16.4. NMpenBapuTenbHble UCMbITAHUSA CUCTEMBI 3alWMThl UHDOPMaLMKM MHHOPMALMOHHONW CUCTeMbl NpoBoaATca ¢ yyeTom FOCT 34.603
«MH(opMaunoHHasa TexHonorna. Buabl NCNbITaHWA aBTOMATU3UPOBaHHbLIX cucTeM» (fanee - FOCT 34.603) n BKNOYAOT NPOBEPKY
paboToCnoCcOBHOCTU CUCTEMBI 3aLUUThI MHGOPMALMK MH(OPMALMOHHON CUCTEMbI, @ TaKXe NPUHATUE PEeLUEHUS 0 BO3MOXXHOCTM OMbITHOW
3KCnayaTaumMm CUCTEMbI 3aLLnTbl MHDOPMaLUW NHHOPMALMOHHOW CUCTEMBI.

16.5. OnbITHasa 3kcnayaTauma CUCTEMbI 3aLLUMThl UHMOPMaLMKN MHOPMaLIMOHHON cucTemsl NpoBoauTca ¢ yqyetom FOCT 34.603 v BkaoYaeT
NPOBEPKY (MYHKLMOHMPOBAHUA CUCTEMBI 3aLUNTHI MHOPMALIUN MHDOPMALIMOHHON CUCTEMBI, B TOM YUC/Ie Peasin30BaHHbIX Mep 3alluThbl
MHOPMaLMKM, @ TakKXe FOTOBHOCTb MOJb30BaTeNe M aAMUHUCTPATOPOB K IKCMJyaTauuu CUCTeMbl 3alWnTbl MHDOPMaLUN
NH(OPMALMOHHOW CUCTEMBI.

16.6. AHann3 ya3BMMOCTEN MHGOPMALIMOHHOM CMCTEMbI MPOBOAUTCA B LIeNSX OLEHKN BO3MOXXHOCTY MPEoA0NeHUs HAapyLLUMTENeM CUCTEMBI
3alMThl MHOPMaLMK MHEHOPMALIMOHHOW CUCTEMBI U NPeAOTBPaLLEHNs peann3aunm yrpo3 6esonacHoCcTy nHGopMaLuu.

AHanu3 ysi3BUMOCTel MHOPMaLIMOHHOW CUCTEMBI BKIOYAET aHaan3 ysa3BUMOCTEN CPeACTB 3aLlunTbl MHOPMaLMK, TEXHUYECKUX CPEACTB U
nporpaMmmHoro obecrneyeHus MHHOPMALIMOHHOW CUCTEMBI.

Mpv aHanu3e ys3BUMOCTel MH(HOPMALMOHHON CUCTEMbI MPOBEPSETCS OTCYTCTBIUE U3BECTHBIX YSA3BUMOCTEN CPEACTB 3aLUMThl UHGOPMaLnK,
TEeXHUYECKNX CPEACTB U NPOrpaMMHoro obecrneyeHus, B TOM YUC/Ie C Y4ETOM UHGOPMALIMK, UMeloLeiics y pa3paboTymkoB 1 NoayYeHHON
13 Apyrmx obLiefoCTYMNHbIX NCTOYHWKOB, MPaBUALHOCTbL YCTAHOBKMW 1 HACTPOMKW CPeACTB 3alnThl MHOPMaLMK, TEXHNYECKUX CPeLCTB U
nporpaMMHoro obecneyeHns, a TakXxe KOPPEKTHOCTb paboTbl CPEACTB 3aLUMThl MHGOPMALMK NPU UX B3aWMOAENCTBUN C TEXHUYECKUMU
CPeAcTBaMU U NPorpaMMHbIM obecrneyeHrnem.

B cnyyae BbIsIBNIEHUS YA3BUMOCTEN NHHOPMALIMOHHON CUCTEMbI, NPUBOASLLUX K BO3HUKHOBEHUIO AOMOSHUTENbHbLIX Yrpo3 6e3onacHoCcTH
MH(OPMaLMK, NPOBOAMTCS YTOYHEHNE MOLeNU yrpo3 6e30MacHOCTM NH(OPMaLMKU 1 Npyu HeobX0AUMOCTN NPUHUMAOTCS AOMOSHATENbHbIE
Mepbl 3alMTbl MHPOPMaLIMK, HarnpaB/ieHHble Ha YCTPaHeHNe BbIIBIEHHBIX YSA3BUMOCTEN MU UCKI0YaloLLMe BO3MOXKHOCTb MCMO/Ib30BaHNS
HapyLIMTeNeM BbISIBIEHHbIX YS3BUMOCTEN.

Mo pe3ynbTaTaM aHajM3a yAa3BUMOCTEN AO0JIKHO ObiTb MOATBEPXKAEHO, YTO B MH(OPMALIMOHHON CUCTEME OTCYTCTBYIOT YA3BUMOCTH,
cofepxalumecs B 6aHke fAaHHbIX yrpo3 6e3onacHocTu nHgopmauun PCTIK Poccuu, a TakKe B MHBIX UCTOYHMKAX, UM UX UCMO/b30BaHWE
(3kcnnyaTaums) HapyLUMTEeNeM HEBO3MOXKHO.

16.7. MNpuemMoYyHble NCMNbITAHUA CUCTEMbI 3alUTbl UHDOPMaLMN NHPOPMALMOHHON CUCTeMbl NpoBoaATca ¢ yyeToMm NOCT 34.603 u
BKJIO4AIOT MPOBEPKY BbIMOAHEHWUS TpeboBaHMI K CUCTEMEe 3aluTbl MHPOPMaLUN MHHOOPMALNOHHOA CUCTEMbI B COOTBETCTBUM C
TEXHWYECKMM 3aaHneM Ha co3faHne MHPOPMALIMOHHON CUCTEMBI U (UIM) TEXHUYECKUM 3afaHneM (4aCTHbIM TEXHUYECKUM 3afaHneM) Ha
CO3/4aHne CUCTEMbI 3aLLnTbl MHHOPMaLMKN NHEHOPMALIMOHHOWN CUCTEMBI.

AtTecTtauuns uH(POPMaLUOHHOU CUCTEMBI U BBOJ, €e B A eNCTBUe

17. ATTecTauus MHGOPMaLNOHHOW CUCTEMbI OpraHn3yeTcs obnagaTeneM UHGOPMaLMK (3aKa34yMKoM) WK OMepaTopoM W BKIKYaeT
npoBefeHne KOMMJeKca OPraHW3aLNOHHbIX U TEXHUYECKUX MEeponpuaTUi (aTTECTALMOHHBLIX UCMbITAHUI), B pe3ynbTaTe KOTOPbIX
MOLTBEPXXAAETCS COOTBETCTBME CUCTEMBI 3aLLMTbI UH(OPMALMU UHGOPMALIMOHHON CUCTEMbI HACTOALWMM TpeboBaHNsM.

MpoBefeHne aTTeCTaUNOHHbIX NCMBITAHWA NHADOPMALIMOHHOW CUCTEMbI AO/IKHOCTHBIMW NNLAMMI, OCYLLECTBASIOWMMUA NPOEKTUPOBAHNE 1
(Mnn) BHeApEHUe CUCTEMbI 3alUThI MHGOPMALIM MHPOPMALIMOHHON CUCTEMBI, HE AOMYCKAETCS.
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17.1. B KayecTBe WCXOAHbIX AAHHbLIX, HEOOXOAMMBIX ANA aTTecTauum UHHOOPMALMOHHON CUCTEMbI, MCMObL3YIOTCA MOLENb Yrpo3
6e30nacHOCTM MHGOPMALIMK, aKT KnacCudukaLmm MHHOPMaLMOHHON CMCTEMBI, TEXHUYECKOe 3afaHue Ha co3faHne NHGOPMALMOHHON
CUCTeMbl U (UNIN) TeXHUYECKOoe 3aAaHne (YaCTHoe TeXHNYeCKoe 3afaHne) Ha Co3haHne CUCTeMbI 3alnUTbl MHMOPMaLMKN MHOPMAaLIMOHHON
CMCTEMbI, MPOEKTHaaA M 3KCMJyaTauWOHHaf LOKYMEHTauus Ha CUCTeMy 3aluTbl MHGPOPMauum UHHOOPMALUOHHON CUCTEMbI,
OpraHu3auMoHHO-pacnopsanTesbHble AOKYMEHTbl MO 3alwuTe MHOpMaummn, pesynbTaTbl aHaln3a yA3BUMOCTEN UHGMOPMALVMOHHOWN
CUCTEMbI, MaTepuasbl NpefBapuTesbHbIX U MPUEMOYHbLIX UCMbITAHWIA CUCTEMBI 3Tl MHPOPMaLMU MHHOPMALIMOHHON CUCTEMBI, @ TaKXe
WHble AOKYMEHTbI, pa3pabaTbiBaeMble B COOTBETCTBUM C HAaCTOALWMMMU TpeboBaHNAMU.

17.2. ATTecTauns MHPOPMALIMOHHON CUCTEMbI NPOBOAMNTCS B COOTBETCTBMM C NMPOrpaMMoin U METOANKAMMN aTTeCTaLMOHHbBIX UCMbITaHWA [0
Havana 0b6paboTkM MHopMaL MK, NoaNexallen 3awmuTe B MHPOPMaLMOHHOM cnucTeme. [1ng npoBefeHns atTecTalum MHGOOPMaLNOHHON
CUCTEMbI MPUMEHSAIOTCA HaLMOHabHbIe CTaHAAPThl, @ TakXKe MeTOANYeCKNe LOKYMEeHTbI, pa3paboTaHHble 1 yTBepxaeHHble ®CTIK Poccuu
B COOTBETCTBUW C MOAMYHKTOM 4 nyHKTa 8 MonoxeHus o ®efepanbHOn cnyxbe no TEXHUYECKOMY U IKCMOPTHOMY KOHTPOIO,
yTBEPXAEHHOr0 YKa3oM Mpe3naeHTa Poccuiickon depepauun ot 16 aBrycta 2004 r. Ne 1085.

Mo pe3ynbTaTaM aTTECTALMOHHbLIX UCMbITAHNA 0OPMASIOTCA NMPOTOKO/bI aTTECTALUMOHHbLIX UCMbITaHWIA, 3aKNl04eHEe O COOTBETCTBUN
MHOPMaLMOHHON cucTeMbl TpeboBaHMAM O 3almUTe MHGPOPMaLMKU U aTTecTaT COOTBETCTBUS B Cy4Yae MONMOXUTENbHLIX pe3yibTaToB
aTTECTALNOHHBIX UCMLITAHNA.

Mpu NpoBeLEeHNI aTTECTALMOHHBIX UCMBITAHUA AOSKHbLI MPUMEHSATHCS Clefyiolne MeTobl NPOBEPOK (MCMbITaHUR):
3KCMEPTHO-AOKYMEHTaNlbHbI MeTOq, NpefyCMaTpuBaloLL il MPOBEPKY COOTBETCTBUS CUCTEMbI 3aLUUThI UHPOPMaLUN NHPOPMALMOHHOM
CUCTEMbl YCTaHOBNEHHbIM TpefoBaHWAM MO 3alnTe WH(OPMALUU, Ha OCHOBE OLEHKWM 3KCMAyaTalUWOHHON LOKYyMeHTauwuw,
OpraHN3aLUMoHHO-PaCNoPSANTENbHBIX OKYMEHTOB MO 3al4UTe UH(OPMaLNK, @ TakXKe YCI0BUIA (YHKLMOHUPOBAHNS NHAOPMALMOHHO
CUCTEMBI;

aHanu3 ya3BUMMOCTEN MH(OPMaLWOHHON CUCTEMbI, B TOM YWUC/E BbI3BaHHbIX HEMpaBWUbHOW HAaCTPONKON (KOH(WUTYypUpoBaHUEM)
nporpamMMHoro obecrneyeHns N CPeAcTB 3alnThl MH(OPMaLIMK;

UCMbITaHWA CUCTEMbl 3alUTbl MHGOPMaUMUM MyTEM OCYLLECTBJIEHUS MOMbITOK HECAHKLMOHMPOBAHHOIO LOCTyna (BO34eicTBMS) K
MH(OPMALIMOHHON CUCTEMe B 06X0[, e CUCTEMbI 3aLLUUTLI UH(OPMaL.

17.3. [lonyckaeTcs aTTecTauus MHOOPMaLMOHHOR CUCTEMbl Ha OCHOBE Pe3y/ibTaTOB aTTeCTALMOHHbIX UCMbITaHUA BblAeNeHHOro Habopa
CEerMeHTOB MH(OPMALMOHHON CUCTEMbI, PEaM3YIoLLMNX NOJIHYI TeXHONOT Mo 06paboTKM NHdopMaLMK.

B 3TOM c/ly4ae pacnpocTpaHeHne aTTectaTa COOTBETCTBUS Ha APYrue CerMeHTbl MH(OPMALMOHHON CUCTEMbI OCYLLECTBASETCS Npu
YC/IOBUM UX COOTBETCTBUS CErMeHTaM NHHOPMALIMOHHON CUCTEMBI, MPOLIEALWINM aTTECTALIMOHHbIE UCMbITAHUA.

CermMeHT CYMTAeTCs COOTBETCTBYIOLUM CErMEHTY MH(OPMALIMOHHOM CUCTEMbI, B OTHOLLIEHUM KOTOPOro 6bliv MpoBeAeHbl aTTecTalMoHHbIe
UCMbITaHUS, €CAN ANS yKa3aHHbIX CErMEHTOB YCTaHOBJIEHbl OMHaKOBbIE KJ1aCChl 3alUMLLEHHOCTH, Yrpo3bl 6e30nacHOCTU UHopMaLnu,
peann3oBaHbl OANHAKOBbIE NMPOEKTHbIE PELLIEHNS MO UHOPMALIMOHHON CUCTEME U ee CUCTeME 3aLllnTbl MHGOPMaLnu.

CooTBeTCTBME CErMEHTa, Ha KOTOPbIA PacnpoCcTpaHAeTCa aTTecTaT COOTBETCTBUA, CErMEHTY MH(POPMaLIMOHHOW CUCTEMbI, B OTHOLLEHUN
KOTOporo 6blnu NPoBefEeHbl aTTeCTaLMOHHbIE UCMbITaHNs, MOATBEPXKAAETCS B X04e MPUEMOYHBIX UCTLITAHUA MHHOPMALMOHHOW CUCTEMBI
WK CEerMeHTOB MH(OPMALMOHHOWA CUCTEMBI.

B cermeHTax WH(OPMALMOHHON CUCTEMbI, Ha KOTOpble PacnpocTpaHseTcs aTTecTaT COOTBETCTBUSA, onepaTopom obecrneynBaeTcs
cobniofeHne 3KCNNyaTauWOHHON AOKYMEHTauWU Ha CUCTEeMy 3alWuTbl UHGOPMaLUUM MHOOPMALUMOHHOW CUCTEMbI W
OpraH13aLMoHHO-pPacnopsaaNTENbHbIX [LOKYMEHTOB MO 3aliuTe MHGOPMaLuM.

OCo6eHHOCTU aTTeCcTaUNmn NHHOPMALMOHHON CMCTEMBI HAa OCHOBE Pe3yNbTaTOB aTTECTALMOHHbLIX UCMbITAHWIA BbiAeNeHHoOro Habopa ee
CErMeHTOB, @ TaKXe YCNOBUSA 1 MOPALOK PacnpoCTpaHeHNs aTTecTaTa COOTBETCTBUS Ha APYrue CerMeHTbl MHPOPMaLMOHHOW CUCTEMBI
onpeaenstoTCcs B NPOrpaMme 1 METOAMKAX aTTeCTaUMOHHbIX NCMbITaHWUIA, 3aKI0YEHUN U aTTecTaTe COOTBETCTBUS.

17.4. NoBTopHas aTTeCTauMs MHHOPMALMOHHOW CUCTEMbI OCYLLECTBIAETCA MO OKOHYaHUM CPOKa [LeiCTBMS aTTecTaTa COOTBETCTBUS,
KOTOPLIA HE MOXKET NpeBbIWaTh 5 NeT, UK NOBbLIWEHUS KNacca 3alULLeHHOCTU MHOPMALMOHHOW cucTeMbl. Mpy yBeMYEHNN COCTaBa
yrpo3 6e30nacHOCTU MHGOPMALMUN NN U3MEHEHUS MPOEKTHBIX PELUeHWiA, PeasM30BaHHbIX MPU CO3AAHNM CUCTEMbI 3aLLMThI MH(OPMaLM
MH(OPMALIMOHHOW CUCTEMbI, NMPOBOAATCA AOMOJIHUTENbHbIE aTTeCTaluMOHHble UCMbITaHNS B paMKax AENCTBYlOLLero atrectaTa
COOTBETCTBUS.

17.5. BBoA B AeNCTBME MH(OPMALIMOHHON CUCTEMbI OCYLLECTBASETCA B COOTBETCTBUW C 3aKOHOAaTeNbCTBOM Poccuickon ®epepaummn ob
WHOPMaLUM, MHHOPMALIMOHHBIX TEXHOOMNSAX U 0 3awuTe nHhopmaumm n ¢ ydetom FOCT 34.601 v npu Hanu4um aTTecTaTa COOTBETCTBUS.

17.6. NH(opMaLMOHHbIE CUCTEMBI, (DYHKLMOHUPYIoWMe Ha 6a3e obLei MHPACTPYKTYPbI (CPEACTB BbIYUCIUTENLHOR TEXHUKN, CEPBEPOB
TeNeKOMMYHNKaLMOHHOro ofopynoBaHUA) B KavyecTBe MPUKIaAHbLIX CEPBUCOB, MOAJIeXaT aTTecTauun B COCTaBe YKa3aHHOM

NH(PaCTPYKTYpPbI.

B cnyyae, ecnm mHopMauMoHHas cMcTeMa co3faeTcs Ha 6a3e ueHTpa 06paboTKM AaHHLIX YNOJHOMOYEHHOr0 ANLUA, TakoM LeHTp
06paboTKM LaHHbIX LO/MKEH ObITb aTTECTOBAH MO KNAcCy 3alUMLEHHOCTU He HMXEe KNlacca 3allMLEeHHOCTH, YCTaHOBAEHHOr0 ANd
€03[1aBaeMoi UH(HOPMALIMOHHON CUCTEMBI.

Mpu aTTECTAUMU NHGHOPMALMOHHON CUCTEMbI AO/KHBI UCMOJb3YIOTCA pe3yfibTaTbl aTTecTaummn oblieir MHPPaACTPYKTypbl onepaTopa
MH(OPMALIMOHHON CUCTEMBI.
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ObecnevyeHue 3awWwuUTbl MHPOpPMaUMM B XoAe IKCNJayaTauUM aTTeCTOBAHHOM
MHPOPMALMOHHOU CUCTEMbI

18. ObecrneyeHmne 3aWMTbl MHPOPMALIMN B XOA4E SKCMyaTaLMmM aTTECTOBAHHOM MHAOPMALMOHHON CUCTEMbI OCYLLECTBISETCS ONepaTopoM
B COOTBETCTBMM C 3KCMYaTaLMOHHON AOKYMEHTALMel Ha CUCTEMY 3alMTbl MHDOPMALNU N OPraHn3aLMOHHO-PACNOPSAANTENbHBIMMI
JOKYMeHTaMU Mo 3aluTe nHGOPMaLIMK 1 B TOM YUC/IE BKIIOYAET:

ynpassieHue (aAMUHUCTPUPOBAHME) CUCTEMON 3aLLMUTHI MHDOPMALIUM UHAOPMALIMOHHON CUCTEMBI;

BbISIBNIEHWNE NHLWAEHTOB U PearnpoBaHue Ha Hux;

yrnpasfieHne KOHQUrypaLven aTTeCToBaHHON MH(OPMALIMOHHON CUCTEMbI U €8 CUCTEMbI 3aLLUUTLI MH(OPMaLINK;

KOHTPOJIb (MOHUTOPUHT) 3a 06ecrneyeHnem ypoBHS 3aLLMLLEHHOCTM UH(OPMaLMK, COAEPXXALLeNcs B MHOPMALIMOHHOI cucTeMe.

18.1. B xofe ynpasneHus (aAMUHUCTPUPOBAHNSA) CUCTEMON 3aLLUTbl MHDOPMaLMN NHDOPMALLMOHHON CUCTEMbI OCYLLLECTBASIOTCA:
3aBefeHune 1 yjaneHne y4eTHbIX 3anvceil nosb3oBaTenei, ynpaseHne NoJIHOMOYUAMMU NoJib3oBaTeNel MHHOPMALIMOHHOW CUCTEMbI 1
nopaepXaHue nNpasui pasrpaHnUyeHns AocTyna B MHPOPMaLMOHHON CMCTEME;

ynpasfieHne cpeAcTBaMy 3alnTbl MHOPMaLMM B MHOOPMALMOHHON CUCTEME, B TOM YuUC/ie NapaMeTpaMn HaCTPONKM NPOrpaMMHOro
obecneyeHuns, BKOYaa nporpammHoe obecneyeHne CpeacTs 3alWnTbl MHDOPMaALIMK, YNpaBieHne YYeTHbIMM 3annucaMmn nosib3oBaTenen,
BOCCTaHoOBJIeHNe paboToCnocobHOCTY CPeACTB 3alUMThl MH(OPMaLIMK, FeHepaLnio, CMeHy 1 BOCCTaHOBJIEHVE Naposen;

yCTaHOBKa 06HOBNEHMI NporpaMMHoro obecneyeHus, Bkao4as nporpaMMHoe obecneveHme CpeacTB 3anThbl MHOPMALLMK, BbiNMyCKaeMbIX
pa3paboTymkamu (MPon3BOAMTENAMMN) CPEACTB 3aLLUNThl MHPOPMALIMK WIIN MO UX NOPYHEHNUIO;

LleHTpaAn30BaHHOE yrnpaBeHne CUCTEMON 3aLUMTbl MH(OPMaLMKU UHDOPMALMOHHON CUCTEMBI (NPpKU HEOBXOANMOCTH);

perncTpauuns n aHaams cobbiTMin B MHOPMALIMOHHON CUCTEME, CBA3AHHbIX C 3aLLMNTON MHGopMaLmn (aanee - cobbiTus 6esonacHocTwh);
nHopmMmpoBaHue nosib3oBaTenen 06 yrposax 6e3onacHOCTU MHGOPMaLIMK, 0 NpaBuIax 3KCnayaTaunm CUCTEMbI 3aLLMTbl MHOpMaL Uy
MHHOPMALMOHHOM CUCTEMBI U OTAE/bHbIX CPEACTB 3aLLWThl MH(OPMaLMK, a Takxe ux oby4eHne;

COMPOBOXAEHNE (DYHKLIMOHNPOBAHNA CUCTEMbI 3aLlUThl MHPOPMaLUN MHDOPMALIMOHHON CUCTEMbI B XOA4€E ee 3KCNayaTauuu, BKa4Yas
KOPPEKTWNPOBKY 3KCMIyaTaLMOHHON JOKYMEHTaLMN Ha Hee 1 OpraHn3aLMoHHO-pacnopsaanTesbHbIX AOKYMEHTOB MO 3aluTe NHhopMaLuu;

18.2. B xo[ie BbIIBNEHNS UHLMAEHTOB 1 pearMpoBaHns Ha HUX OCYLLECTBASIOTCS:

onpepesieHne anL, OTBETCTBEHHbIX 33 BblfiBJIeHWE UHLNAEHTOB U pearupoBaHue Ha HUX;

obHapyxeHue 1 AeHTUPNKaUNa NHUNAEHTOB, B TOM Yucie 0TKa3oB B obcnyxuBaHuu, cboeB (nepesarpy3ok) B paboTe TeXHUYECKNX
CPeAncTB, NporpaMMHoro obecnevyeHns 1 CPeaCcTB 3alnThl MHGhOPMaLNUK, HapyLWeHUA NpaBua pasrpaHMYeHns foCTyna, HeNpPaBOMEPHbIX
AencTeuin no cbopy nHpopMaLmm, BHEAPEHUA BPEAOHOCHbIX KOMMbIOTEPHbLIX NPOrpaMMm (BMPYCOB) U MHbIX COBLITUNA, NPUBOASALLNX K
BO3HWKHOBEHWIO MHLMAEHTOB;

CBOEBPEMEHHOE MHMOPMUPOBaHUE KL, OTBETCTBEHHbIX 3@ BbISIBIEHNE WHUWAEHTOB U pearupoBaHWEe Ha HUX, O BO3HWKHOBEHUU
WHUMLEHTOB B MH(DOPMALIMOHHON CUCTEME M0/1b30BaTENAMY U aAMUHUCTPaTOpaMu;

aHaAN3 MHUWAEHTOB, B TOM YUC/E ONpefeNieHNe NCTOYHNKOB U MPUYUH BO3HNKHOBEHUS MHLUMAEHTOB, @ TaKXe OLEeHKa UX NOCNeACTBUiA;
NAaHUPOBaHWE N NPUHATUE MeP NO YCTPAHEHWUIO UHLUUAEHTOB, B TOM YWC/E MO BOCCTAHOBAEHUIO UH(OPMALNOHHON CUCTEMbI 1 ee
CerMeHTOB B CJlyyae O0TKa3a B 06CNyxunsaHum navm nocne cboes, ycTpaHeHUO NOCAEACTBUIA HapyLUEHNS NpaBua pasrpaHuyeHns gocTyna,
HenpaBOMEpHbIX AeACTBKUA No cbopy UH(OPMaLMKU, BHEAPEHNS BPEAOHOCHbIX KOMMbIOTEPHBLIX MPOrpaMM (BUPYCOB) N UHbIX COBLITUNA,
NPUBOASALLMNX K BO3HUKHOBEHMIO NHLUNLEHTOB;

nAaHnpoBaHue N NPUHATUE Mep MO NPefoTBPaLLEHNIO MOBTOPHOr0 BO3HUKHOBEHNS UHLMAEHTOB.

18.3. B xope ynpaBneHWs KOHdUrypaumen aTTeCTOBAaHHON MHMOOPMALMOHHON CUCTEMbI U €e CUCTEeMbl 3alUTbl UHGOpMauun
OCYLLeCTBAAOTCA:

noagep)XxaHue KoHgurypaumm nHMOPMaLUOHHON CUCTEMbI U €e CUCTEMbI 3aWuTbl UHGPOPMaLMK (CTPYKTYpPbl CUCTEMbI 3alUThI
MHGpOpMaLUN MHGPOPMALNMOHHONW CUCTEMbI, COCTaBa, MeCT YCTaHOBKU M MapaMeTpPOB HaCTPOMKM CPeACTB 3aluTbl MHGOpMauuu,
nporpaMMHoro obecrneyeHns N TeEXHUYECKUX CPeACTB) B COOTBETCTBMM C IKCMAyaTaLMOHHON LOKYMEHTAUMEN Ha CUCTEMY 3alUnTh
NHGopMauun (noaaep>xaHne 6a3oBoi KOHGUIypaLuM MHPOPMALIMOHHOR CUCTEMBI 1 €€ CUCTEMbI 3aLLUTbl MHAOPMaLMK);

onpefeneHne nnL, KOTOPbIM pa3peLLeHbl feiCTBMA N0 BHECEHWNIO N3MeHeHU B 6a30BYI0 KOHUIYpaL Mo MHGHOPMALMOHHON CUCTEMBI U ee
CMCTEeMbI 3aLLMTbl MHopMaLnK;

ynpaBieHne nsmMeHeHnsiMm 6a3oBoN KOHUrypauum MHGMOPMaLMOHHON CUCTEMbBI U €€ CUCTEMbI 3alMThl UHGOPMaUNUK, B TOM Yyucne
onpefesieHne TUNOB BO3MOXHbIX M3MeHEHMIN 6a30BON KOHGUIypaLmMm NHGMOPMALIMOHHON CUCTEMbI 1 €€ CUCTEMbI 3alMThl MHopMaL K,
CaHKLMOHMPOBaHNE BHECEHNA U3MeHeHU B 6a30BY0 KOHUrypauunio NHHOPMaLMOHHON CUCTEMbI N €€ CUCTEMbI 3alunTbl MHOPMaLuK,
[OKYMEHTUPOBaHNE LeNCTBUIA N0 BHECEHMIO U3MEeHEeHUI B 6a30BYI0 KOHPUIrypaL Mo MHHOPMALMOHHON CUCTEMbI N €e CUCTEMbI 3aLLNThbI
MHGpOPMaLUKN, COXpPaHEHME AaHHbIX 06 M3MeHeHUsx 6a30BON KOHDUTypauuym MHHOOPMALMOHHOW CUCTEMbI N €e CUCTEMbl 3alnThl
NH(OpMaLnn, KOHTPObL AENCTBUIA MO BHECEHNIO N3MeHeHU B 6a30BYI0 KOHUIypauunio MHHOPMaLMOHHOW CUCTEMBI N €€ CUCTEMbI 3aLLnThl
NHopMaLmuu;

aHaNM3 NOTEHLMNANbHOrO0 BO3AENCTBMA MaHUPYEMBIX U3MEHEHUI B 6a30BOM KOH(MUIypauum nHGMOPMaLNOHHON CUCTEMBI N €€ CUCTEMbI
3aWUTbl HGOPMaunn Ha obecneyeHune 3aWnTbl NHHOPMaLNU, BOSHUKHOBEHUE AOMONHUTENbHBLIX Yrpo3 6e30nacHOCT MHpopMaLmmn n
paboToCcnocobHOCTb NHAOPMALIMOHHON CUCTEMBI;

onpeaesieHne NapaMeTpoB HaCTPOMKM NPOrpaMMHOro obecneyeHus, BKaOYas NnporpaMmMHoe obecneyeHne CpefCTB 3alUTbl MHGOPMaL MK,
COCTaBa W KOHUrypauum TeEXHNYECKUX CPeLCTB U NPOrpaMMHOro obecneyeHms L0 BHECEHUSA M3MeHeHU B 6a30BY0 KOHGUIypauuio
MH(OPMALMOHHOW CUCTEMBI 1 €8 CUCTEMBI 3aLLMTbl MHDOpMaLmK;

BHeceHMne nHdopMaunn (faHHbIX) 06 n3MeHeHNsax B 6a30BON KOHGUrypaunm MHDOPMALNOHHOA CUCTEMbI U €€ CUCTEMbI 3alNThI
NH(OPMaLMK B IKCNTyaTaLMOHHYI0 JOKYMEHTALMIO Ha CUCTEMY 3alMUTbl MHGOPMALMKN MHEGOPMALMOHHON CUCTEMbI;

NPUHATUE PELLEHNS MO pe3ysibTaTaM yrpaBieHUs KoHdurypawumein 0 NnoBTOPHOW aTTeCcTauum NHPOPMaLMOHHOW CUCTEMBI UM MPOBELEHUN
LOMOJIHUTENbHBIX aTTECTALMOHHbIX UCMbITaHWUNA.

18.4. B xoae KOHTPOAs (MOHUTOPMHra) 3a obecneyeHMeM YpPOBHS 3alULLEHHOCTI MHDOPMaUnK, copepKallencs B MHGOOPMaLMOHHON
CNCTEME, OCYLLECTBASIOTCS:
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KOHTPOJIb 3@ COObITUAMMN 6E30MacCHOCTN U AeCTBUAMMW NOJIb30BaTeNeR B MH(OPMALMOHHON CUCTEME;

KOHTPOJIb (aHaNM3) 3aLUMLLEHHOCTY UHGOPMaLuK, coaepXXaLlencs B MHHOPMaLIMOHHON CUCTEME;

aHann3 1 oueHKa PYHKLMOHUPOBAHNSA CUCTEMbI 3alUTbl MHHOPMaLUN MHHOPMALIMOHHON CUCTEMBI, BKJIIOYAA BbiBIEHWE, aHann3 U
yCTpaHeHne HeAoCTaTKOB B (DYHKLIMOHMPOBAHUN CUCTEMbI 3aLLMTbl MHPOPMaLMKN NHEOPMALIMOHHOW CUCTEMBI;

NepuoanYecknii aHanus M3MeHeHus yrpos 6e30nacHoCT UHGopMaunM B UHGOOPMALMOHHONW CUCTEME, BO3HUKAOWMUX B X04e ee
3KCnAyaTauuu, U NPUHATME Mep 3alnTbl MHOPMaLIMKM B C/lyYae BO3HUKHOBEHWS HOBbLIX Yrpo3 6e3onacHoCTV MHhopMaLmy;
NOKYMEHTUPOBaHWe npouefyp U pe3ysbTaTOB KOHTPONA (MOHUTOPUHra) 3a obecnevyeHnem ypoBHA 3alUMLWEHHOCTU MHDopMaLuu,
cofepxxallencs B UHPOPMaLMOHHON CUCTeME;

NPUHATHE peLleHns No pe3ynbTaTaM KOHTPOAS (MOHMTOPUHIra) 3a obecnevyeHnem ypoBHA 3alUULWEHHOCTM nHdopMauun o gopaboTke
(MopepHU3aLMKN) CUCTEMbI 3aLUNTbI MHGOPMaLUN MHEHOPMALMOHHOW CUCTEMbI, MOBTOPHON aTTeCcTauuy MHGHOPMaLNOHHON CUCTEMbI NN
NpPOBeLEeHUN AONOMHUTENbHBIX @TTECTALNOHHbIX NCMbITaHUNA.

ObecneyeHue 3awuTbl MHpOpPMaLuUMM Npu BbIBOAE U3 IKCNJyaTauuMum aTTeCTOBAaHHOM
MHGPOPMALLMOHHON CUCTEMbI UK MOCJNe NMPUHATUA pelueHuMA 00 okOoH4YaHuM obpaboTkmu
MHpopMauumn

19. ObecneyeHmne 3almnTbl UHOPMALMK NPY BbIBOLE U3 3KCMIyaTauUn aTTeCTOBAHHON UHOPMALMOHHOW CUCTEMbI MW NOC/e NPUHATUS
peLeHnst 06 OKOHYaHUM 06paboTKM MHOPMALMU OCYLLECTBNISETCS ONEPAaTOPOM B COOTBETCTBUM C SKCMITyaTaLMOHHOW AOKYMEHTaUen Ha
CUCTEMY 3aWNUTbl MHBOPMaLUM WHEHOPMALMOHHOA CACTEMbl U OPraHM3alMOHHO-PACMOPAAUTENbHBIMA LOKYMEHTaMU Mo 3aluTe
MHMOPMALIMM 1 B TOM YUCIE BK/IKOYAET:

apxvBUpOBaHMe NHGOPMaLIMK, COAEPXKALLENCs B MHDOPMALIMOHHOW CUCTEME;

YHUYTOXEHMWE (CTMpaHUe) BaHHbIX U OCTAaTOYHON MH(OPMALMK C MALUVHHBLIX HOCUTENE UH(OPMALMK 1 (MN) YHUUYTOXKEHME MaLllVHHBIX
HocuTenen nHgopmauun.

19.1. ApxuBMpOBaHNE MHGOPMaLMK, cofepXalleiics B MH(POPMALMOHHOW CUCTEME, LOJHKHO OCYLECTBAATLCA NPU HeobXoauMoCTH
AasnbHeNLero ncnosb3oBaHNs NHGOPMaLMK B eATENLHOCTY onepaTopa.

19.2. YHWYTOXEHMEe (CTUpPaHMWe) AaHHbIX U OCTAaTOYHOW MHMOPMALMKU C MAWWHHLIX HOCUTENen MHGOPMaLMKU NPOU3BOANTCS NpU
HeobxoAMMOCTY Nepefayn MalMHHOrO HOCUTeNs UH(OPMaLMK LPYroMy MoJb30BaTEN0 MH(OPMALIMOHHOW CUCTEMbI AN B CTOPOHHME
opraHv3aumny 4Nis PEMOHTA, TEXHNYECKOr0o 06Cy>KMBAHUS MU AaSIbHERLLEro YHUUTOXEHMS.

Mpu BLIBOAE M3 3KCM/yaTaLMN MaWUHHLIX HOCUTENeR NHAOPMALIMKM, HA KOTOPLIX OCYLLECTBAANNCL XpaHeHne 1 0bpaboTka MHpopMaLny,
OCYLLECTBNAETCS (DU3UYECKOE YHUHTOXKEHME 3TUX MALUMHHLIX HOCUTENeR nHdopMaLmni.

lll. TpeboBaHua K MepaM 3aWwuTbl MHPOPMaLUK, cogepXKawenca B UHGOPMaALLMOHHON
cucrteme

20. OpraHu3auMoHHbIE N TEXHWYECKME Mepbl 3alLMTbl UH(OPMaLUK, peannsyemble B MHHOPMALMOHHOM CUCTEME B paMKaX ee CUCTEMbI
3alWmnThl MH(OpMaLUKM, B 3aBUCUMOCTM OT yrpo3 6e3omacHOCTM MHGOPMaUUK, NCMOb3YEMbIX WH(POPMaLMOHHbLIX TEXHONOIMA U
CTPYKTYPHO-(OYHKLIMOHANbHBLIX XapaKTepUCTUK UHOPMALMOHHOW CUCTEMBI LOJIXKHBI 0becneymBaTs:

NOEHTUDUKALNIO N ayTEHTUGUKaLMIO CYyObeKTOB A0CTYNa 1 06bEKTOB JOCTYNa;

ynpasJ/ieHne AoCTynoM cybbekToB OCTyna K o6bekTaM foCTyna;

OrpaHuyeHne NPorpaMMHOI Cpesbl;

3aLUMTY MALUMHHBLIX HOCUTEeNen HopMauun;

perncTpaumnio cobbiTnin 6esonacHoCcTy;

QHTUBMPYCHYIO 3aLLUTY;

obHapy>xeHue (NpepoTBpaLLEHNE) BTOPXKEHNIA;

KOHTPOJb (aHaNM3) 3alMLLEHHOCTY MHDOopMaLmK;

LieNIoCTHOCTb MHGOPMALLMOHHOM CUCTEMBI U MH(DOPMaLIK;

LOCTYNHOCTb MHOPMaLIK;

3almMTy Cpeabl BUpTyanusauuu;

3alLMTY TEXHUYECKUX CPEACTB;

3aLNTY MHGOPMALMOHHON CUCTEMBI, €e CPeACTB, CUCTEM CBA3U W Nepeaayn AaHHbIX.

CocTaB Mep 3aWmnTbl UHGDOPMaLMK 1 UX Ba30Bble Habopskl A/ COOTBETCTBYIOWMNX KNACCOB 3alUULLEHHOCTU UH(OPMALIMOHHBLIX CUCTEM
NpUBEAEHbI B MPU0XKeHUN Ne 2 K HacToswmnM Tpe6GoBaHUsAM.

20.1. Mepbl N0 UAEHTUDUKALNN U ayTeHTUdUKaLMM cybbekToB AOCTyNa U 06bEKTOB AOCTYMNa LOJKHbLI 0becneymBaTb NPUCBOEHUE
cybbekTam n 06bekTaM [0CTyna YHUKaNbHOrO Mpu3Haka (naeHTudmkaTopa), cpaBHeHUe nNpeabsaBasemMoro cybbekTom (06bekToM)
[OCTyna naeHTMdrKaTopa C NEPEYHEM MPUCBOEHHbIX MAEHTU(PUKATOPOB, @ TakXe MPOBEPKY NMPUHALNEXHOCTU Cy6bekTy (06beKkTy)
[0CTyNa NpeabsABAEHHOr0 UM MAEHTUPUKATOPa (MOATBEPXKAEHNE NOAJVHHOCTK).

20.2. Mepbl No ynpaBJieHW0 JOCTYNOM CybbekToB focTyrna K 06bekTaM JOCTymna AOJKHb obecneymBaTh ynpasieHue npasamu u
npusunernammn cybLeKToB AOCTyNa, pa3rpaHuyeHue JocTyna cybbekToB fOCTyna K obbekTaMm LOCTyrna Ha OCHOBE COBOKYMHOCTU
YCTaHOBJIEHHbIX B MH(OPMALIMOHHON CUCTeMe MpaBWA pasrpaHUYeHunst 4oCTyna, a Takxe obecneymBaTb KOHTPOSb COBMOAEHUS 3TUX
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npaswu.

20.3. Mepbl N0 OrpaHUYeHWI0 NPOrPaMMHON Ccpenbl AOJKHbI 06eCcneynBaTbh YCTAaHOBKY M (MAK) 3anMycK TONbKO pa3peLieHHOro K
1CMo/b30BaHNIO B MHADOPMALMOHHON CUCTEME MPOrPaMMHOro obecneyeHns UAM UCKNIYaTb BO3MOXKHOCTL YCTAHOBKM W (UN1K) 3anycka
3anpeLLeHHOro K UCMosb30BaHMI0 B MHPOPMALIMOHHON CUCTEME NPOrpPaMMHOro obecneyeHus.

20.4. Mepbl MO 3alMTe MaLINHHbIX HOCUTeNneln uHhopMaunn (cpepctea o6paboTku (XpaHeHUs) MHOPMaL MK, CbeMHbIE MalUHHbIE
HOCWUTENN NHOPMaLMK) LOJIKHBI MCKYaTb BO3MOXHOCTb HECAHKLIMOHMPOBAHHOIO AOCTYNa K MAalLUUHHBIM HOCUTENAM U XPaHALLeAcs Ha
HWX MHDOPMaLMK, a TakXXe HeCaHKLMOHMPOBAHHOE NCMO0JIb30BaHNE CbeMHbIX MALUMHHBIX HOCUTeNel nHdopMaLmu.

20.5. Mepbl no peructpauum cobbiTuin 6e3onacHOCTY [oMKHBLI 0becnedynBaTh c60Op, 3aNnNChb, XPaHEHME U 3aWLNTY MHGPOPMaLMKU O COBLITUAX
6e30MacHOCTV B MHOPMaLMOHHOW CUCTEME, @ TakXe BO3MOXHOCTb MPOCMOTPa U aHanan3a MHGOPMaLun o0 Takux cobbiTuax un
pearupoBaHue Ha HUX.

20.6. Mepbl Mo aHTUBMPYCHON 3aluuUTe Jo/MKHbLI obecneymBaTb 06HapYXeHMe B MHPOPMALIMOHHON CUCTEME KOMMbIOTEPHBLIX NPorpamMm anéo
MHOW KOMMbIOTEPHOW MHOPMaLMK, NpedHa3HAYeHHON AN HECAHKUMOHMPOBAHHOMO YHUYTOXEHUS, BAOKMPOBAHMA, MOAMMUKALMUY,
KOMMPOBaHUS KOMMbIOTEPHO MHAOPMaLMKM NN HEATPANN3ALMM CPEACTB 3alUMUThl MH(OPMALIMK, @ TaKXKe pearupoBaHue Ha oBHapyXeHue
3TWX MPOrpaMM 1 NHGOPMaLIMN.

20.7. Mepbl No obHapy>xeHuto (NpefoTBPaLLEHNIO) BTOPXXEHUA LO/MKHLI 0becrneymBaTh 0bHapyXeHne LeiCTBUA B MHEHOPMaLMOHHON
CUCTEeMe, HanpaBJ/IeHHbIX Ha NpefHaMepeHHbIn HeCaHKUMOHMPOBAHHBLIN JOCTYN K WHMOpMauuu, cneunanbHble BO3LENCTBUA Ha
NH(POPMALMOHHYIO CUCTEMY U (Mn) nHdopMaunio B Lenax ee f0ObIBaHNA, YHUYTOXEHUS, UCKaxXeHna 1 610KnpoBaHMa AOCTyna K
NHGopMaLMK, a TakXXe pearnpoBaHne Ha 3T AeNCTBUS.

20.8. Mepbl M0 KOHTPOIO (aHaNM3y) 3aLLUMULLEHHOCTU MHOPMALIMKN LOMKHBI 06ecneynBaTe KOHTPOJb YPOBHS 3aLLWLLEHHOCTY MHGOPMaLM,
cofepxxallencs B UHPOPMaLMOHHOW cucTeme, nyTeM NpoBeAeHNs MeponpuUATiA M0 aHaNN3y 3alLMLLEHHOCTN UH(POPMALMOHHON CUCTEMBI U
TECTUPOBAHWIO ee CUCTEMbI 3aLLNTbl MHPOPMaLUN.

20.9. Mepbl No obecneyeHnto LENOCTHOCTM UHGOPMALMOHHOW CUCTEMbI U MHGOPMaLUKM f0KHbI obecneynBaTb obHapyXeHne hakToB
HECaHKLUMOHMPOBAHHOIO HapyLWeHNs LENOCTHOCTN UHGMOPMALMOHHOW CUCTEMbI U COLEPXKALLENCS B HEW UHGPOPMaLUK, a Takxe
BO3MOXXHOCTb BOCCTAHOBMEHNS MHADOPMALIMOHHON CUCTEMbI 1 COAEPKALLENCS B HEW MHGOPMALIAN.

20.10. Mepbl no obecneyeHunto AOCTYNHOCTU UHDOPMaLIMK [OJIKHbI 06ecneymBaTbh aBTOPU30BAHHBLIN [OCTYN NOJb30BaTeNeN, UMeLWUNX
npaBa No TakoMy AOCTyny, K MHdopMaLmmn, cogepxxaliencs B NHHOPMALMOHHON CUCTEME, B LUTAaTHOM pexume GyHKLUMOHUMPOBaHNSA
NH(OPMALMOHHOW CUCTEMBI.

20.11. Mepbl Mo 3awWmMTe Cpeabl BUPTYaam3aLmmn AOJKHbI UCK0YaTb HECAHKLMOHUPOBAHHbLIA AOCTYN K MHGopMauum, obpabaTbiBaeMon B
BUPTYanbHON MHPACTPYKTYpe, N K KOMMNOHEHTaM BUPTYalbHON MHPACTPYKTYPbI, @ TakxXe BO3AeNCTBNE Ha MHOPMALIMIO U KOMMOHEHTHI,
B TOM YMCJle K CPeACTBaM ynpasfieHNa BUPTYasbHON UHMPACTPYKTYPON, MOHUTOPY BUPTYanbHbIX MaluH (FrMnepsBu3opy), cucreme
XpaHeHNa AaHHbIX (BKKYasa CUCTeMy XxpaHeHus obpa3oB BUPTYanbHON MHMPACTPYKTYpPbl), CETU Nnepefayn AaHHbIX Yepe3 3/1eMeHThbI
BUPTYaNbHON UM HU3NYECKON NHPPACTPYKTYPbI, FOCTEBLIM OMepaLoOHHbIM CUCTEMaM, BUPTYasibHbIM MallUHaM (KOHTeNHepaM), cncteme
W ceTu penankauumn, TepMUHaNbHbIM U BUPTYasbHbIM YCTPONCTBAM, @ TakXe CUCTEME pe3epBHOro KOMWPOBaHWA 1 CO34aBaeMbiM €lo
Konusam.

20.12. Mepbl MO 3alMTe TEXHUYECKNX CPEACTB LOJDKHbI UCKIIOYaTb HECAaHKLMOHWPOBAHHbIA AOCTYN K CTaLMOHapHbIM TEXHUYECKUM
cpencteam, obpabaTbiBatoWwnuM MHGOPMaLUto, cpeacTsam, obecneymBalownM HyHKLMOHWPOBaHME UH(MOPMALIMOHHON CUCTEMbI (panee -
cpencTBa obecneyeHns PYHKLMOHNPOBAHNS), N B MOMELLEHUS, B KOTOPbIX OHW NMOCTOSHHO PAcMoJIOXKEHSbI, 3aLUTY TEXHUYECKMX CPEACTB 0T
BHELLHWX BO3AENCTBUIA, a TakXe 3alnTy nHdopMaLmy, NpefcTaBNeHHON B BUAE MHADOPMATUBHBIX 3N1EKTPUYECKMX CUTHAN0B 1 (PU3NYeCKNX
ronein.

20.13. Mepbl No 3awWwuTe UHHOPMALIMOHHON CUCTEMbI, €€ CPeACTB, CUCTEM CBS3M M Nepefayn AaHHbIX LOJKHbI obecneymBaTb 3alnUTy
MHOPMaLMKM NPY B3aUMOAENCTBUN MHPOPMALMOHHON CUCTEMBI MU €€ OTAENbHbIX CEFMEHTOB C UHbIMU MHOPMALMOHHLIMI CUCTEMAMW 1
MH(OPMALIMOHHO-TEIEKOMMYHNKALMOHHBIMU CETSMU NMOCPEACTBOM NMPUMEHEHWS aPXUTEKTYPbl MH(OPMALMOHHON CUCTEMBI, NMPOEKTHbIX
PeLLUeHWA NO ee cUCTeMe 3aLlnTbl MHEOPMaLMK, HarnpaBieHHbIX Ha obecneyeHre 3aLnTbl UHhopMaL.

21. Boibop Mep 3alwnThl MHDOPMaLUN AN UX peannsauum B MHHOPMaLMOHHON CUCTEME B paMKax ee CUCTEMbl 3alunThl MHdOpMaL MK
BK/IOYAET:

onpefenexne 6asosoro Habopa mMep 3awwnTbl MHGOPMaLUK A8 YCTAHOBEHHOMO KNacca 3alUWEHHOCTU MHPOPMaLMOHHOM CUCTEMbI B
COOTBeTCTBMU ¢ 6a30BbIMM HabopaMu Mep 3aLLnTbl MHHOPMaLUK, NPUBELEHHBIMU B NpuioxxeHun Ne 2 K HacToAwmM TpeboBaHusaM;
apganTauuio 6a3osoro Habopa Mep 3awWWTbl MHDOPMaLUN NPUMEHUTENBHO K CTPYKTYPHO-(PYHKLMNOHANbHLIM XapakTepucTukam
NHMOPMALMOHHOW CUCTEMBI, MHOPMALIMOHHBIM TEXHOIOMNAM, 0COBEHHOCTAM (YHKLUOHMPOBAHNSA UH(POPMALMOHHON CUCTEMBI (B TOM
4yucne npepycmaTpmBalollyio UckaoyeHne n3 6a3oeoro Habopa mMep 3awWwUTbl MHGPOPMaLUN Mep, HEMOCPEACTBEHHO CBA3@HHbLIX C
MHHOPMALMOHHBIMU TEXHONOrMAMU, HE MWCMONb3yeMbiMA B WHMOPMALMOHHOW CUCTEME, UAN CTPYKTYPHO-DYHKUMOHANbHLIMU
XapaKTepucTMKaMu, He CBOWCTBEHHbLIMU WHMHOPMALMOHHON CUCTEME);

yTO4YHEHMe afanTmpoBaHHOro 6asoBoro Habopa Mep 3alWnTbl MHHOPMALIMU C YHETOM He BbiDpaHHbIX paHee Mep 3aluTbl UH(pOopMaLuuy,
npuBeLeHHbIX B NpuaoxeHun Ne 2 K HacToawmm TpeboBaHMAM, B pe3ysbTaTe 4Yero onpeAeniaioTcs Mepbl 3alnTbl MHDOpMaLnK,
obecneynBatowme 610kMpoBaHme (HeMTpanmn3aLnio) Bcex yrpo3 6e30nacHOCTM MHGOPMaLMK, BKIOYEHHBLIX B MOAeNb yrpo3 6e3onacHoCTy
NHopMaLmu;

AOMOJIHEHNE YTOYHEHHOr0 ajganTupoBaHHOro 6a3osoro Habopa Mep 3awWwuUTbl MHOPMaLUKM Mepamu, obecneynBaloWwMmn BbIMOJHEHNE
TpeboBaHW 0 3awwmnTe NHHOPMALMKN, YCTAHOBAEHHbIMW WHBIMW HOPMaTUBHBIMU NPaBOBbLIMK akTamMn B 06/1aCTh 3aWwnTbl MHOPMaLMK, B
TOM 4ucne B 061aCT 3aLNTbl MEPCOHANBHBIX JaHHbIX.
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Onsa Bbibopa Mep 3aWnTbl MHDOPMALUN ANA COOTBETCTBYIOWEro Kaacca 3alMLEeHHOCTN MH(POPMALNOHHON CUCTEMbI MPUMEHSIOTCSA
MeToANYecKMe AOKYMeHThI, pa3paboTaHHble U yTBepxaeHHble PCTIK PoccuMm B COOTBETCTBMM C MOAMYHKTOM 4 NyHKTa 8 MoNoXXeHMs o
®epepanbHon cnyxbe No TEXHNYECKOMY U SKCMOPTHOMY KOHTPOIO, YTBEPXKAEHHOr0 YKa3oM lMpesnaeHTa Poccuiickon ®epepaunn ot 16
aBrycta 2004 r. Ne 1085.

22. B vH(OpPMaLMOHHOR CCTeMe COOTBETCTBYIOLLENO KacCa 3alLMLLIEHHOCTY B paMKax ee CUCTEMbI 3aLiUThl MH(OPMaLMKU LOHKHbI 6bITh
peann3oBaHbl Mepbl 3aWnTbl MHGOPMALIMK, BbIOPaHHbIE B COOTBETCTBUM C MYHKTOM 21 HacTosAwmx TpeboBaHnii u obecneynBawLime
610K1poBaHue (HeMTpanM3aLm) Bcex yrpo3 6e30nacHOCT UHGhopMaLU.

Mpy 3TOM B MH(OPMaLMOHHON CUCTEME LOJDKEH OblTb, KaKk MUHUMYM, peann3oBaH afanTupoBaHHbIM 6a30BbIn Habop Mep 3alWnThl
MHMOPMaLLMKM, COOTBETCTBYIOWMIA YCTaHOBIEHHOMY K1acCy 3alUULLEHHOCTU MH(POPMALMOHHON CUCTEMbI.

23. Mpu HEBO3MOXXHOCTU peannsauunm B MHOPMALIMOHHON CUCTEME B paMKax ee CUCTeMbl 3alMTbl MHGOPMaLnn OTAeNbHbIX BbIOpaHHbIX
Mep 3alWwuTbl MHOopMaLMK Ha Tanax aganTauun 6asosoro Habopa mMep 3aWwnTbl MHOPMaLMKN UK YTOYHEHNS afanTMpoBaHHOro 6a3oBoro
Habopa Mep 3aWwuTbl UHGOPMaLMM MOryT pa3pabaTbiBaTbCA UHbIE (KOMNEHCUPYIOLWWE) Mepbl 3alnTbl MHopMaL MK, obecneynsatoLme
afekBaTHoe 6710KMpoBaHUe (HelTpanmn3aumto) yrpos 6e3onacHOCTU MHGOPMaLIMK.

B 3ToM cnyyae B xoae pa3paboTku cucTeMbl 3awmUThl MHGOPMaLMKM MHDOPMALMOHHOM CMCTEMbI BO/MKHO BbITb NpoBeaeHo 060CHOBaHMe
MPYMEHEHNS KOMMEHCUPYIOLLMX Mep 3aLLUThl MHOPMaLIMK, @ NPU aTTECTALUMOHHBIX UCMbITAHWAX OLEHEHa JOCTAaTOYHOCTb 1 afieKBAaTHOCTb
JaHHbIX KOMMEHCMPYIOLLUX Mep A5 610KMpoBaHns (HedTpanu3aumm) yrpo3 6e3onacHocTu uHhopMaLlmm.

24. Mepbl 3aLWMTbl MH(hOPMALMK BEIOMPAKOTCA U peann3ytoTcs B MHGOPMALIMOHHON CMCTEME B paMKax ee CUCTEMbI 3alMTbl UHGopMaLmm ¢
y4eToM yrpo3 6e30nacHoOCTV MHGOPMaLuy NPUMEHNTENLHO KO BCeM obbekTaM u cybbekTaM A0CTyna Ha annapaTHOM, CUCTEMHOM,
NPUKIaLHOM 1N CETEBOM YPOBHSAX, B TOM Y/C/E B CPeAe BUPTyanm3aunm n 0b6nayHbIX BbIYUCIEHNI.

25. OpraHu3aunoHHbIe Mepbl 1 CPEACTBA 3aLLMThl MH(OPMaLIMK, MPUMEHSIEMbIE B MH(OPMALMOHHOM CMCTEME, AO/KHBLI 06ecneynBaTh:

B MH(OPMaLMOHHBLIX cucTeMax 1 Knacca 3allWLLeHHOCTM - 3aWnTy oT yrpo3 6e30nacHOCTU MHGOPMaLLMK, CBA3aHHbIX C AeACTBUAMK
HapyLmTenein ¢ BbICOKUM NOTEHLMANOM;

B MH(OPMALMOHHBIX CUCTEMax 2 Kjacca 3alWLLeHHOCTN - 3aWnuTy 0T yrpo3 6e30nacHOCTU MH(OPMaLLMK, CBSI3aHHbIX C AeiCTBUAMU
HapyLmTenen ¢ NOTEHLMaNoM He HUXe ycuneHHoro 6a3oBoro;

B MH(OPMALMOHHBIX CUCTeMax 3 Kjacca 3allWLLeHHOCTN - 3aWnTy 0T yrpo3 6e30nacHOCTU MHGOPMaLMK, CBSA3aHHbIX C AeACTBUAMU
HapyLmTenen ¢ NOTEHLMANOM He HuxXe 6a3oBoro.

MoTeHUMan HapywnTenen onpenensieTcs B X04e OLEHKN WX BO3MOXHOCTEW, NPOBOAMMON MpW onpepeneHnn yrpo3 6e3onacHoCcTm
MHMOPMaLLMKM B COOTBETCTBMM C MYHKTOM 14.3 HacTosAwmx TpeboBaHuii.

OnepaTopoM MoXeT BbITb MPUHSATO PELLUEHME O NPUMEHEHNN B MH(OPMALIMOHHON CUCTEME COOTBETCTBYIOLLEr0 Kacca 3allMLLeHHOCT Mep
3aWnThl UHGOpMaL MK, obecneynBaoLWMX 3aWuUTy 0T yrpo3 6e30nacHOCTU NHGOPMaLMM, peann3yeMbiX HapyLINTeNnsMu ¢ 6osee BbICOKAM
noTeHLUManoM.

26. TexHUYeCcKne Mepbl 3alWnTbl MHGOPMALMKN PEaNU3YIoTCS NOCPEACTBOM MPUMEHEHUS CPEACTB 3alUThl MH(OPMaLUK, B TOM Yucie
MpOrpaMMHbIX (MPOrpaMMHo-annapaTHbIX) CPELCTB, B KOTOPbIX OHW peasim3oBaHbl, UMeoLnX HeobxoauMble dyHKLMM 6e3onacHocTu. Mpu
3TOM:

B MH(OPMALMOHHbBIX CUCTEMax 1 Knacca 3aliMWEeHHOCTY NMPUMEHSIOTCA CPeACTBa 3alnThl MHGOPMALMK HE HUXe 4 KJacca, a Takxe
CPeACTBa BbIYUCIIMTENBHOM TEXHWUKU HE HUXE 5 Knacca;

B MH(OPMALMOHHbBIX CUCTEMAX 2 K/acCa 3aLliMLEHHOCTY NPUMEHSIOTCS CPeACTBa 3alnThl MHGOPMALIMK HE HUXeE 5 Klacca, a Takxe
CPEeACTBA BbIYUCINTENBHOR TEXHUKU HE HUXE 5 Kacca;

B MH(OPMALIMOHHbIX CUCTEMaX 3 KJacca 3allMLEeHHOCTW NPUMEHSIOTCA CPEACTBa 3allnThl MHGOPMaLMK 6 Kiacca, a TakXe CpeacTea
BbIYUCIUTENIBHON TEXHUKIN HE HIXe 5 Knacca.

B MHOpPMaLMOHHbIX cMcTeMax 1 1 2 KNaccoB 3aLLMLLEHHOCTU MPUMEHSAIOTCA CPeACTBa 3allnThl MHpOPMaLuK, NpoweaLne NpoBepKy He
HUXXE YeM Mo 4 YPOBHIO KOHTPOJIS OTCYTCTBUS HELEKNIapMPOBaHHbIX BO3MOXHOCTEN.

Knaccel 3alwuThl ONpefensoTcs B COOTBETCTBMM C HOPMaTUBHLIMU NpaBoBbIMK akTamn ®CTIK Poccun, n3faHHbIMN B COOTBETCTBUMN C
nofanyHkToM 13.1 nyHkTa 8 MonoxeHus o PepepanbHoi ciyxbe No TEXHNYECKOMY U SKCMOPTHOMY KOHTPOJIO, YTBEPXKAEHHOrO YKa3oM
Mpe3ngeHTa Poccuickon ®epepaumm ot 16 asrycta 2004 r. Ne 1085.

B MH(OPMaUMOHHBIX CUCTEMAX MPUMEHAOTCA CPeACcTBa 3alMTbl MHGOPMaLUKN, CepTUGPULMPOBaHHbIE HAa COOTBETCTBME 0653aTesNbHbIM
TpeboBaHusaM no 6e30nacHOCTU UHGOPMaUNUK, ycTaHoBNeHHbIM ®CTIK Poccuun, nnm Ha cooTBeTCcTBME TpeboBaHMAM, YKa3aHHbIM B
TEXHNYECKNX YyCNoBMaxX (3agaHunsax no 6esonacHocTn). Mpu 3ToM yHKUMK 6e30MacHOCTN Takux CPeAcTB AOJKHbI obecneynBaTb
BbINOJIHEHNE HaCcToALWMX TpeboBaHMIA.

27. B cnyyae 06paboTKM B MHHOPMALIMOHHON CMCTEME NHMOPMaLIMK, COLepXKaLlen NepCcoHabHble faHHble, peannsyeMble B COOTBETCTBUN
C NyHKTamMu 21 n 22 HacToAwmx TpeboBaHUA Mepbl 3aLNTbI MHGOPMaLMK:

ANS NHOPMALIMOHHON cMcTeMbl 1 Knacca 3alumieHHoCcT obecneyunsaioT 1, 2, 3 1 4 ypoBHYM 3alUMLLEHHOCTY NEPCOHabHBIX AaHHbIXY;

A9 UHOPMaLIMOHHON CUCTEMbI 2 KNlacca 3allnieHHoCcTy obecneymBaloT 2, 3 1 4 yPOBHU 3aLLMLLEHHOCTW NEPCOHaNbHbIX AaHHbIX?;

A5 UIHOPMaLMOHHON CUCTEeMbI 3 KNlacca 3allnLLeHHOCTY obecneymBaioT 3 U 4 ypoBHU 3aLUMLLEHHOCTY NEPCOHabHbLIX AaHHbIXY.

28. Mpu Ncnonb3oBaHWM B MHMOPMALMOHHBIX CUCTEMAX HOBbIX MH(MOPMaLMOHHbLIX TEXHOOMUIA N BbIABAEHWN AOMOAHUTENbHbLIX Yrpo3
6e30MacHOCTM nHpOpMaLMK, NS KOTOPbIX He onpefesieHbl Mepbl 3alWnTbl MHOPMaLMK, LOMKHLI pa3pabaTbiBaTbCH KOMMNEHCHpYOLWme
Mepbl B COOTBETCTBUM C MYHKTOM 23 HacTosLmx TpeboBaHuWiA.
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MpunoxeHune Ne 1 K TpeboBaHusam

OnpepeneHve Knacca 3alyULieHHOCTU UHGOPMaLVOHHON CUCTEMBI

MpunoxeHune Ne 2 K TpeboBaHuaM

CocTaBs Mep 3aLnTbl UHOPMaLUK N UX 6a3oBble Ha60pb| ONA COOTBETCTBYOWEro Knacca 3allUweHHOoCTn I/IHCbOpMaLI,VIOHHOVI CUCTEMBI

nepcoHasibHble AaHHbIe, TEXHUYeCKas 3aluTa uHpopMauun, cepTudukaums, atrectaums

v, 2,3 YcTaHaBAMBaETCS B COOTBETCTBUM C TpebOBaHUAMM K 3alLUTe NepcoHasbHbIX JaHHbIX Npu nx obpaboTke B MHHOPMALIMOHHbIX
CMCTeMax MepcoHaNbHbIX faHHbIX, YTBEPXXAEHHbIMU NOCTaHOBAeHUeM MpaBuTenscTBa Poccuiickon ®epepaunn ot 1 Hosbpsa 2012 r. Ne
1119.
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