2024/04/19 06:32 1/9 http://sps-ib.ru/npa:fz187 26.07.2017

depepanbHbii 3aKOH OT 26.07.2017 No: 187-®3 "O 6e30MaCHOCTM KPUTUYECKOM
mHdopMaunoHHOM MHGPACTPYKTYpbl Poccunckon Pepepauun’

MpuHaT
[ocynapcTBeHHon lymon
12 viona 2017 ropa

0pobpeH
CoBeToM Pepepauun
19 wiona 2017 ropa

CraTtbsa 1. Cepa pencteus HacTosiwero deaepasbHOro 3aKoHa

HacTosawmin ®epepanbHbil 3aKOH perynmpyeT oTHoWeHWsa B obnacTtu obecneyeHns 6e30MacHOCTU KPUTUHECKOWA WHEOPMALMOHHOW
NHGPacTPYKTYypbl Poccninckon ®efepaumnn (ganee Takxe - KpUTnyeckas UHGOPMaLMOHHAA UHGPACTPYKTypa) B LeNsiX ee YCTONYMBOro
(DYHKLLIMOHNPOBaHNA NPU NPOBEAEHNN B OTHOLLEHUN €€ KOMMbIOTEPHBIX aTakK.

CtaTbs 2. OCHOBHbIE NOHATUA, UCNOJIb3yeMble B HacTosAweM PepepasibHOM 3aKOHe

Onsa uenen HacToswero ®eaepasibHOro0 3aKOHa UCMONb3YOTCA CeAytoLMe OCHOBHbIE MOHATMUS:

1) aBTOMaTM3MPOBaHHAA CUCTEMA YMPaBAEHUS - KOMMIEKC NPOrpaMMHbIX ¥ MPOrpamMMHo-annapaTHbIX CPEACTB, NpefHa3Ha4YeHHbIX 4Ns
KOHTPO/A 3@ TEXHONOrMYECKUM U (Un) NPOn3BOACTBEHHLIM 0060pYAOBaHNEM (MCMOMHUTENBHBIMI YCTPONCTBAMK) Y NPON3BOANMBIMUA UMK
npoueccamu, a Takxe 415 ynpasiaeHns Takumyn o6opyaoBaHMeM 1 npoLeccamu;

2) 6e30MacHOCTb KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYpPbl - COCTOSHME 3aLUULWEHHOCTU KPUTUYECKON MHGOPMALIMOHHON
MHMPaCTPYKTYpbl, 0becneynBaloLLee ee yCTONYMBOE (YHKLMOHMPOBaHWE NPU NPOBEAEHNN B OTHOLLIEHUN ee KOMMbIOTEPHbIX aTak;

3) 3HAYMMbIA 06BEKT KPUTUYECKOA MHGPOPMALMOHHOW NHPPACTPYKTYPbl - 0OBEKT KPUTUYECKON MHGPOPMALMOHHOW NHPPACTPYKTYpPbI,
KOTOPOMY MPUCBOEHa OAHa M3 KaTeropmii 3Ha4MMOCTU 1 KOTOPLIA BKJIIOYEH B PEECTP 3HaYNMbIX 0OBEKTOB KPUTUYECKON NH(OPMaLIMOHHOW
VHDPaCTPYKTYpbI;

4) KOMMblOTEpPHas aTaka - LefneHanpaB/ieHHOe BO3L4eCTBME NPOrpaMMHbIX 1 (UKM) MPOrpaMMHO-annapaTHbIX CPeACTB Ha 06beKThI
KPUTUYECKOW UH(OPMALMOHHON MHDPaACTPYKTYPbl, CETU 3NEKTPOCBA3N, UCMONb3yeMble ANS OpraHu3auun B3auMOLENCTBUA TaKUX
00BbEKTOB, B LIeNsSX HapyLweHns 1 (namn) npekpaweHns nx hyHKLUOHUPOBaHUS 1 (Maun) co3paHuns yrpossl 6esonacHocTn obpabaTbiBaemoin
TakuMu obbekTaMu nHdopmMaLuum;

5) KOMMNbIOTEPHBIN MHUNAEHT - (hakT HapylweHns u (unm) npekpaweHns GyHKLUNOHMPOBaHNSA 06bekTa KPUTUYECKON MHGOPMaLMOHHON
NHPPaCTPYKTYPbI, CETW 31EKTPOCBA3N, UCMOSb3YEMOW ANA OpraHu3auumy B3auMOLencTBMA Takux 00beKTOoB, W (MNn) HapylweHuns
6e3onacHocTn obpabaTbiBaeMon Takum 06bEKTOM UHGOPMaLUK, B TOM YACSIE NPOU30LWEALLNIA B pe3ybTaTe KOMMbIOTEPHON aTaky;

6) KpuTu4eckas MHMOpPMaLMOHHaA NHPPACTPYKTypa - 06bEKTbI KPUTUYECKOA UHGPOPMALMOHHON MHADPACTPYKTYpPLl, a TakXe ceTu
3/1eKTPOCBA3U, UCNOMb3yeMble A8 OpraHn3aLmMmn B3auMoLeNCTBINA Taknx 06 beKTOB;

7) 06beKTbI KPUTUHECKON MH(POPMALMOHHON UHDPACTPYKTYPbI - MH(OPMALMOHHbIE CUCTEMbI, MHPOPMALIMOHHO-TEIEKOMMYHUKALNOHHbIE
CEeTU, aBTOMATN3NPOBaHHbIE CUCTEMbI YNPaB/EHUS CYObEKTOB KPUTUHECKON NH(OPMALIMOHHON MHGPACTPYKTYpbI;

8) cybBbeKTbl KpUTUYECKON NHEOPMALIMOHHON NH(PACTPYKTYpPbI - FOCYAapCTBEHHbIE OPraHbl, FOCYy4apCTBEHHbIE YYPEXAEHUSA, POCCUNCKNE
lopnanyeckue anua n (Man) MHANBMAYabHble NpeanpuHUMaTENI, KOTOPbIM Ha NpaBe COHCTBEHHOCTU, apeHAbl UM Ha NHOM 3aKOHHOM
OCHOBaHUU NpUHaAnexat MHHOPMaLMOHHbIE CUCTEMBI, MHHOPMALMOHHO-TENIEKOMMYHUKALMOHHBIE CETH, aBTOMATU3MPOBaHHbIE CUCTEMBI
ynpasaeHus, hyHKUNOHMpPYIoLWMe B cchepe 34paBOOXPaHEHNs, HayKKU, TpaHCNopTa, CBA3M, SIHepreTuku, 6aHKOBCKON cdhepe M NHLIX chepax
(DMHAHCOBOro pblHKa, TOMJIMBHO-IHEPreTUYECKOro KOMMaekca, B 061acTn aTOMHON 3Heprumn, o6OPOHHOW, PakeTHO-KOCMUYeCKon,
ropHofobbiBaloLLe, METaNNYPru4ecKon 1 XMMUYECKOW NMPOMbILLIEHHOCTU, POCCUACKME IOpUAMYECKe anua u (Man) NHAMBUAYaNbHbIE
npeanpuHMMaTenun, KoTopble obecneynBaloT B3aMMOAENCTBME YKa3aHHbIX CUCTEM UK CETEN.

Crtatbsa 3. NpaBoBoe peryaupoBaHue OTHOWEHUN B oOnacTu obecneyeHusn besonacHoCTu
KpUTUYecKon nHdopMaLMOHHON MHDPACTPYKTYpbI

1. OTHoweHus B 06nacTy obecneyeHus 6€30MacHOCTY KPUTUYECKON MH(OPMALIMOHHOK MHBPACTPYKTYPhLI PEryNpyOTCS B COOTBETCTBUM C
KoHcTuTyumein Poccuitickon ®epepaunmn, obLienpusHaHHbIMU MPUHLKMNAMU U HOPMaMKU MeXAYHapo4HOro mpaBa, HacTOSWMUM
®epfepasbHbIM 3aKOHOM, ApYruMK efepasbHbIMU 3aKOHaMU W MPUHUMAEMbIMWA B COOTBETCTBUM C HUMMW UHBLIMU HOPMATUBHbLIMU
NPaBOBLIMY aKTaMMU.

2. OcobeHHOCTN NpuMeHeHUs HacToswero defepasbHOro 3aKoHa K CceTaM cBA3W obLero nosb3oBaHus onpegenstoTca ®PenepanbHbiM
3aKoHOM OT 7 nionga 2003 roga Ne 126-P3 «O CBA3M» N MPUHUMAEMbIMW B COOTBETCTBMU C HUM HOPMaTWBHbLIMU MPABOBLIMU aKTaMu
Poccuinckon depepauun.
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Ctatba 4. MNMpuHuunbl obecnevyeHus 6e30NacHOCTU KPUTUYECKOW MH(POPMALMOHHOM
MHpaCcTPyKTYypbI

MpuHumnnamn obecneyeHuns 6e30MacHOCTU KPUTUHECKOA MHDOPMALIMOHHON MHPPACTPYKTYpPbl ABAAIOTCA:

1) 3aKOHHOCTb;

2) HenpepbIBHOCTb M KOMMIEKCHOCTb 06ecneyeHns 6e30MacHOCTN KPUTUYECKOW MHGOPMALIMOHHON MHPACTPYKTYpPbl, AOCTUraeMble B TOM
4yucne 3a cyeT B3aMMOLENCTBMA YNOJHOMOYEHHbIX (hefepanbHbIX OPraHOB UCMOJSIHUTENbHOW BAACTN U CY6BEKTOB KPUTUYECKON
NH(OPMALMOHHON HMDPaCTPYKTYPbI;

3) npvopuTeT NPeAoTBPaLLEHNS KOMMbIOTEPHbIX aTak.

CtaTtba 5. FocypapcTBeHHaA cucTeMa obOHapyXXeHus, nNpepynpeXxaeHua U NIMKBUAauUumn
nocnepcTBUMA KOMNbIOTEPHbIX aTakK Ha MH(OPMaLUMOHHbIe pecypcbl Poccuinckon depnepauumn

1. FocynapcTBeHHas cuctemMa obHapyXeHus, NpefynpexaeHns v TMKBUAaLUuM NocneacTBUA KOMMbIOTEPHBIX aTak Ha MHOPMaLUOHHbIE
pecypcbl Poccuinckon ®depepaummn npenctasnset cobon efnHbIN TEPPUTOPUANbHO pacnpefeeHHbIn KOMMIEKC, BKOYAOWMNA CAMTbI 1
CpeAcTBa, NpefHa3HayvyeHHble A5 obHapyXeHus, NpeaynpeXxaeHna n AMKBMaaLnm NocneacTBNA KOMMbIOTEPHbIX aTak U pearmpoBaHns Ha
KOMMbIOTEPHbIE UHLUUAEHTBI. B Lensx HacToswen cTaTb No4 MHMOPMaLMOHHBIMU pecypcamun Poccuinckon depepalmm noHMMaTCA
NHDOPMALMOHHbIE CUCTEMbl, UH(POPMALNOHHO-TENIEKOMMYHNKALWOHHbIE CETW U aBTOMATU3MPOBAHHbIE CUCTEMbl ynpaBJieHW,
Haxogswmecs Ha TeppuTopmmn Poccninckon defepaunm, B AUNAOMATUYECKUX NPEACTaBUTENbCTBAX U (MAKN) KOHCYbCKUX YYpeKAeHNAX
Poccuinckon depepauun.

2. K cunam, npefHa3HavyeHHbIM 45 0bHapyXXeHus, npeaynpexx4eHns 1 IMKBMAALUMN NOCAeACTBAN KOMMbIOTEPHbIX aTak U pearnpoBaHus
Ha KOMMNbIOTEPHbIE MHUMOEHTbI, OTHOCATCS:

1) noppa3sfneneHns n [OHKHOCTHbIE Nuua pefepanbHOr0 oOpraHa NCNOMHNUTENbHON BNAacTK, YNOAHOMOYEeHHOro B obnactu obecnevyeHus
(DYHKLMOHNPOBAHUA rOCYAaPCTBEHHOW CUCTEMbI OBHaAPYXXeHWS, NpeaynpeXxaeHns v MKBMAALMN NOCNeACTBAN KOMMbIOTEPHbIX aTak Ha
NH(OpMaLMoHHbIe pecypchl Poccuiickon ®epepaunm;

2) opraHu3auus, co3naBaemas (enepanbHblM OPraHOM WCNOJHUTENIbHOW BAACTW, YNOJHOMOYEHHbIM B obnacTm obecnevyeHus
(DYHKLMOHNPOBAHWNA rOCYAAaPCTBEHHOW CUCTEMbI OBHaAPYXXeHWS, NpeaynpexXaeHns v IMKBMAALMN NOCIeACTBAN KOMMbIOTEPHbIX aTak Ha
MHGMOPMaLMOHHbIE pecypcbl Poccuinckon ®epepauunn, ana obecnevyeHns KOOPAWHALUU LeATENbHOCTN CYyObEeKTOB KPUTUYECKOW
NH(OPMALIMOHHOW NHDPACTPYKTYpPbl MO BONPOCaM 0bHapyXeHUs, npefynpexxaeHns n AUKBMaaunm nocneacTBUN KOMMbIOTEPHBIX aTak w1
pearmpoBaHNs Ha KOMMbIOTEPHbIE MHUMAEHTHI (fafiee - HauMoHa bHbIN KOOPAVHALMOHHBIA LEHTP M0 KOMMNbIOTEPHBIM MHUMAEHTaM);

3) noapasfeneHns N fOJKHOCTHBIE LA CyObEKTOB KPUTUYECKON UH(OPMALIMOHHOW NHGPACTPYKTYPbl, KOTOPbIE MPUHUMAIOT y4acTne B
obHapyxeHun, NpeaynpexxaeHnn 1 TMKBMAALIMN NOCNEACTBAN KOMNbIOTEPHbIX aTak 1 B pearvpoBaHWM Ha KOMMbIOTEPHbIE MHLUWAEHTbI.

3. CpeacTBaMu, nNpefHa3Ha4YeHHbIMU AN oOHapyXeHUs, nNpefynpexaeHns u AMKBUAAUUNM NOCNEeACTBUA KOMMbIOTEPHbLIX aTak U
pearmpoBaHNa Ha KOMMNbIOTEPHbIE MHLMAEHTbI, SBASIOTCA TEXHNYECKME, MPOrpaMMHbIe, NPOrpaMMHO-annapaTHbIe U UHble CPeacTBa ANs
obHapy>xeHus (B TOM 4ucae AaS Noucka NMPU3HAKOB KOMMbIOTEPHbIX aTakK B CETAX 3€KTPOCBA3N, UCNONb3yeMbIX A OpraHu3auuu
B3aMMOAENCTBNSA O0OBEKTOB KPUTUHECKON WH(POPMaLMOHHON WHMPACTPYKTYpbl), NPeaynpexneHus, AMKBUAALUN NOCNeACTBUNA
KOMMbIOTEPHbIX aTak U (unn) obmeHa nHdopmaunen, HeobxoanMMonN cybbekTaM KpUTUYECKON MHPOPMALMOHHON NHPPACTPYKTYpPbl Npn
obHapyXeHuun, npeaynpexaeHnn n (Mav) AMKBMAaunM NOCNeACTBUA KOMMbIOTEPHbLIX aTak, a TakXe KpunTorpaduyeckne cpeacTsa
3aLWTbl TAKOW NHOPMaLMK.

4. HaunoHanbHbI KOOPANHALMOHHbLIA LLEeHTP MO KOMMbIOTEPHBIM UHLWAEHTAM OCYLLEeCTBASET CBOI AeATe/bHOCTb B COOTBETCTBUM C
NoJIOXKEHUEM, yTBepXAaeMbiM (peaepanbHbIM OPraHoOM WCMOAHUTENbHON BAACTW, YNOAHOMOYeHHbIM B obnactu obecnevyeHus
(PYHKLMOHMPOBaHNA roCyAapCTBEHHON CUCTEMbl OBHapyXXeHUs, NpefynpexXAeHns 1 ANKBUAALMN MOCNeACTBMIN KOMMbIOTEPHbIX aTak Ha
NH(OPMaLMOHHbIe pecypchl Poccuinckon ®epepaunn.

5. B rocynapcTBeHHON cncteme obHapyXeHns, npefynpexxaeHnsa v AMKBMAALMN NOCNeACTBUA KOMMbIOTEPHBIX aTak Ha MHOPMaLIMOHHbIE
pecypcbl Poccuinckon ®efepaunm ocylecTsasioTca cbop, HakonneHne, cucteMaT3aumna U aHanus nHdopMaLlmm, Kotopas noctynaeT B
[aHHYI0 CUCTEMY Yepes CPeAcTBa, NpefiHa3HayvYeHHble ANd 00HapyXeHWS, NpefynpexXaeHnsa N ANKBUAALNN NOCNEACTBUA KOMMbIOTEPHbIX
aTakK, nHgopMaLmmn, KoTopas NpeacTaBnaeTcs cybbekTaMun KpUTUYECKON MHHOPMaLMOHHON NHAPACTPYKTYpPbl 1 dhefepasibHbIM OpraHoM
WCMONHUTE/IbHOW BNACTWN, YNOJHOMOYEHHbIM B 06nacTn obecnevyeHns 6e30MacHOCTN KPUTUYECKON MH(DOPMaLMOHHOW UHPPACTPYKTYPbI
Poccunckon depepauumn, B COOTBETCTBUMU C NMepevyHeEM WHDOpMauum n B nopsake, onpegensembiMy degepanbHbiM OpraHoM
NCNOAHUTENbHON BNACTW, YNOJIHOMOYEHHbIM B 06nacTy obecneveHnsa (yHKLMOHMPOBAHNA FOCYLapCTBEHHON CUCTEeMbl 0BHapyXeHus,
npegynpexneHns u AMKBnhauum nocnencTBUn KOMMbIOTEPHbLIX aTak Ha MH(OPMaLUnoHHbIe pecypchl Poccuinckon ®eaepauum, a Takxe
nHMOPMaLMK, KOTOPas MOXET NPELCTaBAATLCA MHBIMU HE SBAAIOLLMMUCA CyDbeKTaMn KpUTUYECKON NHEOPMALMOHHON NHDPACTPYKTYPbI
opraHamu 1 opraHu3auusimun, B TOM YUCNE MHOCTPaAHHLIMU U MEXAYHaPOAHbLIMU.

6. ®epepanbHbIi OpraH NCNOAHUTENBHON BAACTMW, YNOAHOMOYEHHbIN B 061acTn obecneyeHns yHKUMOHNPOBAHUS rOCyLapCTBEHHON
cucTeMbl 0bHapyXeHus, NpeaynpeXxaeHna n TMKBUAauun NocneacTBUN KOMNbIOTEPHbIX aTak Ha MH(OPMaLNOHHbIE pecypcbl Poccninckom
depepaummn, opraHmsyeT B yCTaHOBNEHHOM UM nopsake obMeH MHDopMaLmen 0 KOMAbIOTEPHbIX UHUMAEHTaX Mexay cybbekTamu
KPUTUYECKOWA MH(OPMALMOHHON NHPACTPYKTYPbI, @ TakxXe Mexay CybbeKkTaMu KpUTUYECKON MHEOPMaLUUOHHON UH(PACTPYKTYpbl 1
YNOJHOMOYEHHbLIMW OpraHamMy MHOCTPaHHbIX FOCYAApCTB, MeXAYHapOAHbIMU, MEXAYHAaPOAHbIMU HENPABUTEIbCTBEHHBIMW OpraHn3aLmMaMm
1 MHOCTPaHHbIMW OPraHN3aLnaMm, oCcyLLEeCTBASIOWMMIN LeaTeNbHOCTb B 061acTy pearmpoBaHns Ha KOMMbIOTEPHbIE MHLMAEHTSI.

7. MpeAocTaBfieHne N3 rocyiapCTBEHHON CUCTEMbI 0BHaPYXEeHNS, NPeaynpexX4eHUs U NKBUAALMN NOCNeACTBUA KOMMbIOTEPHbLIX aTak Ha
MH(OPMaLIMOHHbIE pecypchl Poccuitckon ®eaepaunmn CBeAeHUN, COCTaBASIOWNX FOCYAAaPCTBEHHYIO 60 UHYIO OXPAaHAEMYIO 3aKOHOM
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TallHy, OCYLEeCTBNAETCS B COOTBETCTBUU C 3aKOHOAATENLCTBOM Poccuiickoin ®epepaumm,

Cratbs 6. MonHoMouus MpesnpeHta Poccunckon depepaumm U opraHoB rocysapCcTBeHHON
Bnactu Poccuiickon depepauumn B obnactm obecneyeHus 6e30nNacHOCTM KPUTUYECKOM
MH(pOPMaLMOHHOU UHDPACTPYKTYPbI

1. MNpe3naeHT Poccuinckon ®epepaumm onpepenset:

1) oCHOBHble HampaBAeHWA FoCyfapCTBEHHON MOAUTUKM B obnacTu obecneyeHns 6e30MacHOCTN KPUTUYECKON UHGMOPMaLMOHHOWN
NHMPaCTPYKTYpPbI;

2) depepanbHbIl OpraH WUCMONHUTENbHOW BNAacTW, YMOJHOMOYEeHHbIN B obnactn obecnevyeHns 6e30MacHOCTU KPUTUYECKOW
NH(OPMaLMOHHOW MHPaCTPYKTypbl Poccuiickon Pepepauun;

3) henepanbHbI OpraH UCMOJHUTENBHOW BNACTK, YNOJIHOMOYEHHbIA B 0bnacTn obecneveHuns yHKLMOHUPOBAHUS rOCYLapCTBEHHON
cucTeMbl 0bHapyXeHus, NpeaynpeXxaeHna n TMKBUAauunN NocneacTBUN KOMNbIOTEPHBLIX aTak Ha MH(OPMaLNOHHbIE pecypcbl Poccninckom
Gepepauny;

4) NopsALOK CO34aHNA 1 3a4a4u roCy4apCTBEHHON CUCTEMbI 0BHapYXXeHNS, NPpeaynpexXAeHNs U IMKBUAALUM NOCNeACTBANA KOMMbIOTEPHbIX
aTak Ha MH(opMaLnoHHbIe pecypckl Poccuinckon denepaunn.

2. NpasuTenbcTBO Poccuinckon ®epepaunmn ycTaHaBAnBaeT:

1) nokaszaTenn KpUTEPUEB 3HAYUMOCTU 0OBLEKTOB KPUTUHECKOW MH(OPMALLMOHHON UHDPACTPYKTYPLI U NX 3HAYEHUS, @ TakxXe NoPSAoK U
CPOKM OCYLLECTBIEHNS UX KaTeropupoBaHus;

2) NopsAAOK OCYLLEeCTBIEHNS rOCYyLapCTBEHHOrO KOHTPoNs B obnacTn obecneveHns 6e30NacHOCTM 3HAYMMbIX 0OBEKTOB KPUTUHECKON
NHHOOPMaLMOHHON MHDPACTPYKTYPbI;

3) NopAAoOK MOAFOTOBKWM W WMCMOAb30BaHWA PecypCcoB efWHON CeTu 3/1eKTpocBA3n Poccuiickon depepaumm nns obecnevyeHms
(DYHKLIMOHVNPOBaHNA 3HaYMbIX 06bEKTOB KPUTNHECKON MHEOPMALIMOHHOW UHADPACTPYKTYPSI.

3. ®epepaibHbIl OpraH WCNOAHUTENbHOW BAACTMW, YMNOJHOMOYeHHbI B obnacTu obecnevyeHns 6e30MacHOCTM KPUTUYECKON
MH(OPMaLNOHHOW UHGPacTpyKTypbl Poccuiickon depepauun:

1) BHOCWT NpPeLNOXEHNS O COBEPLUEHCTBOBAHUM HOPMATUBHO-MPABOBOr0 perynanposaHus B obnactu obecneyveHms HGesonacHocTu
KPUTUYECKON MHOPMALIMOHHON MHPACTPYKTYpbl Mpe3unaeHTy Poccuitckon ®epepaummn u (nnn) B NpaButenscTBo Poccuinckon denepaunm;
2) yTBepxAaaeT NOpsSAOK BeLEeHNA peecTpa 3Ha4MMbIX 06bEKTOB KPUTUYECKON UH(POPMALMOHHON UH(PACTPYKTYPbl U BELET AaHHbINA
peecTp;

3) yTBepxgaeT opMy HanpaBfiieHWs CBeAeHU 0 pe3ysibTaTax NPUCBOEHUS 00BEKTY KPUTUYECKOW MHEOPMALMOHHOW NHGPACTPYKTYpbI
O[LHOM 13 KaTeropuit 3Ha4MmocTn mbo 06 0TCYyTCTBUM HEOOXOANMOCTY NPUCBOEHNS EMY OLHOMN N3 TaKUX KaTeropuii;

4) ycTaHaBnunBaeT TpebosaHusa no obecrneyeHnto 6e30nMacHOCTY 3HAYNMbIX 06BEKTOB KPUTNYECKON MHPOPMALMOHHON NHGPaCTPYKTYpbI
(TpeboBaHua no obecneyeHnio 6e30nMacHOCTN MHPOPMALIMOHHO-TENEKOMMYHNKALIMOHHBIX CeTel, KOTOPbIM NPUCBOEHa OAHA W3 KaTeropui
3Ha4YMOCTY 1 KOTOPbIE BKJIIOYEHbI B PEECTP 3HAYNMbIX 06BEKTOB KPUTUYECKON MH(POPMALIMOHHON MHEPACTPYKTYpPbl, YCTaHaBAUBAOTCS MO
cornacoBaHuio ¢ epepanbHbiM OPraHOM WCMONHUTENbHOW BAACTU, OCYLWECTBASIOWMM (yHKUUN No BbipaboTke n peannsauumn
rocyfapCTBEHHOW NOAUTUKN N HOPMATWBHO-NPaBOBOMY perynmposaHuio B 061acTu €BA3M), a Takxe TpeboBaHMA K CO3AaHNI0 CUCTEM
6e3onacHOCTK Taknx 06BEKTOB M obecrneveHnto ux hyHKLNOHMPOBaHNA (B 6aHKOBCKOW cdhepe M B UHbIX chepax (UHAHCOBOro pbiHKa
yCTaHaBAMBAET yKa3aHHble TpeboBaHMS Mo cornacoBaHuio ¢ LleHTpanbHbIM 6aHKoM Poccuiickon depepauun);

5) ocywecTBnfeT rocyfapCTBEHHbIN KOHTPOAb B obnactn obecnevyeHns 6e30MacHOCTM 3Ha4YMMbIX OOBEKTOB KPUTUYECKON
NHMOPMALIMOHHON UHPPACTPYKTYPbI, @ TakXKe YyTBEPXAAeT (hOPMYy akTa MPOBEPKM, COCTaBAEMOro N0 MTOraM NPOBEAEHUS YKa3aHHOM O
KOHTPONS.

4. GepepabHbIi OpraH NCNOAHUTENBHON BNAACTKW, YNOAHOMOYEHHbIN B 061acTn obecneyeHns yHKLUMOHNPOBAHUS rOCyLapCTBEHHON
cucTeMbl 0bHapyXeHus, NpeaynpeXxaeHna n TMKBUAauun NocneacTBUN KOMNbIOTEPHbIX aTak Ha MH(OPMaLNOHHbIE pecypcbl Poccuinckom
depepaunu:

1) BHOCWT NpeLioXEHNA O COBEPLUEHCTBOBaHUM HOPMaTUBHO-NPaBOBOro perynanpoBaHus B obnactu obecneyveHmsa HGesonacHocTn
KPUTUYECKON MHOPMALIMOHHON MHPACTPYKTYpbl Mpe3unaeHTy Poccuiickon ®epepaummn u (nnn) B NMpasutenscTBo Poccuinckon denepaunm;
2) co3faeT HaLMOHaNbHbIA KOOPAUHALMOHHBIA LIEHTP N0 KOMMbIOTEPHBIM UHUMAEHTAM W yTBEPXKAAET MON0XKEHNE O HEM;

3) KOOpPAWHWPYET AeATeNbHOCTb CYyOBEKTOB KPUTUYECKOW WH(POPMALMOHHON WMHGPaCTPYKTypbl MO BOMpocam obHapyXeHus,
npeaynpexaeHna u AMKBuAauuyM MoCNeACTBUA KOMMbIOTEPHbIX aTak W pearMpoBaHUS Ha KOMMbIOTEPHblE WHLUAEHTHI;

4) opraHu3yeT 1 NPOBOAWT OLeHKY 6e30NacHOCTN KPUTUYECKON MH(HOPMAaLIMOHHON MHAPACTPYKTYPbI;

5) onpepenseT nepeyeHb UHMOPMaLMK, NPEACTaBASEMON B FOCYAaPCTBEHHYIO CUCTEMY 0BHapy>XeHWs, NpeaynpexKAeHUs n KBugaLmmn
nocneAcTBUA KOMMbIOTEPHBIX aTak Ha MHGOPMaLMOHHbIE pecypcbl Poccuinckon depepauun, U NOPSLOK ee NpeacTaBneHns;

6) yTBEp)xAaeT NopsaAoK MHOPMUPOBaHUS dheaepasibHOr0 OpraHa NCMOJIHUTENbHOW BAaCTK, YNOAHOMOYEHHOro B 06nactu obecneyeHus
(DYHKLMOHMPOBAHUA rOCYAaPCTBEHHON CUCTEMbI 0BHAPYXXEHWS, NPeAyNPeXAeHNS 1 TMKBMAALMN NOCNEACTBAN KOMMbIOTEPHBIX aTak Ha
NHOPMaLMOHHbIE pecypchl Poccuinckon ®epepauumn, 0 KOMNbIOTEPHbIX UHLWAEHTaX, pearmpoBaHUa Ha HUX, MPUHATUS Mep Mo
JNINKBMAAUUN NOCAeACTBUA KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHOLIEHWM 3HA4YMMbIX 0OBEKTOB KPUTUYECKOW MHDOPMALMOHHON
NH(pPacTPyKTypbl (B BaHKOBCKON cepe 1 B NHbIX chepax (MHAHCOBOrO pblHKA YTBEPXAAET YKa3aHHbIA NOPSAOK MO COrjlacoBaHMIO C
LleHTpanbHbIM 6aHkoM Poccuinckon ®enepaumnn);

7) yTBepxgaeT nopaaok obmeHa MHOPMaLUMen 0 KOMNbIOTEPHbLIX MHLUMAEHTaX MexXAay Cy6bekTaMun KpUTU4Yeckon MHHOPMaLMOHHOM
NHDPaCTPYKTYpPbl, MeXAY CyObeKTaMun KPUTUHECKOW MH(OPMaLMOHHON MHPPACTPYKTYPbl U YNOAHOMOYEHHBLIMI OpPraHaMu MHOCTPaHHbIX
rocyfnapcTB, MeXAYHapOAHbIMW, MeXAYHapOAHbIMW HEeNpaBUTENbCTBEHHLIMW OPraHM3auusaMnW N UHOCTPAHHLIMW OpraHu3aunsmMum,
OCYLLeCTBAALWMMN fesTeNbHOCTb B 061aCTu pearnpoBaHns Ha KOMMbOTEPHbIE UHLMAEHTHI, @ TaKXXe NopAAoK nojayyYeHns cybbekTamu
KPUTMYECKOW MH(OPMALLMOHHON MHEPACTPYKTYPbI MHGOPMaLLMM 0 CpeAcTBax M cnocobax NpPoBeLeHNA KOMMbIOTEPHbLIX aTak 1 0 MeToAax
nX NpefynpexaeHns n obHapyXeHus;
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8) opraHusyeT yCTaHOBKY Ha 3Ha4iMMbix 06beKTax KpUTUYECKON WHEHOPMALMOHHON WHPACTPYKTYPbl 1 B CETAX 3JIEKTPOCBA3MU,
MCNOoNb3yeMbIX ANS OpraHvM3aunn B3auMOAENCTBUA OOBbEKTOB KPUTUYECKOW WHEHOPMaLMOHHOM WHGPaCTPYKTypbl, CPEeAcCTB,
npeAHa3HayeHHbIX AN 06HapyXeHus, NpefynpexAeHus n NUKBUAaLUN MOCNeACTBMIA KOMMbIOTEPHLIX aTak U pearnpoBaHUA Ha
KOMMbIOTEPHbIE UHLNAEHTHI;

9) ycTtaHaBnuBaeT TpeboBaHNA K CPeACTBaM, NpeaHa3Ha4YeHHbIM Ans 0bHapyXeHus, NpeaynpexaeHns n AMKBUMAaLMm nocaeacTBui
KOMMbIOTEPHBIX aTak 1 pearnpoBaHns Ha KOMMbIOTEPHbIE NHLWAEHTbI;

10) yTBep>xfaeT NOpsAoK, TeXHUYECKUE YCNOBWUS YCTaHOBKW U 3KCMNyaTauun CPencTB, NpefHa3HaYeHHbIX ANs o6HapyXeHus,
npefynpexaeHus n ANKBugauum nocneaCcTBUA KOMMbIOTEPHBIX aTak U pearupoBaHna Ha KOMMbIOTEPHbIE MHUUAEHTHI, 38 UCKJIIOYEHNEM
CPeACTB, NpefHa3Ha4YeHHbIX AN NMOUCKa NMPU3HAKOB KOMMbIOTEPHbLIX aTaK B CETAX 3JIEKTPOCBA3N, UCMOJb3yEMbIX AN OpraHu3auuu
B3aNMOAENCTBMA 0O bEKTOB KPUTMYECKON UHGDOPMaLMOHHON NHGPACTPYKTYpbl (B 6aHKOBCKOWM cdhepe U B NHbIX chepax (hMHAHCOBOro
pbiHKa yTBEPXAaeT yKa3aHHble MOPsA0K N TEXHUYECKME YCI0BMS MO COrnacoBaHuio ¢ LleHTpanbHbiM 6aHkoM Poccuiickon ®efepaumn).

5. ®efepasnbHbIA OpraH UCNOSHUTENBHON BAACTU, OCYLLECTBASIOWMNA DYHKLMN NO BbipaboTKe 1 peann3aunm rocyaapCTBEHHON NONTUKMN 1
HOPMaTWBHO-NPABOBOMY PEryiMpoBaHUo B 061acTu CBA3M, YTBEPXKAAET MO COrjacoBaHuio ¢ dheaepanbHbIM OPraHoM UCMNOJHUTENbHO
BJ1aCTU, YNONHOMOYEHHbIM B 06/1aCTU obecneyeHns hyHKLMOHNPOBaHNS roCyAapCTBEHHON CUCTEMbI 0OHapyXeHWs, NpefynpexXaeHns v
NIMKBMAALNYN NOCNEACTBUA KOMIbIOTEPHbIX aTak Ha MH(OPMaLMOHHbIE pecypckl Poccuiickoin ®epepaLiuy, NOPSAOK, TEXHUYECKME YCNoBUS
YCTaHOBKM W 3KCMJlyaTauuu CpeacTB, NpefHa3Ha4YeHHbIX A8 MOUCKa NPU3HaKOB KOMMbIOTEPHbLIX aTak B CETAX 3JIEKTPOCBA3M,
MCMONb3yeMbIX AJIS OPraHM3aLunmn B3anMoAenCcTBNS 06bEKTOB KPUTUHECKOW MH(OPMaLIMOHHON UHDPaCTPYKTYPbI.

CraTtbsa 7. KaTeropupoBaHue 06beKTOB KPUTMYECKON UH(POPMALMOHHON MH(PPACTPYKTYPbI

1. KaTeropupoBaHue obbekTa KpUTUYECKOW UH(OPMALMOHHON MHPACTPYKTYpPbl NpeAcTaBaseT coboil yCTaHOBIEHME COOTBETCTBUSA
06beKTa KpUTUYECKOW NH(OPMALIMOHHON NHAPACTPYKTYPbl KPUTEPUSAM 3HAYMMOCTU U NMOKa3aTeNiM UX 3HaYEeHWUI, MPUCBOEHNE eMy OLLHOW
3 KaTeropmii 3Ha4MMOCTH, NPOBEPKY CBEAEHW 0 pe3y/ibTaTax ee NPUCBOEHUS.

2. KaTeropupoBaHue oCyLLEeCTBAAETCA UCXOAN U3:

1) coumanbHOM 3HAYMMOCTK, BblpaXXaloLWENCs B OLEHKE BO3MOXKHOI0 yuwepba, NPUYMHSAEMOr0 XXWU3HW WK 340POBbLIO I0AEN, BO3MOXHOCTM
NpekpaLleHns WM HapyleHus (yHKUMOHMPOBaHMA 006bekTOB obecneyeHWUs XU3HELEATENbHOCTWM HaCeNeHUs, TPaHCMNOPTHOW
VHMPACTPYKTYPbI, CETEN CBA3M, @ TakKe MakCMaNbHOM BpeMeHW OTCYTCTBMA AOCTYMa K rocysapCTBEHHON yciyre ans nosyvaTtenen
Takow ycnyru;

2) NONNTNYECKOW 3HAYMMOCTW, BblparkaloLencs B OLEeHKe BO3MOXHOIO NpuynHeHus yuiepba mHTepecam Poccuiickon depepaumm B
BOMNPOCax BHYTPEHHEN W BHELWHEN NONTUKK;

3) 3KOHOMMWYECKOW 3HAYUMMOCTU, Bbipa)katoLLencs B OL,eHKE BO3MOXKHOIO MPUYMHEHUS NMPSIMOro U KOCBEHHOro yuwepba cybbekTam
KPUTUHECKON MH(OPMALIMOHHON NHGPACTPYKTYpbI U (nnn) 6opxeTtam Poccuiickon denepaLuu;

4) 3K0I0rN4eCKOM 3HAYNMOCTH, BbIpaXKaloLLeNcs B OLeHKe YPOBHSA BO3AENCTBUSA Ha OKPYXXaloLLyto cpeay;

5) 3Ha4YMMoCTU 06bEKTA KPUTUYECKON MHMDOPMALMOHHON MHGPACTPYKTYpbl Ansa obecnedeHus ob6opoHbl CcTpaHbl, Be3onacHoOCTH
rocyfapcTsa 1 NpaBonopsaka.

3. YcTaHaBAMBAOTCA TPW KaTeropum 3Ha4MMoCTh 06beKTOB KPpUTUYECKON MH(OPMALIMOHHOW MHPACTPYKTYpPhI - NepBasi, BTopas U TPeTbS.

4. Cy6beKTbl KpUTUYECKOW NH(OPMALIMOHHON MHPACTPYKTYPbl B COOTBETCTBUM C KPUTEPUSAMU 3HAYNMOCTM U NMOKa3aTeNiMU UX 3HAYEHNH,
a TakXXe MopsSAKOM OCYLLEeCTBIEHUS KaTeropypoBaHus NPUCBanBaloT O4HY U3 KaTeropuin 3HaYMMOCTY MPUHALNEXALWMM UM Ha NpaBe
COBCTBEHHOCTW, apeHAbl AN UHOM 33aKOHHOM OCHOBaHMK 06BLEKTAM KPUTUYECKON MHBDOPMALIMOHHOM MH(MPACTPYKTYpbl. ECan o6bekT
KPUTUYECKOR NH(OPMALMOHHON NHPPACTPYKTYpbl HE COOTBETCTBYET KPUTEPUSAM 3HAYMMOCTM, MOKa3aTesssM 3TUX KPUTEPUEB U UX
3HAYeHUsIM, eMy He NPUCBANBAETCS HU OfHA U3 TaKNUX KaTeropuil.

5. CBefeHns 0 pe3yabTaTax NMPUCBOEHUS 06BEKTY KPUTUHECKON UHOPMALIMOHHOW NHGPaCTPYKTYpPbl OLHON U3 KaTeropuit 3Ha4MMocTH
nnbo 06 oTCyTCTBMM HEOOXOAMMOCTM MPUCBOEHWUS €My OLHOW W3 TaKWX KaTeropuin Cy6bekTbl KpUTUYECKON MH(POPMALMOHHON
NUH(PaCTPYKTYpbl B MUCbMEHHOM BUE B AECATUAHEBHbIA CPOK CO LHA MPUHATMA MUMU COOTBETCTBYIOLLErO PELUEHNS HanpaBfsioT B
(hefepanbHbI OpraH UCMONHUTENLHOW BNACTW, YNOJIHOMOYEHHbIN B 0bnactn obecneyeHns 6€30nacHOCTN KpUTUHECKOW MHDOPMAaLMOHHOWN
NHpPaCcTPYKTYpbl Poccuiickon ®enepaum, No yTBEPXKAEHHON UM (opMe.

6. ®depepanbHbIl OpraH WCNONHWTENbHOW BNACTU, YNONHOMOYEHHbIN B obnactn obecnevyeHns 6e30MacHOCTU KPUTUYECKOW
NH(OPMaLMOHHOM NHGPACTPYKTYpbl Poccuiickon ®epepauun, B TpUALATUAHEBHbIA CPOK CO AHSA MONYYEHNS CBEAEHWIA, YKa3aHHbIX B HaCTy
5 HacToswen cTaTbK, NpoBepseT cobnoaeHne nopsaka oCyWeCcTBAEHNA KaTeropupoBaHus 1 NpaBuSibHOCTb NPUCBOEHUS 06BLEKTY
KPUTNYECKO MHPOPMALMOHHON UHPPACTPYKTYPbl OAHOW M3 KaTeropuit 3Ha4MMOCT B0 HENPUCBOEHUS €MY HU OLHOW W3 TaKnx
KaTeropui.

7. B cnyyae, ecnn cybbekTOM KpUTUHECKOA MHEOPMALIMOHHOWM MHEPACTPYKTypbl COBM0AEH MNOPALOK OCYLLECTBIEHUS KaTeropupoBaHus 1
npuHagnexallemMy emy Ha npase COBCTBEHHOCTW, apeHAbl UM NHOM 3aKOHHOM OCHOBaHWUU 06bEKTY KPUTUYECKON MH(POPMALMOHHO
MHMPaACTPYKTYypbl NMpPaBWibHO MPUCBOEHA OAHa W3 KaTeropuit 3HayumocTu, pepepanibHbli OpraH WCMOJHWUTENLHOW BRacTw,
YNOAHOMOYEHHbIN B 06nacT obecneyeHns 6e30MacHOCT KPUTUYECKON UH(OPMaLMOHHON MHGPaCcTPYKTypbl Poccuinckon depepauuu,
BHOCUT CBeJEeHNA 0 TaKoM 00beKkTe KPUTUYECKON MHGPOPMaLMOHHON MHPPACTPYKTYpbl B PeeCTp 3HAaYUMbIX 06 bEKTOB KPUTMYECKON
MHGOPMALUOHHON MHPPACTPYKTYPbl, 0 YeM B LECATUAHEBHbLIA CPOK YBEAOMAAETCA CYOBbEKT KPUTUYECKON MH(OPMaLMOHHOW

MHBPACTPYKTYPbI.

8. B cnyyae, ecnn denepasibHbIM OpPraHoOM WCMNOAHUTENbHOW BNacTW, YNOJHOMOYeHHbIM B ob6nacTu obecnedveHns 6esonacHocTu
KPUTUYECKOA MHMOPMaLMOHHON MHGPACTPYKTYpbl Poccuitcko depepauun, BbIABAEHbI HapyLeHUs MNopsfka OCyLWecTBAEHWS
KaTeropupoBaHus n (1im) o6bekTy KpUTUYECKON MHHOPMALMOHHON MHPACTPYKTYpPbl, NPpUHaLexalleMy Ha npaBe COBCTBEHHOCTM,
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apeHAbl NN UHOM 3aKOHHOM OCHOBaHMU CyBBEKTY KPUTUYECKON MHDOPMALIMOHHON MHEPACTPYKTYPbI, HENPaBUIbHO NPUCBOEHA OfHa W3
KaTeropmm 3Ha4MMoCTM W (MNM) HEOOOCHOBAHHO HE MPUCBOEHA HW OfHA M3 TakUX KaTeropui m (mnu) cybbekTOM KpUTUYECKOW
NHMOPMaLMOHHON NHDPACTPYKTYPbl NPeAcTaBAeHbl HEMOJHbIE U (MAKN) HEAOCTOBEPHbIE CBEAEHNA O pe3y/bTaTaX MPUCBOEHUS TakoMy
00bEKTY KPUTMYECKOW MH(POPMALMOHHON MHMPACTPYKTYPLl OAHON U3 KaTeropuit 3Ha4ymmocTn nnbo o6 oTCyTCTBUM HeobxoauMoCTH
NMPUCBOEHUS EMY OLLHOW M3 TakMX KaTeropui, defepasnbHbll OpraH MCNOJHUTENLHOW BACTK, YNOAHOMOYEHHbIN B 061acTu obecneyeHuns
6e30MacHOCTN KPUTUYECKON MHPOPMALIMOHHON UHPPACTPYKTYpbl Poccuiickon depepauinm, B LECATULHEBHBIN CPOK CO AHA MOCTYMNEHNS
npeacTaB/ieHHbIX CBeAEHW BO3BpallaeT UX B MUCbMEHHOM BuAe CyObeKkTy KpUTUHECKON MHEHOPMALMOHHON MHGPACTPYKTYpbl C
MOTWMBMPOBaHHLIM 060CHOBaHMEM NPUYKH BO3BpaTa.

9. Cy6bEKT KPUTMYECKOA MHGDOPMALMOHHON MHPACTPYKTYpbl NOCAe NOAYYEeHUs MOTUBMPOBAHHOro 060CHOBaHUS MPUYUH BO3BpaTa
CBEAEHWI, yKa3aHHbIX B 4acTu 5 HacTosLen cTaTby, He Bonee 4YeM B AECATUAHEBHLIA CPOK YCTPaHAET OTMEYEHHble HELOCTAaTKN U
MOBTOPHO HanpaBiseT Takue CBeAeHWs B heAepasbHblii OpraH UCMONHWTENbHON BNACTU, YNOJHOMOYEHHbIR B 06nacTn obecnevyeHns
6e30nMacHOCTN KPUTNYECKON NHEOPMaLIMOHHON MHPPACTPYKTYpbl Poccuinickon ®epepaumu.

10. CBepeHus 06 oTCcyTCTBUM HEOBXOAUMOCTU MPUCBOEHNS OOBEKTY KPUTUYECKON UHHOPMALMOHHON UHGPACTPYKTYpbl OQHOW W3
KaTeropmin 3Ha4MMOCTMW MOC/e UX MPOBEPKMN HanpaBAsTCA delepasbHbiM OpPraHOM WCMOJIHUTENbHOM BNIAacTW, YNOJHOMOYEHHbIM B
obnactn obecneyeHus 6e30MacHOCTM KPUTUYECKOW MHOPMALMOHHOW MHGPACTPYKTYpbl Poccuitckon ®enepaunm, B rocyiapCTBEHHYIO
cucTemy obHapyXXeHus, NnpeaynpexaeHnsa v TMKBUAauuM NOCNeACTBUI KOMMbIOTEPHbLIX aTak Ha MHGOPMaLMOHHbIE pecypchl Poccuinckonm
depfepaunm, 0 YeM B AeCATUAHEBHbIA CPOK YBELOMASETCS CYyOBEKT KPpUTUYECKON NH(OPMALIMOHHOW MH(PACTPYKTYpSI.

11. B cnyvyae HenpepcTaBieHns Cy6BbEKTOM KPUTUYECKON WHMOPMAUMOHHON UHMPaCTPYKTYpbl CBEAEHWN, yKa3aHHbIX B 4acTu 5
HacTosAWen CcTaTbK, hefepanbHbll OpraH WCMOJNIHATENbHONW BNACTW, YNOJIHOMOYeHHbIN B obnacTun obecnevyeHms 6e3onacHoOCTM
KPUTUYECKON MHEOPMALIMOHHON MHMPaCcTPYKTYypbl Poccuinckon defepauun, HanpaBnaseT B afpec ykasaHHoro cybbekta TpeboBaHume o
HeobxoAnMocTn coboAEHNA NONOXKEHUA HACTOALLEN CTaTbK,

12. KaTeropus 3Ha4MMOCTK, K KOTOPOA OTHECEH 3Ha4yuMbI 00bEKT KPUTUYECKON MHEOPMALMOHHON NHPaCTPYKTYpPbl, MOXET 6biTb
n3MeHeHa B NopsaKe, NpefyCMOTPEHHOM 415 KaTeropupoBaHus, B CIeayoLWmnX Cayyasx:

1) N0 MOTMBMPOBAHHOMY pelleHunio defepasbHOro opraHa MCNOJIHUTENbHON BAACTK, YNOJHOMOYeHHOro B obnactu obecneyeHms
6e30MacHOCTU KPUTMYECKON UHGOPMALIMOHHON UHMPACTPYKTYypbl Poccuinckon depepaunm, NpUHATOMY Mo pesyabTaTaM NPOBEpPKHU,
npoBefeHHON B paMKax OCYLLEeCTBAEHUS FOCYyAapCTBEHHOro KOHTpossa B ob6nacTu obecnevyeHns 6e30nMacHOCTM 3Ha4YMbIX 06bEKTOB
KpUTUYECKON NH(OPMALIMOHHOW MHGPACTPYKTYPLI;

2) B Clyqae U3MEHEHMS 3Ha4YMMoro obbekTa KpUTUYECKOW MHEOPMALMOHHON MHGPACTPYKTYpPLI, B pe3yibTaTe KOTOPOro Tako 06bekT
nepecTajl COOTBETCTBOBATb KPUTEPUAM 3HA4YMMOCTU U NOKa3aTeNaM UX 3HaYeHWN, Ha OCHOBAHUWM KOTOPbLIX eMy Obifia NPUCBOEHa
onpepesieHHas KaTeropunsa 3Ha4MoCTw;

3) B CBA3M C ANKBUAALMEN, peopraHn3aunen cybbekTa KpUTUHECKON MHGPOPMALMOHHON UHMPACTPYKTYpPbl 1 (MIKM) N3MEHEHMEM €ero
OpraHn3aLMoHHO-NPaBoOBON POPMbI, B pe3ysbTaTe KOTOPbIX 6blnn M3MeHeHbl Anbo yTpayeHbl Npu3Haku cybbekTa KpUTUYecKon
NH(OPMALMOHHON MHGPACTPYKTYPbI.

CtaTtba 8. PeecTp 3Ha4MMbIX 00bEKTOB KPUTUYECKON MH(OPMALMOHHOW MH(PPACTPYKTYPbI

1. B uensx y4eTa 3HauuMbIX 06bEKTOB KPUTNYECKON MHDOPMALIMOHHON NHDPACTPYKTYPbI peaepanbHbin opraH MCMOSHUTENbHOW BAACTH,
YNONHOMOYEHHbIN B 06nacT obecnedyeHns 6e30MacHOCT KPUTUYECKON UH(OPMaLMOHHOM MHGPacTPYKTypbl Poccuinickon ®epepaumnu,
BELeT PeecTp 3Ha4YUMbIX 0OBEKTOB KPUTUYECKON MH(OPMALIMOHHON UHPPACTPYKTYpPbl B yCTAaHOBJEHHOM UM NopsaaKe. B faHHbIA peecTp
BHOCATCA C/leAyioLine CBeAeHNS:

1) HauMeHOBaHMe 3HAaYNMOro 06BLEKTa KPUTUHECKOA MH(OPMALMOHHON MHGPACTPYKTYpbI;

2) HanMeHoBaHMe cybbekTa KpUTUYECKOM MH(OPMaLMOHHON MH(PaCTPYKTYpPbI;

3) cBeieHNs 0 B3aNMOAENCTBIMN 3HA4YMMOro 0B bekTa KpUTUYECKON MHPOPMaLIMOHHON MHPPACTPYKTYPbI U CETEN 3N1eKTPOCBA3N;

4) cBefleHns 0 uue, KCITyaTUPYIOWEM 3HAYNMbIA 00BEKT KpUTUYECKON UHGOPMALMOHHOR MHGPACTPYKTYpLI;

5) kaTeropus 3Ha4MMOCTH, KOTOpas NPUCBOEHa 3HaYNMOMY 0O bEKTY KPUTUHECKON MH(OPMALIMOHHON NHGPACTPYKTYPbI;

6) cBeAeHMs 0 MporpamMMHbIX W MporpaMMHoO-annapaTHbLIX CPeACTBaX, WCMOJib3yeMbIX Ha 3Ha4YMMOM 0O6BEKTe KpUTUYEeCKOn
NH(OPMALMOHHON MHGPACTPYKTYPbI;

7) Mmepbl, NpuMeHsieMble A5 obecneveHuns 6e30MacHOCTU 3HaYNMOro 06bEKTa KPUTUYECKOA UHEDOPMALMOHHON MHMPACTPYKTYPbI.

2. CBefeHnAa M3 peecTpa 3Ha4YUMbIX 06BbEKTOB KPUTUYECKON MHGOPMALIMOHHON UHPPACTPYKTYpbl HAaNpaBaSOTCA B FOCYAapCTBEHHYIO
cuctemy obHapyxeHus, NpeaynpeXx4eHUs U NTMKBUAALUN NOCNeACTBUA KOMMbIOTEPHBLIX aTak Ha UH(OPMaLMOHHbIE pecypcbl POCCUACKON
Gepfepaunu.

3. B cniyyae yTpaTbl 3Ha4UMbIM 06BEKTOM KPUTUYECKON MHOPMaLMOHHON MHPACTPYKTYPbl KaTEropun 3Ha4MMOCTH OH UCKJI0YaeTCs
thenepasibHbIM OPraHOM WCMONHWTENbHOW BNacTW, YMOJAHOMOYeHHbIM B obnactu obecnevyeHus 6e30MacHOCTWM KPUTUHECKOW
NHMDOPMaLIMOHHON UHMPACTPYKTYpbl Poccuinckon depepaunn, M3 peectpa 3Ha4UMbIX 06BEKTOB KPUTUYECKON MHGOPMALUOHHON

NHMPACTPYKTYpPbI.

Ctatba 9. MNpaBa u 06A3aHHOCTU CYyOBEKTOB KPUTUYECKOW MH(POPMaALUOHHOM
MHpPaCTPYyKTYypbI

1. Cyb6beKTbl KPUTUYECKON NHEOPMALIMOHHON MHPPACTPYKTYPbI MMEIOT NpaBo:
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1) nony4yaTb OT chenepasibHOro0 OpraHa MCNOHUTENbHON BAAcTU, YNOAHOMOYEHHOr0 B 061acTn obecneyeHns 6e30nacHOCTM KPUTUHECKON
NHMOPMALIMOHHON UHPPaCTPYKTYpbl Poccuiickon denepaumm, uHdopmauuio, Heobxoaumyto ans obecneyeHns 6€30MacHOCTM 3HA4YMMBbIX
06bEKTOB KPUTUYECKON MHPOPMALIMOHHOW MHPPACTPYKTYPbI, MPUHaANEXALLMX UM Ha NpaBe COBCTBEHHOCTW, apeHbl MU NHOM 3aKOHHOM
OCHOBaHWUK, B TOM Yucne 06 yrposax 6esonacHocTy obpabaTbiBaeMoi TakuMm obbekTamMy MHOPMaLMM 1 YSI3BUMOCTY NPOrPaMMHOro
obecneyeHns, 06opyaoBaHUA N TEXHOIOMNIA, NCMOb3YEMbIX Ha Takux 0bbekTax;

2) B nopsfke, yCTaHOBJAEHHOM (eAepanbHbIM OPraHoM WCMOAHUTENbHON BAACTW, YNOAHOMOYEHHbIM B obnacTn obecnevyeHuns
(DYHKLMOHNPOBAHUA rOCYAAaPCTBEHHON CUCTEMbI OBHAPYXXEHWS, NPeaynpexXaeHns v IMKBMAALMN NOCNeACTBAN KOMMbIOTEPHbIX aTak Ha
nHOPMaLOHHbIe pecypchl Poccuinickon ®epepaumm, Noay4aTb OT yKa3aHHOMO opraHa MHGOpMaLmMio o cpeacTBax U cnocobax NnpoBeaeHns
KOMMbIOTEPHBIX aTak, a TakXe 0 MeToAax NX NpefynpexneHns n obHapyxXeHus;

3) npu Hann4mnm cornacua depepasbHOro opraHa WMCMNOJHUTENbHOW BAACTU, YNONHOMO4YeHHbIM B obnactn obecneyeHus
(DYHKLMOHMPOBAHUA rOCYAaPCTBEHHON CUCTEMbI OBHAPYXXEHWS, NPeayNPeXAeHNa 1 TMKBMAALMN NOCNEACTBAN KOMMbIOTEPHBIX aTak Ha
nHopMaLMoHHble pecypchl Poccuinckon ®depepaumm, 3a CBON cHeT npuobpeTaTsb, apeHA0BaTb, yCTaHaBAMBaTb W 06CNyX1BaTb CPELCTBa,
npefHasHavyeHHble ANa obHapyXeHus, NpefynpexaeHus n AMKBUAaunM NOoCNeACTBMA KOMMbIOTEPHbIX aTak W pearmpoBaHus Ha
KOMMbIOTEPHbIE UHUNAEHTHI;

4) pa3pabaTbiBaTb 1 OCYLWECTBAATL MeponpuaTna no obecneyeHmnio 6€30NacHOCTM 3Ha4YMMOro obbekTa KPUTNYECKON MHPOPMaLIMOHHON
UH(PaCTPYKTYpPbI.

2. CybbeKTbl KpUTUYECKON NH(OPMALMOHHOM MHGPACTPYKTYpbl 0653aHbI:

1) He3amMeaNNTEeNbHO UHOPMUPOBATL O KOMMbLIOTEPHBIX MHUMAEHTaX (efepabHblii OpraH UCMOIHATEIbHON BNACTW, YNOJHOMOYEHHbI B
obnacTu obecneyeHns GyHKLMOHUPOBAHNSA FOCYLAapPCTBEHHON CMCTEMbI 0BHapYXXeHUs, NpefynpexaeHus U ANKBUAaLMmM nNocnencTeumi
KOMMbIOTEPHBIX aTak Ha MHOpPMaLMOHHbIE pecypchl Poccuitckon ®epepaumnu, a Takxe LleHTpanbHbln 6aHK Poccuiickon ®epnepauun (B
cnyyae, ecnim cybbekT KpUTUYeCKon MHHOPMaLMOHHOW UHGPACTPYKTYpPbl OCYLWECTBASET AeATeNbHOCTb B 6aHKOBCKON chepe 1 B MHbIX
chepax PUHAHCOBOrO pbiHKA) B YCTAHOBIEHHOM YKa3aHHbIM hefepalibHblM OpraHoM UCMONHUTENbHON BNacTu nopsake (B 6aHKOBCKON
chepe U B UHbIX cepax hUHAHCOBOrO PbiHKa yKa3aHHbIA NOPALOK YyCTaHaBAMBAETCS MO CornacoBaHuio ¢ LieHTpanbHbIM 6aHKOM
Poccuinckon ®depepauun);

2) OKa3sblBaTb COAENCTBME LOJ/DKHOCTHLIM AnLaM heaepanbHOro opraHa UCMOAHUTENbHON BAACcTW, YNOJHOMOYEHHOro B obnacTu
obecrneyeHns GYHKLMOHUPOBAHNA FOCYyAapCTBEHHOW cUCTEMbl 0O6HapyXeHWs, npefynpexAeHns W JWKBUAALWM MOCNefCTBUNA
KOMMbIOTEPHbIX aTak Ha MHOPMaLNOHHbIE pecypcbl Poccuiickon depepauun, B 06HapyXeHun, npefynpexxieHnn u anksuaauum
nocnefCcTBUIA KOMMbIOTEPHBIX aTak, yCTaHOBAEHNMN MPUYUH 1 YCI0BUIA BOSHUKHOBEHWNSA KOMMbIOTEPHBIX NHLUULEHTOB;

3) B C/ly4ae yCTaHOBKM Ha 06beKTax KpUTNYECKON UHOPMaLIMOHHON UHEPACTPYKTYpbl CPEACTB, NpefHa3Ha4YeHHbIX Ans obHapyxeHus,
npeaynpexneHus v ANKBUAALUN NOCNELCTBUI KOMMbIOTEPHBIX aTak U pearMpoBaHns Ha KOMMbIOTEPHbIE WHUWAEHTLI, obecneynBaTb
BbIMOJIHEHWE NOPALAKA, TEXHUYECKUX YCN0BUIA YCTAHOBKM U 3KCMUTyaTalnn Taknx CPeLCcTB, UX COXPaHHOCTb.

3. CybbekTbl KpUTUYECKON NHGPOPMALMOHHON UHGPACTPYKTYPbl, KOTOPbIM Ha NpaBe COOCTBEHHOCTW, apeHAbl UIN NHOM 3aKOHHOM
OCHOBaHUW NPUHaANexXaT 3Ha4MMble 00BEKTLI KPUTUYECKON MHGOPMALLMOHHON NHGPACTPYKTYpPbI, HAPAAY C BbINOJIHEHNEM 0653aHHOCTEN,
npeayCMOTPEHHbIX YacTbio 2 HAaCTOALLEN CTaTby, Takxe 0653aHbl:

1) cobniopaTtb TpeboBaHua no obecnevyeHnio 6€30NacHOCTY 3HAYNMbIX 06BEKTOB KPUTMYECKON MH(OPMALMOHHON UHGDPACTPYKTYPbI,
YCTaHOBJIEHHbIE (hefepasibHbIM OPraHoOM UCMOSHUTENLHON BACTU, YNOAHOMOYEHHbIM B 0bnacTu obecneyeHns 6e30nacHOCTY KPUTMHECKON
MH(OPMaLMOHHOM MHAPACTPYKTYpbl Poccuiickon ®epepaumm;

2) BbIMNONHATL NpeAnuCcaHns LOHKHOCTHbIX NNl (hefepasbHOro opraHa WCMOJHWUTENbHOW BNAcTW, YNOJHOMOYEHHOro B obnactu
obecneyeHns 6e30nMacHOCTU KPUTUYECKON MHEOPMALIMOHHON MHGPaCTPYKTypbl Poccuiickoin ®epepauun, 06 ycTpaHEHUN HapyLeHUA B
YacTu cobnopeHnsa TpeboBaHuin No obecnevyeHmio 6e30NacHOCTU 3HAYMMOro o6beKTa KPUTUYECKOW UHGOPMALIMOHHON NHGPACTPYKTYPbI,
BblAaHHblE STUMMW INLLAMMN B COOTBETCTBUN CO CBOEN KOMMETEHLMEN;

3) pearvpoBaTb Ha KOMMbIOTEPHbIE UHLUMAEHTLI B MOPALKE, YTBEPXAEHHOM defepalibHblM OpPraHoM WCMOJHUTENbLHOW BRacTw,
YNOAHOMOYEeHHbIM B 06n1acTn obecnevyeHns PyHKUMOHWPOBAHWNA rOCYyAapCTBEHHON CMCTEMbl OBHapyXeHus, NpefynpexpeHnsa u
JNINKBUAALMN MOCNeLCTBUN KOMMbIOTEPHbIX aTak Ha WUHMOpPMauUnOHHbIE pecypcbl Poccuiickon ®epepauunmn, NpuHUMaTh Mepbl MO
JINKBNAAUUN NOCNEeACTBUA KOMMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHOLIEHWM 3HA4YMMbIX 0OBEKTOB KPUTUYECKOA MH(OPMALMOHHON
NHPPaACTPYKTYPSI;

4) obecneymBaTh 6eCNpensiTCTBEHHbIA AOCTYN AO/DKHOCTHLIM AnLaM denepabHOro opraHa UCMOJIHUTENbHON BNacTW, YNOAHOMOYEHHOIO B
obnactn obecneveHuns 6e€30NacHOCTU KPUTUHECKON UHDOPMALIMOHHOW MHPPaCTPYKTYypbl Poccuiickon ®epepaunn, K 3Ha4UMbIM 06BEKTaM
KPUTUYECKON MHDOPMaLIMOHHON MHGPACTPYKTYpbl NpU peannsaumm 3TUMU AWLaMW NOJHOMOYUWA, NPEefYCMOTPEHHbIX CTaTben 13
HacToswero ®efepasibHOro 3akoHa.

Cratba 10. Cuctema 6e30nacHOCTU 3HA4YMMOro ob6bekTa KpUTU4ecKom MHpOpMaLMOHHON
MH(pPaCTPYKTYpbI

1. B uenax obecneyeHns 6e30nacHOCTM 3HAYMMOro 06bEKTa KPUTUHECKON MHEOPMALIMOHHOW MHEPACTPYKTYpbl CyObEKT KpUTUYECKon
NH(OPMaLMOHHON NHGPACTPYKTYPbl B COOTBETCTBUM C TpeboBaHMAMU K CO3AaHNI0 cucTeM 6e30nacHOCTM Taknx 06bekToB 1 obecrneyveHuto
nX OYHKLUNOHUPOBAHNSA, YTBEPXKAEHHLIMU hefepasbHbIM OPraHoM UCMONHUTENbHON BAaCTK, YNOJHOMOYEHHbIM B 061acTh obecneyeHuns
6e3onacHOCTN KPUTUYECKON MHGOPMaLMOHHON MHMPaCTPyKTypbl Poccuiickoin defepaunm, co3paet cuctemy 6e3onacHoCcTy Takoro
obbekTa 1 obecneymBaeT ee PyHKLNOHNPOBaHNME.

2. OCHOBHbIMU 3afila4aMu CUCTeMbl 6e30MacHOCTM 3HaYMMOro 06bekTa KPUTNHECKOW NH(OPMaLIMOHHON MHPaCTPYKTYPbI ABNSIOTCA:

1) npefoTBpaLleHne HenpaBoOMEpPHOro A0CTyNa K MHhopMaunm, obpabaTbiBaeMoi 3Ha4MMbIM 06 bEKTOM KPUTUYECKOW MH(OPMaLMOHHON
WUHMPaCTPYKTYPbI, YHUYTOXEHNS Takoi MHpopMaunum, ee MoanduULMPOBaHUSA, 6N0KMPOBaHNA, KOMUPOBaHUS, NPefoCTaBAEHNA ©
pacnpocTpaHeHNs, a TakXKe MHbIX HEMPaBOMEPHbIX AENCTBUIA B OTHOLLIEHWUN Takon MH(opMaLmK;

2) HeponylleHne BO3AENCTBNA Ha TeEXHNYECKUe cpelcTBa 06paboTkn nHdopMaLumm, B pesyabTaTe KOTOPOro MOXeT ObITb HapyLLUEHO 1 (1an)
npekpaLLeHo (YHKLNOHNPOBAHME 3HaYMMOro 06beKTa KPUTNYECKON MHGOPMALIMOHHOW MHEPACTPYKTYpbI;
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3) BocCTaHOBNEHNE DYHKLUNOHUPOBAHUS 3HAYMMOro 06bekTa KpUTUYECKOn MHPOPMaLMOHHON NHPPACTPYKTYpbl, 0becneynBaemMoro B ToM
4ucne 3a CYeT CO3AaHNA U XpaHeHNs pe3epBHbIX KOMuii He0BX0AMMOM ANs 3TOro NHopPMaLLMK;

4) HenpepbiBHOE B3avMOAENCTBME C FOCYAAPCTBEHHOW cucTeMon obHapyXeHus, npeaynpexneHnus u ANKBMAaLun nociaenCcTeuin
KOMMbIOTEPHBIX aTak Ha MH(OPMaLMOHHbIE pecypchl Poccuiickon denepauun.

CraTtba 11. TpeboBaHua no obecneyeHnio 6€30NaCHOCTN 3HAYUMbIX OO BEKTOB KPUTUUYECKOM
MH(pOPMaLMOHHON UHDPACTPYKTYPbI

1. TpebosaHus no obecneyeHnto 6€30MacCHOCTYN 3HAYNMBIX 0OBEKTOB KPUTUYECKON MHPOPMALIMOHHON UHPACTPYKTYPLI, YyCTaHaBAWBaeMble
(hepepasibHbIM OPraHOM WCMOJHWUTENbHOW BNACTW, YNOJHOMOYEHHbLIM B o6nacTn obecnevyeHnsi 6e30MacCHOCTU KPUTUYECKOW
NH(OPMaLMOHHOM NHPACTPYKTYpbl Poccuinckon ®egepauun, andhepeHumnpyoTcs B 3aBUCMMOCTM 0T KaTEropuMmn 3Ha4YMMOCTM 06BEKTOB
KPUTUHECKON MHPOPMALIMOHHON MHMPACTPYKTYPbI U 3TUMK TpeboBaHWAMY NpefyCcMaTpuBaloTCS:

1) nnaHupoBaHue, pa3paboTka, COBEPLUEHCTBOBAHMWE W OCYLLECTBAEHNE BHeAPeHUS MeponpuaTuin no obecnevyeHunto besonacHoOCTH
3Ha4YMMbIX 06BEKTOB KPUTMNYECKON MHEOPMALIMOHHOW NHEPACTPYKTYPbI;

2) NPUHATNE OPraHM3aLMOHHbBIX U TEXHUYECKUX Mep ans obecneyeHns 6e@30MacHOCTH 3HaYUMbIX 06BEKTOB KPUTUYECKOWA UH(OPMALIMOHHON
WUH(PaCTPYKTYpPbI;

3) yCcTaHOBNEHME NapaMeTpPoB U XapaKTePUCTMK NPOrpaMMHbIX M MPOrpaMMHo-annapaTHbIX CPeACTB, NPUMEHAEMbIX Ans obecneyeHns
6e30MacHOCTY 3Ha4YMMbIX 06 LEKTOB KPUTNHECKON MH(OPMALIMOHHON NHPACTPYKTYPbI.

2. FoCcynapCTBEHHbIE OpraHbl 1 POCCUACKME IOPUANYECKNE LA, BbIMONHSAOWNE GYyHKLUM No pa3paboTke, MPOBELEHWIO AW peanunsaumm
rocyAapCTBEHHOW NONNTUKK U (M) HOPMaTVBHO-MPaBOBOMY PEry1poBaHUI0 B YCTaHOBEHHOW chepe AesTeNbHOCTU, MO COrlacoBaHUIo C
(bepepasibHbIM OPraHOM WCMOJHWUTENbHOW BNACTW, YMNOJHOMOYEHHbLIM B o6nacTn obecnevyeHnsi 6e30MacCHOCTU KPUTUYECKOW
MH(OPMALMOHHON NHPPACTPYKTYpbl Poccuiickon ®efepauun, MoryT yCTaHaBanBaTb LOMOJHUTENbHbIE TpeboBaHNA No obecneyeHuio
6e30nacHOCTM 3Ha4YNMbIX 0OBEKTOB KPUTUHECKON UHHOPMALIMOHHON MHPPACTPYKTYpPbI, COAepXKaLime 0CO6eHHOCTU (YHKLWOHNPOBAHNA
Taknx 06bEKTOB B YCTAHOBJ/IEHHOW Chepe AeATeNbHOCTH.

CraTtbsa 12. OueHka 6e30nacHOCTU KpUTUYECKOU MH(OPMALMOHHOW MHPPACTPYKTYPbI

1. OueHka 6e30MacHOCTY KPUTUYECKOA NHAOPMALIMOHHON MHPPACTPYKTYPbl OCYLLECTBASIETCS (hefilepasibHbiM OPraHoM UCMOSIHUTENbHON
BIACTW, YNOJHOMOYEHHbIM B 06/1acTh obecneveHns QyHKLNOHNPOBAHNS TOCYAAPCTBEHHON CUCTEMbI 0BHAPYXEHNS, NPeLyNPeXAeHNs 1
JMKBUAALNM NOCNEACTBUIA KOMMBIOTEPHBLIX aTak Ha MHHOPMALMOHHbIE pecypchl Poccuiickoi ®eaepaumnn, B Leasx NporHo3MpoBaHUs
BO3HVMKHOBEHMWS BO3MOXHbIX Yrpo3 6e30MacHOCTW KPUTUYECKON MH(OPMALIMOHHOM NHPACTPYKTYphl 1 BbIPaboTKM Mep Mo MOBbILLEHWIO
YCTONYMNBOCTU €€ (PYHKLIMOHUPOBAHWS NPU MPOBEAEHUN B OTHOLLEHUN €€ KOMTbIOTEPHBIX aTak.

2. Mpu ocyLiecTBNEHNUM OLeHKM Be30nacHOCTN KPUTUYECKON MH(HOPMaLMOHHON MHGPACTPYKTYPbl MPOBOANTCS aHaun3:

1) paHHbIX, MOsy4YaeMblX MPU WCMOb30BaHWN CPEeACTB, MPeAHa3HavYeHHbIX AN obHapyXeHus, npefynpexneHus U NUKBUAaunu
nocnefCcTBMIN KOMMbIOTEPHbBIX aTak W pearmpoBaHWs Ha KOMMbIOTEPHbIE UHLUUAEHTbI, B TOM YUC/e MHMOPMaLUN O HaAn4um B ceTax
3NeKTPOCBA3M, UCMOSb3YyeMbIX AN OpraHu3auun B3auMOAENCTBUS 0OBHLEKTOB KPUTUYECKON MHMOPMALMOHHON UHMPaCTPYKTYpHI,
NMPU3HaKOB KOMMbIOTEPHbIX aTakK;

2) mHdopMaLummn, npencTaBnseMon cybbekTaMnm KPUTUYECKON WHGOPMaLMOHHOA MHDPACTPYKTYpbl U (denepasibHbIM OpraHom
WCMONIHUTESIbHOW BNACTU, YNOJHOMOYEHHbIM B 06iacTn obecnevyerHuns 6e30MacHOCTN KPUTUYECKON MHMOPMaLMOHHOW UHPPACTPYKTYPbI
Poccuinckon depepauunmn, B COOTBETCTBUM C MepeyHeM WHDOpMauunM n B nopsigke, onpenensieMbiMn denepanbHbiM OpraHoMm
UCMOJIHUTENBHON BNACTU, YNOAHOMOYEHHBIM B 06nacTy obecnevyeHuns yHKLUOHUPOBAHNA FOCYAapCTBEHHON CUCTEMbI 0BHapyXeHus,
npefynpexneHns v AMKengauum nocnencTenin KOMMbIOTEPHbLIX aTak Ha MHGOPMaLMOHHbIE pecypchl Poccuinckon depepauum, a Takxe
WHBIMU He SBNAIWMUMNCA CYyBbEeKTaMn KPUTUYECKON UH(POPMALMOHHON UHGPACTPYKTYPbl OpraHaMmu U opraHusauusaMu, B TOM Yucne
WNHOCTPaHHBIMU 1 MeXAYHapOAHbIMU;

3) cBefeHW, NpeAcTaBiseMblX B FOCYAapCTBEHHYIO cUCTeMy obHapyXeHus, npeaynpexneHna u AUKBUAauUM nNocneacTesuin
KOMMNbIOTEPHBIX aTaK Ha MH(OPMaLMOHHbIe pecypcbl Poccniickon ®epepaunmn No MToram NpoBeLeHNs rocyapCTBEHHOr0 KOHTPOA B
obnactn obecneveHns 6€30MacHOCTM 3HAYNMbIX 06 LEKTOB KPUTUYHECKOWA MH(OPMALMOHHON MHADPACTPYKTYPbI, O HapyLleHUn TpeboBaHui
no obecneyeHnto 6€30NaCHOCTN 3HAYUMbIX 06BLEKTOB KPUTUYECKOW MHDOPMALIMOHHON WHDPACTPYKTYpPLl, B pe3ybTaTe KOTOPOro
CO3[4at0TCS NPEeANOChINKN BO3HNKHOBEHUS KOMMbIOTEPHbLIX MHLMAEHTOB;

4) NHOM MHGOPMauun, nNoayvyaemon defepanbHbiM OPraHoM UCMOAHUTENLHOW BAACTK, YNOJHOMOYEHHbIM B 0bnacTu obecneyveHns
(PYHKLMOHNPOBAHWNA rOCYAapCTBEHHON CUCTEMbI OBHaAPYXXEeHNS, NPesynpexXaeHns v IMKBMAALUN NOCNeACTBUN KOMMbIOTEPHLIX aTak Ha
NH(OpPMaLMOHHbIe pecypchl Poccuiickon ®efepaum, B COOTBETCTBUM C 3aKOHOAATENbLCTBOM Poccuiickon ®epepaumu.

3. Ins peannsaumun NoONOXKEHWA, NPEAYCMOTPEHHBIX YaCTAMKU 1 1 2 HacToALWeEN CTaTbu, heepasbHbIii OpraH UCNOJIHUTENbHOW BNacTH,
YNOJIHOMOYEHHbIN B 06nacTn obecnevyeHns yHKLMOHMPOBAHUS FOCYAapPCTBEHHOW CUCTeMbl OBHapyXXeHWs, NpefynpexaeHns u
JUKBUZALMM NOCNEACTBUA KOMMNbIOTEPHBIX aTak Ha MHGOPMaLMOHHbIE pecypchl Poccuitckoin depepaLuum, opraHn3yeT YyCTaHOBKY B CETAX
3N1EKTPOCBA3U, UCNOb3yeMbIX 4SS OpPraHn3aLnmy B3auMoAeincTBMA 06bEKTOB KPUTNYECKON MH(OPMaLIMOHHOW MHGPACTPYKTYpPbI, CPEACTB,
npeAHa3Ha4YeHHbIX 4151 MOUCKa NPU3HAKOB KOMMbIOTEPHbIX aTak B TaKMX CETAX 3/1eKTPOCBA3N.

4. B uensix pa3paboTKu Mep Mo COBEPLUEHCTBOBaHMID 6€30MacHOCTWN KPUTNYECKON MHDOPMALMOHHON MHDPACTPYKTYpPbI hepepalibHbIi
opraH WCNOAHUTENIbHOW BNACTK, YNOJHOMOYEHHbIA B 06nacTn obecneyeHns yHKLNOHNPOBaHNSA roCy 4apCTBEHHON CUCTEMbI 0BHapYXXeHus,
npeaynpexaeHus u NTMKBMAALMM NocaeaCcTBMIA KOMMbIOTEPHbIX aTak Ha MHOPMaLMOHHbIE pecypchl Poccuiickon ®eaepaumm, HanpaenseT
B (hefepanbHbIi OpraH WCNOAHWTENbHOW BNAACTW, YNOJHOMOYEHHbI B obnactm obecneyeHns 6e30MacHOCTM KPUTUYECKON
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NHOPMALMOHHON MHGBPACTPYKTYpbl Poccninckon ®epepaunmn, pesynbTaTbl OCYLLECTBJIEHMA OLEHKW 6€30MacHOCTU KPUTUYECKON
NH(OPMALMOHHON MHDPACTPYKTYPbI.

Ctatba 13. FocypapcTBeHHbI KOHTPOJIb B 06s1acTn obecnevyeHms 6@30nacHOCTU 3HAYUMBIX
06BbEKTOB KpUTUYECKON MH(POPMALUOHHOW UH( PACTPYKTYPbI

1. FocypapCTBEHHbIN KOHTPOAb B obnactn obecneyeHns 6€30MacHOCTM 3HaYMMbIX 0OBEKTOB KPUTWYECKOA MHGPOPMALMOHHON
MHDPACTPYKTYpPbl MPOBOAUTCS B LENAX NPOBEPKN CObM0LeHNs CyObekTaMn KpUTNYECKOA NHEOPMALMOHHON UHPPACTPYKTYpPbl, KOTOPbIM
Ha npaBe COBCTBEHHOCTM, apeHAbl NN MHOM 3aKOHHOM OCHOBaHWM MpUHaANexXaT 3Ha4duMble 06beKTbl KPUTUHECKON MHDOPMaLLMOHHO
MHGPACTPYKTYpbl, TpeBOBaHUN, YCTaHOBNEHHbIX HacTosAWMM PefepanbHbiM 3aKOHOM W MPUHSATLIMU B COOTBETCTBAU C HUM HOPMATUBHbLIMU
NpPaBOBbLIMW aKTaMU. YKa3aHHbIA FOCyAapCTBEHHbLIA KOHTPOJb MPOBOAUTCHA NMyTEM OCYLWECTBAeHUS (enepasbHbIM OpraHoM
MCMOSIHUTENbHON BNAcTW, YNOAHOMOYEHHbIM B 06nacTu obecnevyeHus 6e30MacHOCTY KPUTUYECKON UHEDOPMALIMOHHOW MHPACTPYKTYpbI
Poccuiickoit ®efepaunu, NAaHOBLIX MU BHEMIAHOBLIX MPOBEPOK.

2. OcHOBaHMEM N5 OCYLLEeCTBIEHUA M1aHOBOW NPOBEPKMN ABAAETCA UCTEYEHNE TPeX JIeT CO AHA:

1) BHeceHus cBefeHnin 06 06beKTe KPUTUYECKON UHGBOPMALMOHHON NHGPACTPYKTYPbl B peeCcTp 3Ha4YMMbIX 0O6BEKTOB KPUTUYECKON
NH(OPMALMOHHON HMPACTPYKTYPbI;

2) OKOHYaHMA OCYLLEeCTBIEHNA NOCNefHel NAaHOBOW MPOBEPKN B OTHOLIEHUU 3HAYMMOro obbekTa KPUTUYECKON UH(OPMALIMOHHON
WUH(PaCTPYKTYpPbI.

3. OCHOBaHMeM A5 OCYLLEeCTBEHNS BHEMIAHOBOW NPOBEPKY ABNAETCS:

1) ncteyeHue Cpoka BbINOJHEHUS CYOBEKTOM KPUTUYECKOA MH(POPMALNOHHON NHPPACTPYKTYPbl BblAaHHOrO defepaibHbIM OpraHoM
WCMOJIHNTENbHOW BNACTU, YNOJHOMOYEHHbIM B 061acTn obecnevyeHuns 6€30MacHOCT KPUTMYECKON MHGOPMALMOHHOM UH(PaCTPYKTYpbI
Poccuinckon ®enepauun, npeanmcaHns o6 yCTpaHEHWUN BbISBAEHHOrO HapyLweHnsa TpeboBaHui no obecneyeHunto 6e30nacHOCTY 3HAYUMBbIX
00BEKTOB KPUTUHECKOWN MH(HOPMALIMOHHON MHGPACTPYKTYpbI;

2) BO3HWKHOBEHWE KOMMbIOTEPHOIO WHUWAEHTA, MOBJEKIIEro HeraTUBHbIE MOCAEACTBMA, Ha 3HA4YNMMOM OOBEKTE KPUTUHECKON
NH(OPMaLMOHHON MHMPaCTPYKTYpbI;

3) npukas (pacnopsixeHune) pykoBoauTens geaepasbHOro opraHa UCNOAHUTENbHON BAAcTU, YNOJHOMOYEHHOr0 B 0bnacTu obecneyveHmns
6e30MacHOCTU KPUTUYECKON MH(POPMALMOHHON MHADPACTPYKTYpPbl Poccuintckon ®eaepaummn, nsfaHHbIA B COOTBETCTBMMU C NMOPYYEHNEM
Mpe3npeHTa Poccuiickon depepaumm nnm MNpasutensctBa Poccuinckon ®epepauunm nmbo Ha ocHoBaHMK TpeboBaHUsA Npokypopa 06
OCYLeCTBNEHUN BHEMAHOBOW NPOBEPKMN B pamMKax MpoBeLeHWs HaA30pa 3a MCMOJHEHMEM 3aKOHOB MO MOCTYMWBLUMM B OpraHbl
NPoKypaTypbl MaTepranam 1 obpaLleHnsm.

4. Mo utoram NAaHOBON WAV BHEMNAHOBOW MPOBEPKU hefepasbHbIM OPraHOM UCMOJHWUTENbHOW BAACTW, YNOJHOMOYEHHbIM B 061aCTu
obecneyeHuns 6€30MacHOCTM KPUTMYECKOWA NHOPMALMOHHON UHDPaCTPYKTYypsl Poccuinickon ®epepauun, COCTaBASETCA akT NPOBEPKM MO
YTBEPXXAEHHOW YKa3aHHbIM OpraHoM ¢opme.

5. Ha ocHOBaHMM akTa NPOBEPKMU B C/lyYae BbIABAEHUS HapylweHus TpeboBaHM HacToswero ®efepanbHOro 3akoHa U MPUHATLIX B
COOTBETCTBMM C HUM HOPMATUBHbLIX NMPABOBbLIX aKTOB Mo obecrneyeHunto 6e30MacHOCTY 3HaYNMbIX 0O BEKTOB KPUTUHECKON MHOPMALIVOHHON
NHGPACTPYKTYpbl hefepanbHblii OpraH NCNOJIHUTENLHON BAACTW, YNONHOMOYEHHLIN B 061acTn obecneyeHns 6e30nacHOCTU KPUTUYECKON
nHGpopMaLMOHHON nHppPacTpyKTypbl Poccuinickon ®epepaunn, BblfaeT CyObekTy KPUTUYECKOR UH(POPMALMOHHOW MHPPACTPYKTYpbI
npeanucaHune o6 ycTpaHeHNM BbISBNIEHHOMO HapYLLUEHUS C YKa3aHMeM CPOKOB ero yCTpaHeHus.

Ctatba 14. OTBeTCTBEHHOCTb 3a HapyweHue TpeboBaHMK HacTosAwero depepanbHOro
3aKOHa U NPUHATbIX B COOTBETCTBUM C HUM UHbIX HOPMATUBHbIX NPABOBbIX AKTOB

HapyweHune TpeGOBaHVIVI HacTosiwero defepasibHOr0 3aKOHa M NPUHATLIX B COOTBETCTBUM C HUM UHbIX HOPMATUBHbIX MPaBOBbIX aKTOB
BneyeT 3a cobon OTBETCTBEHHOCTb B COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccuickon depepauun.

Crtatba 15. BctynneHue B cuny HacTosiwero depepasbHOro 3akoHa

HacToawwmin ®enepanbHblil 3aKOH BCTynaeT B cuiy ¢ 1 aHeaps 2018 roaa.

Mpe3ngeHT

Poccuinckon ®epepavun
B.MyTuH

MockBa, Kpemsib

26 wions 2017 ropa

Ne 187-93

6€30MacHOCTb KPUTUYECKOI UH(OPMaLIMOHHON MHMPACTPYKTYpPbI, FOCYAapCTBEHHas TalHa

http://sps-ib.ru/ Printed on 2024/04/19 06:32


http://sps-ib.ru/tag:bezopasnost_kriticheskoj_informacionnoj_infrastruktury?do=showtag&tag=безопасность_критической_информационной_инфраструктуры
http://sps-ib.ru/tag:gosudarstvennaja_tajna?do=showtag&tag=государственная_тайна

2024/04/19 06:32 9/9 http://sps-ib.ru/npa:fz187 26.07.2017

From:
http://sps-ib.ru/ - CnpaBo4Ho-npaBoBas cucTeMa no UHPOpPMaLMOHHOK Ge3onacHOCTH

Permanent link: |E|
http://sps-ib.ru/npa:fz187_26.07.2017

Last update: 2018/02/27 16:27

CnpaB0o4HO-NpaBoBas CUCTeMa Mo MHOopPMaLMOHHON Be3onacHocTy - http://sps-ib.ru/


http://sps-ib.ru/
http://sps-ib.ru/npa:fz187_26.07.2017

	Федеральный закон от 26.07.2017 № 187-ФЗ "О безопасности критической информационной инфраструктуры Российской Федерации"
	Статья 1. Сфера действия настоящего Федерального закона
	Статья 2. Основные понятия, используемые в настоящем Федеральном законе
	Статья 3. Правовое регулирование отношений в области обеспечения безопасности критической информационной инфраструктуры
	Статья 4. Принципы обеспечения безопасности критической информационной инфраструктуры
	Статья 5. Государственная система обнаружения, предупреждения и ликвидации последствий компьютерных атак на информационные ресурсы Российской Федерации
	Статья 6. Полномочия Президента Российской Федерации и органов государственной власти Российской Федерации в области обеспечения безопасности критической информационной инфраструктуры
	Статья 7. Категорирование объектов критической информационной инфраструктуры
	Статья 8. Реестр значимых объектов критической информационной инфраструктуры
	Статья 9. Права и обязанности субъектов критической информационной инфраструктуры
	Статья 10. Система безопасности значимого объекта критической информационной инфраструктуры
	Статья 11. Требования по обеспечению безопасности значимых объектов критической информационной инфраструктуры
	Статья 12. Оценка безопасности критической информационной инфраструктуры
	Статья 13. Государственный контроль в области обеспечения безопасности значимых объектов критической информационной инфраструктуры
	Статья 14. Ответственность за нарушение требований настоящего Федерального закона и принятых в соответствии с ним иных нормативных правовых актов
	Статья 15. Вступление в силу настоящего Федерального закона

