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| want to be GDPR compliant.
What do | need to do?
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It's easy. Just buy a
badge and pin it on.

www.teachprivacy.com

IHlustrated by Ryan Beckwith

PaccmoTpeHne mexaHM3mosB U Cneu,Md)MKM nApumeHeHuA | ANneKkceu MyHTAH
leHepanbHoro pernamenTa EC o 3awmte AaHHbIX (GDPR) | pedaryus om 10.04.2020

Disclaimer: pgaHHas pabota fABNsSETCA CUCTEMATU3MPOBAHHLIM cobpaHMemM (KoMnunauumer) Kak MaTepuanos,
CO34aHHbIX CAMMM aBTOPOM, TaK NOATOTOBAEHHbIX U (MAKN) ONYBANKOBAHHbIX B OTKPbITbIX UCTOYHUKAX MHBIMU ULLAMW.




2 Bmecrto npegucnosus...

JTOT CMEenNbin 3CKU3 Has3biBaeTca «3adu, HauuTaBlwunnca bapeora
GDPR, B 6ypHYt0 HOUYb Ha yTEéce BrnAAbIBaeTCcs B OywyoLlyo 6e3aHy».

Men, cmeHkKa, 1X1.
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0630p KOHTEeKCTa NPUHATUA U mexaHu3moB GDPR
TepputopuanbHasa chepa aencresma GDPR v TpaHcrpaHuU4yHaa nepeaadya AaHHbIX
PekomeHaauUun, PYKOBOACTBA U NPaKTUYEeCKMe nocobus

BcnomoratenbHasa MHGOPMaLMA OT KOMMEPYECKUX U HEKOMMEPYECKUX OPraHmn3aLmi

Data Protection Officer

Legitimate Interests

Data Protection Impact Assessment
YnpasneHue Data Breach

ABTOomaTtusauma Privacy n Data Protection

B3aMmoaencreme ¢ Nonb30oBaTeNAMMU CAUTOB U NPUIOKEHUN

Bonblune AaHHbIE, UCKYCCTBEHHbIN MHTENNEKT U MallMHHOE 0by4yeHune
Data Protection (Privacy) by Design and by Default

Records of Processing Activities

3aWmTa NnepCcoHaNbHbIX AAaHHbIX

MNceBAOHUMM3ALNA N aHOHUMU3ALUS

MexayHapoaHble CTaHAapThl
[MpaBonpumeHuUTenbHaa NPaKTUKa
LTtpadbl - 6a3bl gen n aHaanuTUKa

LLTpadbl - UHTEPECHbIE KEWCHI

NHble CAaHKUMKU N MepPbl NPUHYKAEHUA

CyaebHas npakTMKa — 6a3bl PeLeHUN U UHTEPECHbIE CUTYaLLIUK
BanaHmne GDPR Ha 6usHec

Nt1orn npumeHeHua GDPR B 2018-2019 n ganbHenwe NnepcnexkIuBbI
3aKOHOAATEe/IbHblE MHULUMATUBbLI O NepPCOHaNbHbIX AaHHbIX B EC n CLLIA

MopaepHusauma KouseHummn 108 n ee samaHue Ha peryamposaHue B PO
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9B0ONIOLUA eBPONEecKOoro 3aKoOHOAaTebCTBa O 3aliuTe AaHHbIX
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Mass survelliance disclosures
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Yto Takoe GDPR?

Regulation (EU) 2016/679 of the European Parliament and of

REGULATIONS

the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) — 310 HOBbIN
pernameHT EC o0 3awmTe NEepCcoHaNnbHbIX  AAHHbIX,
dopmupyrowmii  obasatenbHble K cobaogeHuto  eauHble
NPUHLUMNbI M NOAXOAbl KaK ANs rocyaapcts-yneHosB EC, Tak u
ANA HEKOTOPbIX MHbIX rocyaapcts (Mcnanaua, JINXTEHLWTENH,
Hopseruna). 19.04.2018 npoBeaeHa rapMoHU3aLMA NPoYTEHUSA
HeKoTopbIx NonoxkeHn GDPR Ha pa3Hbix A3bikax EC.

HeKoTopble (baKTbIZ

e gcTynun B cuny 25.05.2018

* 3ameHnaeT coboit Aupektnsy 95/46/EC ot 24.10.1995

® raPMOHU3UPYET NPaBOTBOPYECTBO U NPABONPUMEHEHME

® I0Ka/IbHbIN HAA30P OCYLLECTBAAETCA HAaUMOHA/IbHbIMM OPraHamu
CTpaH-y4acTHMU, EBpoCoto3a No 3awwmTe AaHHbIX

(Data Protection Authorities)

e 00OWMIM Hapa3op ocyulectBaseTcs EBponeiickum coBeTom Mo
3awmTe paHHbIXx (European Data Protection Board)

® HenocpeacTBEHHO MPUMEHSETCS HALMOHaNbHbIMU

cyaamu rocyaapcte-yneHos EC u  Cyaom cnpaBeaiMBOCTM
EBpocoto3a (European Court of Justice)



http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://data.consilium.europa.eu/doc/document/ST-8088-2018-INIT/en/pdf

8 GDPR kak yactb Digital Single Market Strategy

Esponeinckaa Komucena 06.05.2015 aHoHcMpoBana macwtabryto nporpammy Digital Single Market, npu3saHHyo
yAy4ywunTb paboTy eanHOro eBpOMemCcKOro pblHKa, U 0COBEeHHO ero uMPpPOoBOro cermeHTa. 3agavyu MOCTaB/EHDI
rPaHAMO3Hble — pPaCLUBET 3KOHOMMKM AaHHbIX WM  OHMAMHOBbLIX OM3HEC-MPOEKTOB, AOCTYMHOCTb
NoNb30BaTeNAM, 3aLWMLLEHHOCTb MHTEPECOB aBTOPOB.

g
/
f

exemplary end users

Country A

e-Documents

»

v

exemplary service providers

wsran @ ©

- @

National _

Heolth Insurance
Organizations

Country B

@ e-Health
use case

@ e-Justice =
use case -~

https://www.esens.eu/

v

0 e-Business Life
CyC|e LSe case

KOHTEHTAQ


http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52015DC0192
https://www.esens.eu/
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GDPR KaK yactb pedpopmbl eBPONENCKOro npasa

Ob6paTuTe BHUMaHUE Ha c/eayowme akTbl, KOTopble NPAMO UM KOCBEeHHO cBAa3aHbl ¢ GDPR:

Regulation (EU) 910/2014 of 23 July 2014 (electronic IDentification, Authentication and trust Services Directive —
elDAS) on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC

Directive (EU) 2016/680 of 27 April 2016 (Law Enforcement Directive — LED) on the protection of natural persons
with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data

Directive (EU) 2016/943 of 8 June 2016 (Trade Secrets Directive — TSD) on the protection of undisclosed know-how
and business information (trade secrets) against their unlawful acquisition, use and disclosure

Directive (EU) 2016/1148 of 6 July 2016 (Networking and Information Security Directive — NISD) concerning
measures for a high common level of security of network and information systems across the Union

Regulation (EU) 2018/1725 of 23 October 2018 (Data Protection Regulation for the EU Institutions — DPEUI) on the
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC

Regulation (EU) 2019/881 of 17 April 2019 (Cybersecurity Act) on ENISA and on information and communications
technology cybersecurity certification and repealing Regulation (EU) No 526/2013

[MonesHble CCbIIKU:

obuiee onncaHue pebopmMbl NpPaBma NO 3aMTE AaHHbIX B EC;

HALMOHANAbHbIE OPraHbl CTPaH-y4acTHUL EC No 3awimnTe AaHHbIX;

nkoHorpadumka no GDPR ot EBponenckon Komuccuu;

noapobHoe pykosoacTBo no GDPR ot Information Commissioner's Office (UK);

yA06HbIN HaBMratop no TekcTy GDPR, NOKa3bIBalOLWMMN CBA3b MEXAY CTaTbAMM M NYHKTAMU Npeambynbl;

nepeyeHb CTpaH, obecneymBatoLMX aAeKBaTHbIN YPOBEHb 3aWMTbl AaHHbIX (ApreHTuHa, KaHaga, M3paunb, HoBas
3enaHgua, Weenuapus, Ypyreai, CLUA n AnoHusa + npoaonrkatotca neperosopsbl ¢ KOXkHOM Kopeeit);

pa3bAcHeHMA Wweeackoro DPA o TpaHCrpaHUYHOM Nepeaave NnepcoHanbHbIX AaHHbIX 3a npeaensl EC/EACT.



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0680
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L1148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.151.01.0015.01.ENG
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
http://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
http://ec.europa.eu/justice/smedataprotect/index_en.htm
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
http://www.privacy-regulation.eu/en/index.htm
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
http://europa.eu/rapid/press-release_IP-19-421_en.htm
https://www.datainspektionen.se/other-lang/in-english/the-general-data-protection-regulation-gdpr/transfer-of-data-to-a-third-country/
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Ha uTto ewe ctont 06paTuTb BHUMaHUe B KOHTeKcTte GDPR

C 20.07.2018 GDPR perynupyetr 06paboTKky M 3alMTy NEepCOHasbHbIX AaHHbIX He ToAbKO B EC, HO U B MHbIX
CTpaHax, KOTOpble OCYLLEeCTBMIN MMNaemeHTaumio Hopm GDPR — Takme npaBoBble akTbl NPUHATbI B HopBeruu,
JinxteHwTernHe, UcnaHamm B pamKax EBponerckon accoumaumm cBob6oAHOM TOProsaAu (3a WMCKAKOYEHMEM
LLsenuapun).

Npen o6 ycuneHnn 6esonacHoctn B undposon chepe EBpokommccna obobuwmna B CoobueHun ot 28.04.2015
«EBponeiickaa noBecTka AHA B chepe 6esonacHocTn» (The European Agenda on Security).

10.01.2017 EBpokomuccua onybnmkoBana CoobuieHne «ObmeH M OxpaHa NEepPCOHANIbHbIX MOaHHbIX B
rnobannsosaHHom mupe» (Communication Exchanging and Protecting Personal Data in a Globalised World),
KOTOpPOE NOCBALLEHO TPAHCIPAHMYHOM Nepeaaye AaHHbIX U MeXAYHAPOAHbIM MHCTPYMEHTAM OXPaHbI.

19.02.2020 EBponeickaa komuccua onybaukosana coobuieHme A European strategy for data. B aoKkymeHTe
npeacraBneH MNoAxoA, KakK C MCNOb30BaHMEM 3aKOHOAATE/NIbHbIX M OOLWECTBEHHbIX MHULMATUB, TEXHUYECKUX
ctaHaapToB EC cTaHeT gata-nngepom u co3gact bonee nmbepanbHy0 SKOHOMUKY AaHHbDIX.

MaTepuanbl MexayHapoaHOW KOHPEepeHUMU YNOSIHOMOYEHHbIX NO 3alnuTe AAHHbIX U KOHOMAEHUMANBbHOCTU
(International Conference of Data Protection and Privacy Commissioners), KoTopasi NpOBOAUTCS Ha €XKEeroaHowm
ocHoBe ¢ 1979 roga nopg armaoi EBponeiickoro nHcnektopa no 3awuTte pAaHHbiXx (European Data Protection
Supervisor).

TepmuHbl U onpegenenuna B obnactu data protection: cnosapb EDPB 1 cnosapb IAPP

Standard contractual clauses for data transfers between EU and non-EU countries

Directive 2002/58/EC of 12 July 2002 concerning the processing of personal data and the protection of privacy in
the electronic communications sector (Directive on privacy and electronic communications)

The Data Protection Act 2018 (United Kingdom)
The Federal Data Protection Act (Germany)
The Data Protection Law n°2018-493 (France)

The Organic Law on Data Protection and Digital Rights Guarantee (Spain) (BKAto4aa NpaBo OTKAOYUTL pabounii
TenedoH U He npoBepsaTb pabouyto NoyTy B Hepaboyee Bpems, cBoboaa OT BMAEOHAbAOAEHMA Ha paboyem
mecTe)

The Data Protection Act (Ireland)



http://www.efta.int/EEA/news/General-Data-Protection-Regulation-GDPR-entered-force-EEA-509576
https://www.linklaters.com/en/insights/data-protected/data-protected---norway
https://www.linklaters.com/en/insights/data-protected/data-protected---liechtenstein
https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=ru&ie=UTF8&prev=_t&rurl=translate.google.com&sl=auto&sp=nmt4&tl=en&u=https://www.personuvernd.is/ny-personuverndarloggjof-2018/&xid=25657,15700022,15700124,15700149,15700168,15700186,15700190,15700201,15700205&usg=ALkJrhgsBxBv2toAh2P-KWV1TDvymSDhKg
http://www.efta.int/eea-lex/32016R0679
http://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52015DC0185
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2017:7:FIN
https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf
https://icdppc.org/document-archive/
https://edps.europa.eu/
https://edps.europa.eu/data-protection/data-protection/glossary_en
https://iapp.org/resources/glossary/
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2002.201.01.0037.01.ENG
https://www.out-law.com/en/articles/2018/may/new-data-protection-act-finalised-uk/
https://www.out-law.com/en/articles/2017/july/germany-continues-to-be-on-track-to-become-first-gdpr-ready-country-with-new-data-protection-laws/
https://www.out-law.com/en/articles/2018/june/gdpr-france-data-protection-laws-/
https://www.out-law.com/en/articles/2018/november/spain-new-data-protection-digital-rights-law/
https://www.out-law.com/en/articles/2018/may/irish-data-protection-act-alongside-gdpr/
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12 WCTOYHMKM NepCcoOHaNbHbIX AAHHbIX
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[penocTaBneHHble PacnpocTpaHeHHble Habnopgaembie
AdHHbIE AAHHble AAHHble
nony4eHbl OT Cy6bEKTOB Mamn ux B3ATbl U3 06LL,eA0CTYNHbIX MU 3apMKcnpoBaHbl NyTem
npeAacrasutenen, Harpumep, OTKPbITbIX UCTOYHUKOB, Hanpumenp, OTCNEXKMUBAHUA AEUCTBUIA,
3anonHeHue sBeb-dpopm Ha caite, nccnegoBaHMeE YYeTHbIX 3anncen B Hanpumep, OHNANH-TPEKWHT,
npeacTaBneHNE NHTEPECOB B CyAeE COLMANbHbIX CEeTAX reonokauus, BuaeoHabnogeHme
270 \ dllisil
[NpnHATbIE Ha3HayeHHbIe [Npon3BoaHbIE [NMpeanonaraemsbie
AaHHbIE AaHHble AaHHble AaHHbIE
nosy4yeHbl He OT BPE€MEHHO U1K NOCTOAHHO Cco3AaHbl NyTemM NPOCTOro CO34aHbl NyTem aHanAm3a
cyb6beKToB, a OT Apyrux nNpucBoeHbl CybbeKTam, aHanusa Apyrux gaHHbIX, Koppenauuu mexay
my, Hanpumep, Hanpumep, Homep Hanpumep, pacyet Habopamu gaHHbIX,
pPeEKoMeHAaunA oT COLMANbHOrO CTPaxoBaHuA, NPUBBLINBLHOCTU KINEHTA MO Hafnpumep, pacyer
6biBLIErO pa6OTO,ﬂ,aTel'Iﬂ HanmeHoBaHue Ko/n4yecTBy I'IOCELLI,EHVIVI 7] KpeauTtHoro peVITMHra nnn
CouCKaTena AOIKHOCTH Kyn/1IeHHbIX TOBapoOB NporHosnposaxune

COCTOAHMNA 300P0OBbA
[MpogunuposaHue

Cm. Abrams, Martin. The origins of personal data and its implications for governance. OECD, March 2014.



13 NpuHuunbl GDPR, n3noXxXeHHble NPOCTbIMU CI0OBAMMU

Have the guts to tell to your customers what the hell are you
doing with their data and why ... Hopefully you a have a legut
purpose. If you don't... don’t bother about the rest’ y

nd legal bulishit, lik

example, but not limited to... biah, blah, blah” Strensphrency

Be as specific as possible. Don’t use as a reason for processing
personal data on your site,, To improve use experience...".
Nobody would believe this anyway:

If you just wanttoadd a n
them ¢ one Job,

yu have to earn their trust and/or consent for
#scopelimitation

one
other purg

Also, let them know when you share data with others and why.
Sharing data could be also using online tools and services;

Jhoarder. When this are of

Don't bite more than you can (you're allowed to) chew. If you're
not really needing the data, don’t ask. Some things are none of

d them to deliver your service.
Vdataminimization

your business, if you d
Take care of their data as of your own... or even better. But not
all data are equal. Some are more sensitive than others. We all
have “secrets”. Keep their “secrets” even safer, if they shared
them with you -

ean, updated and avsa abh; D"n'l bec

nstoragefimitation

Tell them what personal data stored so far. They deserve to
know. If they don’t like you... or your services, let them go. Don’t
insist man! Let them go if they want... and never bother them
again. Also, tell them if you share with others and why?

If something happened to their data, despite y()LH best
' RESGEGLGE

Hintegrity

https://dpo-net.ro/gdpr-principles-translated-into-simple-language/
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PykosopacTtso EDPS no onpeaeneHuto poneii controller,
processor un and joint controlles

This flowchartis for situations where
the sllocation ofthe processor and
controller roles has not bezn
establiched in=3 legal act.

Do you detesmine certain purposes Yes
2nd essentalmeans of the processing
operation, besedon a specdic legal
competence”

EUROPEAN DATA PROTECTION SUPERVISOR

No

Do you detenmine certain purposes
end essentialmeans of the processing
operation, besedon an mplicit
competence”

EDPS Guidelines on o
the concepts of e ] e
controller, processor S e m;
and joint controllership - oy
under Regulation (EU)
2018/1725

You jomntly You jountly Youand B Only you determine
determmne the determine some separately the purposesand
pusposes and essentisl means and determine puposes escential means of
essentialmeans for purposes with B, and essential means the processing
the processing while others are for the processing operation.
operation with B determined operation.

> E separately.

7 November 2019 / You and B are jount

= U e £ You ate a
4 are "t s controlles
- - " 3 = i e Tl controller, B is your

e / controllers controller with B for 1ts own means and

RO e - — L 2 processor
the jomntly purposes, but
7 [V determmed pans of processorfor yours
( " 4 (f;:ll‘.{;
/) peraty

https://edps.europa.eu/sites/edp/files/publication/19-11-
07 edps guidelines on controller processor and jc reg 2018 1725 en.pdf



https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf
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SENGITIVEDRTR
ﬁ Data

| / &iubjeds =l
‘ n Data Controllers é
- Data ﬁfr

Religious or

Philosophical Trade Union
Reliefs % Nerbershp
2 Political
Opinions
Health
Racial or ‘
Ethic Origin \Geneﬂc Biometric

|dentified  Identifiable

Processors

Data Data

EU Establishments

Non-EU Established Organizations

Offer goods or services or engaging in

monitoring within the EU e Dat built n starting at
Security Data Protection [‘-_-&; 3 . ala he beginning of he

; Protecfionby  cesignprocess
. Officer (DPO) Record of Data

Design
Designate DPO if core Processing Activities Data Impact
Collecton and processing of personal data must activity involves regular Maintain:a documented
be {or "spedfied exglict and Legitinate purposes” nonitoring or processing b ) J: o;a\l. 5 n.vn\'.:v Assessment
—wih Consent of data subject or necessary (or large quanfities of Eavhea Ridipanilics For high risk
RSHRR invatving processing of EU ?
* performance of a confract s s !NSE NT persona data. persond data situahions
* compliance with alegal § ; p

obligafion %

* fo profect a person’s ‘1:»'“1:/
viid interests ""Q."L'

« task in fhe public %
nterest

* legitimate nterests

DQIB.BRLELH.NQILELCBIIQN.

2 Lg) the HE -
\\ unauthorized dedosure of, or access
\/ t0, personal data transmiited, stored or

othendise processed”

Consent rust be freely
given, speciic,

R GH [s QE DH “i SHE .]EC [E informed, and

uNarbIguUoUs. If likely to result in a high privacy risk = nofify data subjecis
Automated “Right nof o be subject to a :Ch' .;up@'v :orrv j:hoflh( esno later
Decision Making decsion based salely on han 72 hour's after discovery.

ncdluding profiing.

Adequate Level of

Fines Data Protection

Right to Up fo 2o million euros or s# of iolal annual worldeade
Access and £ 9 furmover. Less serious violafions: Up to 10 million
e e rasure UrC 3 otal a3 L 3o e
Recfification euros or 27 of total annual worldwide turmaover,

¢ Purpose & Effective Judicial Renedies: Sinding \ %;'
eclicdionand B tofitiobals Smemian Corporate ' ==
Minimization Portability Rules ; Model
: : (8CRs) Privacy  (ontractual
- Shield
|TeacuPrivacy| Wwuw.teachprivacy.com &
. = Norkforce awareness training by Prof. Daniel J. Solove Please ask permission to reuse or distribute

https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/GDPR-Whiteboard-TeachPrivacy-Privacy-Awareness-Training-4.pdf



https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/GDPR-Whiteboard-TeachPrivacy-Privacy-Awareness-Training-4.pdf
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What organizations have to do

&

Institute safeguards

iy ~ Keep records of all a
J :7 processing of

g personal
,_j information for cross-border data
transfers
Maintain appropriate
data security
w

Privacy

72‘7/ Risk\ %‘/ .

Conduct Data Protection
Impact Assessments on
new processing activities

Take responsibility for
the security and
processing activities of
third-party vendors

Implement
Data Protection-by-Design
(Privacy “baked-in”)

Request a copy

A
Withdrafw J\’///&T\\/ of all of their
(;:'222;"0; d:c:?r:‘c;iqnl;ei:t Request the ability to move their
data to a different organization
\ / P wrong
Request that oo
their information
\——g_,) is deleted when f Object to automated
there’s no decision-making
[ purpose to A l processes, including
/\J = retain it E profiling

&

Collect personal data lawfully
and fairly, and where
relevant, get appropriate
consent and provide
notification of personal data
processing activities

&)

\/.,

sl &

Consult with
regulators before
certain processing

activities

%

Provide appropriate data
protection training to
personnel having
permanent or regular
access to personal data

Get a parent’s
consent to collect
data for children
under 16

( b '
vy,

: = \
Appoint a Data , Be able to P g
Protection Officer demonstrate . -

(if you regularly compliance on
process lots of data, demand

or particularly

sensitive data)

Notify data protection
agencies and affected
individuals of data breaches
in certain circumstances

Ask for records of
processing activities
and proof of steps
taken to comply
with the GDPR

’ "‘.
—

(7

l‘ =

FT«%
Impose temporary
@ data processing bans,

' require data breach

notification, or order
ORDER

Suspend cross-border
data flows

How

Enforce penalties of up to €20 million
or 4% of annual revenues for non-
erasure of personal .
compliance

data

https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/



https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/

Mopaenb aHanusa GDPR npyumeHUTEeNbHO K AeATe/IbHOCTU

17 opraHm3sauumu
@ Data life cycle phase model
A
| \
B Business activities
(Automated)
Organizational
model Business applications
(simple) .

IT infrastructure

Processes/proceduresl Organization/people '

||
@ Governance model

https://www.linkedin.com/pulse/gdpr-useful-analysis-models-tim-clements/

Data flow
roles


https://www.linkedin.com/pulse/gdpr-useful-analysis-models-tim-clements/
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MpeacTtasneHmne cuctemol ynpasaeHua obpaborTkoin u

3alUTON NEepPCoOHaNbHbIX AaHHbIX B OpraHU3aLuu

External factors
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P B AATSA [ =i
, oeal = s e
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( / AT \_-‘_E\ l i Aligned implementation ¢
- g B goals & objectives roodmop > @ ? -
pETs | e prposes ! S. Ry
Business applications Business strategy Data protection _ :'D
Processing activities : trigge Data protection
[ .- s Values & behavio e :
| (Data protection by defauk) atals bk N Todie . _
Ongoing assessment Data usage l :z:;‘:e: v (Gita P
e / a Protection
- Riskmanagement _ |  Procedures ity - - - by Design)
or changed W\ —
processing octivity | B N :‘M =9 |
L pPIA inventory L ored BRI SROUN R e Inspiration &
(ROPA) Motivated & privacy-focused Data sharing procedures good practice
management & teams :
Internal DP system T Risk management procedures
© Tim Clements // tc@@privacypm com ! 3 /
External factors ’ o Y y 34
. 7% \0/ E P >
"1: / ) A )f * 2%\' ( R E; -.!_/ - External
Contractors Contracts & agreements EMHTLL  Cross border transfers
https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/ otz b i

standards/frameworks
@.g. 150 standards


https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/

MexaHunsmbl GDPR, Ha KoTopblie cTouT 06paTutb ocoboe
BHUMaHUue

A\

Legitimate Interests Assessment (Art.6) — OueHKa cbanaHCMPOBAHHOCTU 3aKOHHbIX UHTEPECOB CYOBEKTA U
KOHTpONepa

Privacy Notices (Art.12-14) - MNpepocTtaBnseman MHGopmaums npu cbope NepCcoHabHbIX AAaHHbIX
Right To Be Forgotten (Art.17) - NpaBo Ha yaaneHue AaHHbIX («NpaBo Ha 3abBeHMEY)

Right To Data Portability (Art.20) - MpaBo Ha NePEHOCMMOCTb AaHHbIX

YV V VY V

Automated individual decision-making, including profiling (Art.22) - ABTOMaTU3nMpoOBaHHOE NHANBUAYANbHOE
NPUHATUE pPeLIEeHN, BKIOYAA COCTaBaeHUE Npoduaa

A\

Data Protection By Default (Art.25) - 3awuTa AaHHbIX N0 YMONYAHUIO

A\

Data Protection By Design (Art.25, 32) - 3awuTa AaHHbIX Ha OCHOBE NPOAYMaHHbIX AEeACTBUN

A\

Representatives of Non-EU Controllers or Processors (Art.27) - NpeactaButenn KOHTPoiepos nam o6paboTunkos, He
yyperkaeHHbix B EBpocotose

Personal Data Breach Notification (Art.33) - YBegomneHne Haa30pHOro opraHa 06 yTeyke nepCcoHaNbHbIX AaHHbIX
Personal Data Breach Communication (Art.34) - CoobuieHune cybbekTy AaHHbIX 06 yTeyKe NepcoHabHbIX AaHHbIX
Data Protection Impact Assessment' (Art.35) - OueHKa BO34eMCTBMA Ha 3aLMTy AaHHbIX

Prior Consultation (Art.36) - MpeaBaputTenbHas KOHCyAbTaUmA

Data Protection Officer (Art.37-39) - HasHayeHMe Ha AONKHOCTb MHCMEKTOPA NO 3aLLUTe NePCOHAbHbIX AAaHHbIX

Data Protection Certification (Art.42) - Ceptudpukaums

vV V V V V V V

One-Stop-Shop Supervisory Mechanism (Rec.127-128) - CoTpyAHMYECTBO MeXAY PYKOBOAALLMM HaA30PHbIM
OPraHOM M 3aUHTEPECOBAHHbIMUW HAZA30PHbIMM OPraHaMM («MeXaHU3M eANHOTO OKHAY)

T Cm. 3akntoueHme EDPB - https://edpb.europa.eu/our-work-tools/consistency-findings/opinions en



https://edpb.europa.eu/our-work-tools/consistency-findings/opinions_en

20 ®doKyc Ha npaBa cybbeKToB

vV V. V VvV vV V ¥V VYV V V V VYV V V V V VYV V

MpaBo Ha 3awmTy AaHHbIX (Rec.1, Art.1)

MpaBo pacrnops»KaTbca cBOMMM AaHHbIMUK (Rec.7)

MpaBo B Ntoboe Bpema 0To3BaTb cornacue Ha 06paboTKy AaHHbIX (Art.7)

MpaBo Ha MHGOPMALMIO U TPAHCNAPEHTHOCTb B OTHOLLIEHUM 06paboTKM AaHHbIX (Art.12-14, 19, 23)
MpaBo Ha AocTyn K gaHHbIM (Art.15)

MpaBo Ha BHeCeHMe NCNpPaBAEHU B NepCoHaNbHble AaHHble (Art.16)

MpaBo Ha yaaneHme NnepcoHanbHbIX AaHHbIX (Art.17)

MpaBo Ha orpaHuyeHne 0b6paboTkM AaHHbIX (Art.18)

MpaBo Ha nepeHocMMOcCTb AaHHbIX (Art.20)

MpaBo Ha BO3pa*KeHne NPoTMB 06paboTKM AaHHbIX (Art.21)

MpaBo He NOAYMHATLCA PeLEHNIO, OCHOBAaHHOMY Ha aBTOMATM3MpPOBaHHOM 06paboTke AaHHbIX (Art.22)
MpaBo 6bITb yBEAOMNEHHbIM 00 yTeuKe AaHHbIx (Art.34)

MpaBo Ha obpalleHune K Data Protection Officer (Art.38)

MpaBo Ha obpalleHue (Nnogayy *kanobbl) K Hag3opHOMY opraHy (Art. 77)

MpaBo Ha appeKTUBHbIE CpeacTBa cyaebHOM 3aWmnTbl NPOTMB HAA30PHOTO opraHa (Art.78)

MpaBo Ha apPeKkTnBHbIE CpeacTBa cynebHOM 3awmnTbl B OTHOLWEHUM KOHTpOiepa unm obpabotunk (Art.79)
MpaBo Ha npeacTaBUTENbCTBO (Nepeaady nosHomoumin) (Art.79)

MpaBo Ha KOMMEHCcaLUMIO MaTePMaANbHOTO UM HeMaTepuanbHoro yuwepba (Art.82)
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TepputopuanbHasa cpepa pencrsma GDPR
U TPAHCrpaHUYHaA nepeagada AaHHbIX

K ornaBneHuro




22 Cdepa peiictBua GDPR: Bepcua PockomHagsopa (1)

Tpe6oBaHusA PernameHTa EBponeiickoro coto3a rno 3awjure
nepcoHabHbIX JaHHbIX He 6YAyT PacnNpPOCTPaHATLCA Ha POCCUIACKIX

ornepaTtopos, paboTarLwmx B Poccun - A. XXapos
9 Hos6ps 2017 roga  https://rkn.gov.ru/news/rsoc/news51780.htm

TpebogaHwnsa BC
EBpONeinckoro ¢
ByayT pacnpoc
OCYLEeCTEARIOL
HWX pPacnpocT|
chepe. 06 310

A3HHbIX»,

Mo ero cnoeam,
YyYaCTHULEA M

«PErlaMeHT, MO HALIEMY MHEHWID, AONXKEH YUUTLIBATLCH TONLKO |
eBpONeNCKNX rpaxaaH POCCUIACKUMN ONepaTopamMu Ha TepPUTOP
OTMETMB, UTO TaKas No3MLUWA COOTBETCTBYET 0OLENPUHATLIM Me
NepCoHanbHLIX AaHHbLIX. «CYUMTa, UTO K BONPOCY O NPUMEHUMOC
ByAeT BEPHYTLCA TONLKO MOCNE ero BCTYNNEHWUA B 3aKOHHYH CUny
NpPaBonNpUMEHEHURA. U Koraa 3TC ByaeT 3adUKCPOBAHO B MEXAY?
noayepkHyn A. Xapos.

KoHbepeHUUA «33LMTa NepCoHansHbIX A3HHbLIX» MPOBOAMTCA MO
- YNONHOMOUYEHHOIC OPraHa no 3awuTe Npae cy6LekTos NepcoHa

CocTosnoch 3aBepluatoulee B 2017 rogy 3acejaHue KOHCYyNbTaTUBHOMO
coBeTa Npun YNoNHOMOYEHHOM OpraHe no 3aliuTe Npae Cy6bekToB
NepcoHanbHbIX AaHHbIX

20 pekabps 2017 roaa  https://rkn.gov.ru/news/rsoc/news53394.htm

KOHCYNbTaTUBHLIA COBET NPY YNONHOMOUYEHHOM OpraHe no
3awMTe Npas CyObeKTOoB NepCoHanbHbIX AaHHbIX B 2018 rogy
NAaHNpyeT NPeACTaBUTbL NPEANCXKEHUA N0 NPaBo0BOMY CTaTyCy
«00e3N11MUeHHBIX» AaHHBLIX, 8 TAKXe N0 BO3MOXHON
KOpPPEeKTUPOBKe 3aKOHOA3TeNIbCTBa O MepCOoHanbHbIX AaHHbIX B
KOHTeKCTe peanusauuny nporpammel «Llndposan S3KOHOMNKa».

CooTBeTCTBYyIOLUNE pelweHns NPUHATL COBETOM Ha NOCNegHEM
3acefaHun B 2017 roay, cocTosewemMcs B POCKOMHaa3ope.

B xoAae 3aceAaHuns yneHbl KOHCyNLTaTMBHOMO coBeTa obcyannn
HoBble TpeboBaHWA EBPONENCKOro CoK3a, 2akpeneHHbie
OOWMM DEMMAMEHTOM NO 33LWNTE AaHHLIX (General Data

Protection Regulation, GDPR), ycTaHaenvearowmm nopagok 06paboTkn nepcoHaneHbIX AaHHbIX. B HoRGpe Ha VIII
MeXAyHapoAHON kKoHbepeHUNM «3aLLNTa NePCOHaNbHLIX AaHHbLIX» PYKOBOAWNTENL POCKOMHaA30pa AneKcaHap
Kapoe oTmeTun, uto TpebosaHnsa PernamerTa EBPONENCKOro Co3a Mo 3aLMTe NepcoHanbHbIX AaHHbLIX He ByayT
PaCcnpoCTPaHATLCA Ha POCCUIACKMX ONEPaTOPOE, OCYLLECTBARIOWMNX AeATENBHOCTN Ha TeppuTopun Poccuy,
NnockonsKy Poccuiickan ©egepauns He ABARETCA YUaCTHULEN MeXAYHaPOAHbIX 40roeopos ¢ EC. Ha Hux
PacnpocTPaHAETCA AeCTBME TONLKO POCCUIACKMX 33KOHOB B 3TOW chepe 8 COOTBETCTBAN C OBLLENPUHATEIMK
MEXAYHaPOAHBIMY NPUHLMNaMK 06paboTKN NepCoHaNbHBIX AaHHLIX,

B pamkax rnogseAeHWs UTOroOB roAa Ha 3acejaHunmn 6bINO OTMEUEHO ydyacTune KOHCyJ'IbTaTMBHOI'O coeeta e
noAroToeke MeToanuecknx peKOMeHAaLLMﬁ no pa3p360TKe OTPaCneBoro Ko4ekca nosejeHna 8 0BnacTu 3aWnTel
npae cy6bes<1'os NnepCoHanbHbIX 4aHHBIX, a TaKXxe pexomeHAaumﬁ no COCTasNeHuo AOKYMEHTa, onpeaenalouiero

AOAUTUKY ONepaTopa B OTHOLWIEHWA 06p360TKM NepCoHaNbHbIX AdHHBIX.



https://rkn.gov.ru/news/rsoc/news53394.htm
https://rkn.gov.ru/news/rsoc/news51780.htm
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&
x YTOBbI MOHATbL, PACMPOCTPAHAETCA ITU GDPR @
" Ha JeATeNbHOCTL Ballei KOMMaHuM,
HY)XXHO OTBETUTb Ha crepyoLLue BOnpochl:

EcTb n1 y komnaHuu npeacTaBUTENLCTBA (hunuansl) Ha Tepputopun EBponenckoro Corosa?

ObpabaTtbiBaeTe nu Bbl NEPCOHanNbHbLIE JaHHbIE rpaxaaH cTpaH-yvacTHul EBponenckoro Cotosa
Mo NOPYYEHUIO EBPOMNENCKOro onepaTtopa?

PykoBoacTBYyeTECH N NpY OCYLLECTBEHUN AEATENBHOCTY N0 06paboTke NEpPCOHanbHbIX AaHHbIX
3aKoHogaTenscTBoM EBponeiickoro Coto3a unm cTpaHbl-y4acTHULbl EBponeickoro Coto3sa?

OcyLlJ,eCTBﬂﬂeTe T OTAEIbHbIE BUbI 06p860TKVI nepcoHasbHbIX AaHHbIX EBPONENCKUX rpaxdaH,

B YaCTHOCTU XpaHEHWE, HAKOMEHUE, C UCMOSTb30BAHUEM TEXHUYECKUX MOLLHOCTEN,
HaxopsLmxcs Ha Tepputopun EBponenckoro Cotosa?

Ecnu Bbl otBeTUnM «[A» x0T Ob1 Ha OAMH BONPOC, TO ¢ 6ONBLLLIOK BePOATHOCTHI0 MOXHO
cKa3aTb, YTO Ha [leATenbLHOCThL Ballei komnaHuu GDPR Bce xe pacnpocTpaHsieTcs.

https://rkn.gov.ru/docs/GDPR Pankov.pdf



https://rkn.gov.ru/docs/GDPR_Pankov.pdf
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anHLI,MI'IMaI'IbHaﬂ BbICOKOYpPOBHEBAA CXeMa OLEHKU NPUMEHNMOCTHN nonoxenmn GDPR K OTAENbHbIM MpouecCam O6pa6OTKM NePCOHaNbHbIX
AaHHbIX, NOAroToB/€HHAA Konneramm 13 KPMG co CKPOMHbIM y4aCTUEM aBTOpPa Npe3eHTaunn.

Crares 3(1) GDPR

Crana 3(2) GDPR

Crates 3(3) GOPR

ECTe A y opraHHaaipmm

YUPEHOEHA N yapesassas festabiishments) w EC

(npeacTane cTRa, duanan
LOMODHUE QNPSTTIEN,

OPraHMIEUMA »a
TERPUTDEHWEC?
COTRY/patsn)?

Qbpaboria NAx segetoe’
N0 HOPYNONNIO DOIMABHTA
ECwn OPFAMMAIMN CaMma
nopyuwna obpaborey NAW
peanaesiryEC?

ECTh AN YCTORWMBaR
WpUANIeCKan ’_‘U\J!:.
(stablearrangements) ' NPEENTHY
MENAY OPraHRIauMeR o PeankHYI0
euyupesennem ApFTRNLHOCTL BEC?

CIpr v s ke
TIGANRARET 1O
AodcTane Cramin (1)
gora

HaxOARTCR M CyD benT
NAHHaTeppuTopus EC?

! TRPPHTOPHA FOCYARPCTR-UNEHON
Esponed -  Esponedicodt
accoymaymm coobogHoi Toprosnw
(Memangmn, NuxTenwTein, Hopeerwa), aa

WEN, Weedtyap
. ne Np R, sse
™ of ux hopme (¢ )
P , YMRCTHE 8 YC KANUTANe 1
A )
1~ 0Bpab Nax, ssino e
" ann Acrosopa
aall > Lt “ ‘r 6
(Controller-to-Processor Agreement), segercn
o KOMTEKCTE NP Anp n
ARATSNBHOCTH Opr UMM, HEXOAS Aca n
cratyce onepatopa nan oSpaborinxa, wa
ppuTopwn EC. Np e GOPR
o, AR REMAOI0 SAKTE

no;;cmu oG;a;rnuu N

OCYISCTRARTTER M
MOMMTORMNE WX
noneaoHmus !

Opravuzacmn




25 Cdepa peiictBua GDPR: pa3bacHeHua EDPB

EBponeicKkMi coBeT no 3awmte pgaHHbIXx (European
Data Protection Board) Ha cBoem yeTBepTOM
nneHapHom 3acegaHmu 16.11.2018 npuHAN npoekKT
pPasbACHEHMW MO ONpPeneneHno TeppPUTOPMaNbHOrO
oxeata GDPR, KoTopble 6blaM  onybanKoBaHbI
23.11.2018 ana nposegeHna 06LLEeCTBEHHbIX
KoHcynbTaumin. 12.11.2019 6bina  onybankoBaHa
NTOroBan BEPCUA PA3bACHEHWUMN.

Guidelines 3/2018 on the territorial scope of the GDPR

(Article 3) - Version for public consultation oTH pa3bACHEHUA AO/1KHbI cnocobcTBoBaTb
dbopmmpoBaHuMio 06WKMX NOAXOL0B B TOJKOBAHUMU
Adopted on 16 November 2018 chepbl npumeHeHua TpeboaHuit GDPR 1 npoacHeHuto

nopaaka npumeHeHua  TpebosaHun  GDPR B
OTHOLIEHUWN KOHTPONEPOB AaHHbIX UAKM 06paboTynKoB
AaHHbIX, HaxogAwmxca 3a npegenamm  EC. B
PA3bACHEHUAX COAEPXKATCA YKa3aHMA OTHOCUTENbHO
TPaKTOBKM TpeboBaHUMN O HAa3HAYEHUU NpeacTaBUTens
B EC.

MpM  noarotoBke  PasbACHEHUA  UCMNONb30BaJICA
NoAroToBAeHHbIN EBponeiickon komnccuen «Guide to
the case law of the European Court of Justice on
Articles 49 et seq. TFEU».

Adcpted

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 3 2018 territorial scope after public consultation en.pdf



https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en.pdf
https://ec.europa.eu/docsroom/documents/22543/attachments/1/translations/en/renditions/native

26 TpaHcrpaHUYHasa nepeaaya NepPCoOHa/NbHbIX AaHHbIX

HeKOTOpre u3 uenewn Tpchrpanmoil nepegaviuv BHyTpu TpaHCHaLWIOHaﬂbHOﬁ rpynnbl

3aK/o4eHre 1 (UNK) UCNONHEHME AOTOBOPOB U COrNalleHNN \
BeAEHNEe AeN0BbIX NeperoBopos

NPOAB/AIEHWNE AOMKHOM OCMOTPUTENIbHOCTH

yyacTue B npoueaypax 3aKynok

ocyuiecTBneHne MHPopMaLMOHHOro B3aMMoAeNCTBMA
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Mepepaya nepcoHaNnbHbIX AAHHbIX NPU YCN0BUM cobntogeHusn
COOTBETCTBYIOLWMX rapaHTUh — ctatba 46(1-2) GDPR

General
Data

Protection
Regulation

B cnyuyae oTcytcTBMA peweHun cornacHo Ctatbe 45(3) KoHTposnep unmn obpabaTtbiBatollee AaHHblE NMLO MOTYT nepeaaTtb
NepcoHasibHble fOaHHble TPeTbel CTpaHe WM  MeXAYHapo4HOW OpraHuM3auuuM TOMbKO, €C/M  KOHTpo/iep Wau
obpabaTbiBatollee AaHHble /IMLO NPeAyCMOTPENn COOTBETCTBYIOWME TapaHTUM U ecan cybbekTbl AaHHbiXx obnagatoT
IOPUAMYECKN 3aLLMLLEHHBIMU NPaBaMU U 3PPEKTUBHbIMM CPEACTBAMM MPABOBOMN 3aLLUTDI.

CooTBeTcTBYIOLWME rAPAHTUN MOTYT 6bITb npeaoctaBaeHbI 6e3 ocoboro pa3speweHna Haa30pPHOro opraHa nocpeacTtsBom:

(@) wmerowero o6s3aTenbHyl0 OPULOMYECKYIO CUNY OOKYMEHTA MeXAy OpraHamu rocyZapCTBEHHOW BAacTM WM
NPaBUTENbCTBEHHbIMU YUYPEKAEHUAMM;

(b) ropuanyeckn 06a3bIBaOLLNX KOPNOPATUBHbIX NPaBUA B COOTBETCTBMK co CTaTbel 47;

(C) cTaHAAPTHbIX YCIOBUI O 3alLMTe AaHHbIX, MPUHATbIX EBponeickoi Komuccmei B COOTBETCTBUM C NpoLEeaypor NPOBEPKHU,
yKasaHHol B CtaTtbe 93(2);

(d) cTaHAapPTHbIX YCNOBWUIM O 3aLLUTE AAHHbIX, MPUHATbIX HAA30PHbIM OPraHOM U yTBepXAeHHbIX EBponenckon Komuccuei
COrnacHo npoueaype NpoBepKu, ykasaHHol B CtaTbe 93(2);

(e) YTBEPKAEHHON HOPMbI _NoBeaeHua cornacHo Crtatbe 40 COBMECTHO C pUaAnN4YeCKmn 06ﬂ3bIBa}OLlJ,I/1MVI M 3alllLEHHbBbIMHA
obazaTtenbcTBamm KOHTpPOAEPa nnun o6pa6aTb|Ba+om,ero AaHHbIE NNLa B TpeTbEH CTpaHe Nno NnpMeHeEHUNI0 COOTBETCTBYHOLWNX
FapaHTVIVI, B TOM 4Yucne B OTHOWEHUN NpaB CY6'b€KTOB AaHHbIX; NN

(f) yTBEpXKAEHHOrO CcepTUPUKALIMOHHOIO MexaHM3Ma cornacHo Ctatbe 42 COBMECTHO C HOPUAMYECKU 00A3bIBAOLLUMK U
3alMNLLEHHBIMM 06A3aTeNbCTBAMM KOHTPONEpPa Man ob6pabaTbiBalOWErO AaHHbIE NLA B TPETbEN CTPAHE NO MPUMEHEHUIO
COOTBETCTBYIOLLMX FAPAHTUI, B TOM YMCNE B OTHOLIEHUM NPAB CYyObEKTOB AaHHbIX.




MexaHn3Mmbl peryinpoBaHUA TPAHCIPAHUYHOro obmeHa
NepCcoHaNbHbIX AaHHbIX mexay pe3naeHtamu PO n EC/EACT

1. [oroBopbl rpa*kAaHCKO-NPaBOBOro
XapakTepa (BKatoyasa Standard data
protection clauses)

2. ObuweKopnopaTUBHbIE COMNALLIEHUA U

OpraHusauus NIOKaNbHble HOPMATUBHbIE aKTbl OpraHusaums

B EC/EACT 3. Oba3aTenbHblie KOPNOPATUBHbIE B PO
npasuna (Binding corporate rules)

4. CneumannsnpoBaHHble CornalleHuns,
onpeaenatolmne cTaTyc 1 posb B
06paboTKke NepcoHaNbHbIX AAHHbIX

Controller-to-Processor Agreement CornaweHue o nopy4yeHuu o6paboTkm
Controller-to-Controller Agreement CornaweHue o nepepgade 6e3 nopyyeHus
U Joint Controller Agreement CoenaweHue o coemecmHoli obpabomke @
(0) (@)

Onepamop (n.2 cm.3 152-®3) - ...1uyo, camocmosamesibHo
Usu Co0BMeCmHO ¢ Opy2umMu AUYAMU op2aHU3yrouue u (unu)
ocywecmenaruue o0b6pabomky nepcoHanbHbix OAHHbIX...




Controller-to-Controller Agreement Kak 6a308Bblit cnoco6
NOCTPOEHUSA OTHOLIEHUU mexay pesnaeHTamu PO n EC/EACT
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4 onpeaenAaeTr CratyCc CTOPOH KaK CaMOCTOATE/IbHbIX
onepartopoBs B OTHOWEHWUUN NOSyd4aeMblIX MEPCOHA/IbHbIX
AaHHDbIX;

v puKcupyeT TpebosaHuMA 06 OCyLIECTBNEHMM nepeaayu
MEepPCOHaNbHbIX AAHHbIX CYOBHEKTOB HA  3aKOHHOM
OCHOBAHWW, O HaA/EeXalleM yBeAOMIEHUN CybbEKTOB
npyM nepefaye UX MEPCOHaNbHbIX AaHHbIX M 06
obecneyeHUn KoHPUAEHUMANbHOCTM W 6He3onacHoCcTH
06pabOoTKM NONYYEHHbIX NEPCOHANbHbIX AAHHbIX;

v 3aKkpennfeT NPUHUMN  PaBHOMpPasBMAa CTOPOH Mpu
B3aMMHOM nepefaye MepcoHanbHbIX AaHHbIX, He JaeT
KaKUX-IMOO NPEeMMYLLECTB U HEe YLIEeMIAEeT WHTepechl
ob6eunx cTopoH;

v/ aBNAeTcA pamMoyHbIM M BHeccpoyHbiM, TO ecTb Tpebyer
BCEro /NWb OAHOKPATHOrO NOAMUCAHUA WU peryanpyet
BCE AOrOBOPHbIE OTHOLIEHMA MEXAY CTOPOHaMK;

v/ 3aWMLLaeT NpaBa U 3aKOHHbIE MHTEepPecbl Cy6GbeKTOB npu
nepeaave Mx NepcoHanbHbIX AAHHbIX;

v nossonset CTOPOHaM TMPUBAEKATb TpPETbUX JINU K
06pa60TKe NONYYEHHbIX MNEPCOHA/IbHbLIX AAdHHDbIX;

v/ CHUXKAEeT PUCK NpeabABAEHMA NPETEH3NIN K CTOPOHaM OT
HaZ30PHbIX OPraHoB B OTHOLIEHMM cobnoaeHUA
CTOpOHaMM [OJIKHOM OCMOTPUTENIbHOCTH npw
OCYLLECTBNEHUN B3aMMHOW Mepenayn nepcoHaabHbIX
NaHHbIX.


http://sps-ib.ru/dta.docx

30 GDPR u Brexit

R TRl Foticses, indormation asif services 12.11.2018 6b1n onyb6ankoBaH npoekT CornaweHua o Bbixoae
CoeanHeHHoro KoponesctBa mn3 EC. Cratbu 70-74 kKacatotcA
e BOMPOCOB 3alMTbl MEPCOHaNbHbIX AaHHbIX, a cTatha 128
pernameHTMpyeT BOMpoC y4vactma BenukobputaHum B
EBponeiickom coBeTe no 3awmTe AaHHbix (European Data
Protection Board).

Draft Agreement on the withdrawal of the KntoueBble mMomeHTbI NpoekTa CornaweHuma:

United Kingdom of Great Britain and * GDPR, LED, ePR 1 uHble akTbl EC 6byayT pelictBoBaTb Ha
Northern Ireland from the European Union Tepputopuun CoeanHeHHoro KoposieBCcTBa BECb NEPEXOAHbIM
and the European Atomic Energy nepuog (29.03.2019-01.01.2021). AHanNoOrn4yHbIA NOAXOA,
Community, as agreed at negotiators' level Kacaetca topucamkummn Cyaa cnpasegnmsoctu  EBpocotosa

on 44 Novernber 2018 (European Court of Justice);

* Benukobputanma c 29.03.2019 nepectaeT y4acTBOBaTb B
pabote EDPB © B NaHbeBpPOMEWCKOM  cucTeme

Orweh R 810 Nt ekl 100 the OABPALR URKOS Oaiont 1 B3aMMOAENCTBUA MeKAy  Haf30pHbIMM OpraHamu (cm.
" and the Eusopean Atomic Energy Commanity, a5 agreed at .
negotiators’ Jevel on 14 November 2018 rnasy VIl GDPR),

Eghah (110 AP

* go 01.01.2021 BenukobputaHum Heobxogumo 6yger
YyPerynMpoBatb BOMPOC O TPAHCIPAaHWYHOW nepepaye

Halp s knguove thia page NepcoHanbHbiX pJaHHbix ¢ EC cornacHo cr.45 GDPR
(npuHAaTHA EK pewweHna o AOCTAaTOMHOCTM Mep) UaKU nyTem

RO v temniod:min b choin st 3aKNI0YeHNA oTaeNnbHOro cornawenus c EC.
f Eacexoos W Dwttm EUnumitons o
Ot s iy (& Eisage im0 Kpome Toro, 13.12.2018 [lenapTaMeHT LMPpOBbIX TEXHONOMMN,

Kynbtypbl, CMW wun cnopta CoeauHeHHoro KoposescTsa
(Department for Digital, Culture, Media and Sport)
onybnvKoBan _ onucaHve  NpaBOBbIX _ NOCAeACTBUMUA  ANA
perynMpoBaHnA BOMPOCOB 3aLUMTbl NEPCOHAJNIbHbIX AAHHbIX B
cnyyae peannsaumm cueHapusa «no Brexit deal».

https://ec.europa.eu/commission/files/draft-agreement-withdrawal-united-kingdom-great-britain-and-northern-ireland-european-union-and-
european-atomic-energy-community-agreed-negotiators-level-14-november-2018 en



https://www.gov.uk/government/publications/data-protection-law-eu-exit/amendments-to-uk-data-protection-law-in-the-event-the-uk-leaves-the-eu-without-a-deal-on-29-march-2019
https://ec.europa.eu/commission/files/draft-agreement-withdrawal-united-kingdom-great-britain-and-northern-ireland-european-union-and-european-atomic-energy-community-agreed-negotiators-level-14-november-2018_en
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https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/statement-on-data-protection-and-brexit-implementation-what-

3aasneHue ICO o BanaHUM Brexit Ha 06MmeH gaHHbIMU MmeXKAay

EC/EACT u BennkobputaHuei

The UK's independent authority set up to uphold information

rights in the public intarest, promoting openness by public

bodies and data privacy for individuals

3a HecKkonbko AHen po Bbixoga UK w3 coctaBa EC,
KoTopbii npousowen 31.01.2020, ICO obHoBMA cBOe
3anaBieHne o6 obmeHe paHHbiMKM mexay EC/EACT w

Home Your data matters For orgaresations Make a2 complant Action we'va taken ~ .
= K . BennkobputaHumen:

Statement on data protection and Brexit
implementation — what you need to do

L Statement

The UX will leave the European Umnion on 31 January and enter a Brext transstion
panad.

Durning thes penod, which runs until the end of Decembar 2020, it will be business as
usual for data protection.

The GOPR wil continue to apply. Businesses and orgamsabons that process personal
data should continue to follow our excting guidance for advica on ther data
protecbon obligatons

Dunng the transition penad, companies and orgamsatons that offer goods or services
to people n the EU do not need to appont a European representative. We have
updated our Braxit FAQs (* to reflect this advice. The 1CO will continue to act as the
lead supervisory authority for businesses and arganisations operating in the UK.

It is not yat known what the data protection landscape wil look hke at the end of the
transition panod and we recogruse that businesses and orgamsations will have
concems about the flow of personal data in future

We will continue to momstor the situabion and update our extemal guidance
a-:-;orquly Qur full sate of Braxt guidanca snd matenals, to anabla you to prepars

a3 scenanas 5 avalable herse

* B TeuyeHue nepexogHoro nepuoga (go 31.12.2020)
GDPR 6yaeT coxpaHATb AencTBne Ha KomnaHum mns UK;

* BO BpemA NepexogHoro nepuoga KOMNAHUMW,
npeanaratowme ToBapbl U ycayru cybbvektam B EC, He
06s3aHbl Ha3HayaTb npeacrtasuTens B EC;

* |ICO npoponxaeT 6biTb BeAyLWMM PErynaTtopom Ans
opraHusaummn ns UK;

* CoxpaHseTca HeonpeaenéHHOCTb no nosoay
coxpaHeHua ctatyca UK Kak cTpaHbl, obecneumnsatoLlen
afeKBaTHbI YypOBEHb 3alUWUTbl, MOC/AE OKOHYaHMA
nepexoaHoro nepmoaa.

you-need-to-do



https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/statement-on-data-protection-and-brexit-implementation-what-you-need-to-do
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PeKomeHaauum, pyKoBoAacCTBa U NpaKkTuueckue nocobums

K ornaBneHuro
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PyKkoBoAacTBa, peKomeHAaauuum, nydwme npaktukm ot EDPB

PYKOBO/ACTBA, PEKOMEHAALMN, NyYline NPAKTUKN B 061acTu BbiNnonHeHUA TpeboBaHuit GDPR oT EBponeickoro

coBeTa no 3awmTe gaHHbIX (European Data Protection Board):

1.

2.
3.
4

10.

Guidelines 5/2019 on the criteria of the Right to be Forgotten in the search engines cases under the GDPR (part 1)
Guidelines 4/2019 on Article 25 Data Protection by Design and by Default - version for public consultation
Guidelines 3/2019 on processing of personal data through video devices

Recommendation 01/2019 on the draft list of the European Data Protection Supervisor regarding the processing
operations subject to the requirement of a data protection impact assessment (Article 39.4 of Regulation (EU)
2018/1725)

Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the provision of
online services to data subjects - version for public consultation

EDPB Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679 - version adopted
after public consultation

EDPB Guidelines 4/2018 on the accreditation of certification bodies under Article 43 of the General Data Protection
Regulation (2016/679) - version adopted after public consultation

EDPB Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)

EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679

EDPB Guidelines 1/2018 on certification and identifying certification criteria in accordance with Articles 42 and 43 of
the Regulation - version adopted after public consultation

3HayMmble NMcbMa EBponeinckoro coseTta no 3awuTe AaHHbIX O BbiNoAHEeHUU TpeboBaHuMii GDPR:

1.

EDPB Response to the MEP Sophie in't Veld's letter on unfair algorithms



https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-recommendations-best-practices_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-52019-criteria-right-be-forgotten-search_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-52019-criteria-right-be-forgotten-search_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32019-processing-personal-data-through-video_en
https://edpb.europa.eu/our-work-tools/our-documents/recommendation-012019-draft-list-european-data-protection-supervisor_en
https://edpb.europa.eu/our-work-tools/public-consultations/2019/guidelines-22019-processing-personal-data-under-article-61b_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-12019-codes-conduct-and-monitoring-bodies-under-0_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-42018-accreditation-certification-bodies-under_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32018-territorial-scope-gdpr-article-3-version_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-22018-derogations-article-49-under-regulation_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-12018-certification-and-identifying-certification_en
https://edpb.europa.eu/letters_en
https://edpb.europa.eu/our-work-tools/our-documents/letters/edpb-response-mep-sophie-int-velds-letter-unfair-algorithms_en

34 PykoBOACTBa, peKoOMeHAauumn, nyydiime npaktnkm or WP29

PekomeHpaaumm Pabouelr rpynnbl No 3awmute Gpu3MYeckux aul, npu obpaboTKe nepcoHanbHbiX AaHHbIX (Data
Protection Working Party, WP29), koTopas aencrtsoBana Ao 25.05.2018. HekoTopbie M3 yKa3aHHbIX peKoMeHAaaLni
NPOAO/IKAOT AEMCTBOBATb Nocne pacopmmnpoBanma Pabouen rpynnbl WP29 1 nepegaym nonHomoumin EBponerickomy
COBETY MO 3alMTe AAHHbIX:

1. Guidelines on consent under Regulation 2016/679, WP259 rev.01

2. Guidelines on transparency under Regulation 2016/679, WP260 rev.01

3. Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679,
WP251rev.01

4. Guidelines on Personal data breach notification under Regulation 2016/679, WP250 rev.01

Guidelines on the right to data portability under Regulation 2016/679, WP242 rev.01

6. Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is "likely to resultin a

high risk" for the purposes of Regulation 2016/679, WP248 rev.01

Guidelines on Data Protection Officers ('DPQ'), WP243 rev.01

Guidelines for identifying a controller or processor's lead supervisory authority, WP244 rev.01

9. Position Paper on the derogations from the obligation to maintain records of processing activities pursuant to Article
30(5) GDPR

10. Working Document Setting Forth a Co-Operation Procedure for the approval of “Binding Corporate Rules” for
controllers and processors under the GDPR, WP 263 rev.01

11. Recommendation on the Standard Application for Approval of Controller Binding Corporate Rules for the Transfer of
Personal Data, WP 264

12. Recommendation on the Standard Application form for Approval of Processor Binding Corporate Rules for the Transfer
of Personal Data, WP 265

13. Working Document setting up a table with the elements and principles to be found in Binding Corporate Rules, WP
256 rev.01

14. Working Document setting up a table with the elements and principles to be found in Processor Binding Corporate
Rules, WP 257 rev.01

15. Adeguacy Referential, WP 254 rev.01

16. Guidelines on the application and setting of administrative fines for the purposes of the Regulation 2016/679, WP 253

e

™~

00



https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/index_en.htm
https://edpb.europa.eu/node/89
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623051
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612052
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612048
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611235
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=624045
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623056
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623850
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623848
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614109
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614110
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614108
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611237
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MHeHuA, oTueTbl, 3aAB/1€HMUA N AOKYMeHTbl oT WP29

MHeHMs, OT4YETbl, 3aABNEHUA W AOKYMeHTbl Pabouyei rpynnbl no 3awmte ¢GUBUYECKMX Aul, npu  obpaboTke
nepcoHanbHbiX AaHHbIX (Data Protection Working Party, WP29), koTopas agencrsoBana ao 25.05.2018:

1.

14.

15.
16.
17.
18.

Opinion on Commission proposals on establishing a framework for interoperability - wp266

Opinion 01/2017 on the Proposed Regulation for the ePrivacy Regulation (2002/58/EC) - wp247

Opinion on some key issues of the Law Enforcement Directive (EU 2016/680) - wp258

Opinion 03/2017 on processing personal data in the context of Cooperative Intelligent Transport Systems (C-ITS) -
wp252

Opinion 2/2017 on data processing at work - wp249

Opinion 03/2016 on the evaluation and review of the ePrivacy Directive wp240

Update of Opinion 8/2010 on applicable law in light of the CJEU judgement in Google Spain - wp179 update

Cookie sweep combined analysis, Report - wp229

Statement of the WP29 on automatic inter-state exchanges of personal data for tax purposes - wp230

Opinion 01/2015 on Privacy and Data Protection Issues relating to the Utilisation of Drones - wp231

Opinion 02/2015 on C-SIG Code of Conduct on Cloud Computing - wp232

Guidelines for Member States on the criteria to ensure compliance with data protection requirements in the context
of the automatic exchange of personal data for tax purposes - wp234

Opinion 03/2015 on the draft directive on the protection of individuals with regard to the processing of personal data
by competent authorities for the purposes of prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and the free movement of such data - wp233

Working Document 01/2016 on the justification of interferences with the fundamental rights to privacy and data
protection through surveillance measures when transferring personal data (European Essential Guarantees) - wp237
Statement on the 2016 action plan for the implementation of the General Data Protection Regulation (GDPR) - wp236
Opinion 01/2016 on the EU-U.S. Privacy Shield draft adequacy decision - wp238

Opinion 02/2016 on the publication of Personal Data for Transparency purposes in the Public Sector - wp239
Opinion 04/2016 on European Commission amendments proposals related to the powers of Data Protection
Authorities in Standard Contractual Clauses and adequacy decisions - wp241



https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/index_en.htm
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=624198
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610140
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610178
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610171
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610169
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=645254
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640614
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640605
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640603
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640602
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640601
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640466
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640460
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640363
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640360
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640157
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=640147
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610121

PekomeHgauumn ot EBponeiicCKOro MHcNeKTopa no 3awjute
AAHHDbIX

- EUROPEAN DATA PROTECTION SUPERVISOR

The EU's independent data protection authority

Press & Publicabons

Guidelines

Since the data protection implications of some functions commaon 10 &l EU mstituticns, Dogies and agencees

are simsiar, we pubiish guidetines on speciiic subjects, such as Tecruitment, appraisals, use of 1T equipment in

the workplace and disciplinary procedurss

These consalidate our gskdance from cur priar check Opinians, consultations and also include relevant

.a
% guldance by the & 29 Woek Farty and the Case Bw of the European courts
> O gusdelines may be a useful source of Insparation for other OrRansatons outsade the EU Institutions or may
g - R RSP

supplement the guidance offered by nin

23 IT governance and IT management m

MAR

Guidelines on the peotection of personal data in IT governance and [T management of EU

W03 E
ingtitutions.
Topics:
aubdelines on the use of cloud computing services by the European
10 Guid b f el g bythe E s
MAR institutions and bodies
w018

The EU mstitutions, bodies and agences ["the EU mstitutions™] have been considering

the use of cloud computing services because of sdvantages such as vosts savings and

Bubnunoreka CNPaBOYHbIX
MaTepuasioB U pPeKoMeHZauui B
obnactu  06paboTkM M 3aWMThbI
NepPCOHasIbHbIX AAHHbIX oT
EBponelickoro uMHcneKkTopa no
3awmTte  paHHbix (European Data
Protection Supervisor),
yuYuTbiBalOLWME aKTyaNbHYO
NPaBONPUMEHUTENbHYIO U cyaebHyto
npakTmnky EC.

https://edps.europa.eu/data-protection/our-work/our-work-by-type/guidelines en



https://edps.europa.eu/data-protection/our-work/our-work-by-type/guidelines_en

ba3sa otuetoB, uccnepgoBaHunii u mHeHuit ot Coseta EBponbi no
3aL4MTe NepPCoOHaNbHbIX AAHHDbIX
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(Z~ COUNCILOF EUROPE Data Protection

Home Conyention 108 and Protocols « Activities = Documentation - Data Protection Commissiones Data Protection Day

Youl are here

Reports, studies and opinions

2018 e

T-PD2018)01 The Practical Guide on the use of personal data In the palice sacto

T-PD{2018)05 Compllation of opinions

T-PD(2018)13rev Opinon on the Compatibiiity of the ICDPPC Arrangement {including is schedule) with LN i
Convention 108+ ¥
1 www.coe.int/dataprotection
Guldelings on Safeguardl 1§ Privacy in the Medla
11 8)19 Opinion on the requeast for accession by the Republic of Kazakhstan
Q Search tool
2017

2016
2015 ECHR Factsheets
2014
2013
2012
2011

2010

S (K €1 K| K€ % | €

2009

https://www.coe.int/en/web/data-protection/reports-studies-and-opinions



https://www.coe.int/en/web/data-protection/reports-studies-and-opinions

38 PyKoBOACTBO MO 3aKOHOAATENbLCTBY O 3aliuTe AaHHbIX OT FRA

HANDBOOK

Handbook on European

data protection law

2018 edition

B mae 2018 ropa AreHTcTBO EBpOnenckoro cowsa no
dyHAaAMeHTanbHbIM NpaBam yenoseka (European Union
Agency for Fundamental Rights) n Coset EBponbi (Council
of Europe) onybankosanu obHoBneHHoe PyKoBoACTBO NO
€BPONencKoOMYy 3aKOHOAATEe/NIbCTBY O 3aluTe AaHHbIX.
MonoxkeHnsa PyKoBOACTBA OXBAaTbiBAlOT He  TONbKO
OCHOBHble oOnpegeneHua, npuHUMNbl U TpeboBaHUA
GDPR, HO u paccmaTpuBaloT NpUMEHMMYKO cyaebHyto
npakTuKy EBponenckoro cyaa no npaBam YesioBeEKa
(European Court of Human Rights) n EBponeickoro cyaa
(European Court of Justice).

m F ‘ \ . ‘ 2

EUROPEAN UNION AGENCY EUROPEAN F HUMAN RIGHTS
FOR FUNDAMENTAL RIGHTS COUR EUROPE S DROITS DE LHOMME CONSEIL DE LEUROPE

http://fra.europa.eu/sites/default/files/fra uploads/fra-coe-edps-2018-handbook-data-protection en.pdf



http://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf

39 Kopaekc noseaeHus ot ICO no npeaocTaBNeHUIO AaHHbIX

Data sharing
code of practice

Draft code for consultation

BputaHcknic  HapsopHbin  opradH  ICO  (Information
Commissioner’s Office), B cootBeTcTBMM co cT.121 Data
Protection Act 2018, onybauKkoBan pna nposeneHus
Ny6AMYHbIX  KOHCYNbTaUWA  MNPOeKkT 0BHOBAEHHOro
KOAEeKCa nosBeAeHuA No NpeaoCcTaBeHMIo AaHHbIX - Data
Sharing Code of Practice - AOKymMeHT, KoTopbIit
npumeHaeT Bce npasuna GDPR pgna cutyaumi, Koraa
KOMMNAHWA OeNuUTcA NepCcoHasibHbIMU AAHHbIMU C Kem-
nmbo eule.

https://ico.org.uk/media/about-the-ico/consultations/2615361/data-sharing-code-for-public-consultation.pdf



https://ico.org.uk/media/about-the-ico/consultations/2615361/data-sharing-code-for-public-consultation.pdf

Pykosoacteo DPC no ucnonb3oBaHUIO cUCTEM
BUAEeOoHabaoaeHna

O Y s B e A

CETV CheeklISE: .uiuminmimimuimimisiimissias s i
Recommended Data Protection POlicy .......cccecevvcinicnnicninicnnnne,
Purpese of UHISING EE TN i sassmssdeasemsison
LaWIUINess Of PrOCOSSINE .uuiiciniiiniiiiimiiisisssiniiiisivisivis
Necessity and Proportionality ......c..oeeevecenvineneneninensesinsnennn

Necessity and Proportionality Assessment - Examples.......
Transparency and Accountability .......cccocvinenincvnnicninicnnecnann,
Security of Personal Data........coceveciieiiniicienienisinienseesessecssannns,
Data Protection By Design and By Default..........cccccccvniiiiinnnne.
Diala PEOCRSEONE s cns s cvmssmsesanssmmas o crms crans crans csamyesanyesanyesansesas
Retention:of Personal Daka:cvccisssiisiassiasiiasiion
CETV N the Workplate s csinis iosiims osiiosiesiiosiis

RTINS RIS v st e sy S S s e T g
Disclosure of CCTV to Third Parties..........ccueeinicssnccssnecsnaasann,
Providing Access to CCTV to Data Subjects.......c.ccocevviurccnacnann

An Colmisitn um COVEIT SUNVEIIANCE ooieeeeieceieieiieeeeeeeeeeeeieseteeeessesssssssssssssesesssen,

Chosaint Sonrai
Data Protection
Commissn

Facial Recognition and Biometric Data ......cc.ccccoveviiiicnennniienne,

https://www.dataprotection.ie/en/guidance-landing/guidance-use-cctv-data-controllers



https://www.dataprotection.ie/en/guidance-landing/guidance-use-cctv-data-controllers

Pykosoactso ot DCP no onpeaeneHunto npaBosBoi OCHOBbI AN

41
06paboTKM NnepcoHaNnbHbIX AaHHDbIX

Npnanackmin Haa3opHbiM opraH Data Protection Commission
An Coimisitn um B Aekabpe 2019 roga onybnuMkoBan pyKoBOACTBO ANS

Chosaint Sonrai
Data Protection

Commission KOHTPO/JIEPOB MO ONPeAeNeHut0 NpPaBUIbHOM MNPaBOBOWM
OCHOBbl ANA TOM WAM MHOM 06paboTKM NepcoHaNbHbIX
AAHHbIX M 00Aa3aTeNbCTB, KOTOPble COOTBETCTBYHOT 3TOWM
NpPaBOBOW OCHOBE.

Guidance Note:

Legal Bases for Processing
Personal Data

Recamber 2015 Rightof | Right to Rightto |Rightto | Rightto | Rightto
Access Rectification | Erasure Restriction Portability | Object
Consent | v v v v ~
Can witharaw
congent
Contract v v 7 v v %
Legal
obligation | ¥ v x v * 3
Vital
Interests \ 4 v v o =
Public 1
ask v v x v x
Legitimate
Interests v v v &

https://www.dataprotection.ie/en/guidance-landing/guidance-legal-bases-processing-personal-data



https://www.dataprotection.ie/en/guidance-landing/guidance-legal-bases-processing-personal-data

Kpatkoe pyKkosopgcTso ot EDPS no oueHKe HeobxogumocTtu u
copasmepHOCTU 06paboTKM NepcoHaNbHbIX AAHHbIX

%}g The EDPS quick-guide to necessity and proportionality 1

Processing of peesonal data « be 2 collection, storage. uve or disckosare - constitutes
alimitation onthe right to the protection of personal data and must comply with £EU
lw, T 1egu bes easuing that & 5 both necessary and propertional

The 8 steps outlined befow Wil heip yoo sssess the compatitdity of measures
Impacting the fundamental ights to privacy and to the protection of pessonal data
with the EU Chartes of Fundamental Rights,

ey dre baved oo the EOPS Necessity Toolkit and Guidelines on Proportionality,

I e of questiony, it contact the ENPS Policy arid Consetarinn Unit
POUCHCONSULE Sedps #opa 23

www,edps eorepa.sy
SEU_EDFS
in E0FS
- Eifiupean flata Paotection Supsmyisal

Assessing necessity:

Factual description of the measure. || 5

Identify fundamental rights and

freedoms limited by data processing. s

there a limitation of the nghts to privacy
and to the protection of personal data, and

possibly also of other rights?
(7] I 2y case, the measyre st jecpect the essence

of the rigets,

Define the objectives of the measure,
lhesemylxludemobmlndm
interest recognised by the Union or the
need to protect the rights and freedoms of

athers.

least intrusive. The measuse should be
genuinely effective and the least intrusive

for the rights at stake.

Cl

Assessing proportionality:

mmwmammn-
and whether the measure meets the

objective.

Assess the scope, the extent and the
intensity of the interference. - SCOPE:
how many persons would be affected?

- EXTENT: what type of data would be
processed? for how long? - INTENSITY:
would the measure allow precise
conclusions to be drawn about private lives
of indwviduals?

Proceed 1o the ‘fair balance’ evaluation
of the meastre.

If the measure is not proportionate,
identify and Introduce safeguards {such
as: reduce the scope of extent of personal
data processing; introdue a sunset clause
or an expiry termy; provide for specific
oversight/qovernance aangements, elc.),

https://edps.europa.eu/data-protection/our-work/publications/factsheets/edps-quick-guide-necessity-and-proportionality en



https://edps.europa.eu/data-protection/our-work/publications/factsheets/edps-quick-guide-necessity-and-proportionality_en

Statement
(#€)

Statement on the processing of personal data in the context
of the COVID-19 outbreak.
Adopted on 19 March 2020

The Evropean Data Protection Board has adopted the following statement:

Governments, pubiic and private organisations theoughout Lurope are taking measures 1o comtan and
mizigate COVID-19 This can kwolve the processing of dfTerent Types of personad data

Data protecton rukes (sch a3 the GOPR| do not hinder messres taken in the fight sgenat the
coromavirus pancemic. The Aght against able clseeses isa go2! shared by all nations
and therefore, should be suppored ks the Best possitile way. 1T & in the InTerest of humanay 1o Curd
the spread of diseases and to use modem technigues in the ight against scourges affecting great pans
of the woeld. Even 50, the EDPE would like 10 underine that, even in these sxceptional Times, the data
controller and PrOCEsIOr MUt ersure the protection of the personsl cats of the cats sbjects
Therefore, » number of considerstions should be taken o sccount to guarantee the lawhul
processing of personal data and in all cases It should e cecalied That any measure Taken In This context
TIST respect the penersl princigies of lew and must not be rreversible. Emergency is 8 egal condttion
which mey leptimee restictions of freedoms provided these restrictions are proporsonate and
Amited 1o the emergency peniod

1. Lawfulness of processing

The GDPR 3 » beosd piece of hegishation and provides For rules That alo apply 10 The processing of
personal deta in 2 context sach a3 the one refating to COVID. 19. The GOPR allows competent public
health authorities and employers 10 process personal @ata In the contest of an epidemic, in
accordance With nationsd law and within the conditions set ther ein. For exsmple, when processing
© necessary for reasons of substantaal public interest in the area of public health. Under thase
circurnazances, there s no need 10 rely on congent of iIndividuais.

1.1 With regard to the processing of personal data, including special categories of dats by competent
public suthoclties (e g public heatth authories), the EDPS considers that articles & and 3 GDPR
enbie the processing of pensonal deta, in paticular when it falls under the legal mandate of the public
suthonty provided Dy national legisiation and the conditions enshrined in the GOPR

1.2 In the employment context, The processng of personal ata may be necessary for compliance

with & jegal cbligation 10 whach the employer 15 subject such a3 obhigeticns relating 10 heslth and sefety
2t the workplace, or 1o the public Interest, such as the control of diseases and other threats to health

1

3aasneHue EDPB 06 06paboTKe nepcoHanbHbIX AaHHbIX B
KOHTeKcTte naHaemuu COVID-19

CornacHo no3umumm European Data Protection Board,
onyb6aMKoBaHHOM 16.03.2020, AENCTBYIOWMM
3aKOHOAATeNbCTBOM NpPeayCMOTPEHbI Bce Heobxoanmble
NpaBoOBble OCHOBaHMA, NO3BoAAIOWME paboToaatenam m
KOMMNETEHTHbIM opraHam 31PaBOOXPAHEHUA
06pabaTtbiBaTb MNEpPCOHasIbHble [AaHHble B KOHTEKCTe
anngemmnn COVID-19 6e3 HeobxoAMMOCTM NOAyYeHUA
cornacuii  cybbeKkToB  AaHHbIX. 3TO  MPUMEHUMO,
Hanpumep, Korga ob6paboTka nepcoHaNbHbIX AaHHbIX
HeobxogMma pabotogatensam no NPUYNHAM,
npeAacTaBnAloWMM 0bLLeCTBEHHbIN MHTepec B obnactu
06LW,EeCcTBEHHOrO 34PAaBOOXPAaHEHUA WAM AN 3aLUUTSI
YKU3HEHHO BaXXHbIX MHTepecoB (cT. 6 n 9 GDPR) naun ana
BbIMO/NHEHMA  MHbIX  OPUANYECKN  3aKPEenaeHHbIX
obas3atenbcTts. TakXe 3aTPOHYT Bonpoc 06paboTKu
OAHHbIX, NOAYy4YaemMblX C MCNONAb30BaHWEM CpeacTB
3N1EeKTPOHHOM CBA3N, TAKUX KaK OaHHble
MECTOMONIOXKEHNA M3 MODOMABbHBIX MOb30BaTE/IbCKUX
YCTPOMCTB.

https://edpb.europa.eu/news/news/2020/statement-processing-personal-data-context-covid-19-outbreak en



https://edpb.europa.eu/news/news/2020/statement-processing-personal-data-context-covid-19-outbreak_en
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BcnomoratenibHaa MHPOpMaLUA OT KOMMEPUYECKUX U

HeKoOMMepyYeCKUX opraHunsa Ll,Mﬁ

WHY DO YOU GET THAT LOOK
WHENEVER WETALK ABOUT
GDPR COMPLIANCE™

K ornaBneHuro




45 GDPR Ha pycckom A3biKe oT KomaHAbl Data Privacy Office

* X %

*

* |GDPR %

*

***

2 or 3 languages side-by-side

Recitals mapped to articles

References to case law

Explanations to
particular paragraphs

Recitals mapped to paragraph

*

*

Features

Article 2. Material scope

Crares 2. MaTepuansHan chepa
ACHCTIMA

MepeBog  NoOAroTOBAEH KOMaHA0M NPaKTUKOB,
exxegHeBHO paboTatowmx ¢ GDPR. PaboTta Benacb nog
PYKOBOACTBOM Certified Information Privacy
Professional (Europe) u Certified Data Privacy Manager
Ceprea BopoHkeBuya.

v/ BblbpaHa KoppeKTHaa u Haubonee NpubBAMMNKEHHaA K
NEePBOUCTOMHMKY  TEPMWHOJIOTUA B  nepesoje:
Hanpumep:

" npoueccop BMecTo 06paboTumka;

" KOHTPO/IEP BMECTO KOHTPONNEP];

" JIETUTUMHbBIA MHTEPEC BMECTO 3aKOHHOTO;

= orpaHuyeHune uenblO BMecTo orpaHmnyeHuna uenl.

v TeKcT npuBeseH B TabAWYHbIA BUA, rOe PAOAOM C
nepeBoAOM MOKa3blBaeTCA OPUrMHaN Ha odULMANBHOM
Asbike  EC.  WNmeeTca  nepeknoyatens  mexay
MHOX€eCTBOM A3bIKOB. MOHO BbIBOAUTb U TPU A3bIKA.

v Mop, cratbamMu wMAM naparpapamm ecTb CCbUIKM Ha
cyaebHble npeueneHTbl M Guidelines Haa30pHbIX
OpraHoB (BK/tOYas caMble CBEXME Bpoae Ha Temy data
protection by design).

v’ PazmelleHbl KOMMEHTapPUKN U 0B bACHEHUA.

v/ BcnbiBalowiMe  MOACKaskM € onpeaeneHuamu
TEPMWHOB U3 CTaTbK 4.

v Mapping npeambyn He TONbKO K CTaTbaM, HO W
oTAeNbHbIM naparpadam BHyTpu cTaTel. Bbl moxeTe
NPOYNTaTb HYXKHYIO Npeambyny, He NOKNAAA CTpaHuLy.

https://gdpr-text.com/



https://gdpr-text.com/

46 CobnoaeHne GDPR npu noabope nepcoHana

SmartRecruiters PRODUCT v PLATFORM v HIRING SUCCESS v COMPANY v

GDPR and Recruitment
Frequently Asked Questions

The General Data Protection Regulation (GODPR) will greatly impact the way

companies recruit globally. We have answered some of the most urgent
questions recruiters have about what this means for them and what they need

p~.to do now to prepare.

e

OtBeTbl OT KomnaHuu SmartRecruiters Ha
4yacTo 3agaBaemble Bonpocbl 06 obpaboTke
NepcoHaNbHbIX AaHHbIX COUCKaTenen npu

npouecce noabopa nepcoHana.
PaccmatpuBatoTcs obuue BOMpPOCHI
06paboTkn NepCcoHabHbIX AaHHbIX

COMCKaTenem, MNOAYyYEeHMA UX  cornacus,
npuBAeYEHUE TPETbUX NINL, K 06paboTKe, cbop
NepCoOHaNbHbIX AaHHbIX COMCKaTenen wu3
OTKPbITbIX MCTOYHMKOB, AOKYMEHTMPOBAHME
npouecca nogbopa nepcoHana C TOYKM
3peHus TpebosaHuit GDPR.

https://www.smartrecruiters.com/resources/gdpr-recruiting/recruitment-gdpr-faq/



https://www.smartrecruiters.com/resources/gdpr-recruiting/recruitment-gdpr-faq/

47 Nocobue no ayauty BbinonHeHusa Tpe6bosaHun GDPR ot ISACA

Key GDPR Domains and Requirements

Response plan

Communicate within 72 hours of

discovery Data breach

Impact assessment

Fix

Document data processing
activities

Who you are

What you are doing with the data

Documentation
Legal basis for storing and

: Privacy notices
processing y

Data retention periods

Right of complaint to the ICO

What
Where
Why

: ~.\ Dataaudit /
Whom it is shared with 4 .

Origin /
Format
Understand when to conduct a

data privacy impact assessment
(DP‘A - Article 35) New systems

Implement security by design /

Yes DPO required
/ _Data processor DPO required
0O /N /" Publicsector DPO required
“\.__Store or process sensitive data DPO required
\_No DPO not required _

Identify

Information systems that store or
process personal data

Monitor

Process for rejection

Internal processes

Process for response

Develop systems and allocate
resources to validate and respond to Process for porting data

subject access requests

Process for amending

Process for erasure

Management awareness

Awareness
Operations training

Legally entitled

Explicit consent (revocable)

Legitimacy Verify age

Children If ‘global’ company, minimum age

varies across states

Select lead supervisory authority

Global company
Notify local supervisory body

https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/How-to-Audit-GDPR.aspx



https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/How-to-Audit-GDPR.aspx

Gartner.

GDPR Audit

Checklist

The Gartner GDPR Audit Checklist helps organizations prepare
for internal and external audits of GDPR compliance.

Instructions:
1. Track the status of all checklist itams until fully compfiant.
2. Use the notes page as needed for comments on progress.

For each requirement we have noted the relevant GDPR article
for easy referance.

48 Yeknuct no ayauty BbinonHeHua TpebosaHuit GDPR ot Gartner

Status key

FC = Fully compliant

|P = In progress

NC = Not compliant

NA = Not sppliczble

authority or authostzed by unlon or mambar state aw?

Reference
Audit question Status
article
Do you maintain an ovararching data protection policy that demonstrates complance i o o NQ- | A
with requiraments including proosssing, privacy by dasign and recoed kaoping? e (@ (@ (@) 0
Do vou tran sl enployecs on GOPR roguirerments and pon a3 — including = .
sing activilics, controls, privacy Impact assessments, swdits, data suby FC L NC NA
eporting lines and privacy by design — and the potential m pact of @ 0 C O
noncomplance?
§ Do you regulaely tast, retrain and maintain recoeds of training for employoes who P FC ol NC NA
E handie personal data on thar undarstanding of GOPR requiramants? st 9 @] G 0
é If you require a data protection afficer (DPO), does ha or sha have raporting authonty _— o IF NC NA
= to the highast leval of managemant, nacessary resources, indepandence, and 2t _‘ - - o o O
£ | sutharity to ansre camplianca with the GDPR and othar data protaction laws? . 2
3
s ; c .
S Is the DPO bound by sacrecy or confidentialty concaming the performance of his 2a(n) C " NC A
o | orhar tasks? S35 o o o e
9
& | 1 tha DPO has othar re 2. hove thoy b ssasaad fa avold confl ¥ NC NA
if tha DPO has other resporsibilitias, have they been assassed ta avold confliots
of intarast? o o o
= C P NC Na
Doas the DPO hava the knowladge and abilty to fulfil tasks cutined in Artde 357 - 0O O O
[
Hawe you shared the DPO's contact information internally, publicly and with tha T o IF NC NA
relovant suparvisory authorty? - 0O @] (@) 0
& FC F NC NA
Do you maintain records managamant and data ratention polcies? 24h,23) = — X
x [ 8] ( @
¥C P NC NA
Hawe you documentad principles to justify retanton periods? =) ¥y T
( @ C )
= FC IF NC NA
Is personal data procassod lawfully, farly and in 2 transparart manner? & - o o O
Is personal data coll d for spectfied, explictt and legtimate purposes, and not o o IF NC NA
furthar processed in @ manner Incompatibile with those purposas? aa 0O 0 Q0 (@)
1s parsonal data relovant, limited and minimized to what = necessary In ralation to the 5t FC IF NC Na
purpases for which thay are proosssed? - (@ @ @ 0
o A Z
9 | 1spersonal da xrate and kopt up to date — and is avery ressonable stap takan 50 FC L NC NA
§ to emsure iInscawrate parsonal data 1s erased and ractified without dalay? = (@ 0 (® @
= | Ispersonad data kept ondy for as long as is necessary for the purposes for which s FC IF NC NA
g e0Ce53047 8 O 0 o o
-ﬁ Is porsonal data processed In a manner that ensuras appeopriata sacunty of tha N
9 | persoral data, ding pectection sgsinst unsuthortzed or unfawiul processing 5 FC IF NC NA
8 | = against aocidantal logs, destruction or dam age, using appropeiate tachniod o o (& 0 O 0
g organizationa maasuras?
Hawve you clearly identifiod, detadled, documentad and kept up to dato the purpossfa) 51 FC IF NC NA
of processing perscoal data? o 0 (& (@
Hava you mplamentad approprista technical or argantzational messurcs FC ¥ NC NA
security of personal data, iIndhuding protacticn against unsuthorized proc o s I ~
sccidental loas, destruction or damage? L L
If you process specia categorias of sansitive data (revaaling raclal or sth
polmcal opinions, religious o phifoscphica! baliafs, trada unicn mamberséy FC P NC NA
data, blometric data for unigusly identifying a natural person, data concaming health =12) - O i it
oe data concamning a natural parson's sox ifo or saxual onentation), sr0 you in . . .
compliance with Artidc =2) conds 57
1f you prox personal data relating to artmiral convictions and offenses or related FC 7 NC NA
sacurty m oasures based on Articka 6{1) carried out undar the control of officisl w0 O 0 I 0O

https://emtemp.gcom.cloud/ngw/globalassets/en/legal-compliance/documents/trends/gdpr-compliance-audit-checklist.pdf



https://emtemp.gcom.cloud/ngw/globalassets/en/legal-compliance/documents/trends/gdpr-compliance-audit-checklist.pdf

49 «PykoBoacTBO No BblkMBaHUIO» ¢ GDPR or Linklaters

based on the Does it trigger ' Automated ‘additional Do you lose the: exempt from
condition the 'right to be decision making ~ requirementsfor ‘one stop shop' Privacy Impact
contestable? forgotten? allowed? privacy notices? mechanism? Assessments? Other issues

Yes. Yes. Yes. Yes. Restrictions
Consent can be Withdrawal can Explicit consent Must refer ta on children
Consent withdrawn. trigger right. allows automated withdrawal right. consenting online.
decision making.
Art. 13(2)(c)
Art. 6(1)(a) At 7(3) Art. 17(1)(b) Art. 22(2)(c) Art. 14(2)(d) An. 8
Yes. Allows
automated
Contract decision making.
Art. 6(1)(b) Art. 22(2)(a)
Yes. Allows
Legal automated
B oags to the exercise of decision making.
obligation right.
Art. 6(1)(c) Art. 17(3)(b) Art. 22(2)(b)
Yes.
Vital Individuals have
A right not to be
interests subject to this.
Art. 6(1)(d) Art. 22
Yes. Yes. Yes. Must
Public Right to object Individuals have refer to right
: applies. to the exercise right not to be to object.
functions of right. See express subject to this.
exclusion in
Art. 6(1)(e) Art. 21(1) Art. 17(3)(b) Art. 20(3) Art. 22 Art. 21(4)
Yes. Possibly. Yes. Yes. Must
Legitimate Right to object Individuals have { i used by public
interests applies. right not to be interests and authorities.
subject to this. right to object. Can be difficult to
Art. 13(1)(d) use with children.
Art. 6(1Xf) Art. 21(1) Art. 17(1)(c) Art. 22 142(3')5%8 Art. 6(1)(f)

https://lpscdn.linklaters.com/-/media/files/linklaters/pdf/mkt/london/tmt data protection survival guide singles.ashx



https://lpscdn.linklaters.com/-/media/files/linklaters/pdf/mkt/london/tmt_data_protection_survival_guide_singles.ashx

50 PykoBoacTBa no yyety tpeboBaHuit GDPR npu paspaboTtke MO

* AnA Be6-pa3paboTuMKOB: PYKOBOACTBO MO NPMBATHOCTM A/1a 6pay3epoB OT KOMaHAbl pa3paboTumkos Chrome

* [OnAa pa3paboTuMKOB NPUNOKEHUIA: PYKOBOACTBO MO 3aWMTE KOHPUAEHUNANBLHOCTU NOAb30BaTE/IEN, COCTABNEHHOE
Atlassian gna pa3paboTyMKOB NPUNONKEHMIN, B KOTOPOM onucaHbl TpeboBaHua GDPR, a Takxe 06A3aHHOCTU
Pa3paboTUMKOB M HEKOTOPbIE MNPAKTUYECKME NPMUMEpPBI MO UCNONHEHUN 3TUX 06A3aHHOCTEN

* Ona Android-pa3pabotumnkos: 0630p nameHeHu B Android 10, Kacatowmeca KoHPUAEHLNANBHOCTU NONb30BaTENEN
N NpeaoCcTaB/leHNA NONb30BaATENAM KOHTPOIA Haj CBOEM NPUBATHOCTbIO

* Ona Apple-pa3paboTumMKoB: JOKYMEHTAUMA MO 3alNTe KOHPUAEHUMANbHOCTU NONb30BATENEN, COAEPKALLAA BCE -
OT KOHLLENTYa/IbHbIX OCHOB A0 OTPAC/NEBbIX U FOCYAAPCTBEHHbIX PYKOBOAALLMX NPUHLMMNOB, @ TaKXKe cneumdpumKkaymm
KOMMNIEKTOB A4/1A pa3paboTKkM nporpammHoro obecneyeHums

* [Ona paspabotumkos, ucnonbayrowmx APl-uHtepdeiic Google (Bkntouaa Google Sign-In): ychoBua npeaoctaBaeHuUn
yenyr Google API, a TakyKe NoAUTUKA B OTHOLEHUU NO1b30BaTeIbCKMX AaHHbIX Google APl Services

* Ana Facebook-pa3spabotumkoB: npoueaypa pearMpoBaHMs Ha 3anpoc nonb3oBaTtena ob6 yganeHuu ero
NepCcoHanbHbIX AaHHbIX, cepBuc ThreatExchange n ero HacTPOMKN KOHOUAEHLUMANBHOCTU, NYOANKAUNA KOHTAKTHOM
nHpopmaumm o Data Protection Officer, onucaHne O0OHOBAEHHbLIX Mep MO 3aWuTe KOHPUAEHUMANbHOCTU
nosb3oBaTesien Npu ux ayteHTudmKkaumm, Obuwan nonmtmka naatpopmbl Facebook

* Ona pa3pabotunkos, wucnonb3ywowmux APl-uHtepdeiic Twitter: pykoBoACTBO NO  KOHPUAEHLUMNANBHOCTU
No/ib30BaTe/Iel, KOTOPblE OXBATbIBAOT BAPUAHTbI MCNONb30BAHMA M HACTPOIMKKN pa3pabaTbiBaemoro MO

* [na pa3paboTtumkos, ucnonb3ywmx Google Firebase: nfokymeHTauma Google Firebase no KOHOUAEHLMANBHOCTU U
6e30nacHOCTU, KOTOPanA BK/IIOYAET ONUCaHUE NPUMEPOB 06PaboTKM NEePCOHaNbHbIX AaHHbIX NOAb30BaTENEN

* Ona paspaborumkos, mucnonb3ywwmx GitHub: PykoBoacTtBo paspabotymKka, B KOTOPOM pPacCcKa3biBaeTca, KakK
ncnonb3osatb REST APl v3 B GpyHKUMAX 3aLLULLEHHDBIX BETOK, AOCTYMHbIX B Ny6ANYHbIX peno3utopuax ¢ GitHub Free,
a TaKKe B NyH6AMYHbIX M YacTHbIX peno3uTtopuax ¢ GitHub Pro, GitHub Team u GitHub Enterprise Cloud



https://developer.chrome.com/extensions/user_privacy
https://developer.atlassian.com/cloud/confluence/user-privacy-developer-guide/
https://developer.android.com/about/versions/10/privacy
https://developer.apple.com/documentation/uikit/protecting_the_user_s_privacy
https://developers.google.com/terms/
https://developers.google.com/terms/api-services-user-data-policy
https://developers.facebook.com/docs/apps/delete-data/
https://developers.facebook.com/docs/threat-exchange/reference/privacy/v4.0
https://developers.facebook.com/policy/
https://developers.facebook.com/blog/post/2018/05/01/facebook-login-updates-further-protect-privacy/
https://developers.facebook.com/policy/
https://developer.twitter.com/en/developer-terms/agreement-and-policy#c-respect-users-control-and-privacy
https://firebase.google.com/support/privacy
https://developer.github.com/v3/repos/branches/

Kpatkoe pykosoactBo TeachPrivacy no nogroroske u
nposeaeHuto TpeHuHros no GDPR

Fincauncr) (1) Motivation: Why should people care?

A Guide to

(2) Definition: What is personal data?

{3) Responsibilities: What should people know about the way the

G D PR Tra i n | n g organization handles privacy? What should people do in their jobs
by Daniel | Solove

to protect data?

Motivation

If people don’t care, they won't pay attention and won't change their behavior. People need to understand why
privacy matters and the concrete implications that violations of privacy can have on individuals, on the
organization, and on the workforce members involved in a violation. People pay a lot more attention when they
are told why they should be paying attention.

Definition

People need to know what data is covered. People must learn roughly how to
identify personal data and sensitive data. A challenge here is that the GDPR
has a definition of personal data that is different from how US law defines

it. US law defines it in many different ways.

People don't need to know each particular definition — otherwise, their
heads would spin. The key goal here is to get people to understand that a lot
of data that they might not think is personal data in fact can be personal
data. Data that alone is not identified to a particular person can be combined
with other data and become identified to that person. So it isn't possible to
provide a comprehensive list of all personal data.

My strategy here is to deepen people’s understanding and teach them enough
so that they ask when they are uncertain and avoid making false assumptions.

Responsibilities

People need to be taught what they should know about how an organization handles its responsibilities for
protecting data as well as their role in the process. This can be accomplished by teaching people what protecting
privacy entails more conceptually. By this, | mean that training should focus on the Fair Information Practice
Principles (FIPPs). The FIPPs are the backbone to most privacy laws, and despite all the differences in privacy laws
around the world, the FIPPs have widespread consensus.

https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/2019/04/GDPR-Training-Guide-TeachPrivacy-Privacy-Awareness-Training.pdf



https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/2019/04/GDPR-Training-Guide-TeachPrivacy-Privacy-Awareness-Training.pdf

Kpatkoe pykosoactBo TeachPrivacy no nogroroske u
nposeaeHuto TpeHuHros no GDPR
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Welcome to GDPRhub

1 Main page Drecussior
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GDPRhub is a free and open wiki that allows anyone to find and share GDPR insights across Europe
The content on GDPRAw is divided nito two databases: decsions and knowledge

In the decisions section we colect summanes of decsions by nations! DPAs anc courts in English, The summaries can be searched by relevant GDPR artice, issuing DPA or deoding
beleve a good overview of national deasions 15 3 key 10 @ pan-Ewopean debate on the nterpretation of contentious GOPR issues. Get all new decisions delwvered nght 10 your

mailbox and subsonbe to the “Rioday newsietierl

In the knowledge section we collect commentanes on GDPR articles. DPA profies. and 32 GDPR junsdictions (EU « EEAL In this database you can find anything from the phone
number of the kelandic DPA to a deep dive into each article of the GDPR

Your noyb ey Tear

GDPR Decislon Database GDPR Knowledge
Here you can find 100+ national GOPR dedsions, arranged by GOPR Artide, DPAS ar Here you an find a commentary on 1he first 21 GOFR Artices, profies on 32 DPAs ang
1he refevant Courts profikes on 32 GOPR jurisdictions

Decmona ty Artices DPA Decemar ~ourt Deono GOPR Commentan OPA Prafiles unadiction Profie

Get a summary of new decisions with GDPRtoday!

Qur team will send you & Quick averview of 3l nationa deasions of the past days from aF 3cross Europe - right to Yo maildax
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and n English. Coviously it's free and you can cancel at any time! o
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HKO "None of Your Business" («He TBoe geno») no 3awimute NpmBaTHOCTU, CO3A4aHHAA LUMPOKO M3BECTHbIM B Y3KUX
Kpyrax Makcom LLpemcom, 3anycTtuna HOBbIM pecypc gna nobuteneir eBpONemMcKOro 3aKOHOAATENbCTBA O 3alLUTe
AAHHbIX, KOTOPbIA NpeaocTaBaseT coboit co3gaHHyo Ha wiki-gBukKe 6a3y eBponenckon NpaBoOnpPUMEHUTENBHON U
cynebHom npaktnkm GDPR. 3Ta 6a3a gaHHbIX faeT NpeacTaB/lieHME O KAKYEBbIX AUCKYCCUMAX MO MHTepnpeTaumm
cnopHbix Bonpocos GDPR. GDPRhub Take copepxut 6a3y 3HaHuMit o GDPR, KoTopaa coaepuT uHpopmaumio o

TONNKOBAaHUN U NOHNUMAHUU OTAENbHbIX NONOXKEHUN eBpOI'IEI\/'ICKOI'O 3adaKOHOAaTeNbCTBA O 3aWlUTE AaHHDbIX.

https://gdprhub.eu
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Data Protection Officer

K ornaBneHuro




DPO Kak ueHTpanbHOe 3B€HO B npoueccax KoMmnaaeHca no
NepCcoHaNbHbIM AAHHbIM
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IT k‘;
Legal — \ MocTaBLLMKK
Compliance / CybbeKTbl

Mpoueccol Cucremol

/ PerynaTtopbl
KAneHTHbI
/




55 CamocroaTtenbHOCTb U He3aBucumoctb DPO

DPO, BHe 3aBucMMOCTM OT TOrO,
ABNAKOTCA M OHWU  paboTHUKaMM
KOHTpO/iepa, A0/1KHbl ObITb B COCTOAHUM
He3aBUCUMO MCNONHATb cBOM
006A3aHHOCTM W BbLINOJIHATL  CBOWU
3a4a4un.

KoHTponep n obpabatbiBatoLlee

AaHHble MU0 AO0NXHbl rapaHTUPOBATD,
4yto DPO npuHMMmaeT cBoeBpeMeHHOoe U
Hag/iexallee y4yactue B pelleHun Bcex
BOMPOCOB, CBA3@HHbIX C  3aLLUUTOM
NepCcoOHaNbHbIX AAHHbIX

KoHTponep un ob6pabaTtbiBatowiee AaHHblE
INLO AO0NXKHbl rapaHTupoBaTtb, YTto DPO He
NOAYyYaeT WHbIX YKa3aHMM OTHOCUTE/IbHO
BbINO/NHEHMA YKa3aHHbIX 3a4au.

DPO He ponxeH OblTb OTCTPAHEH WU
owTpadoBaH KOHTpPO/IEpOM Nnn
obpabaTbiBalOWMM  AaHHble  AMULOM 33
BbIMO/IHEHME CBOMX 3a4au.

DPO mMmoXeT BbINONHATL MHblE 3343a4Mn W
obsa3aHHOCTW. KoHTponep Nnn
obpabaTbiBatollee AaHHble JINUO AO0/KHbI
rapaHTMpoOBaTb, YTO /ItoOble TakMe 3agaun m
06A3aHHOCTN He BJIEKYT 3@ COOOMN KOHGUKT
NHTEPECOoB.



56 NoteHumanbHbI KOHPAUKT MHTEpecos DPO

» DPO mosKeT ABNATLCA COTPYAHUKOM
KOHTpoepa nnm obpabatbiBatoLLero
AaHHble NNLA, U OH MOXKET
BbINOJIHATb 334341 Ha OCHOBE
Aorosopa 06 okaszaHUM ycayr.
CoOoTBEeTCTBEHHO, Y HEro ecTb
MaTepuanbHaa N UHAA NNYHaA
3aUHTEepPecoBaHHOCTb B
NPOAONKEHUN BbINOSIHEHMNA CBOUX

GYHKUUN.

» DPO saBnAeTtcaA yBaxKaemMbim U
cepTMPMUMPOBAHHDBIM
npodeccnoHanom, obnagatowium
3KCNEPTHbIMM 3HAHUAMM
3aKOHOAATE/IbCTBA U NPAKTUKMK B
0b61acT 3aWNUTbl AAHHbIX, @ TaKXKe
A0POKALLMM CBOEN penyTaumen.




57 YnpaBneHue pUcKkom KOHPAMKTa nHtepecos ana DPO

e [leTanbHoOe M nc4epnbiBatoLlee
onucaHune ponun n ¢yHkumm DPO B
JIOKa/IbHbIX HOPMATUBHbIX aKTax

* OnpepeneHne n 3aKkpenaeHne B
porosope mexay DPO u ero
HaHUMATENEM B3aUMHbIX MPaB U
ob6A3aHHOCTEN

* HapeneHue DPO npasom
MHULUMMNPOBATb 0bCyXKaeHne
KPUTUYECKM BaXKHbIX BOMNPOCOB C
PYKOBOACTBOM OpraHu3auum-
HaHUMaTenA

[Mpn3HaHMe BeayLLEN POAM IKCNEPTU3DbI
DPO B Bonpocax, Kacarowmxca
NepCcoOHaNbHbIX AAHHbIX

NpenoctasneHne DPO Bcex
HeobxoaMMbIX ANA BbINONHEHUA
bYHKLUMIN CBEAEHUN UM BO3MOXKHOCTEMN
ANA X NOSIYYEHUS

[OTOBHOCTb PYKOBOACTBA OpraHn3auumn-
HaHMMaTensa AobpocoBeCTHO
PAaCCMOTPETb BOMPOCHI, BbIHECEHHbIE
DPO Ha obcyKaeHue

[ CospaHue u ykpennenue gosepusa mexxay DPO 1 ero HaHMmaTenem J




58 PykoBoactso no ceptudukauum DPO

CNIL.

LQ

Certification des compétences du DPO : la CNIL adopte deux
référentiels

\ ] . ' Ayy— "¢ e WK L+ Y e IR
Afin de rmettre Uidentification des competences el savoir-faire du deegue a la

—— | J— { 1 J Y ] 7 1 O en ) e 1 '}
protection des donnees (DPQ), la CNIL adopte dewux referentiels en matiere de

certification de DPO

certification s ') D) ()
compeiences du

? -
Organismes
de certification

(\EN@. Z

Commission nationale de
I'informatique et des libertés

HaA30pHbIM  opraH  CNIL
onybankoBan yTBEPXOEHHbIEe nm
pykoBoactea no  ceptudukaumm  Data
Protection Officer (DPO). Oba poKymeHTa
npumeHnmbl K DPO, pencrteyrowmMm Ha

Tepputopun PpaHuUnUM MK TOBOPALWMM NO-

dpaHLY3CKU:

* B pyKoBoacTtBe no ceptudukaumm DPO
npusogAtcs TpeboBaHWA M ycnoBuA ANA
PacCMOTPEHUA 3aABIEHUM KaHAWAATOB, a
TaKXe nepeyvymncsieHbl 17
KBa/JIMOUKALMOHHDBIX KpUTEPMEB, KOTOPbLIM
Heobxoanmo COOTBETCTBOBATb ana
NoslydeHuMAa cTaTyca cepTUOULMPOBAHHOIO
DPO co CTOPOHDI opraHos no
ceptTuduKaumu, akkpeagmtToBaHHbIX CNIL;

* B PYKOBOACTBE MO  aKKpeguTaumm
M3NaratoTcA KpUTEPUN, KOTOPLIM LONXKHDbI
YyOO0BNEeTBOPATb opraHusaumu,
npeteHAyowme Ha cTaTyc
aKKpeguTtoBaHHbIX CNIL opraHoB no
ceptudukaumm DPO.

dpaHLy3CKuin

https://www.cnil.fr/fr/certification-des-competences-du-dpo-la-cnil-adopte-deux-referentiels
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59 PykoBoactso gna DPO ot TADATA

B o T4DATA

The DPO Handbook

Guidance for data protection officers in the public and quasi-public sectors
on how to ensure compliance
with the European Union General Data Protection Regulation

By Douwe Korff and Marie Georges
drawing on major confributions by the project pariners
under the Training Data Protection Authorities and Data Protection Officers - T4DATA project

(Grant Agreement number: 769100 — T4DATA — REC-DATA-2016/REC-DATA-2016-01)

Project Partners

Fondazione Letio e Lish

|
’)
g
@
B

Coordinatar

and

Garante per la Protezione dei Dsti Personali (Italy)

-

Agencia de Proteccion de Dstos (Spain)

Agencija za zastitu osobnih podataka (Crostia)

Commission for Personal Data Protection (Bulgaria) w

Urzad Cchrony Danych Osobowych (Poland)

The DPO Handbook

Ha caiite utanbaHckoro perynatopa (Garante per la
protezione dei dati personali) onybankosaHo
«PykoBoacTteo ana DPO» ot TADATA (3a aBTOpCTBOM
AByx cneunanuctos - Douwe Korff n Marie Georges)
Ha  aHMUMMCKOM  A3blKe, KOTOpPOe  KacaeTcs
pestenbHocth  DPO B rocyaapctBeHHOM U
KBa3UrocyaapCTBEHHOM CEKTOPaAX.

PykoBoacTtBo onucbiBaeT poab U ¢yHKumm DPO,
UMTUPYHOTCA AOKYMEHTbl M NO3ULUK €BPONEMNCKUX
HaumoHanbHbix DPA, WP29, CEDPO wn pgpyrux
OTHOCUTENIbHO  Ka)XAoro acneKkra [AeATe/lbHOCTU
DPO. Takxe patoTcA MNOACHEHUA OTHOCUTENbHO
cywecTtsyrowmx cuctem  ceptudukaumm  DPO,
onpeaenAtoTca TpeboBaHuA K 3HAHUAM,
KBa/IMPUKALMK, ONbITbl, TMYHBbIM KayecTBam DPO.

https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf



https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf
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TAR Friuli Venezia Giulia o Tpe6oBaHuax Kk DPO

https://associazioneforenseemilioconte.it/d-p-o-illegittima-la-richiesta-del-possesso-della-certificazione-iso-iec-27001-quale-titolo-abilitante-tar-
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D.P.O. - illegittima la richiesta del possesso della
certificazione ISO/IEC/27001 quale “titolo abilitante™ -TAR
Friuli Venezia Giulia, Sez. 1+, sentenza del 13 settembre 2018,
n 287.

11GE ROMANO ®u

Dal 25 maggio 2018, come tutti sanna, ¢ entro in vigore il c.d, GDPR - General Data Protection Regulation - che ha

intredotto obblighi stringenti per professionisti e imprese, volti ad elevare il livelle di informazione e tutela dei dati

personali

Tra le novits di maggior tilievo vi & senze dubbio quella del ¢.d. Data Protection Officer (D.P.O), il quale, ai sensi
delf'art. 37, viene designato dal titolare e dal responsabile del trattamento, "...ognr gualvolta: o) il trattamento é
effettucto da un‘auvtoritd pubblica o da un organismo pubblica, ecceltuate e autorild giurisdizionall quando esereiltano
te loro funziom giurisdizional; b) le attinta principali del titolare del trattamento o del responsabite del trottamento

consston

sistematico degli interessats su largo scala; oppure o) Te attivita principali del btolare del trattamento o del responsabile

del trattamenteo consistono nel Lrattamento, su largo scala, di categorie particolan di dats personall di cul all'asticolo

Q o av datr relabivi a condanne penali e a reatr di cur afl'artscolo 107

La decisione del TA.R.

Esaminata la questione, | Tribunale amministrative accoglie il ricorso gitenendo Iilegittima la richiesta del
possesso della certificazions ISO/IEC/27001 guale “titolo abilitanta”. Ad avviso del TAR,, infatti:

trattamenti che, per loro natuwra, ambito di applicazione &/o finalitd, richiedono if montoraggo regolare ¢

TAR Friuli Venezia Giulia

PeweHnem  AAMWHUCTPATMBHOIO  CyAda
permoHa Ppuynn — BeHeuma-[xKynma B
Utanum (TAR Friuli Venezia Giulia) ot
13.09.2018 No287 NPU3HaAHO
NPOTMBONPABHbIM TpeboBaHME MECTHOrO
MeOULNHCKOro yypexaeHums K
coMcKatensm  nosuumun,  obnagatowein
cxoaHbiMm ¢ Data Protection Officer (DPO)
dYHKUMOHanom, obnagatb cepTudMKaTom
Beaywero Ayautopa B COOTBETCTBUM CO
ctaHgaptom ISO/IEC 27001.

friuli-venezia-giulia-sez-i-sentenza-del-13-settembre-2018-n/



https://associazioneforenseemilioconte.it/d-p-o-illegittima-la-richiesta-del-possesso-della-certificazione-iso-iec-27001-quale-titolo-abilitante-tar-friuli-venezia-giulia-sez-i-sentenza-del-13-settembre-2018-n/
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Data watchdog investigating potential
GDPR breaches in Government

Department of Sociel Protection allegedly Interfered with role of Its data protection

Elaine Edwards

williams-Fitzpatrick !

Seosaimhin Eilionor

01-01-2015 T0001324 e,

The Data Protection Commission has said it is investigating “potential

breaches” of the General Data Protection Regulation by a Government

«dly interfered with the role of

department, following a complaint that it alle

its data protection officer, an offence under the EU legislation

B aBrycte 2018 roga cTano M3BECTHO, 4YTO FeHepasbHbIN
ceKkpeTapb [lenaptameHTa MO BOMNPOCAM 3aHATOCTU W
coumnanbHoi 3awmtbl (Department of Employment Affairs
and Social Protection - DEASP) pacnopsgunca BHecCTU
M3MEHeHMA B NOAUTMKY [JenapTameHTa B OTHOLWEHUU
KOoHPMAeHUNaANbHOCTN B UHTEpHETE U yAAAUTb YNIOMUHAHME
0 cbope OMOMETPUYECKUX [AaHHbIX. WM3MeHeHus Obiaun
BHecCeHbl, Korga /uuo, OTBETCTBEHHOE 3a  3aluTy
nepcoHasnbHbIX AaHHbIX (Data Protection Officer — DPO) B
[JenapTameHTe, HaXxO4AWNOCb B OTMYCKe, @ ero AasbHenwue
NMOKa3aHWA O CBNAETEeNbCTBYIOT O Hecornacmn DPO ¢ Takmmu
N3MEHEHUAMM N YTO OHW He 06CYKAANNUCh C HUM.

Toraa e WpnaHACKM Haa30pHbIn opraH (Data Protection
Commission - DPC), no »kanobe HKO “Digital Rights Ireland”
oT umeHn KapnaumHa JlunnudrroHa (Karlin Lillington) -
XypHanucta  wmsganua  “lrish  Times”,  uHMUMmnposan
paccnefoBaHMe 0 BO3MOXXHOM HapyweHun ctatbk 38 GDPR B
BMae BmewaTtenbctBa B pabotry DPO co CTOpOHbI ero
HaHMmaTena. B asrycte 2019 roga cTtano M3BECTHO, 4YTO B
npeaBapuTenbHbIX pe3ynbTatax paccaegoBaHma DPC 6bin
3apmMKCMpoBaH baKT HE3aKOHHOro BMeLLaTeNbCTBa
pykoBoactBa DEASP B paboty cobctBeHHoro DPO, n tenepb
denapTtameHTy rpo3nT wTpad pasmepom go € 1,000,000.

https://www.irishtimes.com/business/data-watchdog-investigating-potential-gdpr-breaches-in-government-1.3721640

https://www.thetimes.co.uk/article/department-of-employment-and-social-protection-may-face-gdpr-fine-of-up-to-1m-0hcqgrrlh3



https://www.irishtimes.com/business/data-watchdog-investigating-potential-gdpr-breaches-in-government-1.3721640
https://www.thetimes.co.uk/article/department-of-employment-and-social-protection-may-face-gdpr-fine-of-up-to-1m-0hcqrrlh3
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Whao cannat serve as a data protection officer? n

Can | designate a data peotection officer on a voluntary basis? n

DPO He MOeT 3aHMMaATb AO/IKHOCTb WU
oCcyllecTBNATb  PYHKUMKM, KOTOopble  byayT
TpeboBaTb OT HEro ONpeAeUTb LeIn U MeToAbl
0b6paboTkm NepCoHaNbHbIX AaHHDbIX.
OnpepeneHne uene n metoaoB 06paboTKu
NepCcoHaNbHbIX OaHHbIX ABNAETCA
06A3aHHOCTbIO KOHTpPONEpA.

KOHPAUKT MHTEpecoB MOXKET BO3HUKHYTb,
ecnn, Hanpumep, CISO wam oguH wn3 TON-
MeHeOKepoB KOMMAHMKM Ha3Ha4YeH B KavecTse
DPO.

KOHTaKTHble AaHHble DPO DO/IKHbI
coobuwatbcs DPA, a TakXe A0NXHbl ObiTb ABHO
M NErko AOCTYNHbI ANA BCEX 3aMHTEPECOBAHHbIX
amd.  Hanpumep, y DPO  moxeT ObiTb
cneuyanbHbil  HOMep TenedoHa  CAYXKObl
NoALEPKKM  KJAMEHTOB  WIN  KOHTAKTHaA
nHdopmaunsa/bopma Ha Beb-caiiTe KOMNaHUM.
Echh B KOMMaHWMM  npousowna  yTeuyka
nepcoHasbHbIX OAHHbIX, o KoTopou
coobuwaetca DPA ¥ 3aTpoHYTbiM CybbeKkTam
OAHHbIX, TO B OTYET AOJIKHbl OblTb BK/OYEHDI

MMA W KOHTAKTHble AaHHble DPO agnsa
BO3MOHOCTHU 3anpoca AONONHUTENBHOM
nHpopmaumu.

https://tietosuoja.fi/en/designating-a-data-protection-officer



https://tietosuoja.fi/en/designating-a-data-protection-officer
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ABOUT GDPR OUR SOLUTION IN THE MEDIA RESELLERS BLOG =

Aigine

DATA PROTECTION OFFICERS PERSONALLY LIABLE
FOR FINES

Right now, the question of personal liability for employees are being tried in their role as data protection
officers in both Switzerland and the UK. In both coses, companies that have suffered costs under the
GDPR ars sesking compensation from the Data Protection Officers, whao they cloim has acted wilfully or
blatantly negligent. The outcome could have impact for the whole of Europe, os the national

legislatficons looks similar.

i ..there are actions to toke to avoid any liability..."

It is a common misconception that a data protection officer never could be personally ioble forits
responsibilifies connected GDPR. However, such an obligation can only arise under specific

circumstances and there are actions to take to avoid any liability, which we will describe in this arficle.

Damages to dato subjects and administrative fines from the supervisory authority must, according to
GDPR, be directed ogainst the data controller or processor, that iz, the data protection officer’s
employer and not the data protection officer himself. However, the Data Protection Officer has very
clear duties and a responsible and an independent role in the organization as stated in Articles 386 and
39 of the GDPR.

The Data Protection Officer iz expected to give active odvice to management and to monitor the
organizafion's complionce with the rules. The organization then have the responsibility for prioatizing
and executing actions based on the Data Protection Officers advice. This division of responsibilities can
in many cases lead to conflicts since a normal employee gives directives on how the employer should
perform tasks. Therefore, Article 38 [3) expressly prohibits penalization agaoinst data protection officers.
This prohibition states that the DPO must not be dismissed, nor penalized, for performing his tasks. But
what if the DPO does not perform his tasks and duties? Could the Data Protection Officer then be

personally liable?

BpemAa  BOMPOC  JINYHOM
oteeTtctBeHHOCTM DPO paccmatpusaetca B
cygaax Kak B lWBenuapum, TakK u B
BennkobputaHmn. B 060omx cnydaax KomnaHuu,
KOTOpble NMOHEeCAM pacxoAbl B pamKax Bbinaat
a4MUHUCTPATUBHbIX WTPadoB 3a HapylleHue
Hopm GDPR, TpebytoT KomneHcauuio ot DPO,
KOTOpble, NO UX YTBEPKAEHWUID, OAEMUCTBOBAMN
npegHamepeHHO MU ABHO HeBpeXHO.

B  HacToAwee

JInyHan OTBETCTBEHHOCTb DPO MOXKeT
BO3HUKHYTb B C/lydae, €CM OH He BbIMOJIHWUA
cBoun ob6A3aHHOCTH no AOBeAEHUIO
MHPOPMALMM O BbIABNEHHbIX HECOOTBETCTBUAX
A0 pykoBoactBa wamM  o0b6s3aHHOCTM  NoO
NpeaoCcTaB/lIEHUIO aKTUBHbIX PEKOMEHAALUUN Mo
BbINONHEHMIO TpeboBaHu GDPR.

DPO He HeceT OTBETCTBEHHOCTU 3a
onpeaesnieHMe MNPUOPUTETOB U BbINOJIHEHUE
AENCTBMIW, HANPaBAEHHbIX Ha YyAy4dlleHue
KoOHmnaeHunanbHoctn u cobnogeHme GDPR.
3Ta OTBETCTBEHHOCTb JIOXKUTCA HAa KOHTPONEpa
AAHHbIX UN NpoLueccopa.

https://aigine.se/en/data-protection-officers-personally-liable-for-fines/gdpr/
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Home » South Korean Court Imposes Personal Liability On Privacy Officer For Data Breach

South Korean Court Imposes Personal
Liability on Privacy Officer for Data
Breach

Posted on January 9, 2020

POSTED IN ENFORCEMENT, INTERNATIONAL

According to MLex, on January 6, 2020, the Seoul Eastern District Court found Kim

Jin-Hwan, a privacy officer of the South Korean travel agency Hana Tour Service Inc.,

guilty of negligence in failing to prevent a 2017 data breach that affected over
465,000 customers of the agency and 29,000 Hana Tour employees.

The privacy officer was accused of violating South Korea's Personal Information
Protection Act and the Network Act, which require the person responsible for the
management of personal data to take necessary “technological and managerial
measures” to prevent data breaches and to notify the Korea Communication

Commission of any data breach incidents within 24 hours.

The Court imposed a penalty of 10 million South Korean Won (¥) against the
privacy officer, which is roughly equivalent to $8,500. This is in addition to separate
fines of ¥327,250,000 (around $280,000) imposed against the company by the
Ministry of Interior and Safety.

64 JlnuHasa oTBeTcTtBeHHOCTb DPO B lOKHOI Kopee

6 AaHBapAa 2020 roga CeynbCKMIM BOCTOYHbIA OKPYXKHOW CyA,
npusHan Kum [OxKnH-XBaHa, DPO 1OXKHOKOpPEMNCKOro
TypucTnyeckoro areHtctea Hana Tour Service Inc.,
BMHOBHbIM B  XaNaTHOCTM  M3-3@a  HecnocobHocTu
npesoTBpaTUTb YyTedKy AaHHbix 2017 ropga, Kotopas
3aTpoHyna 465,000 knuneHtoB areHtctBa wu 29,000
coTpyaHuKos Hana Tour.

DPO 6bin 06BMHEH B HapylweHMW 3aKOoHa O 3almTe
nepcoHanbHOW WHbOpPMAUMM M 3aKOHA O CeTax, B
COOTBETCTBMM C KoTopbiMM DPO pgonxkeH nNpUHMMATL
HeobxoAMMble «TEXHOJIOTMYEeCKMe W  ynpaB/ieH4Yeckue
MepbI», YTOObl NPEeAoTBPaTUTb YTEUKY AAHHbIX, a TaKKe
06sa3aH yBegomnatb Komuccuio no ceasm Kopeun o nobbix
CAy4asx HapyweHus  6e30nacHOCTU  NepoCHasbHbIX
[laHHbIX B Te4yeHue 24 4yacos.

Cyn, Hanoxwun wtpad B pasmepe 10,000,000
O>KHOKOpeMncKmx BoH (oK. $8,500) Ha DPO B gonosiHeHue K
wtpady B 327,250,000 BOH (OK. $280,000), paHee
HANOXKEeHHOMY Ha areHTCTBO MUHUCTEPCTBOM BHYTPEHHUX
Aen n 6esonacHoctn Kopew.

https://www.huntonprivacyblog.com/2020/01/09/south-korean-court-imposes-personal-liability-on-privacy-officer-for-data-breach/



https://www.huntonprivacyblog.com/2020/01/09/south-korean-court-imposes-personal-liability-on-privacy-officer-for-data-breach/

OnucaHne KOMneTeHUUn U AOPOXKHOM KapTbl pa3Butna DPO
oT Komuccum no 3awmre nepcoHanbHbIX AaHHbIX CMHranypa
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Legitimate Interests
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s Checklists
Samp]e LIA temp]ate ICOo O We have checked that legitimate interests is the most appropriate basis.

O We understand our responsibility to protect the individual’s interests.

This legitimate interests assessment (LIA) template is designed to help you to
decide whether or not the legitimate interests basis is likely to apply to your L ]
processing. It should be used alongside our legitimate interests guidance. O We have conducted a legitimate interests assessment (LIA) and kept a

record of it, to ensure that we can justify our decision.

Part 1: Purpose test

O We have identified the relevant legitimate interests.
You need to assess whether there is a legitimate interest behind the processing.

« Why do you want to process the data? O We have checked that the processing is necessary and there is no less
+ What benefit do you expect to get from the processing? intrusive way to achieve the same result.

« Do any third parties benefit from the processing?

+ Are there any wider public benefits to the processing? O We have done a balancing test, and are confident that the individual’s
« How important are the benefits that you have identified? : : - .

» What would the impact be if you couldn’t go ahead with the processing? interests do not override those legitimate interests.

« Are you complying with any specific data protection rules that apply to your

processing (eg. profiling requirements, or e-privacy legislation)? O We only use individuals’ data in ways they would reasonably expect,

» Are you complying with other relevant laws? unless we have a very good reason.

« Are you complying with industry guidelines or codes of practice?

+ Are there any other ethical issues with the processing? O We are not using people’s data in ways they would find intrusive or which
Part 2: Necessity test could cause them harm, unless we have a very good reason.

L‘;Qﬁ:g to assess whether the processing is necessary for the purpose you have O If we process children’s data, we take extra care to make sure we protect

their interests.

Will this processing actually.help yvou achieve your purpose?

» Is the processing proportionate to that purpose? . O We have considered safeguards to reduce the impact where possible.
« Can you achieve the same purpose without the processing?

Can you achieve the same purpose by processing less data, or by processing
the data in another more obvious or less intrusive way?

Part 3: Balancillg test O If our LIA identifies a significant privacy impact, we have considered
whether we also need to conduct a DPIA.

O We have considered whether we can offer an opt out.

You need to consider the impact on individuals” interests and rights and freedoms
and assess whether this overrides your legitimate interests.

O We keep our LIA under review, and repeat it if circumstances change.
First, use the DPIA screening checklist, If you hit any of the triggers on that
checklist you need to conduct a DPIA instead to assess risks in more detail. O We include information about our legitimate interests in our privacy

information.

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/legitimate-interests/



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/legitimate-interests/
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Doesthis processing
actually help to
furtherthat interest?

Is it & reasonable way
to go about it?

Is there another less
intrusive way to
achieve the same
result?

Step 2: Apply
the necessity
test

existence of
automated decision-
making, including
profiling

«

source of the
personal data

/

\
>

Legitimate
Interests

Step 3: Do a balancing

htest

|

Why do you want to process the data —what are you
trying to achieve?

Who benefits from the processing? In what way?

Are there any wider public benefits to the processing?

Step 1 How important are those benefits?
Ide ntify the
legitimate Would your use of the data be unethical or unlawful in
interest|s) any way?

What would the impact be if you couldn’t go ahead?
.

L

o What is the nature of your relationship with the individual?

™

s any of the data particularly sensitive or private?

-

. Would pecple expect you to use their data in this way?

Are you happy to explain it to them?

Are some people likely to chject or find it intrusive?

-

What is the possible impact on the individual?

How big an impact might it have on them?

-

Are you processing children's data?

o

Are any of the individuals vulnerable in any other way?

Can you adopt any safeguards to minimise the impact?

Can you offer an opt-out?

https://wadiff-consulting.co.uk/2018/01/08/legitimate-interest-3-part-test/



https://wadiff-consulting.co.uk/2018/01/08/legitimate-interest-3-part-test/

O6paboTKa NepcoHaNbHbIX AaHHbIX HA OCHOBaHUM Legitimate
Interests: npasonpumeHuTenbHana u cyaebHana NpakTUKa

Future of Privacy Forum u NYMITY noarotoBuan o630p
€BPOnencKon NPaBoNpPMMEHUTENBHON U cyaebHOM NPaKTUKN B
chepe 06paboTKM AaHHbIX HA OCHOBAHWKM 3aKOHHOTO MHTepeca
(legitimate interests). O630p 3aTparnMBaeT KaK pelleHUus
HAaUWMOHaNbHbIX OPraHoB Mo 3awuTe gaHHbix (DPAs) u cyzos
EBponeickoro askoHomu4yeckoro npoctpaHcTea (EEA), a Takke
Hanbonee 3Haummble peweHuna Cyp EBponeinckoro Cotosa
(Court of Justice of the European Union). Mpaktuka 6bina
pasgeneHa Ha ABe 4YacTW: B NEepBOM OMWUCAHbl pPeLIeHUA O
3aKOHHOCTM Mcnonb3oBaHMA legitimate interests B KauvecTBe
NPaBOBOro OCHOBaHMA AnAa 06paboTKM NepcoHaNbHbIX
AAHHbIX, @ BO BTOPOW — KOrga pelleHne 66110 06paTHbIM.

O630p coAepUT MoJsie3Hble MPUMEPbl «YyNpPaKHeHUA Mo
6aﬂaHCMpOBKe» 3aKOHHbIX WHTEPECOB, a TaKXe OonuncaHune
Processing Personal Data on the Basis of Legitimate KOpPpPEeKTUpyrwmnux mep, HGOﬁXO,D,MMbIe ana n3IMeHeHnAa
Interests under the GDPR: Practical Cases
6anaHca u npnaaHnAa 3aKOHHOCTHU O6pa6OTKM AaHHDbIX.

PRIVACY COMPLIANCE SOFTWARE

P Pt NYMITY

https://info.nymity.com/hubfs/Landing%20Pages/Nymity%20FPF%20-
%20Legitimate%20Interests%20Report/Deciphering Legitimate Interests Under the GDPR.pdf



https://info.nymity.com/hubfs/Landing%20Pages/Nymity%20FPF%20-%20Legitimate%20Interests%20Report/Deciphering_Legitimate_Interests_Under_the_GDPR.pdf

Pykosoacteo ot DPN no ucnonb3sosaHuto Legitimate Interests
M nposegeHuto LIA

Understanding what Legitimate Interests are

Guidance on the use

of Legitimate Interests
under the EU General

Data Protection Regulation

Hey definitions

The Lawful Basis for processing under the GDPR

Individuals® rights under the GDPR & the implications of using
Legitimate Interests

Identifying areas of processing where Legitimate Interests may apply

How Legitimate Interests might apply

Case studies & examples of where Legitimate Interests may apply

The Legitimate Interests Assessment (LIA) - the 3 stage test

Identifying a Legitimate Interest

The 'necessity test’

The 'balancing test’

Transparency and the consumer

How to communicate the use of Legitimate Interests effectively and
transparently to individuals

Appendices:

Appendix A — Legitimate Interest Process Flow for selecting Lawful Basis for
processing

Appendix B - Legitimate Interests Assessment Template

Appendix C - Legitimate Interests Assessment Example

Appendix D — The GDPR articles and recitals relating to Legitimate Interests

Appendix E — Glossary of terms

https://www.fairtrade.org.uk/~/media/FairtradeUK/Resources%20Library/Data%20Protection%20Network%20-

%20Guidance%200n%20the%20use%200f%20legitimate%20interest.pdf



https://www.fairtrade.org.uk/~/media/FairtradeUK/Resources%20Library/Data%20Protection%20Network%20-%20Guidance%20on%20the%20use%20of%20legitimate%20interest.pdf

0630p ot CIPL no npumepam ncnonb3osaHua Legitimate
Interests B KauecTse NPaBoOBOro 0CHOBaHUA 06paboTKkM

Centre for
Informettion

Policr
leac?éxship

ef' Hurvon &Vl LLP

27 April 2017

CIPL Examples of Legitimate Interest Grounds for Processing of Personal Data
Discussion Drafit

In preparation for CIPL GDPR Froject Madrid Weorkshop III, CIPL has asked the GDFR
project members for examples where a) legitimate interest is the appropriate ground for
processing personal data. and b) in some cases the only legal ground for processing.

The purpose of the exercise was to establish current practices and instances of organisations
using legitumate interest processing under the current law and to inform all the stakeholders
involved in the GDPR implementation of the broad application of this ground of processing
today.

Part I of this document is a summary of the examples we received, organised in broad
categories of processing purposes. Part I are specific case studies from different industry
sectors that provide an in-depth discussion of the rationale for legitimate interest processing,
and the balancing of interests and risk mitigation undertaken by the controller to ensure
accountability and to meet the reasonable expectations of the individual.

The examples we received demonstrate the following:

a) organisations in all sectors currently use legitimate interest processing for a very large
warlety of processing personal data and this trend is likely to continue vnder the
GDFE.

b) in many cases, legitimate interest processing is the most appropriate ground for
processing, as it entails organisational accountability and enables responsible uses of
personal data, while effectively protecting data privacy rights of individuals.

c) in some cases, organisations use legitimate interest as the only applicable ground for
processing, as none of the other grounds can be relied on in a particular case.

d) organmisations using legitimate interest always consider the interest in case (of
controller or a third party / parties); they balance the interest with the rights of
individuals; and they also apply safegnards and compliance steps to ensure that
individuals rights are not prejudiced in any given case.

e) the current use cases of legitimate interest tend to form a pattern, with most commen
examples being prevalent in many organisations and all the cases broadly falling in
several wide categories outlined below. The most prevalent category of legitimate
interest cases across all industries is i) frand detection and prevention and ii)
information and system security.

Centre for Information Policy Leadership npeanaraet

0630p MpPaKTUKM W NPUMEpPOoB OMopbl
NHTepec

Ha 3aKOHHbIN

npu o06paboTKe nNepcoHasbHbIX AaHHbIX B

cnegyowmx obnacrax:

1.
2.

00N O U1 B

. Industry  watch-lists and

Fraud detection and prevention (crime prevention);
Compliance with foreign law, law enforcement, court
and regulatory bodies’ requirements;
industry  self-regulatory

schemes;

. Information, system, network and cyber security;
. Employment data processing;

. General Corporate Operations and Due Diligence;
. Product development and enhancement;

. Communications, marketing and intelligence.

https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281 /final cipl examples of legitimate interest grounds for processing of

personal data 27 april 2017.pdf
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Data Protection Impact Assessment

WAIT! HAS ANYONE
DONE A PRIVACY IMPACT
ASSESSMENT ?
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Pykosopgcteo ot ICO no nposegeHuto Data protection impact

assessments (DPIA)

: Serious , - - . .
Keep tnder Identify a Low risk High risk High risk
review need for a o harm
DPIA 0
Integrate g-
outcomes :
Describe
into plan the E
processing u— Some i . .
DPIA o ) Low risk High risk
b impact
Sign off T
and record
outcomes process Consider E
consultation (1]
)]
Minimal . . .
Identify . Low risk Low risk Low risk
measures to Aecpse Impact
itigate risk o
A necessity and
Gl Proportionality
assess risk
’ Reasonable | More likely
Remote N
possibility than not
Likelihood of harm

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-
assessments-dpias/



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/
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Pykosopgcteo ot CNIL no metoaonornm ynpasneHua Privacy-
pucKkamu
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PRIVACY RISK MANAGEMENT
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https://www.cnil.fr/sites/default/files/typo/document/CNIL-ManagingPrivacyRisks-Methodology.pdf
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aepd

TEMPLATE FOR DATA PROTECTION IMPACT ASSESSMENT
REPORT (DPIA) FOR PRIVATE SECTOR

This report template aims to meet the provisions of the General Data Protection
Regulation which include, among the obligations of the data controller, the need to
aszess the impact of processing activities on dsta protection where it is likely that the
processing operation constitutes & significant rizk to the fundamental rightz and
freedoms of natural persons.

‘While this medel is not intended for low risk precessing, in those cases where it is not
compulsory to complete a DPIA, the option of carrying out this analysis may be
considered with the aim of studying & processing cperation and the related processes
necessary for achieving an orzanizstion’s objectives in-depth. Thiz analysis may &lso be
uzeful in determining parallels with other processing operations that might be camrisd
out in the organization with effort economy objectives.

Thi= model contains the chapters and s=ctions which must be taken into account for the
preparation of the DPIA report as, in some respect, these are elements that are directly
or indirectly related to the analysis of a processing operation.

This report templats is based on the following guides and standards:

- “The Practical Guide for Data Protection Impact Asseszments subject to the GDPR™
published by the AEFD.

- Standards |50-28134 “Guidelines for privacy impact assessment”, 130-31000 “Risk
management. Principlez and guidelines” and |50-31010 *“Risk management. Rizk
assessment technigues.™

MOTE: These tables are intended to include a description of each =s=ction of the
document. They do not replace the aforementioned guidelines and should be remowed
from the final report.

wersion March 2020
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lll. PURPOSE OF THE PROCESSING OPERATION .
Date of preparation of the DPIA...
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Categories of Data ..
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VII. ANALYSIS OF THE OBLIGATION TO COMPLETE A DPIA: RISK ASSESSMENT ..
Inclusion of processing operation in the list of exempt processmg operatlons
Analysis of obligation to complete DPIA for the processing operation ..
Assessment of level of risk .

VII. ANALYSIS OF THE NEED FOR THE PROCESSING OPERATION .
Benefits for data subjects .
Benefits for the entity ... .
Alternatives to the processmg nperatlon and Wh}f they were not chosen

IX. MEASURES TO REDUCE THE RISK .
Optimising the processing operation _.
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Accountability measures .. -
Security Measures

X, RISK-BENEFIT ANALY SIS
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https://www.aepd.es/sites/default/files/2020-03/modelo-informe-EIPD-sector-privado-en.rtf
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76 0630p Fieldfisher HauMoHanbHbIX «4epHbIX cnuckos» DPIA

Fieldfisher nogrotoBunn  matepwuan,

e | et | i | % s B = i ONuCbIBAOWNA  TaK Ha3blBaemble
= Awtrie HaUuMOHa/ibHbleé «4YepHbleé CMUCKU» Data
o Protection Impact Assessment (DPIA).

3710 CMUCKWN, KOTOpble Had30pHblE
oo OpraHbl PasINYHbIX TFOCYAapPCTB-Y4N1E€HOB
% oo EC 06a3aHbl nybankoBaTtb B
Ml o it cooTBeTcTBMM cO cTaTbel 35 (4) GDPR, u
= KOTOpble yCTaHaBAMBatoT, Korga DPIA
Tpebyetca ana ob6paboTkm onepaymi,
'“, - KOTOpPble OHW KOHTPO/IMPYIOT. Ha AHBapb
. o ‘ 2020 roga onyb6naMkoBaHO 22 TaKuX
b ey J YEPHBIX CMMCKa.
N2 e
| 3 B
| Lowxdxrg | |
— Detherbmds
W oy
o~ Pelant
g Sevakis
-y Soeeris
W spen https://www.fieldfisher.com/en/services/technology-
= outsourcing-and-privacy/privacy-security-and-
information/privacy-security-and-information-law-
L J blog/data-protection-impact-assessments-

%E2%80%93-what,-when-an
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77 DPIA B oTHOoweHun Microsoft Office ProPlus

COMPAI’:JY

Impact assessment shows privacy
risks in Microsoft Office ProPlus
Enterprise

On behalf of the Dutch Ministry of Security and Justice, Privacy Company carried out a
(DPIA) on Microsoft Office ProPlus (Office 2016 MSI and Office 365 CTR). At the request
of the Ministry, we publish this blog about the findings. For questions about the research
you can contact SLM Rijk (Strategic Vendor Management for Microsoft within the
Ministry of Justice), accessible via the Press Office from the Ministry of Justice, +31
(0)70 370 73 45.

The SLM Rijk conducts negotiations with Microsoft for approximately 300.000 digital
work stations of the national government. The Enterprise version of the Office software
is deployed by different governmental organisations, such as ministries, the judiciary, the
police and the taxing authority.

The results of this Data Protection Impact Assessment (DPIA) are alarming. Microsoft
collects and stores personal data about the behaviour of individual employees on a large
scale, without any public documentation. The DPIA report (in English) as published by

the Ministry is available

Starting today, and with the help of Microsoft, SLM Rijk offers zero exhaust settings to
admins of government organisations. During the writing of this DPIA, Microsoft has
committed to take a number of other important measures to lower the data protection

risks

Dutch Ministry of Security and Justice
and Privacy Company

Mo Nnopy4YeHUo MuHuctepcTBea
6e3onacHocTM U toctuumm HuaepnaHaos
KomnaHuA Privacy Company ocyuiectemna
Data Protection Impact Assessment B
oTHoweHunn npoayktoB Microsoft Office
ProPlus (Office 2016 MSI u Office 365
CTR), ncnonbsyembix Ha 300,000 paboumx
CTaHUWI NnpaBuTenbCcTBa HnaepnaHaos.
Pe3ynbTaTbl 3TOM OLLEHKM BO3AENCTBUA Ha
AaHHble (DPIA) BbI3bIBAlOT  TPEBOrY:
Microsoft cobupaeT n xpaHUT AaHHble O
noBeAEHUN OTAENbHbIX COTPYAHWKOB B
3HAuUMTeNbHbIX MacwTabax, 6e3 Kakoro-
nmbo  nybAMYHOro  AOKYMEHTMPOBAHMA
AAHHOM aKTUBHOCTMW.

https://www.privacycompany.eu/en/impact-assessment-shows-privacy-risks-microsoft-office-proplus-enterprise/
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YnpasneHue Data Breach
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CTaTUCTUKa HapyLweHnii 6e3onacHOCTU NepPCcoHaNbHbIX

AaHHbIX B 2018-2019 ropax ot DLA Piper

Total number of personal data breaches notified per jurisdiction
for the period from 25 May 2018 to 27 January 2020 inclusive*

I
I : oo
I s

B o6

B oo

| RAE

B :::

[ EEES

B 3

B 2824

Italy | REES

Slovenia [ REZS

Netherlands
Germany
United Kingdon
Ireland
Denmark
Poland
Sweden

rHniand

France

Norway

Spain 608
| 1644
| 1332
Hungary | 720

Austria

Belgium

Czech Republic |
’ 720 *Not all of the countries covered by this report

Romania I 668 make breach notification statistics publicly available

; I and many only provided data for part of the period

Luxembourg

545
covered by this report. We have therefore had to

338 extrapolate the data to cover the full period. It is
Malta also possible that some cof the breaches reported
relate to the regime pre-dating GDPR.

Greece
“*Germany has 16 different State data protection
supervisory authorities plus a federal supervisory

Estonia 188 authority. The supervisory authorities for Baden-
Wuertemberg, Mecklenburg Western Pomerania,
Latvia 173 e = :
Saxony and Saxony-Anhalt either provided
Lyprus 94 ncomplete data or no data so we have extrapolated
Liechtensteir 30 data for these States based on the data provided by

[
I
l
Lithuania | 222
I
I
|
l

0 10,000 20,000 30,000 40,000 50,000

Per capita country
ranking of breach
notifications*®

Netherlands
Ireland
Denmark
Iceland
Finland
Luxembourg
Slovenia
Sweden
Liechtenstein
Norway
Germany
Malta

United Kingdom
Poland
Austria
Estonia
Belgium
Latvia
Hungary
Cyprus
Lithuania
Czech Republic
France

Spain

Italy
Romania

Greece

Number of data
breaches per
100,000 people for

the period 28 January

2019 to 27 January
2020 inclusive

147.2
132.52
115.43
91.15
7.1
56.97
52.55
48.14
39.18
3731
3112
3
17.79
13.74

121

9.74

T

4.18
4.03
3.2

2,08

205

Change compared
to last year's
ranking

*Per capita values were calculated by dividing the number of

data breaches reportad by the total population of the relevant
country multiplied by 100,000. This analysis is based on census

data reported In the CIA World Factbook (July 2018 estimates)

https://www.dlapiper.com/en/uk/insights/publications/2020/01/gdpr-data-breach-survey-2020/




PekomeHaauum ot ENISA no BbipaboTKe meToA010TUMN OLLEHKMU
TAXECTU HapyweHuit 6e30NacHOCTU NepPCOHaNbHbIX AaHHbIX

Definition of severity level

As introduced in the Section 2.2, the overall severity (SE) is calculated by the following formula:

SE=DPCxEI +CB

The final score shows the level of severity of a certain breach, taking into account the impact to the
individuals®,

Recommendations Severity of a data breach

for a methodology of the assessment
of severity of personal data breaches SE<2 Low Individuals either will not be affected or may encounter a few

I SERRL inconveniences, which they will overcome without any problem (time
spent re-entering information, annoyances, irritations, etc.).

2<SE<3 ! Individuals may encounter significant inconveniences, which they will
be able to overcome despite a few difficulties (extra costs, denial of
access to business services, fear, lack of understanding, stress, minor
physical ailments, etc.).

3<SE<4 High Individuals may encounter significant consequences, which they should
'-',,,';,,, be able to overcome albeit with serious difficulties (misappropriation of
- ‘. funds, blacklisting by banks, property damage, loss of employment,

subpoena, worsening of health, etc.).

4 < SE Very High Individuals may encounter significant, or even irreversible,
consequences, which they may not overcome (financial distress such as
substantial debt or inability to work, long-term psychological or
physical ailments, death, etc.).

https://www.enisa.europa.eu/publications/dbn-severity
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Pykosoacteo ot AEPD no ynpasneHuio HapyLlwieHAMU

81
6e30nacHOCTU AaHHbIX U coobweHunamm 06 aTom

Action plan

Response
Guide on

e
Detection
M
process
personal

data breach
management

and
notification

Solution /

Containment Ao
Eradication

e QEE | tincibe_ Evidence collection and custody

-
.
»

-
-
.

Communication and remediation report

https://www.aepd.es/media/guias/Guide-on-personal-data-breach.pdf



https://www.aepd.es/media/guias/Guide-on-personal-data-breach.pdf

MNMpakTuuecKkoe pykosoactso ot DCP no ysegomneHmnam o
HapyweHuax 6e30nNacHOCTU NepPCOHa/IbHbIX AaHHbIX

WpnaHackmin  Hap3opHbit  opraH DCP  (Data
L Protection Commission) nposen aHanu3
Chosaint Sonral” o
Data Protection NO/Iy4EeHHbIX yBEAOM/IEHNM 0b yTeuKax
Ommission
nepcoHanbHbiX AaHHbIX (Data Breach Notification)
N3 Pa3NMYHbIX FOCYAAPCTBEHHOM U YacCTHbIX coep,
TAaKUX Kak: bOaHKoBCKOoe pgeno u  (PUHAHCHI;

Guidance Note:

CTPaxoBaHUe; TeNeKOMMYHUKaLNK;
3/1paBOOXPaHEHNE; NPaBOOXPaAHUTE/IbHbIE OPraHbl,
A Practical Guide to Personal n onybnamnkosan B oktAbpe 2019 roaa PykoBoacTso,
Data Breach Notifications nocBALEHHOe pa3bopy TUMUYHbLIX OWMOOK npu
under the GDPR OCYLLECTB/IEHMWN YBEAOM/IEHNI 00 yTeyKe AaHHbIX:

HEeCBOEBPEMEHHOE YBEAOMIEHWNE; CNOXHOCTb B
OLEHKE  PEeWUTMHIOB  PMUCKA;  HEecnocobHOCTb
coobwmtb 06 yTeuke cybbeKTam AaHHbIX, rae 37O
NPUMEHUMO;  MOBTOPHble  yBeaomseHua 06
yTeuyKax; npenocraB/ieHne HemnosIHOM U HETOYHOW
nHpopmaumu.

October 2019

https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Data%20Breach%20Notification Practical%20Guidance Oct19.pdf
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AstomaTtusauumsa Privacy n Data Protection
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84 \Website Evidence Collector ot EDPS

Nebsite
Jvidence
ol lector

Run Website Evidence Collection

user@linux

European Data Protection Supervisor

becnnatHoe MO gna aBTOMaTM3aUUM MPOBEPKU
Beb-caitToB, KOTopoe cobupaeT nHpopmauuto ob
06paboTKe MNepPCOHaNbHbIX AaHHbIX, TaKMUX KakK
dannbl cookie an nepepavy AaHHbIX TPETbUM
CTOPOHamM npu noceweHun canta. CobpaHHble

cBefieHua, CTPYKTYPUPOBAHHbIE B
MaLWMHOYNTAEMOM dopmare, NO3BONAIOT
agMUHUCTPATOpPam Beb-cainToB, DPO 7

KOHEYHbIM NO/Ib30BATENAM NyYlle NOHATb, Kakan
nHdopmaumsa nepenaeTca U XpPaHUTCA BO Bpems
nocelieHunA Beb-canTa.

https://edps.europa.eu/press-publications/edps-inspection-software en



https://edps.europa.eu/press-publications/edps-inspection-software_en

85 0630p CNIL no otKkpbiTomy MO ana ocywecreneHmna DPIA

CNIL.

T rrviierd nereorwi] daln. i o S rearrie sndnvdial lihertise
To protect personai data, support innovation, preserve indindual liberties

DATA PROTECTION | TOPICS | THECNIL | Q

The open source PIA software helps to carry out data
protection impact assesment

12 December 2018

The PIA software aims to help data controllers build and demonstrate compliance

to the GDPR. The tools is available in French and in English. It facilitates carrying

out a data protection impact assessment, which will become mandatory for some

processing operations as of 25 May 2018. This tool also intends to ease the use of
the PIA guides published by the CNIL.

analyse d'impact sur la protection des données
privacy impact assessment

Commission nationale de l'informatique
et des libertés

®paHuy3ckun  Hap3opHbi  opraH  CNIL

onybnnkosan ob630p OTKPbITOro
NPOrpaMmMHOro obecneyeHus,
obneryatouiero nposegeHme data

protection impact assessment  (DPIA)
cornacHo cratbe 35 GDPR.

https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assesment
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86 Privacy Tech Vendor Report ot IAPP

International Association of Privacy
Professionals

iapp

. YnobHbih 0630p M Knaccudukaumsa Privacy Tech no

2019 P”Vacy TeCh pasiMyHoOMy  (PYHKLMOHANY, a TaKXKe oOnucaHue
VENDOR REPORT TeKygero COCTOAHUA PbIHKa:
Van * Privacy Program Management;

* Assessment managers;
* Consent managers;
* Data mapping solutions;
* Incident response solutions;
* Privacy information managers;
* Website scanning;
* Enterprise Privacy Management;
* Activity monitoring;
* Data discovery;
* De-identification/pseudonymity;
* Enterprise communications.

https://iapp.org/media/pdf/resource center/2019TechVendorReport.pdf



https://iapp.org/media/pdf/resource_center/2019TechVendorReport.pdf
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0630p Forrester no peweHnam gna aBTomaTusaumum
ynpaBaeHusa KomniaeHcom B chepe 3auTbl AaHHbIX

Challengers Contenders Performers Leaders
Stronger

current
offering

offering

Weaker strategy P Stronger strategy

THE FORRESTER WAVE™
Privacy Management Software
Q12020

Market presence

0000



0630p Gartner no aBTOMaTU3UPOBAHHbIM pelleHMAM B cdhepe

peanusauum npas cybbeKkToB

Subject Rights Fulfillment Workflow

Internal
Internal Response/
Requests Confirmation
r 4 , .

@ : 7./--.- . \ ; : :
L1 (2] o Q- o —0 L6 (7]
Capture Log Request Verify Request ™~ Initial Validated Log and
Request (Workflow Tracking) Identity Triage L | Response/ Response Respond

~® Confirmation

|

Confirm receipt of request.

Authenticate that the person making the request is authorized to.

Validate the request (whether it is excessive), define and agree the scope, and notify of extension if needed,

Metrics for Efficiency and Investment Justification in SRR Handling

O iy |2

Time Cost Scale
Capacity to respond

The financial cost of a
request fulfillment.

The time it takes to

respond to a request. within a certain time.

Informative

Access and
Portability Erasure

The Three Categories of Subject Rights Requests

o &

Corrective
Rectification and

https://www.gartner.com/doc/reprints?id=1-1YIGLOC8&ct=200227&st=sb

Restrictive

Limitations on
Processing or Sale



https://www.gartner.com/doc/reprints?id=1-1YIGL0C8&ct=200227&st=sb

OneTrust — 0630p peleHUM

Privacy Program Management

(*) Readiness & Accountability Tool
Assessment Automation (PIA/DPIA)
Data Inventory & Mapping

@ Vendor Risk Management

[_:] Incident & Breach Management

Small & Medium Enterprise
B DPO Register for GDPR

—_

z& SME Marketing Compliance

Technology Integrations
0 .
o Integrations Marketplace

OneTrust for ServiceNow

Marketing & Web Compliance
&[& Data Subject Rights Management
{> Website Compliance Scanning
Cookie Consent Management
Universal Consent Management
J! Enterprise Preference Center

IAB Publisher Consent

(=T

Mobile App Consent

GDPR & Global Privacy Solutions
___ GDPR Validation Program

@) GDPR Compliance

:'\\' California Consumer Privacy Act

ﬂh} Brazil Law Compliance



90 OneTrust — Data Mapping Automation
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91 RSA Archer Privacy Program Management




92 MHTerpauma mexxay OneTrust n RSA Archer

OneTrust

Privacy Management Software

Asset Inventory Data
Discovery

Findings Privacy Risk Register

Issue
Management

https://www.onetrust.com/onetrust-rsa-partnership/
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ARIS (Architecture of Integrated Information Systems)
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Pykosoactso EDPB no 06paboTKe nepCcoHaNbHbIX AaHHbIX NpU

npepocTaBAeHUUN OHNAUH-YCAYT cybbeKTam

A

! Guidelines
&)

Guidelines 2/2019 on the processing of personal data under
Article 6(1)(b) GDPR in the context of the provision of online
services to data subjects

Adopted on 9 April 2019

Version for public consultation

Adopted - version for public consultation

EBponeicKkMi coBeT no 3awmte pgaHHbIXx (European
Data Protection Board) npuHan npoekT pykoBoAacTBa
2/2019 no npumeHumocTu cT.6(1)(b) GDPR B KOHTeKCTe
NpeAoCTaBNeHNA OHNAMH-YCAYr CyObeKTam AaHHbIX.

3TO PYKOBOACTBO MPW3BAHO NMOMOYb B OnpeaeneHumu
MPaBOBOro OCHOBaHMA 06pPAabOTKM NepcoHaNbHbIX
AAHHbIX B KOHTEKCTE 3aK/al4YaeMbiXx C cybbekTammu
AaHHbIX KOHTPAKTOB Ha OKa3aHWe MM OHNAWMH-YCAyT,
He3aBMCMMO crnocoba onnatbl AaHHbIX ycayr. B
pyKoBOACTBE N3/1I0XKEHbI KBannouumpyroume
MPU3HAKN NpaBoMepHOM 06paboTKM NepcoHaNbHbIX
AaHHbIX B cootBeTctBMM co cT.6(1)(b) GDPR wu
paccMoTpeHa KOHUenuua «HeobxoamMmocTM» B TOM
BMAE, B KAaKOM OHa MNPUMEHMMA K MCNOJIHEHUIO
KOHTpaKTa.

https://edpb.europa.eu/sites/edpb/files/consultation/edpb draft guidelines-art 6-1-b-final public consultation version en.pdf



https://edpb.europa.eu/sites/edpb/files/consultation/edpb_draft_guidelines-art_6-1-b-final_public_consultation_version_en.pdf

Te3ucbl pykosoactsa EDPB no 06paboTke aaHHbIX npu
npeAoCcTaBAeHUN OHNANH-YCAYT CybbeKTam

(\

Mocne pacTopKeHUA KOHTPaKTa 0bbIYHO HecnpaBeaIMBO NEPEXOAUTb Ha ApYyroe ferasbHoe ocHoBaHue (n. 41).

v' [leicTBMA, CBA3aHHble C KOHTPAKTOM MOC/Ee ero pacTopsKeHua (Bo3BpaT onnaTbl M T.M.) TOXKe MOryT 6biTb
OCHOBaHbl Ha cTaTtbe 6(1)(b). (n. 42, 44).

v’ C6op petanbHoM MHPOPMaLMM O MONb3oBaTeNe ANA YAYYLWEHUA CEePBUCA AO/MKEH OCYLLECTBAATLCA Ha MHbIX
OCHOBaHMAX: NETMTUMHbBIN UHTepec, cornacue (n. 48, 49).

v MOHMTOpMHI’ “n I'IpOCI)MJ'IMpOBaHVIe KINEHTOB B UeNAX NnpeaorspaleHnA mMmoleHHUYeCTBa BbIXOAAT 3a PaMKHU
KOHTPAKTa, KaK OCHOBaHUNE UCMOJ1b3yeTCA NErMTUMHDbIN UHTEPEC NN NPABOBOE 06s3aTeNbCTBO (I'I. 50).

v" O6bI4YHO KOHTPAKT C KIMEHTOM He ABNAETCA OCHOBaHMEM A1 AeMOHCTPaLMM eMy TapreTMpoBaHHOM peKaambl.
Ho ecnu xo4eTca, HYXKHO y4ecCTb, YTO K/IMEHT UMeeT NPaBo BO3paXKaTb NPOTUB NPAMOro MapKeTUHra no cratbe
21 GDPR (n. 52), yuecTb TpeboBaHus ePrivacy, mHeHne no WP171 n WP208 (n. 55).

v’ OTCnekuBaHWe rpynn nosib3oBaTesien ANa AEMOHCTPaLMM MM OnpeaeneHHOro ToBapa TaK¥Ke He ABnAeTcH
HeobxoAMMbIM AN UCMONHEHUA KOHTPaKTa (n. 56).

<

MepcoHanbHble AaHHbIE HE MOTYT PacCMaTPUBATLCA B KAYECTBE KOMMEPUECKOro Tosapa (n. 54).

v TepcoHann3auma KOHTeHTa MOXKeT (HO He Bceraa) 6biTb HEOTbEMIEMbIM U OXKMAAEMbIM 31€MEHTOM HEKOTOPbIX
OHNAMH-CEePBUCOB W, CNEAOBATE/IbHO, MOMET CYUTaTbCA HeobxoaMmolM ANA BbINONHEHUSA KOHTPaKTa C
No/Ib30BaTe/IeM CEPBMCA B HEKOTOPbIX cay4yasx (n. 57).

OAMH 13 nHTepecHbIx npumepos (Ne 8):

OHnaH Toprosasa nJolaZKa MNO3BOAAET MNOTeHUMa/bHbIM MOKynaTenam MpPocMaTpmBaTb M MOKynaTb TOBapbl.
ToproBaa nsolwaZKa KefaeT NoKasbliBaTb NEPCOHANIM3MPOBAHHbIE NPeAsoKeHMA NO NPOAYKTaM, OCHOBAHHbIE Ha
TOM, KaKue CMUCKU MOTeHUManbHble MNOKynaTenn paHee npocmaTpuMBanu Ha nnatdopme ANA NOBbILEHUA
WHTEPAKTUBHOCTU. ImMa nepcoHanu3ayusa He aeasemcsa o06vekmusHo Heobxooumol 018 npedocmassneHus ycaye Ha
poiHKe. Takum obpazom, makas obpabomka nepcoHas1bHbIX OQHHbLIX He MOX(em OCHO8bIBaAMbCA Ha cmamee 6(1)(b)
8 Kayecmeae rpasos8o20 OCHOBAHUS.

https://m.facebook.com/groups/gdpr152/permalink/711357612715349/



https://m.facebook.com/groups/gdpr152/permalink/711357612715349/
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BpuTaHCKMiA  Hap3opHbin  opraH  Information
Commissioner’s  Office  (ICO)  onybaukosan
PYKOBOACTBO MO MCNO/b30BaHUIO ¢pannoB cookie u
aHaNornyHbIX TexHonormn (Guidance on the use of
cookies and similar technologies), ocHoBaHHOe Ha
Hopmax  «[lpaBun  KOHOMAEHUMANbHOCTN U
NEKTPOHHbIX  KOMMyHMKaumii»  (Privacy and
Electronic Communications Regulations - PECR),
KOTOpble OXBaTblBAlOT MCMNONb30BaHWe annos
cookie M aHANOrMYHbIX TEXHOJIOTUMA ONA XPaHEHMUA
MHPOPMaALMM M AOCTYNa K XpPaHMMOM MHOpMaLUn
Ha ob6opygoBaHMM NONb30BaTeNA, TAKOM  KakK
KOMMNbOTEP UAM MOBUIbHOE YCTPOMCTBO.

PECR wumeeT npuoputeT Hag  OpUTaHCKMM
«3aKoHOM O 3auWmTe AaHHbIX» 2018 roga (DPA) m
GDPR. B 710 Xe Bpemsa, PECR onupaetca Ha
MOHATUWHLIM  annapaT M obwue nNpPUHUUNDI
peryanpoBaHmsA 06paboTkK n 3aLLUNTDI
NepCoHaNbHbIX AaHHbIX, 3adUKCUPOBAHHbIE B
BblLEeyKa3aHHbIX MPAaBOBbIX AKTaX.

https://ico.org.uk/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/



https://ico.org.uk/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/

AUTORITEIT
PERSOONSGEGEVENS

Home Actueel  Overprivacy ~ Onderwerpen ~ Zelfdoen -~  Publicaties ~

Websites moeten
toegankelijk blijven bij
weigeren tracking
cookies

Websites die bezoekers alleen toegang geven op hun site als deze akkoord
gaan met het plaatsen van zogeheten "tracking cookies’ of andere
vergelijkbare manieren van volgen en vastleggen van gedrag door middel
van software of andere digitale methodes, voldoen niet aan de Algemene
verordening gegevensbescherming (AVG). Deze normuitleg heeft de
Autoriteit Persoonsgegevens vandaag gepubliceerd. De AP kreeg tientallen
klachten van websitebezoekers die na het weigeren van tracking cookies
geen toegang kregen tot de webpagina's die ze wilden raadplegen. De AP
zal daarom de controle op de juiste naleving intensiveren en heeft
inmiddels een aantal specifieke partijen hierover een brief gestuurd.

100 PykoBoactBo AP no ncnonb3oBaHuto ¢pamnos cookie

HupepnaHackMin  HaA30pHbIM - opraH  Autoriteit
Persoonsgegevens (AP) B mapte 2019 roaa
PYKOBOACTBO MO MCMNOAb30BaHMO ¢annosB cookie,
COrNacHO KOTOpOMY «cTeHbl ¢ainos cookie» (cookie
walls) HapywatoT TpeboBaHua GDPR. CteHa d¢aiinos
cookie - 3TO BcCnAbIBalOWee OKHO Ha Beb-caliTe,
KoTopoe 6n10KMpyeT A0CTyn nonb3oBaTens K Beb-
CanTy [0 Tex Mop, NMOKa OH He JacT coracmMe Ha
ncnonb3oBaHue ¢annos cookie ana oTcnexmsaHuA
ero [AOencTBurM WAM UCNOb30BAHMA AHANOTUYHbIX
TEXHOJIOTUMN.

CornacHo peincTByloWEMY FONNAaHACKOMY 3aKOHY O
dannax cookie, PyHKUMOHANbHbIE U aHANUTUYECKME
¢dannbl cookie moryt mcnonbloBaTbca 6e3 cornacma
nonb3oBatend. Painbl cookie ans oTcnexusaHus,
nogobHble Tem, KOTOpble MCMOMb3ylTCcA  ANS
peKknambl, MOryT UCMO/Ib30BaTbCA TO/IbKO C COrnacus
nosnb3oBaTens.

Monb3oBaTenam, KoTopble pewunanm He p[asaTb
cornacme Ha wucnonb3oBaHue ¢dannoB cookie anAa
OTC/IEXXMBAHUA UX AEACTBMIN, BCE PABHO A0MXKEH ObITb
npenoctaBneH AocTyn K Beb-caiity (Hanpumep, B
obmeH Ha onnary).

https://autoriteitpersoonsgegevens.nl/nl/nieuws/websites-moeten-toegankelijk-blijven-bij-weigeren-tracking-cookies



https://autoriteitpersoonsgegevens.nl/nl/nieuws/websites-moeten-toegankelijk-blijven-bij-weigeren-tracking-cookies
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ﬁ > Cookies and other tracking devicas: the CNIL publishes new guidalines

=

Cookies and other tracking devices: the CNIL publishes new
guidelines

29 July 2019

As part of its action plan on targeted advertisement, the CNIL has adopted
guidelines on cookies and other tracking devices. These guidelines outline the
applicable law. In early 2020, they will be supplemented by a recommendation
aiming at providing guidance to stakeholders on practical modalities for obtaining
consent from the Internet user.

Article 82 of the French law "Informatique et Libertés" transposes the 2002/58/EC "Privacy and Electronic
Communications Directive” (or "ePrivacy”) into French law, as revised in 2009. In particular it outlines the
obligation, except in some situations, to collect the consent of users before any operation consisting in reading or
writing data from the terminal of the user can occur. In order to offer practical guidelines, the CNIL adopted in
2013 a recommendation to guide operators in the application of this article.

However, the entry into force of the General Data Protection Regulation (GDPER) on 25™ of May 2018 reinforced
the requirements for a consent to be valid.

Thus, without waiting for the foture ePrivacy regulation, which iz currently under dizcussion at the European
level and which is not likely to come into force in the short term, the CNIL has decided to update its
reference framework. In particular, it was necessary to repeal the 2013 recommendation, which was not
compatible with the new provisions of the GDPE.

The guidelines adopted on 4 July, which aim at summarizing the applicable law, constitutes the foundation

of the CNIL's action plan announced on June 28™. They will be followed by a new recommendation, which
will specify the practical techniques for obtaining a valid consent. This recommendation will be drafted following
a 6 months consultation with professionals and the civil society, which will start in the coming months. It will
then be subject to a 6 weeks public consultation after which the final recommendation will be published in the
first quarter of 2020.

®dpaHUy3CKMA  HaA30pHbIM  opraH  Commission
nationale de l'informatique et des libertés (CNIL) B
none 2019 ropa otmeHun pencrsoBaBwine ¢ 2013
roga pPeKkomMeHZauuto No WUCnoab3oBaHMiO dalinos
cookie, KoTopaa He 6Oblna COBMeCTMMa C HOBbIMU
nonoxkeHnamu GDPR, u Havan npouenypy npuUHATUA

HOBOTO PYKOBOACTBA, COOTBETCTBYHOLLETO
TpeboBaHnam GDPR wu 6yaywero pernameHTa
ePrivacy.

Tenepb NPOKPYTKa BHWU3 MAW NPOSUCTbIBaHME Beb-
canta WAN  NPUNOXKEHUA Oonblle He MOXKeT
paccMaTpMBATbCA KaK OeNCTBUTE/NIbHOE BblpaXKeHue
cornacms Ha wucnonb3oBaHuMe ¢annoB  cookie.
Bnapenew cata u TpeTbM NMua, OTC/AEXKMBAtOLWME
AencTema nosb3oBaTenei, AOKHbI NMETb
BO3MOXHOCTb AOKa3aTb dakKT noNy4yeHus
N0/Ib30BaTE/IbCKOr0 COrnacus.

https://www.cnil.fr/en/cookies-and-other-tracking-devices-cnil-publishes-new-guidelines



https://www.cnil.fr/en/cookies-and-other-tracking-devices-cnil-publishes-new-guidelines
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Pykosoacteo CNIL no nonyyeHuto cornacum nosb3oBartesiei Ha

ncnonb3oBaHue painnos cookie M aHaNOrMUYHbIX TEXHO/IOTUMN

Figure 1 - Le détail des finalités est disponible sous un bouton de déroulement que lutilisateur peut
activer sur le premier niveau d'information.

Figure 2 - Le détail des finalités est disponible en cliquant sur un lien hypertexte présent sur le
premier niveau d’information

®paHuUy3CcKuit Haa3opHbI opraH Commission nationale
de l'informatique et des libertés (CNIL) Hauan
Nyb6AnYHbIE  KOHCYNbTaUMM MO  MPOEKTY  CBOMUX
peKoOMeHZALNM O NONYYEHUM COMNACUM MONb30BaTENEN
CaTOB M MNPUNOXKEHUN NpPU MUCNoNb3oBaHUM cookie-
GannoB n Apyrnx TeEXHONOrMn cnexkeHuna. KoHcynbtaymm
npoanatca o 25.02.2020.

MpoeKT pyKoBOACTBA:
https://www.cnil.fr/sites/default/files/atoms/files/projet

de recommandation cookies et autres traceurs.pdf

https://www.cnil.fr/fr/la-cnil-lance-une-consultation-publique-sur-son-projet-de-recommandation-cookies-et-autres-traceurs



https://www.cnil.fr/sites/default/files/atoms/files/projet_de_recommandation_cookies_et_autres_traceurs.pdf
https://www.cnil.fr/fr/la-cnil-lance-une-consultation-publique-sur-son-projet-de-recommandation-cookies-et-autres-traceurs
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AAHHbIX Nonb3oBaTeneun Beb-caintos

—

Behandling af
personoplysninger om

hjemmesidebesggende

Vejledning

Februar 2020

DATATILSYNET

[JaTCKM Haa30pHbIM OpraH B cdepe NepCcoHaNbHbIX
AaHHbIX (Datatilsynet) 17.02.2019 cBou pekomeHaauUnu
no 06paboTKe NepCcoHasbHbIX AAHHbIX MOAb30BaTeNEN
Beb-canToB.

Eksempel 11

Tillad :

En mekanisme eller l9sning il indhentning af samtykke, hvor mubigheden for at afsta
fra atl geve samtykke ¥ behandling af personoplysninger ikke har samme meddedel
sesefieki, som mudigheden for at qive samtykke, vil ikke vaere lovilg, Ide! den registre
rede indwrekie skubbes | retning af at give samiykke

Del er efter Dataliisynets opfatietse | strid med det grundiaeggende princip om gen-
nemsigtighed

Her har de 10 valg meiem al give samiykke eller ikke al give det samme meddeleises-
effekl, og vaigel er dermed gennemsigligt for den registrerede

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2020/feb/nye-retningslinjer-om-behandling-af-personoplysninger-om-

hjemmesidebesoegende/



https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2020/feb/nye-retningslinjer-om-behandling-af-personoplysninger-om-hjemmesidebesoegende/
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Example no. 1:
Cookies

We use our own and third-party cookies to analyse our services and show ads related to your
preferences, according to profiling based on your browsing habits (for example, websites visited).
You may know more and set up your preferences HERE.

I ACCEPT COOKIES I REJECT COOKIES

i e (as,. _
espanola y Example no 2:
o erian | RS
proteccion /l et N ) i ) )
’ : = "LE] a8 We use our own and third party cookie for anzlytic purpeses and in order to show

personzlised ads according to profiling based on your browsing habits (for example,
websites visited). Click HERE to know maore. You may accept all cockies by clicking on
“Accept” or reject or set up your preferred configuration by clicking HERE.

ACCEPT

Example no. 3:
Coosies

We use our own and third party cookie for analysing our own services and to show ads which
are relevant for you according to profiling based on your browsing habits (for example,
websites visited). If you continue browsing, we will consider that you accept them. You may
reject or set up your preferred configuration by clicking HERE.

Example 1:

If you are under 14 years of age, please ask your father, mother or tutor to read this

message.

We use both our own and third-party cockies to find out how you use our website and

prepare statistical surveys. More information.

K. Neverder 2015
Your father, mother or tutor may press “Accept” if he or she agrees with us using all cookies.

He or she may also set up or refuse these cookies HERE.
ACCE

https://www.aepd.es/sites/default/files/2019-12/guia-cookies-en.pdf



https://www.aepd.es/sites/default/files/2019-12/guia-cookies-en.pdf
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Guidance Note:
Cookies and other

tracking technologies

April 2020

An Coimisiin um

The DPC’s regulatory role in relation to cookies and tracking technologies..........c.ccoceveeereirisiennnnnns
The ePrivacy REGUIBTIONS .......cceeurierieieiiiie ettt sr e e b s n e sb s s s ennssa s anannes
N P AT OO S 2 ot R A 3SR siiiinsia
What other types of tracking technologies are in USe?.........c.ccoevvinenininnnimnenisesiese e
What is terminal @QUIPMENT? .......ouieeeceeee et ba st e s s anae e s e s aesan e s assnesannneas
What is the law on cookies and What is its PUrPOSE?.......ccccriiiiiinieniicsic e
0TS i comisiuneius sisiisssrssssanissiunimsacssiiisnsmsbsioness sivisisbussnsynissany anise ssuicawn s sigas s ek vans siniosubssvbiesssiiansusy
Which cookies are exempt from the requirement to obtain consent from the user or subscriber?

Do analytics cooKies TEQUITE CONSENET.....uuus s isansass sosb ioississsssntnn s 0om s S SeSEs s S RN 45 s RS i

Can you obtain consent for multiple purposes at the same time? .........ccoccvveevieinienesecenieseseeene,
Wit harawal O COMS eIt i s s SR ssisiaiiiansia
How do you obtain consent i PractiCe? .......c.cccciemmesisssesnissasscsnnessssssassasnsssssnsssanssnisassassssssssssnssns
Can you use implied consent for the use of cookies and tracking technologies? ...........cccevveiienns
Clear-dnd comprehensSive INTOTIIAtION ... aisiitens oo s s omm S5 SRS b A M R B amr
Transparency information and responsibilities under the GDPR ..........cococrereniecenrencseseee e
Pre:checked Doxes andh S ers: i i S S v R SIawissss
Requirements for the use of consent management providers (CIMPS) ........ccocceerernneniennnnesesenennnns
Requirements for COOKIE DANNETS........cociuiieireciece ettt n s nn e
Can you rely on the user’s browser settings to infer consent? ...........ccccocviinininniniescssnescsisene,
CONTUSTNE INETTACES ;ocsiverssinisscimersusmsimnsssvusnsssiinssickssssssuiissssininsessbinsmminsns s sissiiivns aisbessnivdassniianvuss

Cookie lifespans

Joint controllers
Processing Of PErsonal data........ccc.ccueeeuerieieenerieisese e saese s st e s sse s e e e s sassnsnnesasaennennes
Do you need to conduct a data protection impact assessment (DPIA)? .......cccoooeverriiecenenessesnnnns
S P CIAY CAt O B ONY T AL i sssnssaisssaiss osass o3 533 NaS 5K A o340 33 S SR s i R KRR 585
Location tracking or derivation of location information from cookies.........ccecveueeersinesesiesesieseennns

O D A i s saais s o A S o S O h e e N s A R s s AR s s awia

https://www.dataprotection.ie/sites/default/files/uploads/2020-

04/Guidance%20note%200n%20cookies%20and%20o0ther%20tracking%20technologies.pdf



https://www.dataprotection.ie/sites/default/files/uploads/2020-04/Guidance%20note%20on%20cookies%20and%20other%20tracking%20technologies.pdf
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[aTCKniA Haa30pHbIM opraH B chepe nepcoHanbHbIX AaHHbIX (Datatilsynet) 11.02.2020 onyb6ankoBan nHpopmauuto o
CBOEM peLleHMN B OTHOLUEHWUM Kanobbl Nonb3oBaTena canta [datckoro MeTeoponoruyeckoro UHctutyTa (DMI) Ha
HenpaBoMepHYyto 06paboTKY ero NepcoHasibHbIX AaHHbIX B PEKNaMHbIX uenax. o3vuma [aTtckoro HaA3opHOro
OopraHa BO MHOroM COBMaZaeT ¢ Apyrmumun esponenckumm DPA, Ho ecTb 1 ocobeHHOoCTHU:

1. Onupanacb Ha pewenuna CJEU no aenam Wirtschaftsakademie n Fashion ID, Datatilsynet npuwen K BbiBOAY, 4TO
onepaTtopa Beb-canta (DMI) BmecTe ¢ Google cneayeT paccmaTpMBaTb Kak COBMECTHbIX KOHTPO/EPOB, HO TO/IbKO B
OTHOWweHUN cbopa M packpbiTUA AaHHbIX noceTutenen Beb-canita DMI, a BoT nobas nocnegyowan obpaboTka
AaHHbIX, BKAYaa npodunuposaHue, Google yxe ocywectsnser 6e3 BAMAHMA DMI - Kak CamMOCTOATE/bHbIM
KOHTponep.

2. Datatilsynet noasepr Kputuke cookie-6aHHep DMI, B KOTOpOM NO/b30BaTENIO NPeAnaraeTcs TO/IbKO ABe Onuuun:
HaxkaTb «OK», Tem cambim AaB corniacue Ha cbop pannos cookie Kak Ana CTaTUCTUYECKUX, TaK U A1 MAPKETUHIOBbIX
ueneu, nan «lMNokasatb NoapobHOCTMY», AaB OTAE/NIbHOE COrnacuMe Ha Kaxkayt u3 Kateropun ¢pamnos cookie. Takue
onuuM He oTBevyalT TPeboBaHMAM MPO3PAYHOCTM W TPAHYNAPHOCTM cornacus  (nosb3oBaTens KOCBEHHO
NOATA/NIKMBAIOT K Jaye Cornacusa Ha Mcnosib3oBaHue Bcex ¢paiiioB cookie), Tak Kak nonb3oBaTesib GaKTUYECKU NINLLIEH
BO3MOMHOCTM [AaTb OTAEe/bHOEe cor/liacMe npu NepBOHa4Ya/ibHOM B3auMmogencTeum c cookie-baHHepom. MHaue
roBops, BO3MOXHOCTb BO3epKaTbCs OT NPeAoCcTaBNAeHMA coriacua Ha 0b6paboTKy NepcoHanbHbIX AaHHbIX B cookie-
6aHHepe DMI He MMeeT TaKoro e KOMMYHWUKaUMOHHOTo 3pdeKTa, Kak BOSMOXKHOCTb AaTb cornacue.

3. BbIno yKasaHo, YTO cybbeKTbl AaHHbIX AOMKHbI ObiTb B MPOCTON W NErKO NMOHATHOM popme OCBEAOMJIEHbI O
KOHTponepax u uenax obpabotkm ¢anmnosB cookie. Tak, B OMNUCAHMM MaAPKETUHIOBbIX ¢annoB cookie KpaTKo
onucbiBaeTca ux noctaswuk (DoubleClick) u HeT aocTaTo4yHO YeTKoM MHPOPMALUKM O TOM, YTO ANS TakUx ¢painnos
COBMECTHbIMW KOHTponepamu sasnatotcs Google 1 DMI. Bmecto 3Toro nosib3oBaTenam MNpeaocTaBAA/IMCb YacTo
HEMOHATHblIe WMAW M3ObITOYHbIE ANA HUX cBedeHUs O Beb-caiTax, MCeBAOHMMAX WAM HA3BAHMUAX MPOAYKTOB,
MCNOIb3YEMbIX KOHTPOMIEPOM.

https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2020/feb/dmis-behandling-af-personoplysninger-om-hjemmesidebesoegende/
https://www.linkedin.com/pulse/danish-dpa-zooms-cookie-consent-banner-design-peeks-bitiukova/



https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2020/feb/dmis-behandling-af-personoplysninger-om-hjemmesidebesoegende/
https://www.linkedin.com/pulse/danish-dpa-zooms-cookie-consent-banner-design-peeks-bitiukova/
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cookie n aHanOrMYHbIX TEXHONOTUA

Cornacue MoapasymeBaemoe cornacue HegoCTaTOYHO - TpebyeTca ABHO
BblpaXKeHHOe corniacue cornacHo TpebosaHnam GDPR

OpraHusauum A0aKHbl UMETb BO3MOXHOCTb NPOAEMOHCTPUPOBATb
Mno/lyYeHne cornacus B Hagnexkalien dopme

CreHbl cookie He npu3HatoTca npaBoMepHbIMU
TexHuuecKkue cookies Cornacue He TpebyeTtca

AHanutnuyeckue cookies  ICO: cornacume Tpebyetca
CNIL: cornacme He TpebyeTca npu onpeaeneHHbIX YCA0BUAX

AP: cornacue He TpebyeTca npu onpeaeneHHbIX YCA0BUAX

demoHcTpauuma MoBbiWweHHble TpeboBaHMA K UHPOPMMUPOBAHHOCTM NOb30BaTENEN
TPaAHCNapPEeHTHOCTH
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BROKY 830UMODMHOWEHUT

[ DYHKUMOHAN U KOHTEHT caiiTa

AHanUTHMKa, MapKeTHHT U MHbOpPMaLMOHHbIe ]

PaccblnKn1

Cnocobel ssaumodelicmaun

Voo

QL

Lo

\/ |1=1=1=1=1=J |ABCD|
Website Online
surfing Checkbox Password Data entry chat
Ccelnka Mosmas
BRU3Y cfbml{a
caWTa
“oopmadsauus ssoumoomeowerus |
Monb30BaTENLCHOE
COrnalueHUe canTa - -
(Terms of Use)
MonuTHKa
KOHpHAEH LIMA NBHOCTH
caWTa ¢

(Online Privacy Policy)

MonuTuka o6paboThm
NepcoHabHbIX JaHHbIX

Y

KOMIAaHHH
(Data Processing Policy)

l Single opt-in Double opt-in
Pop-up I J J ¢
message Checkbox PIN / Link
Mpamas Mpamas
CCBUTHA CCBUIKA
YBEA0MAEHHE O Cornacve Ha MapKETHHT

¢ainax Cookie n
aHaNor. TEXHONOTHAX
{Cookie Notice)

WK MHpopaccLUIKK
(Marketing or
Newsletters Consent)

Cookies types (aboutcookies.com):
Critical (necessary, technical, essential)
Functional (preference, personalization)

= Analytical (statistics, performance)
— Marketing (advertising, targeting)
— social (media)

()—

Purchase

Myb6auunan odepra uim
[0r0BOP NPUCOe AUHEHHMA
(Public Offer or Adhesion
Contract)

l

Yeegomnenune o
KOH U EHIMANBHOCTH
(Privacy Notice)

l

Data entry

Files
upload

MpAman
CChbUIKa

Cornacve Ha oBpaboTky
NepCoHaNbHBIX JaHHBIX
(Personal Data
Processing Consent)
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AAHHbIX

Cattfrwd Wilkelm Ledaiz Untversitdt Hasmaver

Uslversiteoes I Ode

PULISE 20122018 - Erropeas Lagel Iaformsates Soady Poagrasooe

MASTER'S THESIS (DOUBLE DEGREE)
COOKIES [N THE SLROPEAN DATA PROTECTEN FRAMEWORE)

by
Raoosdo Andres S Vencs
Sepervise
De Macelo Corrales, LLM

Dite of smierissins: Sepwmsber 19% 1018
Deadlcae Sor whmmuncn: Septeccher 20% 2000

daiinbl cookies B eBponeiiCKOM NPaBOBOM NoJie 3aLUTbl

Table 1: cookies used by commonly used website

Web Site / Technique |Cookies-Checker Firefox Chrome
Facebook Unable 12 FPC. 0 TCP 9FPC; 2 TCP
Google 2FPC: 0 TPC 8 FPC: 0 TCP 4 FPC: 1 TCP
Amazon.com 7FPC: 0 TPC 11 FPC: 0 TCP 7FPC:4 TCP
Linkedin 8 FPC. 0 TPC 14 FPC. 0 TCP 9FPC. 3 TCP
Twitter 4 FPC: 0 TPC 9 FPC: 0 TCP 6 FPC: 3 TCP
YouTube 4 FPC: 0 TPC 12 FPC: 0 TCP 6 FPC: 6 TCP
Instagram 11 FPC; 0 TPC 10 FPC: 12 TCP 2FPC:. 2 TCP
The Guardian 8 FPC: 6 TPC 2FPC. 0 TCP 2FPC: 11 TCP
WSJ 27 FPC: 8 TPC 6 FPC: 0 TCP 7FPC: 5 TCP
En.wikipedia 3FPC; 0 TPC 3FPC. 0 TCP 3FPC;2TCP
Leibniz University 2FPC.0TPC 1 FPC: 0 TCP 1 FPC: 1 TCP
University of Oslo 6 FPC. 0 TPC 1 FPC; 0 TCP 6 FPC. 0 TCP
PormHub 1 FPC: 1 TPC 9FPC:4 TCP 9FPC.9 TCP

Note: FPC: First Party Cookies. TPC: Third Party Cookies

https://www.duo.uio.no/bitstream/handle/10852/67266/Thesis-

Completed.pdf?sequence=1&isAllowed=y

MHPpopmaLma 0 NoNb30BaTENbCKMX AAHHbIX, KOTOPbIe MOXHO cobupaTb ¢ ncnonbsosaHmem Firebase (Google Analytics) -
https://support.google.com/firebase/topic/6317484?hl=ru&ref topic=6386699

MmnopT aaHHbIX B Google Analytics - https://support.google.com/analytics/topic/6065609?hl=ru&ref topic=1727148



https://www.duo.uio.no/bitstream/handle/10852/67266/Thesis-Completed.pdf?sequence=1&isAllowed=y
https://support.google.com/firebase/topic/6317484?hl=ru&ref_topic=6386699
https://support.google.com/analytics/topic/6065609?hl=ru&ref_topic=1727148
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Privacy Polcy

& Aebnb, Inc. [US] | aebnb.comt

Privacy Policy

¥y

Mo MHeHMIO aBTOpa WUCCNeaoBaHuUSA
MonnTMKa KOHPMAEHUMANBHOCTU AONXKHA

cogeprKaTb cneayrolme pasgensi:

Airbnb Privacy Policy .

TABLE OF CONTENTS:

INTRODUCTION

INFORMATION WE COLLICY

HOW WE USE THE INFORMATION WE COLLECT

SHARING & DISCLOSURE

OTHER WPORTANT INFORMATION

YOUR RIGHTS
T OPERATING CLOBALLY & INTERNATIONAL TRAMSFERS
3 SECURITY

CHANGES TO THIS PRIVACY POLICY

CONTACTUS

1. INTRODUCTION

NPUHUMNbI 06pabOoTKM AaHHbIX;
KaTeropumn obpabaTtbiBaeMbIX AaHHbIX;
Luenm obpaboTKM AaHHbIX;

NpaBoBble OCHOBaHMA cbopa AaHHbIX;
TPEeTbU LA, NOAyYatoWwme AOCTyN K
OAHHbIM;

obecnevyeHne KOHOUAEHUMANBHOCTH
neteu;

npasa notTpebuTenen B OTHOLWEHNU
OAHHbIX;

KOHTaKTHasa MHpopmaums.

https://www.usdigitalpartners.com/how-to-write-a-privacy-policy/



https://www.usdigitalpartners.com/how-to-write-a-privacy-policy/
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et AMarage St rgrnn o Prioey
®°k|eb°t What s CCPA?  What s GDPR?  Pricing  Help
e |

CookiePro Products - Soltlons - Parmmrs - Mnowledge - |

COOMEBOT MELPS MAKE YOUR USE OF CODIES AND ONLINE TRACKING COMPLIANT.

- ? Cookie Consent & Website Scanning
's my webSIte compllant? Cookie Banner | Cookie Preferences | Cookie Consent

The Ganess! Nata Protection Regulation (G solies 1o ali websites witt

https://www.cookiepro.com/products/cookie-consent/

https://www.cookiebot.com/en/

OneTrust ccpa Produces Solution Customers  Services o Termly Products  Fesooces Prong (S LS~ ) Bigh In

Cookie Consent and Website Scanning

OneTrust Is the Most Mature and Trusted Solution

GDPR Cookie Consent | ol B
Manager i

for Cookle Consent Caokie Law
Acwiytics
G Use our allin-one cookie consent 100l 10 create a
= cockie palicy, build a GDPR cookie banner, and manage
-]
Pre-Categorized user congent. Try for free today!

Start Buiiding Cocloe Consent n Aov Dy E
ohre AdSetne

GDPR. 1n8
& ePrivacy
Compliant

https://termly.io/products/cookie-consent-manager/

https://www.onetrust.com/products/cookies/



https://termly.io/products/cookie-consent-manager/
https://www.cookiebot.com/en/
https://www.cookiepro.com/products/cookie-consent/
https://www.onetrust.com/products/cookies/
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AHanu3 NOPoOYHOM NPAKTUKN MOBUABHDIX NPUNOXKEHUN NO

c6bopy AaHHbIX Nonb30BaTeneun

Al =

o
o
%

s

%
\Ladl

c

wiave

App

Clue

Grindr

Happn

Muslim:
Qibla Finder

My days

My Talking
Tom 2

OkCupid

Perfect365

Tinder

Wave
Keyboard

Summary of findings

Sends birth year to Amplitude, Apptimize, and Braze
Sends Advertising |D to Adjust, Amplitude, and Facebook.

Sends GPS coordinates to AdColony, Braze, Bucksense, MoPub, OpenX,
Smaato, PubNative, Vungle, and others. Sends the P address to AppNexus and
Bucksense, and information about “relationship type” to Braze

Sends Advertising ID to all of these third parties and others, except Braze.

Sends country, gender and age segment of the user to Google
Sends Advertising 10 to Adjust and Facebook.

Sends IP address to Appodeal
Sends Advertising |D to Applovin, Appodeal, Facebook, and Liftoff

Sends GPS coordinates and Wi-Fi access point information to Neura, Placed, and
Placer. Sends IP address and a list of installed apps on the phone to Placed. Sends
Advertising |D to Applovin, Liftoff, Google, Ogury Presage, and Placed

Sends IP address to Mobfox, PubNative, and Rubicon Project.
Sends Advertising |D to AppsFlyer, Applovin, Facebook, IQzone, ironSource,
Mobfox, Outfit7, and Rubicon Project

Sends GPS coordinates and answers to personal questions to Braze. Sends detailed
device information to AppsFlyer. Sends Advertising 1D to AppsFlyer, Facebook and
Kochava.

Sends various location data such as GPS coordinates and Wi-Fi access point
information to Fysical, Safegraph, and Vungle. Sends GPS coordinates unencrypted to
Receptiv. Sends Advertising ID to Amazon, Chocolate, Facebook, Fluxloop, Fyber,

Fysical, InMobi, Inner-Active, Ogury Presage, Safegraph, Receptiv, Unacast, Unity3d,

and Vungle.

Sends GPS position and “target gender” to AppsFlyer and LeanPlum.
Sends Advertising |D to AppsFlyer, Branch, Facebook, and Salesforce (Krux),

Sends Advertising |D to Crashlytics, Facebook, Flurry, OneSignal

HopBexckuit CoseT [loTpebuteneit
(Forbrukerradet) 14.01.2020
onybnnKoBan aHaAUTUYECKU oOT4eT
"Out of control. How consumers are
exploited by the online advertising
industry", B KOTOpOM onucbIBaeTcA
NopoYyHas NPaKTMKa AecATKa
NPUNOXKEHUN (Tinder, Grindr,
OkCupid, Perfect365, MyDays u T.4.)
no cbopy nNepcoHaNbHbIX AaHHbIX
CBOMX Nonb3oBaTtenen nHGopmauuio,
BK/AtOYAA TOYHOE MECTOMO/IOXKEHME,

CeKCya/ibHYo OpUEeHTaUMIo,
pennrnosHbie n noAnTUYECKne
ybexxaeHus, cBeaeHun 06

ynotpebneHnn HapKOTUKOB U APYryto
nHpopmauuio, M noa AaNbHenwen
nepepavye cobpaHHbIX CBeAeHWH B
pacnopskeHne no KpanHen mepe 135
Pa3IMYHbIX CTOPOHHMX KOMMAHUM.

https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf



https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf
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PasbAacHeHue ot Datatilsynet 06 06paboTKke nepcoHanbHbIX
AQHHbIX Npu nybamnkauyma ¢oto nogein B UHTepHeTe

DATATILEYNETY

‘-

Lo

GENERELY OM DATARESKYTTILSE

Billeder pa internettet

Dees

Billeder pa internettet

ettagheder og phyter
Wideo 1 ot rnilsgner e of betoser

Ly i

TILSYM OG AFGamrL SeR

- D

CRERAANDYN

JaTckni Hag3o0pHbIM opraH Datatilsynet nepecmotpen
cBou pasbAcHeHMAa oT 2002 ropga OTHOCUTENbHO
06paboOTKM MNEepCOHANbHbIX AAHHbIX NpPUM Nyb6AMKaumA
doTto nogen B UHTEpHETE HA OCHOBAHMW OLEHKMU TOrO,
ABNAETCA /NIN 3TO CUTYALUMOHHbIM M306paxKeHnem unu
NOPTPETHbIM  M306paxeHuMem. Llenb CUTyaUMOHHBIX
doToM3006paKeHnin - 3TO AencTBue WAM  cUTyaums,
Hanpumep ¢oTtorpadumn 3putenen ana KoHuepta. Llenb
NOpPTPETHbIX ¢oTomnzobpaxkeHnn - 1M306pa3nTb OAHOTO
NN HECKONIbKMUX KOHKPETHbIX /INL,.

PasrpaHnyeHmne mexay CUTYaTUBHbIMW U MOPTPETHLIMMU
n3obpaxKeHUAMM Ha MPaKTUKE OKa3aNoCb HEYEeTKMM, a
TexXHoNornM4yeckoe n counanbHoe passutne ¢ 2002 roga
npueeno K 3HaYUTENIbHOMY U3MEHEHMUIO B
MCNO/Ib30BaHUM NHTepHeTa. Tak, doTorpadum
OMO3HaBaeMbIX N1l CeroAHA LWNPOKO NyO6AMKYHOTCA Ha
BebO-calTax M B COLMANbHbIX CeTAX, TaKMUX Kak Facebook n
Instagram.

Ha atom ¢oHe [aTckoe areHTCTBO MO 3almTe AaHHbIX
PEWNNIO WM3MEHWUTb CBOK MNPAKTUKYy M bonblie He
NPOBOAUTb  pPas3nnMuMe  MeXay CUTYyaTUBHbIMKM WU
NOPTPETHbIMU M306parKeHUAMU, a fanee — OLEHMBATb
Bonpoc o nybnunkauum ¢otorpadunm cybbekTa AaHHbIX
(6e3 ero cornacua) B WHTEepHeTe Ha OCHOBaHWUU
BCECTOPOHHEN  OUEHKM  Uu300paxeHMa U uenu
nybankauun.

https://www.datatilsynet.dk/emner/internet-og-apps/billeder-paa-internettet/



https://www.datatilsynet.dk/emner/internet-og-apps/billeder-paa-internettet/
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AAHHbIX B MOBU/IbHBIX NPUIOKEHUAX

Privacy and data protection in
mobile applications

A study on the app development ecosystem and the
technical implementation of GDPR

NOVEMBER 2017

W TS R Lauseer Loor AQerzy 51 RETETt 8 em e Sy

Pykosoactso oT ENISA no KOHPMAEHUNANBHOCTU U 3aLLUTe

GDPR PRINCIPLES INDICATIVE PRIVACY RISKS | INDICATIVE REQUIREMENTS

App providers/developers should make sure that they have a legal

is for t i data.
Unlawtul, excessive and bislk for the procedsieg of porsonal dats

incorrect processing (e.g,
due to permissions to
unauthorised parties to
access persanal data

App providers/developers should inform the data subjects properly
about their data processing activities. This may belp the users to
understand what personal data is collected by them and why.

Lawlulness, fairness and
transparency Art.5(1)[a)

App providers/developers should be aware of data subject rights

theough the app). such as rights to access, rectification, erasure, data portability. They
should implement appropriate processes to support these rights,
Excessive collection and App providers/developers should wse the data for a specific purpose
Piarncse itation sharing of data (e.g. dueto  that the data subjects have been made aware of and no other,
An';?l)(b) multiple sensors of mobile without further consent. If the personal data Is used for purposes
7 devices that are activated other than the Initlal, they should be anonymised or the data
without need), subjects must be notified and thelr consent must be re-obtained.
Excassiva procassiog 1e The minimum amount of data for specific processing should be
Data minimisation duet pr ¥ thir d" 8- processed by app providers/developers, For instance, they should
Art.5(1)(c) h:fa:e:;eo party not store the exact location point when a generic location area is
A sufficient for their app functionalities,
Accuracy Art5(1Nd) Outdated data pose identity  Rectification processes into data management should be embedded

theft risks. in the app design.

Undue data disclosure (e.g.  Personal data must not be stored longer than necessary. App

Storage limitation due to cloud storage providers/developers should provide the "right to be forgotten™ to

Art.5(1)(e) services used by mobile app  the data subjects. This data must be kept only for a certain period of
developers), time for non-active users.

App providers/developers should ensure that the security

Unlawful data processing. requirements of the personal dsts and the processing systems are

met. This encompasses integrity and confidentiality as well as
avallabiiity and resilience {Art. 35({1){b) GDPR). For instance, the
appropriate control access mechanisms should be embedded into
the apps Infrastructure In order to detect or monitor unauthorized
access to the data.

Integrity and data loss, data breach,

confidentiality ArLS{ING) | yo4s dectruction or dam age

https://www.enisa.europa.eu/publications/privacy-and-data-protection-in-mobile-applications



https://www.enisa.europa.eu/publications/privacy-and-data-protection-in-mobile-applications
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Bonbliune AaHHble, NCKYCCTBEHHbIA MHTENNEKT
U MalnHHoe obyyeHue

K ornaBneHuro
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“...the analysis of data to model some aspect of the world. Inferences from these models are then
used to predict and anticipate possible future events.”

UK Government Office for Science. Artificial intelligence: opportunities and implications for

the future of decision making. 9 November 2016.

“...giving computers behaviours which would be thought intelligent in human beings.”
The Society for the Study of Artificial Intelligence and Simulation of Behaviour. What is
Artificial Intelligence. AISB Website. http://www.aisb.org.uk/public-engagement/what-isai

“A set of sciences, theories and techniques whose purpose is to reproduce by a machine the
cognitive abilities of a human being. Current developments aim, for instance, to be able to entrust a

machine with complex tasks previously delegated to a human.”
The following definition of Al is currently available on the Council of Europe’s website
https://www.coe.int/en/web/human-rights-rule-of-law/artificial-intelligence/glossary

“Artificial intelligence (Al) refers to systems that display intelligent behaviour by analysing their
environment and taking actions — with some degree of autonomy — to achieve specific goals.

Al-based systems can be purely software-based, acting in the virtual world (e.g. voice assistants,
image analysis software, search engines, speech and face recognition systems) or Al can be
embedded in hardware devices (e.g. advanced robots, autonomous cars, drones or Internet of
Things applications).”

Communication from the Commission to the European Parliament, the European Council, the Council, the

European Economic and Social Committee and the Committee of the Regions on Artificial Intelligence for
Europe, Brussels, 25.4.2018 COM(2018) 237 final.


http://www.aisb.org.uk/public-engagement/what-isai
https://www.coe.int/en/web/human-rights-rule-of-law/artificial-intelligence/glossary
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REGULATIONS

Rec.(15) In order to prevent creating a serious risk of circumvention, the protection
of natural persons should be technologically neutral and should not depend on the
techniques used. The protection of natural persons should apply to the processing
of personal data by automated means, as well as to manual processing, if the
personal data are contained or are intended to be contained in a filing system...

Rec.(71) The data subject should have the right not to be subject to a decision,
which may include a measure, evaluating personal aspects relating to him or her
which is based solely on automated processing and which produces legal effects
concerning him or her or similarly significantly affects him or her, such as automatic
refusal of an online credit application or e-recruiting practices without any human
intervention...

Article 22. Automated individual decision-making, including profiling

1. The data subject shall have the right not to be subject to a decision based solely
on automated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her.

2. Paragraph 1 shall not apply if the decision:

(a) is necessary for entering into, or performance of, a contract between the data
subject and a data controller;

(b) is authorised by Union or Member State law to which the controller is subject
and which also lays down suitable measures to safeguard the data subject's rights
and freedoms and legitimate interests; or

(c) is based on the data subject's explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller
shall implement suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests, at least the right to obtain human intervention
on the part of the controller, to express his or her point of view and to contest the
decision.
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https://ec.europa.eu/newsroom/dae/document.cfm?doc id=56341



https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=56341

YnpoueHHasa cxema COOTHowweHUA obaactu 3HaHuM 06 UU ¢
MHbIMM obnacTamu
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https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=56341



https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=56341

Benaa KHMUra no UCKYCCTBEHHOMY UHTE/IJIEKTY - eBPONeMCKUmn

noaxoA K COBEPLUEHCTBY U A0BepuIo

n e,
COMMISSION

Brussels, 1922020
COM(2020) 65 fisal

WHITE PAFER

Oun Artificial Intelligence - A European approach te excellence and crust

Aruficidl Iitellagonce in developang fast It will chasge owr Bves by mugeoving headicare (o g making
diagnoss mote precise, emablng better prevenmon of diseases), increasing the efficsency of Parmung
coottuting 1o climate chasge matgation snd adptation inproving the efficiency of prodoction
e mmindenance. ncresting the security of Europessn, and m many ofher ways
oo 20 magme. At the same tme, Artificial Btelligence (Al) estails 2 masber of
! 2¢ opagee decrsiou-making, gemder-based or other kinds of Escrmunation
mfrusion = our prvate hives o¢ bemng used for cnmunal prpozes

Azt 3 background of fiesce global conpetibon, 2 sobid Ewopesn approach is needed. balding cm
the Eiopean stategy for Al presented i Apnl 2018". To address the oppornamnes and challenges of
Al the EU mumt act 25 ome and define #3 oun way, based on Emopesn values. 10 promote the
development and deplovioms of Al

The Commumscn 15 commmtted to emablmg soentfic breakfiwough, to preservmg the EUMs
cal leaderchup and to enaunng that new tecinolomes me at the service of all Enropeass —
thew lives wiule respecsng their rights

Commmisscn President Ursula vom der Leven ammounced i her polincal Guidelines® a coordinated
Essopean approach on the buman and ethucal mphications of Al as well a3 3 seflection om the becter
use of big data for mnovation

Thus, the Conmmssascn supparts a requlatory and mvestment anented appeoack with the tnn obyective
of promsoting the uptake of Al and of addessing e risks assocuated wish cersun uses of fis new
tectoology. The prapose of thus White Paper 15 1o set out polacy options oa how to ackseve thece
objecaves Jt does ot nddress ~the development and wie of Al for mebitary pwposes The Commisnos
invites Dember States other Exzopean instinmiont, and all stakeholders, mcluding mdustry, socal
partners. civil socuety orgazsations, researchers, e public in geeral and amy mievested party, to react
to the options below and %o coatribute to the Commmaicn’s fchae decision.making m iy dosssn

On Artificial Intelligence - A European approach to
excellence and trust

Esponerickaa  kKomuccmna  19.02.2020 onybaunKosana
«benyto KHUry» NO WCKYCCTBEHHOMY WHTENNeKTy, B
KOTOPOM ONUCbIBAeTCA AOKTPUHaNbHbIM noaxond EC K
MCNONb30BaHUIO W peryinpoBaHunio NN, B OOKymeHTe
yKasbiBaeTca, Yyto MW bbicTpo pa3BuBaeTca M cnocobeH
YIYYWUTb 34paBOOXPAHEHME, NOBbICUTb 3PPEKTUBHOCTL
BeAEHMA CEeNbCKOr0 XO3AMCTBA, CMAMYMTb MNOCNEACTBUA
N3MeHeHuA KIMMaATa, NOBbICUTb 3pdeKTUBHOCTL
NPON3BOACTBEHHbIX cucTem nocpeacTsom
NPOPUNAKTUYECKOTO obcnykuBaHms, ynpoynTb
6e3onacHocTb obuectBa. B 1o ke Bpemsa MW Bneyet 3a
cobo paa NOTEHUMANbHbIX  PUCKOB, TaKMX  Kak
Henpo3payHoe MNPUHATME peLleHUn, ANUCKPUMMHALMA MO
NPU3HaKy Nosia WAW APYrnuX MNPU3HAKOB, BTOP)KeHWe B
YACTHYIO }XM3Hb UM NCNONb30BaHME B NPECTYMHbIX LLeNAX.

https://ec.europa.eu/info/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust en



https://ec.europa.eu/info/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust_en
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PykoBopacteo ot CE no 3awute pusnuyeckmnx amy, npm

06paboTKe nepcoHaNbHbIX AAHHbIX B MUpe 60NbLIMX AAHHbIX

Guidelines on

the protection of individuals

with regard to the processing

of personal data in a world of Big Data

VERIFICATION.
Mo
3, & loading. &

www.coe.int/data-protection

Guidelines on the protection of individuals with
regard to the processing of personal datain a
world of Big Data

B saAnBape 2019 ropga KOHCYNbTaTUMBHbIM  KOMUTET
«KoHBeHumn 108» Coseta EBponbl (Council of Europe)
onybnamkosan PykoBoactso T-PD(2017)01, nocBsiweHHoe
BOMpocam 3awuTbl ¢u3nYecknx vy, npu obpaboTke
NepCoOHaNbHbIX AAHHbIX MPU MUCMNOb30BAHUN TEXHONOTUIA
06paboTKM 6oNbLIMX AAHHbIX.

B PykoBoacTBe ONMCHIBAKOTCA MePbl, KOTOPbIE KOHTPOEpbI
n 06paboTUMKM [O/IKHbI NPUHMMATb ans
npeaoTBpaLLeHms NOTeHLNaNbHOro HeraTMBHOTO
BO34AENCTBMA MCNONb30BaHUA OONbWIKMX  OAHHbIX HA
YyenoBeyeckoe AO0CTOMHCTBO, NpaBa Ye/l0BeKa M OCHOBHbIE
MHANBUAYANbHbIE U KON/IEKTUBHbIE CBOOOAbI, B YaCTHOCTHU
B OTHOLUEHWW 3aLMUTbl NEePCOHANbHbIX AAHHbIX.

https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection

https://rm.coe.int/t-pd-2017-1-bigdataguidelines-en/16806f06d0



https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/t-pd-2017-1-bigdataguidelines-en/16806f06d0
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UccneposaHue ICO o BamaHuM 6onbumnx aaHHbiX, U m

MaLIMHHOro 0byyeHus

Data Protection Act and General Data Protection Regulation

Big data, artificial
intelligence, machine
learning and data
protection

Big data, artificial intelligence, machine learning
and data protection

NccnepoBaHue, oOTpaKalouwee B3rnsgbl  YnpasB/ieHUs
YNO/NHOMOYEHHOIO no aenam nHpopmaunm
CoeanHeHHOro KoponesctBa (Information
Commissioner's Office), o BAWAHMKM TaKUX TEXHO/OMMM
06paboTKM  AaHHbIX  KaK  bosbluMe  AaHHble,
NCKYCCTBEHHbIN UHTENNIEKT U MalIMHHOE obyyeHue Ha
Pas3/INYyHble acneKTbl 3aLUTbl NEPCOHANbHbIX AAHHbIX W
NPMBATHOCTM.

https://ico.org.uk/media/for-organisation/documents/2013559/big-data-ai-ml-and-data-protection.pdf



https://ico.org.uk/media/for-organisation/documents/2013559/big-data-ai-ml-and-data-protection.pdf

124 Pykooactso ICO no ocHoBam ayauta UA

Guidance on
the Al auditing
framework

Draft guidance for consultation

ico.

Guidance on the Al auditing framework

YnpaBieHne ynosIHOMOYEHHOIO No Aefam MHGopmauum
CoeauHeHHOro KoponescTtBa (Information
Commissioner's Office) 19.02.2020 WHMUUMPOBANO
nybnnyHoe ob6cyXAeHMe NpPoeKTa pPyKoBoACTBA MO
ocHoBam ayauta UW. [Oaton 3aBeplueHUa obcyxaeHun
asnaetca 01.04.2020.

PYKOBOACTBO COAEPMKUT PEKOMEHAAUUM O TOM, KaK
NMOHMMaTb 3aKOH O 3aluTe [aHHbIX B OTHOLIEHUMU
perynupoBaHua TexHonorun UWN, n pekomeHgaumm no
OPraHM3auUMOHHbIM U TEXHMYECKMM  Mepam o
CHUXXEHMIO pPUCKOB, KoTopble UMW npeactasnaer ana
OTAENbHbIX NnL. [IOKYMEHT TaKXe npeaocTaBaser
HageXHyl MeTodonorMio Ans ayauta cuctem MU u
obecneyeHns UMM  CcnpaBegMBoOM U 3aKOHHOM
06paboTKM NepcoHabHbIX AAHHbIX.

https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-draft-ai-auditing-framework-guidance-for-

organisations


https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-draft-ai-auditing-framework-guidance-for-organisations

PyKoBOACTBO NO pa3bACHEHUIO NpuHUMaembix MU pewneHuni

125 ot ICO u UHcTuTyTa m. AnaHa TblopuHra

Explaining Explaining
decisions decisions
made with Al made with Al

Draft guidance for consultation

Draft guidance for consultation

Part 1: The basics of explaining Al Part 2: Explaining Al in practice

Explaining
decisions
made with Al

Draft guidance for consultation

Part 3: What explaining Al
means for your organisation

https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-and-the-turing-consultation-on-explaining-ai-decisions-guidance/



https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-and-the-turing-consultation-on-explaining-ai-decisions-guidance/
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Pykosoacteo AEPD no ncnonb3oBaHuio TexHonormii U B
KOHTeKcTe Tpe6bosaHun GDPR

Oepdﬁhm
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INTRODUCTION TO THE Al FRAMEWORK
AND DATA PROTECTION

Al Technigues

Data processing by means of Al solutions

Data protection and ethical dimension

GDPR definitions

Life cycle of an Al solution

Personal data processing by means of Al
Assessment of Al-based solutions

Short summary of obligations lay down by the GDPR

ROLES, RELATIONSHIPS AND RESPONSABILITIES

COMPLIANCE
Lawfulness and limited purpose
Legitimate interest
Special categories
Processing for compatible purposes
Information
Relevant information on the implementad logic
General aspacts related to the exarcise of rights
Right to access
Right to erasure
Limitations to erasure
Blocking of data
Right to rectification
Portability
Decision-making based on automated processing

IV. PRIVACY RISKS MANAGEMENT

Risk assessment

Lo

Privacy Impact Assessment-{PIA)
C. Transparency
During training
Certification
Automated decisions and profiling
Data controller personnel
The Data Protection Officer as a toaol for transparency
D.  Accuracy
Factors affecting accuracy
Biometric information
Profiling combination
Verification vs. Validation
Accuracy assessment as continuous process
E. Minimisation
Training data
Minimisation techniquas
Extent of the data categories in an Al-based solution
Extent of the training set
Personal data in the Al-based solution
F.  Security
Specific threats in Al components
Logs or activity records

G.  Assessment of the proportionality and the nead
for such processing

H. Audit

V. [INTERNATIONAL TRANSFERS
VI. COMCLUSIONS

VIl. REFERENCES

VIl ANMNEX: CURRENT AI-BASED SERVICES

https://www.aepd.es/sites/default/files/2020-02/adecuacion-rgpd-ia-en 0.pdf



https://www.aepd.es/sites/default/files/2020-02/adecuacion-rgpd-ia-en_0.pdf

Pykosoactso AEPD no 3awute nepcoHanbHbIX AAHHbIX NPU
MCNO/Ib30BaHUN APOHOB
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&

Al

cepdiE | i
Drones and

Data Protection

1. No risk of processing personal
data.

POES N0, a [ B HCIUGe

processing of personal data.

(Inspection of infrastructure,
aerial surveys, inspections
and/or land surveys and other
photography and video services)

2. Risk of intentional or

RO ORI inadvertent data processing.

3. Intrinsically includes personal
data processing.

(Video surveillance, recording
of events)

https://www.aepd.es/sites/default/files/2019-12/guia-drones-en.pdf



https://www.aepd.es/sites/default/files/2019-12/guia-drones-en.pdf

128 3awwmTa AAHHbIX U CUCTEMbI MCKYCCTBEHHOTO UHTEN/IEKTA

@ ICDPPC

DECLARATION ON ETHICS AND DATA PROTECTION IN ARTIFICAL INTELLIGENCE

40™ international Conference of Data Protection and Privacy Commissioners

Tuesday 23" October 2018, Brussels

AUTHORS:

.

Commission Nationale de I'Informatique et des Libertés (CNIL), France
European Data Protection Supervisor (EDPS), European Union

Garante per la protezione dei dati personali, Italy

CO-SPONSORS:

Agencia de Acceso a la Informacion Publica, Argentina

Commission d’acceés a l'information, Québec, Canada

Datatilsynet (Data Inspectorate), Norway

Information Commissioner’s Office (ICO), United Kingdom

Prépose fédéral 2 la protection des données et a la transparence, Switzerland
Data protection Authority, Belgium

Privacy Commissioner for Personal Data, Hong-Kong

Data protection Commission, Ireland

Data Protection Office, Poland

Instituto Nacional de Transparencia, Acceso a la Informacion y Proteccion de Datos
Personales (INAI), Mexico

National Authority for Data Protection and Freedom of Information, Hungary
Federal Commissioner for Data Protection and Freedom of Information, Germany
Office of the Privacy Commissioner (OPC), Canada

National Privacy Commission, Philippines

Declaration on ethics and data protection in
artifical intelligence

[eknapauma 06 3TMKe M 3awWwmTe [aHHbIX B
CUCTEMAX WMCKYCCTBEHHOIO WHTENNIEKTA, MPUHATANA
23.10.2018 Ha 40-1 MexxayHapoaHomn
KOHPepeHUMM  YMOJIHOMOYEHHbIX MO  3awuTe
AaHHbIX W KoHdmaeHumanbHoctM (International
Conference of Data Protection and Privacy
Commissioners).

YyperkgeHa noctosHHO Aencteytowas Pabouvas
roynna no 3TMKe W  3awWwute [AaHHbIX B
NCKYyCcCTBEHHOM WHTennekte (working group on
Ethics and Data Protection in Artificial Intelligence).

https://www.privacyconference2018.org/system/files/2018-10/20180922 ICDPPC-40th Al-Declaration ADOPTED.pdf



https://www.privacyconference2018.org/system/files/2018-10/20180922_ICDPPC-40th_AI-Declaration_ADOPTED.pdf

Otuet ot CE «ACKYCCTBEHHbIA UHTENNEKT U 3aLMTa AaHHbIX:

Bbi30Bbl U BO3MOXKHbIle OTBEeTbl Ha HUX»

Strasbowrg, 25 January 2019
T-PD{2013 09Rev

COMNSULTATIVE COMMITTEE OF THE CONVENTION FOR THE PROTECTION
OF MDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING
OF PERSONAL DATA

(Convention *08)

Aeport on Arulicisl Intelligence

Artficaal Intelligence and Data Protection: Chalienges and Possible Remedies

Deectorate Gerwrad of Human Rights and Ruts of Law

Artificial Intelligence and Data Protection: Challenges
and Possible Remedies

B aHnBape 2019 roaa KoOHCynbTaTUBHbIA KOMUTET
«KoHBeHumMn 108» Coseta EBponbi (Council of Europe)
onybnnkosan OtuyeT T-PD(2018)09Rev, nocBsiLLLEHHbIN
BbIABNEHHbIM  MPU  UCMONb30BAHUM  TEXHONOTUM
MCKYCCTBEHHOTO MHTeNnNeKtTa ana  obpaboTku
NepPCOHANbHbIX AaHHbIX MpaBoBbiIM Npobnemam u
cnocobam mux pelueHus.

https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection

https://rm.coe.int/artificial-intelligence-and-data-protection-challenges-and-possible-re/168091f8a6



https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/artificial-intelligence-and-data-protection-challenges-and-possible-re/168091f8a6
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PykoBoacteo oT CE no 3awmTte nepCoHaNbHbIX AAaHHbIX NpU

NCcNnos1b3o0BaHNN UCKYCCTBEHHOIO UHTE/N/IEKTa

Strasbourg, 25 January 2012 T-PD{2012)01

CONSULTATIVE COMMITTEE OF THE CONVENTION FOR THE PROTECTION
OF INDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING
OF PERSONAL DATA

{Convention 108)

GUIDELINES ON ARTIFICIAL INTELLIGENCE AND DATA PROTECTION

Directorate General of Human Rights and Rule of Law

Guidelines on artificial intelligence and data
protection

B AHBape 2019 roga KoHCynbTaTUBHbLINA KOMUTET «KOHBEH LUK
108» Coseta EBponbl (Council of Europe) onybaukosan
PykoBoacteo T-PD(2019)01, Kotopoe A[aéTt onpepenéHHoe
npeactaBneHne O KOHTypax eBPOMEWCKOro MpaBOBOro
perynMpoBaHuA MCNOAb30BaHNA TEXHONOTMN UCKYCCTBEHHOTO
nHtennekta (MN) pna o6paboTkn NepcoHaNnbHbIX AaHHbIX.

TexHonormn UM He TONbKO NpeACTaBAAOT MOTEHUMANbHYIO
Yyrposy Ans HeNnPUKOCHOBEHHOCTM YAaCTHOM ¥KU3HM, HO U YacTo
CO3HaTeNbHO NPOEKTUPYHTCA AN NPObUNMPOBAHUA NtoLEeN.
OfHOBPEMEHHO €BPOMeENCKoe 3aKOHOAATeNbCTBO M 6e3 Toro
ABNIAETCA OYEHb MKECTKMM, MU OHO NOTEHLMANbHO CNOCO6HO
OY€eHb CyLLeCcTBEHHO 3ameanTb passutue NN B EBpone.

PYKOBOACTBO HanpaB/JEHO Ha TO, YTOObI MOMOYb cO3aaTensam
NOJIUTUK, pPa3paboTUMKaM UCKYCCTBEHHOro uHTennekta (UN),
NPOU3BOAUTENAM MNPOAYKTOB W MOCTaBLWMKamM YyCcayr B
obecneyeHnn Toro, 4tobbl UU-NpUNOXKEHUA He noapbiBan
NPaBO Ha 3aLLUTY NEPCOHANbHbIX AAHHbIX.

https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection

https://rm.coe.int/guidelines-on-artificial-intelligence-and-data-protection/168091f9d8



https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/guidelines-on-artificial-intelligence-and-data-protection/168091f9d8

PyKoBOACTBO MO 3TUKe ANA 61aroHageXXHoro UCKYCCTBEHHOro

nHTennekra ot EC

INDEPENDENT
HiGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE

SET UP BY THE EUROPEAN COMMISSION

* X %
* *

ETHICS GUIDELINES
FOR TRUSTWORTHY Al

Ethics Guidelines for Trustworthy Al

B anpene 2019 roma 6bin onybnamkoBaHoO PyKoBOACTBO,
noAroToBneHHOe [Pynnon 3KCNepTOB BbICOKOFO YPOBHA MO
NcKyccTBeHHOMY WHTennekty (Al HLEG), cosgaHHOM npu
EBponenckon KOMUCCUMMU. DTa He3aBUCUMMAA 3SKCNepTHas
rpynna 6bina co3aaHa EBponerickon komuccuen B noHe 2018
roga B pamkax crpaterun UM, o6baBNeHHOM paHee B 3TOM

roay.

PYyKoBOACTBO He noxoxe Ha «Tpu 3aKoHa POOOTOTEXHUKUY
Ncaaka AsmmoBa. OHO He npeanaratoT BbICTPbIX, MOPa/bHbIX
PaMOK, KOTOpble MOMOryT KOHTPO/IMPOBATb MNOTEHLMANIbHO
onacHbIXx pobotoB. Bmecto atoro PykoBoactBo aHanusupyet
pa3/inyHble 3TUYEeCKMe acneKkTbl ncnonb3osaHma MU, kotopblie
6yayt BAMATbL Ha o06WEecTBO, MNOCKO/AbKYy Bce 6onble
opraHu3auMn nnaHupyeT ucnonb3oBatb MM B TakmMx oTpacnax
Kak  34paBoOXpaHeHMe, obpa3oBaHMEe U  KOHeYHoe
notpebnerHme.

PyKOBOACTBO He MMeeT 06A3aTeNbHOM HOPUANYECKOM CUAbI,
HO OHO byaeT cnocobcTBoBaTb GOPMMPOBaAHUIO B OyayLLEM
€BpOonencKoro 3akoHoaaTenbCcTBa B obnactn UN.

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai

https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines



https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines
https://ec.europa.eu/digital-single-market/en/news/communication-artificial-intelligence-europe

132 nMpu3HaKu n KauectBa «b6naroHageXHoro U yenosevHoro» UA
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Lawful Ethical Robust
Respecting all applicable laws Respecting ethical principles Both from a technical
and regulations and values perspective while taking into
Y account its social environment
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v" Human agency and oversight
v Technical robustness and safety
v Privacy and Data governance
v' Transparency
v’ Diversity, non-discrimination and fairness
v’ Societal and environmental well-being
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https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines



https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines
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Google Cloud Vision 3anpetuan onpegenatb Noa nl0geun Ha

doto

BUSINESS
INSIDER

Google Al will no longer use gender labels like 'woman' or

'man’ on images of people to avoid bias

Sacuacrose

Googfe CED Sendar Pichal

A Google Al tool that can recognize objects In pictures will no
fonger attach gender labeis like "woman™ or “man” to mages of
people.

Google’s Cloud Vision AP1 Is used by developers to analyze what's
In an iImage. identifying anything from brand l0gos to faces to
landmarks.

Googie emalled Cloud Vision API customers o Thursday morning
stating that It won't use iabels that pertain to gender because you
can't deduce someone’s gender by their appearance alone.

An expert in Al bias toid Business Insider that the change waz 3
big pasitive.

Visit Business Insider’s homepage for more stories.
AGouoghe Al tool that Gan recogize and Tabel what's in an frege will

noJoanger altach gernder Lags 1e “woman”™ or "man” o photes of
people.

Here are the 11 companies that
experts think Microsoft could
try to acquire In 2020, including
Salesforce, Twilo, and Workday

3TUYecKMe npaBuia 4YeN0BEYECKOro obLLecTBa MOBAWUSAAM M Ha
MCKYCCTBEHHbIN WHTENNeKT. Anroputmam Google 3anpetunu
onpenenatb non nwogeh Ha ¢oTo M3-3a PUCKA OCKOpOUTH
TpaHCreHAepos.

Peub naéT o cepsuce Google Cloud Vision API, KoTopbIiX, TOMMMO
BCEro npoyero, No3BoOnAeT pa3paboTyMKam CTaBUTb METKM Ha
doTorpadumn, naeHTUPUUMpPYa M306parKEHHbIE HA HUX OOBEKTHI.
Tenepb e anropuTMbl He CMOTYT BbIBOAUTb HAAMUCU KMYMKUYMHAN
NNU «KEHLLIMHA» Ha CHUMKaX.

B Google 06BbACHUAK, YTO ANA U3MEHEHWI eCTb ABe NPUUUNHbI. Bo-
NepBbIX, UCKYCCTBEHHbIA WMHTENNEKT He Bcerga cnocobeH TO4YHO
onpenennTb MNON YeNoBeKa Ha OCHOBE €ero BHELWHOCTU. Bo-
BTOPbIX, TaKME METKM MOTryT AUCKPUMUHUPOBATbL OTAE/bHbIE
KaTeropuu noaein, Hanpumep, TPaHCreHAepos.

B ntore Bmecto meToK o rer,epHoﬁ NPUHaANEXKHOCTU a/ITOPUTM
6VLI,€T MCNOJZ1Ib30BaTb HaAMUCb «K4E€/T0OBEKN.

https://www.businessinsider.com/google-cloud-vision-api-wont-tag-images-by-gender-2020-2



https://www.businessinsider.com/google-cloud-vision-api-wont-tag-images-by-gender-2020-2
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Data Protection (Privacy) by Design and by Default
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UccneposaHue ot 2014 ropa no npuBaTtHocTU n Data

Protection by Design ot ENISA

Privacy and Data Protection by Design
— from policy to engineering

Decempar 2023

r enisa

.
2"
furmpese Union Ageney for Nhetwork and miormation Security WWWLATIAR Gur OO,

B aTtom mccnepoBaHum npeacrtaBneH o63op cnocobos 1 mep,
KoTopble MoOryT ObITb WMCNOAb30BaHbl AN MPEOAO/IEHUS
paspbiBa MeXAy CYLLEcTBYlOWEN npaBoBon 6a3oi B cdhepe
3aWMTbl  NEePCOHaNbHbIX  AaHHbIX M MMerLWwmMmncs
TEXHONOTMAMM 06pPaboTKM MHPOpmaumn. B  pgoKymeHTe
onucblBaeTcA MeToZ,  COMOCTaB/IEHUS tOpPUOMNYECKMX
TpeboBaHUIA C NPOEKTHbIMW  CTpaTernsimm,  KoTopble
NO3BONIAKT Pa3paboTumKy cucTemMbl BblbMpaTb noaxoaswme
MeToabl AN peanusauum  onpeneneHHblx TpeboBaHWiA
KoHdunaeHunanbHocTM. Kpome TOro, B OTYeTE OTPAXKEHDI
OrpaHMYeHUA (Kak 0O BEKTUBHbBIE, TaK N BbI3BaHHbIE TEKYLLUM
YPOBHEM  TEXHMKM)  OMUCbIBAEMOro  MeToZa.  TaKxke
NPUBOAATCA PEKOMEHZAUMN NO NPEOAONEHUID U CMATYEHUIO
3TUX OFPAHUYEHMUIA.

https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design



https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design

MpakTnueckoe pykosoactso ot AEPD no Privacy by Design:
NPUHLMUNDI

|7

Full

Proactive, End-to-End
> 1 na-1o- ( . o8 qa0
not reactive; E"“f”t'(’nsl'tf' | ‘f 1’“" : Visibility and Respect for
. 5 £ ecycie S
Preventive OURIVE-SI, BLLLYLE Transparency User Privacy
not Zero-Sum Protection

not Remedial

https://www.aepd.es/media/guias/guia-privacidad-desde-diseno en.pdf



https://www.aepd.es/media/guias/guia-privacidad-desde-diseno_en.pdf

MpakTnueckoe pykosoactso ot AEPD no Privacy by Design:
Privacy Engineering

- 2
Privacy

137

Requirements
Definition 2 Privacy
Verification and
Validation

and

Implementation

Privacy Design E\-

https://www.aepd.es/media/guias/guia-privacidad-desde-diseno en.pdf



https://www.aepd.es/media/guias/guia-privacidad-desde-diseno_en.pdf

MpaKTUuecKoe PyKoBoACTBO OT HopBexcKoro Datatilsynet no

138 Data Protection by Design and by Default npu paspaboTtke MO

Data subject

inform control

Training

~ O &

separate —  hide

abstract

............

____________

demonstrate enforce

Data controller

https://www.datatilsynet.no/en/about-privacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-design-and-by-default/
https://iapp.my.salesforce.com/sfc/p/#1a000000HSGV/a/1P000000XeRI/BLoR6h6WxzYxtGy7cnVic6new4k9BzwpeFHsPTTpkeg



https://www.datatilsynet.no/en/about-privacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-design-and-by-default/
https://iapp.my.salesforce.com/sfc/p/#1a000000HSGV/a/1P000000XeRI/BLoR6h6WxzYxtGy7cnVic6new4k9BzwpeFHsPTTpkeg

MHueHue EDPS ot 2018 roga o cnocobax peanusauum

npuHumnos Privacy by Design

EUROTFEAN DATA PROTECTION SUPFERVISOR

Opinion 5/2018

Preliminary Opinion
on privacy by design

31 May 2018

OnybnunkoBaHHbIM European Data Protection Supervisor
AOKYMEHT HanpaBieH Ha To, 4Tobbl cnocobcTBOBaTHL
Hagnexawen peanmsaumm ob6A3aTenbCTBA NO  3almTe
AaHHbIX NyTem peanusaumm npuHuunos Data protection by
design and by default, 3akpenneHHbix B cT.25 GDPR. B
AOKYMEHTe NpuBEeAEH pAg, MNPaKTUYECKUX pPeKoMeHAauui,
afipecoBaHHbIX OpraHam BNacTh M opraHmsaumnam EC.

https://edps.europa.eu/data-protection/our-work/publications/opinions/privacy-design en



https://edps.europa.eu/data-protection/our-work/publications/opinions/privacy-design_en
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EDPB Plcnary mecting, 12-13 November 2019

Guidelines 4/2019 on Article 25

Data Protection by Design and by Default

Adopted on 13 November 2019

Adopted - version for public consultation 1

Pykosoacteo EDPB no Data Protection by Design and by
Default

EBponeicKkuit coBeT no 3awuTte gaHHbIX (European Data
Protection Board) onyb6nanMkoBan npoeKkT pyKOBOACTBA
4/2019 no npumeHuMmocTn cT.25 GDPR B KOHTeKcTe
npumeHeHua KoHuentoB Data Protection by Design and
by Default.

Y10 HeobxoaMmo NpUHUMATL BO BHUMaHUe B DPIA:

state of the art;

cost of implementation;

nature, scope, context and purpose of processing;

risks of varying likelihood and severity for rights and
freedoms of natural persons posed by the processing.

https://edpb.europa.eu/sites/edpb/files/consultation/edpb guidelines 201904 dataprotection by design and by default.pdf



https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_201904_dataprotection_by_design_and_by_default.pdf

Protection against Tracking

This pattern avoids the tracking of visitors of
websites via cookies. It does this by deleting
them at regular intervals or by disabling
cookies completely.

Minimal Information Asymmetry

Prevent users from being disenfranchised by
their lack of familiarity with the policies,
potential risks, and their agency within
processing.

Awareness Feed

Users need to be informed about how visible
data about them is, and what may be derived
from that data. This allows them to reconsider
what they are comfortable about sharing, and
take action if desired.

141 ba3a c natrepHamu Privacy by Design ana paspab6otku NO

Location Granularity

Support minimization of data collection and
distribution. Important when a service is
collecting location data from or about a user,
or transmitting location data about a user to a
third-party.

Informed Secure Passwords

Ensure that users maintain healthy
authentication habits through awareness and
understanding.

Encryption with user-managed keys

Use encryption in such a way that the service
provider cannot decrypt the user's
information because the user manages the
keys.

https://privacypatterns.org/

-+

+

+

+

Categories

Ei CONTROL

/\, ABSTRACT

5 SEPARATE

@ HIDE

("’) MINIMIZE

@ INFORM

@ ENFORCE


https://privacypatterns.org/
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Records of Processing Activities
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PeKomeHgauumn no yyety npoueccos 06paboTKM gaHHbIX

143 (RoPA) ot ICO

Information Commissioner's

The UK's independant authority set up to aphold information Office
rights in the public mntecest, p ing openness by publie
bodies and data privacy for individuals

Home Your dala matters  For orgamsabions  Maks a complant  Action wea've taken  About the 1ICO

o rganISEtons

antat

How do we document our processing

activities?

docume
the GOPR?

Should we document anything

How do we document our
processng actvibies?

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-

Share e Download options o

In detail

How should we prepare?

A good way to start 15 by domng an aformMmation audit or data-mapping axerciss to
clanfy what personal data youwr organisation hokls and where, It s mportant that
people Across your organisabion are angaged in the procass; this can halp ensure
nothing is missed whan mapping the data your organisation procassas. It 15 equally
important to obtain senior managemeant buy-in so that your documentation exercise
iz supported and well resourced

What steps should we take next?

Once you have a basic idea of what personal data you have and whare it & hald,
you will be in good position to begin documenting the mformation you must record
under the GDPR. It is up to you how you do this, but we think these three steps will
help you get thare:

MeToaunyeckume pekomeHaaumm
HaA30pHOro opraHa BenmkobpuTaHum
B cpepe nepcoHanbHbIX AAHHbIX MO
BeJEHMI0O OTYeTHbIX 3anuceir 06
0b6paboTKe nepcoHaNnbHbIX AaHHbIX
(Records of Processing Activities)
cornacHo TpebosaHuto cT.30 GDPR:
AN KOHTPOJI/1IEePOB -
https://ico.org.uk/media/for-
organisations/documents/2172937/gd
pr-documentation-controller-
template.xIsx

ANA NPOLLECccopos -
https://ico.org.uk/media/for-
organisations/documents/2172936/gd
pr-documentation-processor-
template.xIsx

document-our-processing-activities/



https://ico.org.uk/media/for-organisations/documents/2172937/gdpr-documentation-controller-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172936/gdpr-documentation-processor-template.xlsx
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/
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PeKomeHgauumn no yyety npoueccos 06paboTKM gaHHbIX
(RoPA) ot GPDP

GARANTE
PER LA PROTEZIONE
DEI DATI PERSONALI

FAQ sul registro delle attivita di trattamento

1. Cosa é il registro delle attivita di trattamento?

L'art. 30 del Regolamento (EU) n. 679/2016 (di seguito ‘RGPD") prevede tra gli adempimenti principali del titolare e del
responsabile del trattamento |a tenuta del registro delle attivita di trattamento.

E’ un documento contenente le principali informazioni (specificatamente individuate dall'art. 30 del RGPD) relative alle operazioni
di trattamento svolte dal titolare e, se nominato, dal responsabile del trattamento (sul registro del responsabile, vedi, in
particolare, il punto 6).

Costituisce uno dei principali elementi di accountability del titolare, in quanto strumento idoneo a fornire un quadro aggiornato
dei trattamenti in essere all'interno della propria organizzazione, indispensabile per ogni attivita di valutazione o analisi del rischio
e dunque preliminare rispetto a tali attivita.

Il registro deve avere forma scritta, anche elettronica, e deve essere esibito su richiesta al Garante.

Garante per la protezione dei dati
personali

MeToanueckme pekomeHaaumnm
HaZA30pHOro opraHa WUtanum B coepe
NMepCoHasibHbIX OAHHbIX MO BEAEHWUIO

OTYETHbIX 3anuceir o6 obpaboTke
NepcoHanbHbiX AaHHbIX (Records of
Processing Activities) COrnacHo
TpeboBaHuto cT1.30 GDPR.

https://www.garanteprivacy.it/en/home/fag/registro-delle-attivita-di-trattamento



https://www.garanteprivacy.it/en/home/faq/registro-delle-attivita-di-trattamento

PeKomeHgauumn no yyety npoueccos 06paboTKM gaHHbIX
(ROPA) ot CNIL
= Commiission nationale de
= I'informatique et des libertés
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D3t af ereatinn of the presmsin

e —

It pretection afficer

—— opraHa ®PpaHumm B cdepe nepcoHaNbHbIX
— JAHHbIX MO BeAEHUIO OTYETHbIX 3anuceit ob
0bpaboTKke nepcoHanbHbIX AaHHbIX (Records
of Processing Activities) cornacHo
TpeboBaHuto cT1.30 GDPR.

Categarien ad permamal data
Marital statun, |1, idmtibcation data, imagm...
Ternaral like (o, fmily st tion, e |

Tmmarmis and fir el infarma o {ineame, franeal|
Camnection data {11 addres, low, s}

Laation ity {mevements, $:1% dats (X0, )

Stancial Sermrity Nmiber o N1}

Sipocial calegerion o pernamal dats
Iiata revea bing racial ar ethmic arign

Irata revealing pelitical spimens

It rawbing e or philasanbical belcs|

Inats reveating trade mminn membensb)

termetic data

Wiameiric da8s far the parpess ol nniqudy dmthing |

[ ——

ata concerning 2 mtmral persen s s life or sooml|

Imatn reibuting b criminal samictisns and affmes

https://www.cnil.fr/en/record-processing-activities



https://www.cnil.fr/en/record-processing-activities
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Tunosas ¢dopma no BeAeHUIO OTYETHbLIX 3anucen ob
06paboTke nepcoHaNbHbIX AAHHbIX
Processing Activities) cornacHo TpeboBaHuto cT.30
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http://sps-ib.ru/ropa.docx

147

3awmTa NepCcoHaNbHbIX AaHHbIX

SHOULD WE
OPEN THE

ATTACHMENT?

K ornaBneHuro




148 TexHuuecKkue v opraHM3aLUOHHbIe mepbl 3awuTbl B GDPR

Reference Properties Category
Recital 29 Pseudonymisation, unlinkability, authorization PP
Recital 66 Distribute data subject requests to processors DSR
Recital 67 Restriction of processing DSR
Recital 68 Data portability request DSR
Recital 71 Accuracy of data PP
Recital 78 Data minimization, pseudonymization, information PP
Recital 81 Security General
Recital 88 Protect data General
Recital 156 Data minimization PP

Art. 4 (5) Pseudonymity PP
Art.5(1) e Non-identifiability PP
Art.5(1)e Storage limitation PP
Art.5(1) f Integrity and confidentiality PP

Art. 17 (2) Distribute data subject requests to processors DSR
Art. 24 (1) Demonstrate compliance PP

Art. 24 (2) Purpose limitation PP

Art. 25 (1) Pseudonymisation PP

Art. 25 (2) Data minimization PP

Art. 28 (1) meet the requirements of this regulation General
Art.28(3) e Distribute and execute data subject requests DSR
Art. 28 (4) meet the requirements of this regulation General
Art.32(1) a Pseudonymization PP
Art.32(1) a Encryption PP
Art.32(1) b Contidentiality, integrity, availability, resilience PP
Art.g2(1)c access PP
Art.34(3) a render data unintelligible — (encryption, unlinkability) PP

Art. 83(2)d Technical measures will be taken into account when determining fines General

https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1052&context=amcis2019



https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1052&context=amcis2019

MeTtogonornuyeckoe pykosoactso ot 2016 roga ana cpegHero

149 M manoro 6usHeca no 3awmTe AaHHbIX oT ENISA

Define the
context of
personal data
processing

Implement &
mentain
NEENIES

Identify
relevant

Select
appropriate
measures

security
threats

Guidelines for SMEs on the

. > S Calculate risk
Security or personal data (likelihood,

processing impact to
individuals

DECEMBER 2016

W S T . -

Security risk management for personal data

https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing



https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing
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MpaKTnuyeckoe pykosoactso ot 2017 roga AnAa cpegHero m
manoro 6u3sHeca no 3awute AaHHbIX oT ENISA

ﬂ
e

techeology

A:enyd

breach
Y |nnuaouuo) -

s company compliance

porvisory aulhnu Y :‘ s« prepare
safety CONSENT ; ] pm(eSSOl’

4

|1

iDPO ggeneral

Iaw
lo"G D P H tunsfu
fine i((ﬁﬂ‘

EU ‘protection t

p(rmd p passwod CUTOPEAN union

s 5 secure Woration

=
w controller

Handbook on Security of
Personal Data Processing

DECEMBER 2017

T TP 60 Larvmer Ures dguety bur Setwert and irtereatan Seesrm

PROBABILITY
ASSESSMENT AREA ;
| LEVEL SCORE
D Low 1
NETWORK AND TECHMICAL RESOURCES [C] medium 2
(] High |
D tow i
PROCESSES/PROCEDURES RELATED TO THE PROCESSING OF [ medium :
PERSONAL DATA 2 :
[ migh |
D Low 1
PARTIES/PEOPLE INVOLVED IN THE PROCESSING OF PERSONAL [ Wedium :
DATA =
D High ]
D Low 1
BUSINESS SECTOR AND SCALE OF PROCESSING ] Mexdium
[ vuign 1

OVERALL SUM OF THREAT OCCURRENCE

THREAT OCCURRENCE PROBABILITY LEVEL
PROBABILITY

4.5 Low

6-8 Meéediam

H-12 Hgh

THREAT OCCURRENCE
PROBABILITY

Legend

[

IMPACT LEVEL

Medium High / Very High

Medmum

Low sk Medum Risk - High Rick

https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing



https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing

UccnepoBaHue no nHpopmaumMoHHOM 6e3onacHocTu B chepe

151 . o
3NIeKTPOHHbIX KOMMYHUKaLUUU U OHNAUH-ycayr ot ENISA

.. B atom wuccnepoBaHun npenctasieH 0630p YCTOABLUMXCS
¥ meTogoB obecrneyeHns MHOPMaLMOHHON 6e3onacHoCTy,
« €enisa KOTOPOM Npu3BaH NOMOYb CpeaHemMy W Mmasiomy 6usHecy
ae COCTaBUTb NpeacTaB/lieHNe O COBPEMEHHOM  YpOBHe

pa3BUTUSA TEXHONOrnm (State-of-the-Art) 3aWMThbI

nHPopmaumm no pagy HanpaBneHWM, NPEACTAB/IEHHbIX B
npakTndeckom pykosoactee ENISA no 3awmte gaHHbIX.

Threat

Occurrence Risk Level
Probability

Reinforcing trust and security in
the area of electronic
communications and online — Lo

IMPACT LEVEL

High _." Vary High

services Ococurrence Madium
Sketching the notion of “state-of-the-art” for SMEs
in security of personal data processing

Probability

High

DECEMBER 2018 Legend

- Law Risk hhedium Risk - High Risk

WA IO BI04 U Lurngman Union Agenty For Netwiork and Indormation Secury

https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-in-the-area-of-electronic-communications-and-online-services



https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-in-the-area-of-electronic-communications-and-online-services

152

OHnaitH-nnatdpopma ot ENISA no obecneueHuto 6esonacHocTm

nepcoHa/IbHbIX AdHHbIX

" .
! enisa &

(Self)assessing the

Relevant
ENISA studies

Overview
of the Methodology

Step 1

Definition of the
processing operation
and its context

ONLINE PLATFORM FOR
SECURITY OF PERSONAL
DATA PROCESSING

Step 2
Understanding and
evaluation of impact

Step 3
Definition of possible
threats and evaluation

DECEMBER 2019 of their likelihood

1ted security r

ires

Evaluating the level of risk
for a personal
data processing operation

Types of personal data
Categories of data subjects
Means of processing
Recipients

Confidentiality
Integrity
Availability

Network and technical resources

Processes/procedures related to the data processing operation
Different parties and people involved in the data processing operation
Business sector and scale of processing

Step 4
Evaluation of risk

T

Step S
Selection of security
measures

https://www.enisa.europa.eu/risk-level-tool/

https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-platform



https://www.enisa.europa.eu/risk-level-tool/
https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-platform

Pykosoacteo CNIL ot 2018 roaa no ynpasaeHuto puckamu Ub

153
B paMKax obecneueHunsn 3alinTbl NEPCOHAJ/IbHbIX AAaHHbIX

b8l Raising user awareness

L N Access Management

4 Logging access and

THE CNIL'S GUIDES - 2018 EDITION

5 SECURITY OF B Protecing theinerna

(@) PERSONAL DATA

LN Securing websites

CNIL e
u www.cnil.fr development

COMMISSION NATIONALE
INFORMATIQUE & LIBERTES

Inform and rase awarensss among individuals handing cata

Write an IT charter and enforce Its agplication

Define 2 unique dentfier fogin) for each uses

Adogpt a user password policy conform to ouwr recommeandations

Require sach usario change his ar her password wheneves it has been resested
Lt the numbes of access attemgts 1o an account

Define suthorisation profies

Remove obsolete accews permissions.

Carmy out an annual review of authorisations

Implement a legging system

Inform users of the implemertation of the logging system

Protect logging equipment and the information logged

Organize the procedures for personal data breach nottfications

Organise an automatic seszion locking procedure

Use reguiwrly updated antivirus soffware

Install Arewat sofiware

Callect the user's consent beficre any iIntervertion on ks or her workstation
Organise Vo for motille equp:

L regular data bach and sy
Require a piece of 1o urdock by
Lt the: netwark traffic 10 the bare essentals

Secure remoate sccess 1o meblle computing devices via VPN

Implement the WPA2 or WPAZ-PSK protocol for Wi-H networks

Allow access to tools and riace only to quait ks
Install creical updates without deday

Ensure avallabiity of data

Use the TLS protocol and check its implementation

Check that no password or idermifier are trarsferred via URLs

Check that the wser inputs correspond to what is expecied

Place a consent banner for cockies not reguired by the service:

Carry out regular baclups
Store the badkup media In a secure place
Organise sacurity dor the port of

Organize and regularly test the business continutty

Implement spectiic access methods to archived data

Destroy cbsoiate archives securely

Record maintenance in a regster

Have a responsible person from the organisation supenvise work by $ird parties
Delete the data from ol hardware before it is descarded

Add a spacific clause in the contracts of subcomtractors

Organise the resttution and destruction conditions of data

Enzure the: effectiveness of provided guaraniees (security audis, visits, oic)
Encrypt data before sending it

Ensure that it Is the right recipient

Serxt the secret information separately and via u differzrt channed

Restrict access 1o the premises via locked doors

Install sath-rtrusion alarms and check them periodically

Offer parameters that respect the pivacy of end users

Avoid comment zones or supesvise them strictly

Carry out tests on fictional or anonymised cata

Use recognised aigonthms, software and oearizs

Keep the secret Informition and cryptographic keys In 3 secure way

https://www.cnil.fr/sites/default/files/atoms/files/cnil guide securite

personnelle gb web.pdf



https://www.cnil.fr/sites/default/files/atoms/files/cnil_guide_securite_personnelle_gb_web.pdf

154 PykoBoactBo DPC no 3awurte nepcoHanbHbIX AaHHbIX

Data Collection and Retention Policies Wireless Networks

an Comisionum ACCESS COTHONS, -csisionosasismosaaismssnssn Portable Devices..............
Data Protection
Commission
Access Authentication.......cccceeecerunnenn, Logs and Audit Tralls.......
Guidance Note: Automatic Screen Savers.........cocuvenn. Back-Up Systems.............
BTN . porooosens mecnsssomussmmmpssssssunsnspesssss Incident Response Plans
Guidance for Controllers
' ANti-Virus SOftware .....ocovccecveervececessnnnns Disposal of Equipment ...
on Data Security
WAl s R s Physical Security ..............
Feheuary 2020 Software Patching ...........ccveueussessssseennns The Human Factor..........
REeMOLE ACCESS . i isisicuiasaninnisssusisusanssassnss Certification weeeeveeeeieeeeeann,

https://www.dataprotection.ie/en/guidance-landing/guidance-controllers-data-security



https://www.dataprotection.ie/en/guidance-landing/guidance-controllers-data-security

PekomeHpaauuun AEPD no 3awmte nepcoHaNnbHbIX AAHHbIX B
YCNOBUAX MOOUNbHOCTU U YAANEHHOIro B3aUMOAENCTBUA

) e ssessment and Techeckogical tuies B anpene 2020 wcnaHCKWMA YNO/IHOMOYEHHbIA OpraH

Oepd 7:_“‘ Department
, el 2 onybnnMKoBan peKoMeHAauun ANA KOHTPOAEPOB M UX
nepcoHana no 3awmTe NepcoHasibHbIX AaHHbIX B YCNOBUAX

Recommendations to protect personal data in situations of

okl nnd ikicommmidiing MOBUNBbHOCTM UM yAaNleHHOro  B3ammopaencteua. B
i e Company be ewecubed 1n buatians of mability and telecomemuing. Such s HaCTHOCTU, peKOMEeHAYETCA caeayiollee:
d—-:i,«:m may be port of & management strategy, o genersl, or a portial strategy for
i 3;*::3,17;2«;5;3%5;;33:;::0 travess frequently) or it may be ° onpeaeneHne noOAUTUKU 3allUThI MHd)Opma umn  ana
2 .‘.“’n’.'i‘,'.‘".fl. :‘.S':“;n‘:‘??.:"‘;'ﬂ",:h.‘ e phacs et "; Sions. Wheh 1o YCNOBUI yAaNEHHOro B3auMOAENCTBUS;
occars, It ls compulsory, namely wi e stuation extends through time, to reflect o
o e Suiovs o0 Svbiemeatabins of Wesomuiitng in passite. 8 * BblbOp NOCTaBWMWMKOB peleHnn Wu YyCcayr, KoTopblie
]c';x:&:d d‘e;;o‘ng’;n’u't‘h“ and freecorms of data » ub;«h whose data are Deing .
i ‘Theh.cvplm._ltlm and !r»np‘;vtonmi tQh.v are :,m o(taednn telecommuting actions must 3a cny)KM Ba I.OT p'o Be pMﬂ M n pep'n a ra KJT ra pa HTM M'
ket llowing recommendations into considerati
) N T *  OrpaHuyeHune AoCTyna K MHpopmaumu;
RECOMMENDATIONS AIMED AT DATA CONTROLLERS o o
Below, a zet of recommendations for the data cootrofler is listed that the data * I'Ipa BW/1bHAA HaCTpOMKa O60pyﬂ,OBaHVIFI n yCTpOMCTB,
controller will need to adapt 1o the specific situation of their business purposes: o
1. Definition of an information protection policy for mobility situations ncnon b3yeM bIX An A yAan €HHOro B3au MOAe nUCTB Mﬂ;
T e e e o S e *  MOHWTOPWHI YAANeHHOro AOCTYNa K KOPMopaTMBHOIA
needs to be defined that addresses the special needs and the particular risks v
introduced by the acceis to corporate resources from spaces that are not BblY Mcn MTen bHOM ceTM;
under the control of the arganisation o
o' B vl o bl i e i of et yein f e *  pauMoHasnbHoe ynpasneHue 3aLynTON Z
orioior et r-verozm gripryieocdee A rispebers ol 6e30NacHOCTbIO AaHHbIX.

the persons hired,

o Itis neceasary 1o provide functional guidelines aimed al training the persons
hired, as » result of such palicles, and such guidelines must include at least
the information described in the section “Recommendations addressed at
personnel participating in processing operations” in this document

*  The personnel must likewize be informed of the main threats that may affect
them when working outside the organisstion 33 well as the possible
corsequences that may be materiatised in case of breach of such dicections,
both for data subjects and for the employee.

® Insuch guidelines, a contact pecson must be identified to report aoy incident
affecting personal data, as well as the suable channels and formats to
deliver such notification

o The personnel must sign a telecommuting agreement that includes the

undertakings acquired at the time to perform their Lasks under a situation of
mobiGty.

© Jome 2z d = o e
2001 - Matre PR mleag X4 e

https://www.aepd.es/sites/default/files/2020-04/nota-tecnica-proteger-datos-teletrabajo-en.pdf
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156 TeleTrusT

TeleTrusT — IT Security Association Germany

()TeIeTrusT

IT Security Act (Germany) and EU General Data Protection Regulation

Guideline "State of the art"

Technical and organisational measures

PYKoBOACTBO N0 COBPEMEHHOMY YPOBHIO 3aLUTbl AaHHbIX OT

Bundesverband IT-Sicherheit e.V. (TeleTrusT)

B ¢eBpane 2019 roma Accoumauma WT-6e3zonacHocTm
lfepmaHun  nogrotosmna wn  npu  noggepxke ENISA
nepesesna Ha aHIIMMACKMWA  A3bIK  PYKOBOACTBO MO
COBPEMEHHOMY YypOBHIO pa3suTua  (State-of-the-Art)
TEXHUYECKMX U OPraHU3aLMOHHbLIX  Mep  3alUuTbI
MHPopMaumMM B  YacCTM, Kacawouwencs TpeboBaHUM
HemeLKoro 3akoHa IT Security Act n eBponeinckoro GDPR.

low & A

Existing scientific knowledge
and research

General State of the art Proven

recognition in practice

Generally accepted
rules of technology

high " ' high

https://www.teletrust.de/fileadmin/docs/fachgruppen/2019-02 TeleTrusT Guideline State of the art in IT security ENG.pdf
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157 The Standard Data Protection Model

* Responsible bodies, data subjects and
the legal relationship between them

If applicable, the content and procedure of obtaining consent
Operational processes involved

Intended purpose

Data basis, data flow, processing procedure

Analysis of the
processing context

Applicable law, legal basis

Weighting the interests of data subjects and controllers
Legitimacy of purposes

Permissible data base and transfer powers

Special requirements

Substantive legal
assessment

Degree of obligation
(from legal mandatory requirement to privacy-aware design)
* Qualitative parameters (e.g. determination of persons with access
Characteristics of aumo'isaﬁo")
the protection * Level of protection analysis
(b o Quantitative Parameter
(e.g. availability requirements)

Determination of institutional context
(Responsibilities, data protection management)
* Determination of the technical and organisational measures in
relative to the the area of application, possibly including auxiliary processes and
respective technical infrastructure, comparison with reference measures
autharity * Assessment of effectiveness
if appropriate (verifying) risk analyses
* Determination of deficiencies, applicable additional measures and
their proportionality

* Request for implementing additional technical and organisational
measures
¢ If necessary, sanctions in case of infringement of substantive and

Feedback procedural requirements

Hemeukuin craHpapT, obbeauHawowmii B cebe
noaxoabl GDPR n UB n asnarowmmnca KoHUuenuuemn
ayAnTa N KOHCY/NbTaUUM Ha OCHOBE eAUHbIX Lesien
3aWKTbl MHGOPMaLUK.

MepBasa (ycrapesBwas) BepcuMAa Ha aHMIMIACKOM:
https://www.datenschutzzentrum.de/uploads/sdm
/SDM-Methodology V1.0.pdf

Bropaa (06bHOBNEHHAA) BepcMA Ha HEMELKOM:
https://www.datenschutzzentrum.de/uploads/sdm
/SDM-Methode.pdf

Abstract Protection Goal

Applicable
taw

Framework of requirements

—]
=
obligation relationships

Specific protection goal

Qualitative parameters Level of protection

https://www.datenschutzzentrum.de/sdm/



https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V1.0.pdf
https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methode.pdf
https://www.datenschutzzentrum.de/sdm/

158 PykoBOACTBO NO 3awWuTe AaHHbIX ANA APXMBHbIX CNyXK6 oT EAG

EUROPEAN ARCHIVES GROUP

GUIDANCE
ON DATA PROTECTION FOR ARCHIVE SERVICES

EAG gusdelines on the implementation of the General Data Protection
Regulation im the archive sector

EBponeitckasa rpynna no apxuBam (EAG - European
Archives Group) onybnukoBana PyKosBoacTBO Mo
npumeHeHnto GDPR u 3awmrte nepcoHanbHbIX AaHHbIX
ANA  apXMBHbIX CAYXK6. ITO pPYKOBOACTBO COAEPKMUT
6a3oBble CBEAEHUA U NpPaKTUYECKMe peKomeHgauuu ana
apPXMBUCTOB MO KOHKPETHbIM nNpobiemHbIM BOMpocam,
CBA3aHHbIX C npumeHeHnem GDPR B apxmBHOU cdepe.

PYKOBOACTBO aApecoBaHO rocyAapCTBEHHbIM W YaCTHbIM
OpraHam M yuYperKaeHUsam, B KOTOPbIX XPaHATCA apXMBHbIEe
[OKYMEHTbl (TO ecTb Te [AOKYMEHTbl, KoTopble 6binu
OoTObpaHbl Ha  MNOCTOAHHOE  XpPaHeHue),  BK/Yan
HaUMOHA/IbHbIE W TOCYAAPCTBEHHbIE, PErMOHasbHblE W
MYHULMNANbHbIE apXMBbl, My3eu, 6MbnnoTekn, GoHabl U
Apyrne rocydapCTBEHHblE UM YacTHble OpraHM3auuy,
COXPaHAOLLINE aPXUBHbIE AOKYMEHTbI.

https://ec.europa.eu/info/about-european-commission/service-standards-and-principles/transparency/freedom-information/access-

documents/information-and-document-management/archival-policy/european-archives-group en



https://ec.europa.eu/info/about-european-commission/service-standards-and-principles/transparency/freedom-information/access-documents/information-and-document-management/archival-policy/european-archives-group_en
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NcesgoHMMMU3ALUA U AHOHMMU3ALLUA

| GURSS WE'LL NRVER KNOW
WHAT HIS NAME WAS.

K ornaBneHuro




0630p KOHUENUUN U peannsalum MeToa0s
ncseaoHMMMU3aunMm gaHHbIX ot ENISA

Recommendations on shaping
technology according to GDPR
provisions

An overview on data pseudonymisation

NOVEMBER 2018

WA, OIS 0D AU Luropenn Ursan Agency For Hetwork and irdommation Secumy -

Uenbto aaHHOro o63opa ABnAETCA U3y4eHME KaK KOHLUENLUK
nceBAOHMMM3ALMM, TaK MNPAKTUYECKOMU peannsaumm
Pa3IMYHbIX METOA0B MNCeBAOHMMA3auMM AaHHbIXx. 0630p
COCPeAoTOMEH Ha aHanu3e TEeXHUYECKUX peLlleHun pna
BbIMNO/IHEHMA TpeboBaHMM GDPR B 4actm 3awuThl
NepCOHaNbHbIX AAHHbLIX U NPUMEHEeHUA KOoHLenTa «privacy
by design».

Initial identifier Message digest

100689510 o — mm

00689511 _’ : ) _’ £15308787bbc569fva1c51

https://www.enisa.europa.eu/publications/recommendations-on-shaping-technology-according-to-gdpr-provisions



https://www.enisa.europa.eu/publications/recommendations-on-shaping-technology-according-to-gdpr-provisions

PekomeHpgauum no TeXHUKam NCBEA0OHUMMU3ALUN U TYHLLNM
npakTtukam ot ENISA

DATA SUBJECTS DATA PROCESSOR &
g Fok PSEUDONYMISATION ENTITY
ol B
» enisa "
S g EUROPEAN Ut SEN - eta Corp. Alpha Corp.
** R CYBERSECURI Alice Alice
Bob ‘ Bob 15
28
S *
Charly Charly
Pseudonymisation Secret
‘ Identifier Pseudonym
Alice 15
Bob 28
Charly 3
P seu d (9] nym | sati on Pseudonymisation Secret DATA SUBJECTS AND
PSEUDONYMISATION
techniques and best P—
= Identifier = Pseudonym Alpha Corp.
practices Alice 5 Alice ‘ 15
Identifier  Pseudonym '
Bob 28 Bob 28
Identifi Pseud
NOVEMBER 2019 L s ‘
Charly 3 Charly 3

https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices/at download/fullReport
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PykoBsoacteo ot AEPD 1 EDPS no ncnosnb3oBaHUIO XeLWWUPOBaHUA

B nceBAOHMMU3aUUN OAHHDbIX

™ agencia preas
espanols e
proteccion ;‘:.n""..-,.
Tatos Ay

— 3010 i‘.l.““

INTRODUCTION TO THE
HASH FUNCTION AS A
PERSONAL DATA
PSEUDONYMISATION
TECHNIQUE

» Avwdr 0

SAME EDUCATIONAL WORKS AT MY
BACKGROUND AS ME OFFICE
LIVES IN MY
STREET AND BLOCK |t ;

._-:=“,_ -

SHARES MY
INTERESTS

VISITS MY PARENTS e

HASH?

1 +34654323211

i VISITS MY
------ CHILDREN'S SCHOOL

Hash

Function

+34654323211

Hash
space

-

Hash

Function

https://edps.europa.eu/sites/edp/files/publication/19-10-30 aepd-edps paper hash final en.pdf
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PykoBopgcTBo ot AEPD no K-aHOHMMHOCTU KaK cnocobe
obecneueHua KOHPUAECHLMNANBHOCTU

Cemssssss .y

{f

Private Data Public Data
~
. < o
285 24 37001
e S e
L N AT | T o
Alcobendas Las floras Mastoies Astorga Pantarrada Calvarrasa de Absjo
28108 78230 28931 24700 28203 __17191
Figure 2: Hierarchy for the Postcode field
Postcode Age | Cholesterol Postcode Age | Cholesterol
37" 40 - 49 Y 3T 40 -49 Y
28°*° 40 - 49 Y 28°** 40 - 49 Y
24" 30-39 N 24700 30-39 N
24" 30-39 N 24700 30-39 N
37" 40 - 49 Y 37" 40 - 49 Y
28" 40 - 49 Y 28" 40 - 49 Y

Table 3 - Global generalisation

Table 4 - Local generalisation

24700 37 N
24700 37 N
37003 44 Y
28108 40 Y
37891 33 N
50011 13 Y
Table 5: Table 2 expanded with data
outside the range
Postcode Age | Cholester
ol
37003 40 Y
28108 44 Y
24700 37 N
24700 37 N
37003 a4 Y
28108 40 Y
37891 33 N
50011 13 Y
Table 5: Original
Postcode Age Cholester
ol
37 40-49 Y
28" 40- 49 Y
24700 30-39 N
24700 30-39 N
37" 40 - 49 Y
28*** 40 - 49 Y
= 30-39 N

https://www.aepd.es/sites/default/files/2019-12/nota-tecnica-kanonimidad-en.pdf

Table 6: Generalisation + Suppression
on Table 5
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PykosogcTteo ot BfDI 0 npaBoBbiX acneKTrax aHOHMMMU3aLum
AAHHbIX C 0CO6bIM BHUMAHUEM K TE/IEKOM OTPaC/IU

# B1DI

Bonn, den 10, Februm

Offentliches Konsultationsverfahren

des Bundeshenuftragten fir den Datenschutz und die Informationafreiheit

zum Thema
Anonymisierung unter der DSGVO

unter besonderer Benicksichtigung der TK-Branche

Das KonzmaMtabonsverfabeen richiet sach insbescnders an Akteurs aus Polthk, Wirtschaft

Gezellschaft und Verwattung, die sich diesem Thema befassen

Fommentare und Stellungnahmen konnen bes

einschiieflich 09. Mirz 2020 an die an £-Mal-Adresse
konsitation@bidi.bund de

geachickt werden

depepanbHbi KOMUCCAp MO 3aWuMTe AaHHbIX M cBoboae
nHpopmaumm B OPI 10.02.2020 onybnnKoBan MPOEKT
PYKOBOACTBA O MPaBOBbIX aCNeKTax aHOHUMM3ALUUM AAHHbIX
C 0cobbiIM BHMMAHMEM K Tenekom otpacau. [ybnnyHole
KOHcynbTaumm npoanatca go 09.03.2020. B 4acTHOCTHY,
PYKOBOACTBO aHANU3MPYeT pPas/IMYHble NPaBOBOE OCHOBbI
ONA AaHOHMMM3ALUMM NEPCOHANbHbIX AAHHbIX B 3aBUCMMOCTH
OT KOHTEKCTA M LLeI aHOHMMMU3aLUMN.

https://www.bfdi.bund.de/SharedDocs/Konsultationsverfahren/2020/01 Anonymisierung-TK.pdf? blob=publicationFile&v=6



https://www.bfdi.bund.de/SharedDocs/Konsultationsverfahren/2020/01_Anonymisierung-TK.pdf?__blob=publicationFile&v=6

Mpe3eHTauua no genpgeHTuduKaumm n penageHTMPrKaumm

165 cornacHo ctraHaapty NISTIR 8053

“De-identification leads to information loss which
Complete  may (imit the usefulness of the resulting health

Protection  jnformation” (p. 8, HIPAA Guidance) °
L 'mormation’(p. 8 HIPAA Guidance)

N\

Ideal Situation
Perfect Information
&

Perfect Protection

Bad Decisions /
Bad Science

Trade-Off between

Information Not achievable
. due to
Qua hty mathematical
and constraints

Privacy Protection

Disclosure Protection

Poor
Privacy
Protection
No
Protection No Information Optimal Precision,
Information Lack of Bias

https://www.nist.gov/system/files/documents/itl/iad/vug/2016-03-07-De-IDv5-2.pdf
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MeTtogonorua or Commonwealth Scientific and Industrial

Research Organisation (AscTpanusa) no aenaeHTMPUKaLUK

Data situation
audit

HHELEUHE
and control

Impact
management

Describe your data
situation

Understand your
legal responsibilities

—

Understand the use
case

S
S
S
<

S
S
S
S

e
w
S
-~
S
Q

Meet your ethical
obligations

= Knowyour data g Type

Describe your data situation
Understand your legal responsibilities
Know your data

Understand the use case

Meet your ethical obligations

Identify the processes you will need to assess
disclosure risk

Identify the disciosure control processes that are
relevant 1o your data situation

Identify who your stakeholders are and plan how
you will communicate

Plan what happens next once you have shared or
released the data

. Plan what you will do if things go wrong

= Environment

Status

Properties

Risk analysis and

control

EnvironmentA

AnyCouncil
Lollects personal
data and sharesit

with DHS, with legal
obligatinns
formahsed n a DSA

Open scoess
environment
The resoarcher
publshes the results
Including the de-
identified outputs

EnvironmentD

Impact management §

Identify the processes
you will need to assess
disclosure risk

|dentify the disclosure
control processes that
are relevant to your
data situation

Identify who your
stakeholders are and
plan how you will
communicate

Plan what happens
next once you have
shared or released the
data

Plan what you will do
if things go wrong

Share

Personal
data

Release

EnvironmentB

DHS
Creates a subsat with
direct identifiers replaced
with random codes to

share with approved,
accredited researchorsina
secure setting

Data without
direct identifiers

Safe sefting in which

the data are

De-identified
outputs

functionally de-
identified

Environment C

https://data61l.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
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167 AHOHMMM3aUUA VS NCEBAOHMMM3ALMA NEPCOHA/IbHbIX AaHHbIX

WHAT IS NOT PERSONAL DATA: ANONYMISATION

Hash, salt-hash

and deterministic Aggregation Noise addition,

Creation of a encryption Data permutation or
random ID Hash attribute removal Combining several
replacing the / salt-hash and successive
identifiable techniques

nominative data

of anonymisation

. e Anonymisation , Anonymisation  ATORISETOR BV
Re-identification Py generalation BYIERIOMERION  and generalzaton Outside of
risk GDPR
scope

Pseudonymized data are still personal data
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MeXxayHapoaHble CTaHAAPTHI

e * —
e v o4 —
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0630p cTaHaapTOB U NpoeKToB B cpepe Privacy ot IPEN

163 (Internet Privacy Engineering Network)

Page Discussion

. Wiki for Privacy Standards and Privacy Projects

(Redirected from Wiki for Privacy Standards)

Main page Contents [hide]
Recent changes 1 Obiective of this Wiki
Wiki help jective of this Wiki
2 Content
3 Membership
4 More on IPEN - Internet Privacy Engineering Network

w (rganisation
Contacts

b Standardisation 5 Sponsors and Support

b Tools

Objective of this Wiki

The obiective of this Wiki is to be a tool allowina stakeholders interested in privacy engineering and standardisation to find resources and fo identify and seek
harmonisation and convergence opportunities.

Content

Privacy standards Reports, Events, Presentations

« CEN-CENELEC-ETSI& « DPIA and PIA guidelines &
« |[ETF Activities & » Studies
« |IEEE standards & « OWASP &
« Business Process Cookbook &
» |TU standards & » Events &
s« OASISE » Presentations &
s OpenlD Foundation &
« W3C Activities &
« Mational Level Standards &

More info on privacy standards [Expand)]

More info on reports, events, presentations [Expand]

https://ipen.trialog.com/wiki/Wiki for Privacy Standards
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170 O0630p cTraHaapToB ISO B cpepe Privacy
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https://www.itu.int/en/ITU-T/Workshops-and-Seminars/201901/Documents/Antonio Kung Presentation.pdf

Internet of Things Big Data

-———— —_——-5\

¢ 27030 _> 47 205474 %

~
————

Smart cities

;

T - —— -

Terminology and principles Privacy referenceslist

Freely

avallable

.
g3
S8

Extension to ISMS for
privacy management

[ Requirements & Guidelines ]
» Controls <

¢ 270012

Deletion

Privacy impact
assessment

Risks

Pil controls

Establishing
deletion concept

Privacy capability
maturity model

Privacy notices
and consent

29184

Privacy engineering

%

Maturity levels

i

Guidance

Specifictechno-

Privacy architecture Privacy enhancing

framework data de-identification logy requirements
29101 20889
ICT Partially
Terminology & L
components anonymous /
classffication partially unlinkable

Standards privacy assessment

availabie
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Cranpgapr ISO/IEC 27001:2013. Cuctembl MeHeaXmeHTa
NHdopmaymnoHHoM besonacHocTu. TpeboBaHuA

INTERNATIONAL ISO/IEC
STANDARD 27001
Information technology — Security
techniques — Information security
management systems — Requirements

sl

MeXayHapoaHOM opraHuMsaument no CTaHAapTM3auUu
(International Organization for Standardization) 6bin

onybanKkoBaH CTaHAapT ISO/IEC 27001:2013
«MHPOpMaUNOHHbIE TexHonormn - MeTtoapl obecneyeHus
6e3onacHocTn - Cuctemol MeHegKmeHTa
NHpopmaLMOoHHOM BesonacHocTu - TpeboBaHuA»

(Information technology - Security techniques - Information
security management systems - Requirements). Coaeput
TpeboBaHmsa B obnactm mHPopmaymoHHoM 6HesonacHOCTU
AN co34aHuA, pPasBUTMA U noagepkaHua Cuctembl
MeHeaKMeHTa MHPopmaumnoHHol 6esonacHoctn (CMMUB).
B cobpaHbl onMcaHUA Ny4lwMX MMPOBbLIX NPAKTUK B 06nacTu
ynpasneHna nHPopmauMoHHON 6e30nacHOCTbIO.

CtaHgapT ycTaHaBnAuBaeT TpeboBaHMA K  cucteme
MeHeaXMeHTa WHPOpPMAUMOHHOM Ge3onacHoCTU  ANS
AEMOHCTPaLUMKN CNOCOOHOCTU OpraHM3aLUmnmM 3aLLnLLATL CBOU
nHPopmaUMOHHbIE  pecypcbl.  HactoAwwmi  ctaHaapT
NoAroTOB/EH B KayecTBe MOAeNn Ana  pas3paboTKuy,
BHeApeHus, GYHKUMOHUPOBAHMA, MOHUTOPUHIA, aHanu3a,
noanepXku wn  ynydweHma Cuctembl MeHeaKMeHTa
NHpopmaunoHHom besonacHoctn (CMUB).

https://www.iso.org/standard/54534.html
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INTERNATIONAL ISO/IEC
STANDARD 27017

Fast adton
2L PREY

Information technology — Security
techniques — Code of practice for
information security controls based on
ISONEC 27002 for cloud services

Techocioges de Inirmaton — Technuques de sMcurid — Code de
Pradgue powr 3 conirdies de scuntd de Ninformmation ondks sur
NSOIEC 27002 potr Mt servdes du nusge

Retevarce mumber
ISOMET 20017 200 E)Y

o
'z ©1500EC 2018

Cranpgaprt ISO/IEC 27017:2015. 3awmTa nepcoHaNbHbIX
AAHHbIX NPU NpeaocTaBAeHUU 061aUHDbIX ycayr

MeXayHapoaHOM opraHuMsaument no CTaHAapTM3auUu
(International Organization for Standardization) 6bin

onybanKkoBaH CTaHAapT ISO/IEC 27017:2015
«MHPopmaumnoHHbIe TexHonorum - MeTtogbl obecnevyeHus
6esonacHoctM - Cuctema MeHeaKMeHTa 061a4yHOM
6e30nNacHOCTM U 3alKUTbl MEPCOHaNbHbIX AaHHbIX - Mepbl
6esonacHoctn»  (Information technology - Security
techniques - Cloud computing security and privacy

management system - Security controls).

CTaHO4apT COoOepKUT yKasaHMA no mepam obecneyeHus
MHPopMmaumoHHON 6He3onacHOCTU, NPUMEHUMbIM  MNpwU
NpenocTaB/lEHUM U UCNONb30BAHUM 061aUYHbIX YCAYr, B TOM
yncne 3a CcyeT AOMNOJIHUTE/IbHbIX PEKOMEeHAAuMM Mo
BHEAPEHUIO COOTBETCTBYIOWMX MepP, MNEPEYNUCNEHHDbIX B
ctaHpapte ISO/IEC 27002, a TaKkXe [AOMNOJIHUTENbHbIX,
cneundpmyecknx ana obnayHbIX CEPBUCOB MeEP KOHTPOANA U
YNpaB/IEHUA, a TaKXKe PeKoOMeHAauun No UX BHEOPEHWUIO.
CtaHgapT npepgnaraetr Mepbl KOHTPONA M ynpaBieHus, a
TaKXXe PeKoOMeHAauun No Nx BHEAPEHMIO KaK NOCTaBLLMKAM
06/1a4HbIX YCNYT, TaK U UX KIMEHTAM.

https://www.iso.org/standard/43757.html



https://www.iso.org/standard/43757.html

173

INTERNATIONAL ISO/IEC
STANDARD 27018

Information technology — Security
techniques — Code of practice for
protection of personally identifiable
information (PI1) in public clouds
acting as PIl processors

o halogney de Niformanon <« ToeAnigves e séounié « Code dv

Tevne Baen
SO/ 270N 201N

w IWOJTRC 2019

Cranpgaprt ISO/IEC 27018:2019. MNpaKTUKa 3aLuUTbI
NepCcoHaNbHbIX AAHHbIX B Ny6AMUHbIX 06naKax

MeXayHapogHOM opraHuM3aumen no CTaHAApPTM3auMu
(International Organization for Standardization) 6bin
onybanKkoBaH CTaHAapT ISO/IEC 27018:2019
«MHPopmaunoHHble TexHonorum - MeTtogbl obecnevyeHus
6e3onacHocTh - MpaKTUKa 3aWMTbl NEPCOHANbHbIX AaHHbIX
B nybnmuyHbix  o6nakax,  BbICTyNawoWMX B  POaM
06paboTYMKOB MEpPCOHaNbHbIX  AaHHbIX»  (Information
technology - Security techniques - Code of practice for
protection of personally identifiable information (PIl) in
public clouds acting as Pll processors).

Crangapt yCTaHaB/AMBaeT obwenpuHaTblie uenm
ynpas/ieHUA, Mepbl M CpeactBa ynpaBneHWA W AaéT
pekomeHgaumMnu no  peanusaumu  Mep Mo 3awmTe
nepcoHanbHbiX AaHHbIX (Personally Identifiable Information,
PII) B COOTBETCTBUM C npuHUUNamu 3aLlWmThI
HENPMKOCHOBEHHOCTU YacTHOM KU3HMU,
chopmynmpoBaHHbiMM B cTaHgapTte ISO/IEC 29100, ans
cpeapbl 061a4HbIX BblMMCAEHUI B NyH6AMYHbIX 061aKax.

https://www.iso.org/standard/76559.html
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Cranpgapr ISO/IEC 27701:2019. PacwupeHue po ISO/IEC 27001
n ISO/IEC 27002 no ynpaBaeHuUIo NepcoHa/IbHbIMU AaHHbIMMU

INTERNATIONAL ISO/IEC
STANDARD 27701

Security techniques — Extension to
ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management —
Requirements and guidelines

Techripars de severse Extenson  O/TEC 27007 ot 150,/000
PN su cvemagenen de M prodection de &t vie privde — Enjpences

e Agre Ara e e

MexayHapogHOM oOpraHusauMen no CTaHZAPTU3auMMK
(International Organization for Standardization) 6bin
onybnKkoBaH CTaHAapT 27701:2019 «MeTogbl
obecneyeHns 6esonacHoctn - Pacwumpenue go ISO/IEC
27001 u ISO/IEC 27002 no ynpaBAeHUO0 NepCcoHanbHbIMM
AdHHbIMKM - TpeboBaHMA UM pyKoBOAALWME YKA3aHUAR
(Security techniques - Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management -
Requirements and guidelines).

B cTaHpgapTe oOMNMCAaHO pPYKOBOACTBO NO CO34aHUIO,

BHeApPEHMIO, noAaAepXaHuto n NOCTOAHHOMY
COBEpPLUEHCTBOBAHUIO Cuncrtemsl ynpasneHusa
nepcoHabHbIMMN AaHHbIMMU (Privacy Information

Management System - PIMS) B KOHTeKCTe opraHusauuu.
CtaHpapT onpeaenset TpeboBaHuMsA, cBA3aHHble ¢ PIMS, u
dopmynupyet npasuna ana onepatopos (controllers) u
0bpaboTumMkoB (processors) B OTHOWEHUN 06PabOTKU
NepcoHasbHbIX AaHHbIX.

https://www.iso.org/standard/71670.html
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CraHpapt ISO/IEC 27750:2019. UHKeHepua obecneyeHusn

HENPUKOCHOBEHHOCTHA YACTHOM YKU3HU

INTERNATIONAL
STANDARD

MexayHapogHOM opraHusauumer no CTaHZapTU3aLum
(International Organization for Standardization) 6bin
onybnnkoBaH ctaHgapt 27750:2019 «MHbopmaumoHHan
6e3onacHoctb - Mepbl 6e3onacHOCTM -  WHXeHepusa
obecneyeHns HEMNPUKOCHOBEHHOCTM YaCTHOM  XKMU3HWU»
(Information technology - Security techniques - Privacy
engineering).

B CTaHpapTe OnucaHbl peKomeHaaumnm no
3aMpoeKTUPOBaAHHOM 3awmTe HEMNPUKOCHOBEHHOCTH
YacTHOWM *KM3HWU (privacy engineering), KOTopble NPU3BaHbI
NMOMOYb  OpraHM3aumMsam  UHTerpupoBaTb  nocneaHue
[OCTUMKEHUA B chepe TaKoro poaa «BCTPOEHHOM» 3aLLMUThI
B UX MPAKTUKY NPOEKTUPOBAHMA CUCTEM:

[IOKYMEHT OnucbiBaeT B3aMMOCBA3b MEXAY WHXKeHepuen
3alWMUTbl HEMNPUKOCHOBEHHOCTM YaCTHOM XKU3HU U APYrMMM
NHXKEHEPHbIMM TOYKaMu 3peHus (cuctemHoe
NPOEKTUPOBAHUNE, UHXKeHepus 6e3onacHoOCTK, yrnpasBaeHue
PUCKaMM), a TaKX¥Ke OMNUCbIBAET MWHMKEHEPUIO 3alUUTbI
HENPUKOCHOBEHHOCTN YaCTHOM KU3HU B YMUC/IE K/THOUYEBbLIX
MO BaXXHOCTU MPOLIECCOB MNPOEKTUPOBAHUA, TaKMX, Kak
yrnpaB/ieHMe 3HaHUAMM, YNpaBAeHWE PUCKaMK, aHanus
TpeboBaHUI, NPOEKTUPOBAHME aPXUTEKTYPbI.

https://www.iso.org/standard/72024.html
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INTERNATIONAL ISO/IEC
STANDARD 27018

Information technology — Security
techniques — Code of practice for
protection of personally identifiable
information (PI1) in public clouds
acting as PIl processors

Tex halogney de Nefiormanon <« T Anigves de sédounitd « Conde dv
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Cranpgapr ISO/IEC 27102:2019. PykoBoAacCTBO No
KubepcrpaxoBaHuio

MeXayHapogHOM opraHuM3aumen no CTaHAApPTM3auMu
(International Organization for Standardization) 6bin
onybnunkosaH ctaHaapT ISO/IEC 27102:2019 «MeHeaKMeHT
MHGOpMaLMOHHON HesonacHocTM - PyKoBOACTBO MO
KnbepctpaxoBaHuto» (Information security management -
Guidelines for cyber-insurance).

CTaHOaQpT YyCTaHaBAMBAeT pPEKOMEeHZAUMW OTHOCUTE/IbHO
TOro, KoOrga MMeeT CMbICA PacCMOTPeTb BOMPOC O
npunobpeteHNM KMOBEPCTPaxOBKM B KayecTBe BapMaHTa
06paboTKM pUCKa NPU MeHeaXKMeHTe BO34eNCTBUA Knbep-
MHUMAEHTA B PaMKax WCNONb3yeMOW OpraHu3aumen
CUCTEMbl  MEHeA)XMEHTA  PUCKOB  MHPOPMALMOHHOIM
6e3onacHoCTw.

https://www.iso.org/standard/72436.html
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INTERNATIONAL ISO/IEC
STANDARD 29100

First edition
2011-12-15
AMENDMENT 1
2018-06

Information technology — Security
techniques — Privacy framework

AMENDMENT 1: Clarifications

Technalogies de l'tnformation — Techniques de sécurité — Cadre privé

AMENDEMENT 1; Clarifications

Reference number
If@s I EC 1SO/IEC 29100:201 1 /Amd. 1:2018(E)
N | ==e

o I1SO/IEC 2018

Cranpgapr ISO/IEC 29100:2018. KoHuenuusa 3awwuTbl
NepCcoHaNbHbIX AaHHbIX

MeXayHapogHOM opraHuM3aumen no CTaHAApPTM3auMu
(International Organization for Standardization) 6bin
onybankoBaH cTtaHaapt 29100:2011 «WMHbopmaLMOHHaA
TexHonornAa.  MeTtogbl M cpeactBa  obecneyeHua
6esonacHoctn.  KoHuenuma  3awWwmTbl  NEepPCOHasbHbIX
AaHHbIX» (Information technology - Security techniques -
Privacy framework).

B craHgapTte chopmynnmpoBaHbl NPUHUMMNBLI U MeEpPbl MO
3alWmMTe HENPUKOCHOBEHHOCTU YacTHOM XM3HWU. B Poccuu
agantMpoBaH Kak [OCT P WCO/M3K 29100-2013
«MHPopmaunoHHaa TexHonorma. MeTtoabl W cpeacTBa
obecneyeHmna  6e3onacHoctn. OcHoBbl obecneyeHus
NPUBATHOCTUY.

https://www.iso.org/standard/45123.html
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INTERNATIONAL ISO/IEC
STANDARD 29101

Srcomd nddbes
0181126

Information technology —
Security techniques — Privacy
architecture framework

Fechnelagier de Ninformation — Tacknigues de sdowntd —
Arcivtecturr de référence de ba protectioe de e vie privds
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DO 29901 201K A’y
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CraHpapt ISO/IEC 29101:2018. KoHuenuusa apXUTeKTypbl,
obecneunBaloLwen 3aLWUTY NEPCOHANbHbIX AAaHHbIX

Me)KayHapoaHOM  oOpraHus3auMen no  CTaHAAPTU3aUMMK
(International Organization for Standardization) 6bin
onybanKkoBaH CTaHAapT ISO/IEC 29101:2018
«NHpopmaumnoHHan 6esonacHocTb — Mepbl 6e3onacHoCTH —
KoHuenuua apxuTekTypbl, obecneumBatowen 3aWwmuTy
nepcoHanbHbIX AaHHbIX» (Information technology - Security
techniques - Privacy architecture framework).

B craHgapTe onucaHbl BbICOKOYPOBHEBAs KOHUEMUUS
apPXMUTEKTYPbI N B3aMMOCBSI3aHHbIE C HEel Mepbl KOHTPOAS U
ynpasneHus, NCNo/sib3yemble ans 3aWMThl
HEMPUKOCHOBEHHOCTU YaCTHOW KU3HM (NepcoHasbHbIX
AaHHbIX) B WKT-cucTtemax,  KOTOpble  XpaHAT U
06pabaTbiBalOT NEPCOHANbHbIE AAHHbIE.

https://www.iso.org/standard/45124 .html
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Cranpaprt ISO/IEC 29134:2017. OueHKa BO3AeiACTBMA Ha

HENPUKOCHOBEHHOCTb YACTHOM YXKU3HU

INTERNATIONAL ISO/IEC
STANDARD 29134

First edition
2017-06

Information technology — Security
techniques — Guidelines for privacy
impact assessment

Technologies de l'information — Techniques de sécurité — Lignes
directrices pour l'évaluation d'impacts sur la vie privée

Reference number

I,? I EC ISO/IEC 29134:2017(E)
v (]

© ISO/IEC 2017

MeXayHapogHOM opraHuM3aumen no CTaHAApPTM3auMu
(International Organization for Standardization) 6bin
onybanKkoBaH CTaHAapT ISO/IEC 29134:2017
«MHPopmaumnoHHbIe TexHonormnm - MeToabl M cpeacTsa
obecneyeHns 6esonacHoctM — OueHKa BO34ENCTBMA Ha
HENPUKOCHOBEHHOCTb YaCTHOM WM3HM — PyKOBOACTBO»
(Information technology - Security techniques - Privacy
impact assessment — Guidelines).

CtaHgapT onpegensetr MeTOAMKY MNPOBEAEHUN «OLEHKM
BO34ENCTBMA HaA HEMNPUKOCHOBEHHOCTb YAaCTHOM KU3HWU»
(Data protection impact assessment — cm. c1.35 GDPR) u
yCTaHaB/ANBAET onpeaeneHHble paMKK AN1A TaKOM OLEHKMU, C
TeM. YTOObl yMeHbLWNTb pa3HObOM B NoAxXo4axX M NOBbICUTb
KayectBo. CraHgapT  MNO3BO/MT  MPOBECTM  aHaNu3
BO3AENCTBUA npeanosiaraembix B xode o06paboTkm
onepauni Ha 3aLWNUTy NEPCOHaNbHbIX AAHHbIX, €C/IN TaKas
obpaboTka cnocobHa co34aTb MOBbIWEHHbIE PUCKM ANS
npas 1 cBo60a GN3NYECKUX Nuu,

https://www.iso.org/standard/62289.html
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Cranpaprt ISO/IEC 29151:2017. CBOA, NPaKTUKMK NO 3aLLUTe

NepPCOHa/bHbIX AaHHbIX

INTERNATIONAL ISO/IEC
STANDARD 29151
Information technology — Security

techniques — Code of practice for
personally identifiable information
protection

MeXayHapogHOM opraHuM3aumen no CTaHAApPTM3auMu
(International Organization for Standardization) 6bin
onybanKkoBaH CTaHAapT ISO/IEC 29151:2017
«MHPopmaunoHHble TexHonormm — MeToapl obecneveHus
6e3onacHocTn — CBOA, NPAKTUKM MO 3aLLMTEe NEepPCoHaNbHbIX
AaHHbIX» (Information technology - Security techniques -
Code of practice for personally identifiable information
protection).

CTaHgapT ABNAETCA HenocpeacTBEHHbIM  AOMOJIHEHMEM
AencTeyowero CTaHAapTa ISO/IEC 27018:2014
«MHPOpMaUNOHHbIe TexHonormn - MeTtoapl obecneyeHus
6e3onacHoCTM — MpaKTUKa 3aLWNTbl NEPCOHANbHbIX AaHHbIX
B NybamyHbix  obnaKkax, BbICTyNalwOWMX B  POAU
06paboTuMKoB nepcoHanbHbiXx  AaHHbIX»  (Information
technology - Security techniques - Code of practice for
protection of personally identifiable information (PIl) in
public clouds acting as Pll processors).

https://www.iso.org/standard/62726.html
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Cranpgaprt ISO/IEC 29190:2015. OueHKa cnocobHOCTU
o6ecneuynTb HENPUKOCHOBEHHOCTb YaCTHOM XXU3HMU

INTERNATIONAL ISO/IEC
STANDARD 29190

First edition
2015-08-15

Information technology — Security
techniques — Privacy capability
assessment model

Technologles de l'information — Techniques de sécurité — Madéle
d'évaluation de Foptitude & la confidentialité

rence number

Refe
ISO/IEC 29190:2015(E
@ t SO/IEC 2015
©ISO/IEC 2015

MeXayHapogHOM opraHuM3aumen no CTaHAApPTM3auMu
(International Organization for Standardization) 6bin
onybankosaH cTaHgapt 29190:2015 «UHPopmaunOHHbIe
TexHonormm - MeTtogbl UM cpeactBa obecneyeHua
6e3onacHocTn - Mogenb oLeHKM cnocobHocTn obecneymnTb
HEMPUKOCHOBEHHOCTb  4YacTHOW  u3HM»  (Information
technology - Security techniques - Privacy capability
assessment model).

CTaHOApT ABNAETCA BbICOKOYPOBHEBbIM PYKOBOACTBOM A5
OpraHM3aumMin No BoNpocam NpPoBeAeHNA UMW OLEHKN CBOUX
BO3MOXHOCTEMN no ynpaBaeHuto npoweccamm,
NOTEHUMANbHO 3aTparMBalOWMMM  HEMNPUKOCHOBEHHOCTb
YaCTHOM M3HW. B HEM, B 4YACTHOCTM onpegeneHbl Waru,
BbINO/IHAEMbIE B XO4€ OLEHKWM MPOLECCOB Ha NpeamMeT Mux
cnocobHocTM obecneynTb 3aLLNTY NEPCOHA/bHbIX AaHHbIX, a
TaKKe  onpeaeneH Habop  ypoBHeW  crnocobHocTm
obecneynTb 3aLLNTY NEPCOHA/bHbIX AAHHbIX.

https://www.iso.org/standard/45269.html
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INTERNATIONAL ISO/IEC
STANDARD 29191

First edition
2012-12-15

Information technology — Security
techniques — Requirements for partially
anonymous, partially unlinkable
authentication

Technofogles de linformation — Techniques de sécurité — Exigences
pour lauthentification partieliement anonyme, partiellement non reliable

Reference number
ISONEC 29181:2012(E)

isolic
— 1] ©ISONEC 2012

CraHpapt ISO/IEC 29191:2012. Tpe6oBaHUA K YAaCTUUHO
aHOHMMHOM M YaCTUUHO HeCcBA3biBaeMo ayTeHTuPUKaumum

Me)KayHapoaHOM  oOpraHus3auMen no  CTaHAAPTU3aUMMK
(International Organization for Standardization) 6bin
onybankosaH cTaHgapt 29191:2012 «UHPopmaUUOHHbIE
TexHonorum - Metoabl obecnevyeHuns 3awmTbl - TpeboBaHMA
K 4Y4aCTM4HO QaHOHMMHOWM M YaCTUYHO HecCuenaaemon
ayteHTuduMKaumm» (Information technology - Security
techniques - Requirements for partially anonymous,
partially unlinkable authentication).

TeKywuin  ypoBeHb  TEXHUKM  Ana  ayTeHTUdUKauum
nonb3oBaTena TpebyeT packpbITMA UAEHTUOULUPYEMON
nHpopmaumm ayteHTUOUUMPYEMOro nosnb3oBaTens. Bo
MHOIMX TMNax TPaH3aKUMW Nosb3oBaTenb npeanoyen 6Obi
0OCTaBaTbCA aHOHMMHbIM U He CBA3bIBaE€MbIM, YTO O3HAYaeT,
YTO NPU BbINONHEHUN ABYX TPAH3aKUUIN TPYAHO Pa3NnUyuUTD,
BbIMO/IHAIOTCA /1N TPAH3aKUMM OAHUM WU TeM Xe
nosb3oBaTeNem Uan ABYMSA Pa3HbIMKU NOb30BaTENAMU. Tem
HEe MeHee, B HEKOTOPbIX 0OCTOATENbCTBAX CYLLECTBYIOT
3aKOHHblE MPUYUHbI AN BO3MOMKHOCTM  MOBTOPHOM
naeHTudmkaumm  (Hanpumep, HeobxoaMmocTb Yy4eTa).
CoBpemeHHble Kpuntorpaduyeckume TEXHON0rNU
NPeaoCcTaBNAT BO3MOMKHOCTM  peann3aumMm  YacTUYHO
aHOHMMHOWM, YaCTUYHO HECBA3bIBAEMOM ayTEHTUDUKALNN.

https://www.iso.org/standard/45270.html
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Cranpaprt ISO/IEC 20889:2018. O6e3nnumBaHue
NepCcoOHaNbHbIX AAHHbIX

Me)ayHapoaHOMW opraHusauMen no  CcTaHAAPTU3aUMMK
INTERNATIONAL ISO (International Organization for Standardization) 6bin
STANDARD ISO/IEC FDIS 20889 onybinKoBaH CTaHaapT ISO/IEC 20889:2018
«TepmuHoNOrMA U Knaccudukaums  MeToaoB  Ae-
naeHtTuomkaumm  (obesnnumBaHnA) AaHHbLIX C  UENblo
YCUNEHUA 3aWnUTbl HEMPUKOCHOBEHHOCTU YaCTHOWM WU3HU
(nepcoHanbHbix AaHHbIX)» (Privacy enhancing data de-
identification terminology and classification of techniques).

“rivacy snhancng data da-dena hcahon terrminciogy and classficagan of tschmigues

B CTaHpapTe OMUCaHbI ycunmeawowme 3aWnTy
HENPMKOCHOBEHHOCTM  YACTHOM  KM3HWM  MeToabl  Ae-
NaeHTUPMKaumMmn AaHHbiX. CTaHOapT npeaHasHayeH Aana
MCNONb30BaHUA NPU ONUCAHUM U NPOEKTUPOBAHUM Mep MO
Ae-naeHTMPMKaumMm B COOTBETCTBUM C NMPUHLMNAMM 3aLLNTDI
HENPUKOCHOBEHHOCTU YacTHOM KU3HMU,
chopmynmpoBaHHbiMM B cTaHaapTe ISO/IEC 29100:2011
«MHbOpMmaunOHHaA TexHonorna. MeTogbl W cpeacTea
obecneveHuns 6e3onacHoCTW. KoHuenums 3aLLNTbI
nepcoHasnbHbIX AaHHbIX» (Information technology - Security
techniques - Privacy framework).

https://www.iso.org/ru/standard/69373.html
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TexHuueckue cneunduraumum ISO/IEC TS 20748-4:2019.
3awmTa NnepcoHanbHbIX AaHHbIX B cpepe ob6pasoBaHua

TECHNICAL ISO/IECTS
SPECIFICATION 20748-4

Information technology for learning,
education and training — Learning
analytics interoperability —

Part 4

Privacy and data protection policies

Me)KayHapoaHOM  oOpraHus3auMen no  CTaHAAPTU3aUMMK
(International Organization for Standardization) 6bin
onybnnMkosaH TexHudyeckme cneundukaumm ISO/IEC TS
20748-4:2019 «MNHPOPMAUMOHHbIE  TEXHONOTMW  ANA
obyyeHus, obpa3oBaHuA n NoA4roTOBKM -
NHTeponepabenbHocTb cpeacts cbopa wn  0b6paboTKM
AaHHbIX 06 y4yawmxca - Yactb 4: TOAUTUKKM  3aLMUTLI
HENPUKOCHOBEHHOCTM  YaCTHOWM  KM3HWM W 3aWMTbI
nepcoHanbHbiX AaHHbIX» (Information technology for
learning, education and training - Learning analytics
interoperability - Part 4: Privacy and data protection
policies).

B pokymeHTe ycTaHaBauBatoTcA TpeboBaHMA K 3awuTe
HEMNPUKOCHOBEHHOCTM YACTHOWM KU3HM WU NEPCOHAJIbHbIX
AAHHbIX,  KOTOpble  AO/IKHbl  WUCMO/Ib30BaTbCA  MpWU
NPOEeKTUPOBaHMN cuctem cbopa n o0b6paboTkmM AaHHbIX 06
ydawmxca (learning analytics) n B npaktuke cbopa u
06paboTKM TaKOro poga AaHHbIX B WKOMAX, YHUBEPCUTETAX,
npu obyyeHMn Ha paboyem mecte M NpPU MCNOJb30BaAHWUM
CMEeLLAHHbIX NOAX0A0B K 06y4YeHMUI0.

https://www.iso.org/standard/74379.html
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NIST Privacy Framework: nHctpymeHT gnsa obecneueHusn
NPUBATHOCTU Yepes ynpaBaeHue pUckamm B opraHM3aumum

The Core provides an increasingly granular set
of activities and outcomes that enable an
organizational dialogue about managing privacy
Version 1.0 risk
NIST PRIVACY FRAMEWORK: A TOOL FOR
IMPROVING PRIVACY THROUGH ENTERPRISE
RISK MANAGEMENT

Profiles are a selection of
specific Functions,
Categories, and
Subcategories from the
CURRENT Core that an organization
NadaEr has prioritized to help it
manage privacy risk

lanuary 16, 2020

Implementation Tiers support communication
about whether an organization has sufficient
processes and resources in place to manage
privacy risk and achieve its Target Profile

The coments of this So0ument 30 0ot have the force and effect of ” = ™~
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availability N/

https://www.nist.gov/system/files/documents/2020/01/16/NIST%20Privacy%20Framework V1.0.pdf
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186 [pyrue ctaHAapTbl NO 3aWMUTE NEPCOHANbHbIX AaHHbIX (1)

ISO/IEC 15944-8:2012 «MNHbOPMaALIMOHHbIE TEXHOIOrMU — B3rnaa, ¢ TOUKM 3peHuns AenoBbix onepaumii. Yactb 8. BoiaBneHune TpeboBaHUiA
K 3alLMTE NepCcoHa/bHbIX aHHbIX B KAYECTBE BHELIHMX OrpaHMYeHnn Ha genosble onepauumm» (Information technology - Business
operational view - Part 8: Identification of privacy protection requirements as external constraints on business transactions)
https://www.iso.org/standard/51544.html

ISO/IEC 29187-1:2013 «MHOPMALIMOHHbIE TEXHO/IOrMU — BbiiBNeHne TpeboBaHMUI K 3alLMTe NePCOHaIbHbIX AaHHbIX, OTHOCALMXCA K
obyuyeHuto, obpasoBaHuio n TpeHnposke (LET). YacTtb 1: KoHuenuma v aTanoHHasa mogenby (Information technology - Identification of
privacy protection requirements pertaining to learning, education and training (LET) - Part 1: Framework and reference model)
https://www.iso.org/standard/45266.html

ISO 22307:2008 «®unHaHcoBble ycnyrn — OueHKa BO34eNCTBMA Ha HENMPMKOCHOBEHHOCTb YacTHOM Xu3Hn» (Financial services - Privacy
impact assessment) https://www.iso.org/standard/40897.html

ISO/TS 17975:2015 «MHdopmaTHKa B 34paBoOXpaHeHUM - NpUHLMNBI U TPeboBaHMA K AaHHbIM A4 cornacus Ha cbop, ncnonb3osBaHue
WKW pacKpbiTUE NepcoHanbHOM MHPopmaunm o 3aoposbe» (Health informatics - Principles and data requirements for consent in the
Collection, Use or Disclosure of personal health information) https://www.iso.org/standard/61186.html

ISO 22857:2013 «MHPopmaTHKa B 3A4paBOOXPaHEHUN — PYKOBOACTBO MO 3alLUTE NEPCOHA/IbHbIX AaHHbIX C LE/bio COAeNCcTBUA
TpaHCrpaHUYHOM Nepeaaye nepcoHanbHo MHPopmaumm o 3goposbe» (Health informatics - Guidelines on data protection to facilitate
trans-border flows of personal health data) https://www.iso.org/standard/52955.html

ISO/TS 14441:2013 «MHPopmaTHKa B 3apaBooxpaHeHnn — TpebosaHMA Mo 6e30NacHOCTU U 3aLMUTe NePCOHaNbHbIX AAHHbIX K CUCTEMaM
yNpaB/ieHUA 3/IEKTPOHHbIMU MEANLMHCKMMU AOKYMEHTAMU, AN UCNONb30BaHMA NPU oLeHKe cooTBeTcTBUA» (Health informatics -
Security and privacy requirements of EHR systems for use in conformity assessment) https://www.iso.org/standard/61347.html

ISO 25237:2017 «MHopmaTmn3auma 3g0poBba. MceBaoHMmmsauma» (Health informatics - Pseudonymization)
https://www.iso.org/standard/63553.html

ISO/TR 12859:2009 «UHTENNEKTYya/IbHble TPAHCNOPTHble cuctembl (UTC) - ApxuTeKTypa cuctem - Bonpocbl 3aLmTbl HEMPUKOCHOBEHHOCTH
YaCTHOM »KM3HM B cTaHaapTax n cuctemax UTC» (Intelligent transport systems - System architecture - Privacy aspects in ITS standards and
systems) https://www.iso.org/standard/52052.html



https://www.iso.org/standard/51544.html
https://www.iso.org/standard/45266.html
https://www.iso.org/standard/40897.html
https://www.iso.org/standard/61186.html
https://www.iso.org/standard/52955.html
https://www.iso.org/standard/61347.html
https://www.iso.org/standard/63553.html
https://www.iso.org/standard/52052.html
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ISO 16461:2018 «NHTEenneKTyanbHble TpaHCNopTHbIe cuctembl (UTC) — Kpnutepun 3alimThl LLE/IOCTHOCTM U 3aLLUTbI MEPCOHAJIbHbIX
AaHHbIX B cMcTeMax b0pTOBbIX TPAaHCMOPTHbLIX AaTynKoB» (Intelligent transport systems - Criteria for privacy and integrity protection in
probe vehicle information systems) https://www.iso.org/standard/56791.html

ISO/TR 17427-7:2015 «HTennekTyanbHble TpaHcnopTHble cuctembl (ITS) - KoonepatusHsbie ITS. YacTb 7. Bonpochl 3aWuThbl
HEeNPMKOCHOBEHHOCTU YacTHoM u3Hm» (Intelligent transport systems - Cooperative ITS - Part 7: Privacy aspects)
https://www.iso.org/standard/66959.html

ISO/IEC TS 19608:2018 «PykoBoAcTBO No pa3paboTke PyHKLMOHaAbHbIX TPE6OBaHMIN K 6@30MacHOCTM 1 3aLLMUTE NePCOHaNbHbIX AAaHHbIX
Ha ocHose ISO/IEC 15408» (Guidance for developing security and privacy functional requirements based on ISO/IEC 15408)
https://www.iso.org/standard/65459.html

ISO/IEC 19086-4:2019 « ObnauHble BbluMCAeHUA - KoHLenumAa cornateHunii o Kadectse ycayr (SLA) - Yactb 4: KomnoHeHTbl 6e3onacHocTH
M 3alMTbl NepcoHanbHbIX AaHHbIX» (Cloud computing - Service level agreement (SLA) framework - Part 4: Components of security and of
protection of PIl) https://www.iso.org/standard/68242.html

BS 10012:2017 «3awuTa NepcoHanbHbIX AaHHbIX - CneumduKaunm Ana cuctembl MEHEAXKMEHTA NepPCoHaNbHOM MHopmauymm» (Data
protection. Specification for a personal information management system)
http://shop.bsigroup.com/ProductDetail/?pid=000000000030339453

NIST SP 800-53 «Mepbl obecneyeHnsa 6€30NacHOCTM M 3aLMUTbl MEPCOHANbHBIX AaHHbIX, pEKOMeHAyeMble Ana desepanbHbix
MHDOPMALMOHHBIX CUCTeM M opraHm3aumi» (Security and Privacy Controls for Federal Information Systems and Organizations)
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf

NIST SP 800-144 «PykoBoacTBo no obecneyeHnto 6€30MacHOCTU U 3aLLMTbl NEPCOHANbHbIX AAHHbIX MPW UCNOAb30BAHUN NYBANYHbIX
06nay4HbIX BbluMcneHunin» (Guidelines on Security and Privacy in Public Cloud Computing)
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-144.pdf

NIST SP 800-122 «PykoBoACTBO MO 3aLimTe KOHOUAEHUMANBHOCTU NEePCOHaNbHbIX AaHHbIX» (Guide to Protecting the Confidentiality of
Personally Identifiable Information (PIl)) http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf

NIST SP 800-188 «enaeHTnudurKauma rocygapcTBeHHbIXx Habopos AaHHbIX» (De-ldentifying Government Datasets)
http://csrc.nist.gov/publications/drafts/800-188/sp800 188 draft2.pdf



https://www.iso.org/standard/56791.html
https://www.iso.org/standard/66959.html
https://www.iso.org/standard/65459.html
https://www.iso.org/standard/68242.html
http://shop.bsigroup.com/ProductDetail/?pid=000000000030339453
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-144.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf
http://csrc.nist.gov/publications/drafts/800-188/sp800_188_draft2.pdf
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RECONNAISSANCE
FACIALE

POUR UN DEBAT A LA
HAUTEUR DES ENJEUX

La reconnaissance faciale est de plus en plus présente dans le débat public au niveau
national, européen et mondial et souléve en effet des questions inédites touchant d des
choix de société. Cest pourquoi la CNIL avait appelé, en 2018, d un débat démocratigue
sur ce sujet, ainsi que plus largement sur les nouveaux usages de la vidéo. Elle souhaite
aujourdhui contribuer d ce débat, en présentant les éléments techniques, juridiques et
ethiques qui doivent selon elle étre pris en compte dans I'approche de cette question

complexe.
T T PO 2z
I-Lareconmaissance faciale : de quoi parle-t-on exactement ? .vsissnnmns s 3
1 Lareconnaissance faciale est une technologie biomeétmique de rec i des visage: 3
2. Lareconnaissance faciale n'est pas synonyme de vidéo « intelligente » ... a
3.  Derriére « la » reconnaissance faciale, des cas d'nsage pluriels 4
II - Les impacts de la reconnaissance faciale : gquels sont les risqmes de cette technologie ? ... 6
1. Desdonnées particaliérement sensibles, faisant I'objet d'une protection particuliére ... 6
2. Unetechnologie sans contact et potenti Omniprésente .. ... 7
3. Un potentiel de surveillance inddit, pouvant mettre an canse das choiv de socist 7
4. Destechnologies failliblas et cottenses, appelant un bilan complet et lncide . 8
III - Expérimenter la reconnaissance faciale ? Dans un cadre précisé et avec méthode ... Q
1 Premiere exigence : tracer des lignes ronges, avant méme tout usage expéri 1 g
2.  Dewxiéme exigence : placer le respect des personnes aun coeur de la dé B 10
3. Troisiéme exigence : adopter une démarche sincérement expérimentale ... 10
IV - Quel réle pour la CNIL dans la régulation de la reconnaissance faciale ? ...cevcviecannnnns 11

CNIL. 15 novembre 2019

Otuet CNIL 06 ucnonb3oBaHUM TEXHONOIMIA pacno3HaBaHUA
nuy,

Commission nationale
de l'informatique et des libertés

®paHuUy3ckuii Hapl3opHbid opraH CNIL onybaukosan

oTYeT, NpoaunBatoWmin cBeT Ha aebaTtbl U gUCKycCMK O

NMPMMEHEHMN  TEXHONOTUM  pacno3HaBaHWA  Au,

[JOKYMeHT onucblBaerT:

* YTO TaKOe pacno3HaBaHWe UL, U ANA Yero OHO
ncnonb3yeTcs;

* TeXHOJIOrM4yeckme, 3TUYECKUE U CouMasibHble PUCKN,
CBA3AHHbIE C STUMM TEXHONOTUAMMU;

* KakoBa Ao0/XKHA 6biTb ponb CNIL npu BHeapeHUM
HOBbIX YCTPOMCTB PacnoO3HABaHUA INL;

* NpaBwWaa MU OrPaHUYEHUA B OTHOLIEHUU TEXHONOTUN
pacno3HaHWA NuL, KoTopble AO0MXHbI cobntoaatbea
NPY CO34aHNUM HOBbIX YCTPOMCTB.

https://www.cnil.fr/sites/default/files/atoms/files/reconnaissance faciale.pdf



https://www.cnil.fr/sites/default/files/atoms/files/reconnaissance_faciale.pdf
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PEMNYBAVNKA EBATAPUH
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Komucuara 3a 3awmra Ha
NINYHUTE OAHHU

bonrapcknit Hag3opHbIM opraH K3/14
onybanKoBan CBOM OTBET Ha 3anpoc
6aHKa «YHuUKpeant bynbaHk», B
KOTOPOM  peKoOMeHAyeT  3aK/oyaTb
COOTBETCTBYIOLMIA  [AOTOBOP  MeXAy
COBMECTHbIMM  KOHTposnepamu. B
[OroBope A0/XKHbl ObiTb onpeaeneHbl
06A3aHHOCTN KaXKAON CTOPOHbI MO
cobnopgeHntio  TpebosaHunm  GDPR
(ocobeHHO B OTHOWEHMU MexaHM3Ma
peanusaumm npaB Cy6BbEKTOB AaHHbIX
M 06A3aTeNbCTB NO  YBEAOMIEHUIO
cybbekToB). Kpome TOro, nHbopmaums
0 paKTe 3aKNYEHMNA TaKOro A0roBopa
M ero coaepxaHue [OMKHbI ObITb
AoBefeHbl A0 CBeAeHUA cybbeKToB
AAHHbIX.

https://www.cpdp.bg/?p=element view&aid=2119



https://www.cpdp.bg/?p=element_view&aid=2119

191 TpeboBaHuA cybbeKkTa K KOHTPONEPY AAHHDbIX

Osterreichische

DE LEGE DATA Datenschutzbehorde

CornacHo pelweHu aBCTPUUCKOro
Haa30pHOro opraHa w3 GDPR He

HOME BLOG UND AUTOR DATENSCHUTZ-GRUNDVERORDNUNG (KONSOLIDIERTE FASS
BbITEKAET MNpPaBoO Cy6'beI-<Ta A3aHHbIX
EUDATAP ~ WEIHNACHTSKALENDER IMPRESSUM / DATENSCHUTZ Tpe6OBaTb peannsaunn KOHTPOSIEPOM
KaKoM-TMOO KOHKPETHOM TEXHUYECKOW
nnn OpraHM3auMOHHOM Mmepbl

Austrian data protection cornacHo TpebosaHuam ct.32 GDPR.
authority: Data subjects have
no right to demand
implementation of certain data
protection measures under

GDPR

Posted on by

Decisions on the GDPR (from supervisory authorities and courts) are still rare and
therefore I am always very pleased when such a decision, in which the new
European law is applied and interpreted, sees the light of day.

https://www.delegedata.de/2018/11/austrian-data-protection-authority-data-subjects-have-no-right-to-demand-implementation-of-certain-
data-protection-measures-under-gdpr/



https://www.ris.bka.gv.at/Dokumente/Dsk/DSBT_20180913_DSB_D123_070_0005_DSB_2018_00/DSBT_20180913_DSB_D123_070_0005_DSB_2018_00.html
https://www.delegedata.de/2018/11/austrian-data-protection-authority-data-subjects-have-no-right-to-demand-implementation-of-certain-data-protection-measures-under-gdpr/

Independent.ie¥

All public bins have been removed from the GPO due to potential
privacy breaches under the General Data Protection Regulation
(GDPR).

Customers and visitors to the historic building will no longer be able to dispose
their litter within the premises.

An Post says under the new privacy laws, even rubbish containing personal
details is considered their responsibility.

For this reason, a decision was taken to remove every bin from the post office’s
main hall.

This was done on a trial basis.

A pensioner raised the issue on RTE's Liveline today to express her dismay over
the new regulation.

“I was in the GPO last Saturday to send on a card and when | went to throw the
cellophane away, | noticed that there was no bin under the counter,” she said.

“So, | went to the next counter and to the big centre piece, but there were no bins
anywhere.

“I asked an [employee] who was going around with a big bag of rubbish asking
what happened, and she said, ‘we've removed them all because of the GDPR

r

law’.
“l asked what relevance that has with litter bins and she said, ‘I don't know, but
we're crucified trying to keep the place clean. You have to leave your rubbish on

N

the counter or else throw it on the floor'.

192 WpnaHpackaa nouta ybpana mycopHbie ypHbl «u3-3a GDPR»

The Irish Post

YcTaHOBKa B OTAENIEHUAX MOYTbl MYCOPHbIX
KOP3WH HaxoauTca BHe perynuposaHua GDPR,
T.K. He ABnaetrca 0bpaboTKoM NepcoHaNbHbIX
AAHHbIX, YKa3aHHoM B cT.2 GDPR, nockonbky
BblbpacbiBaemble B YPHbl Bymarn c AuM4YHOM
nHpopmaumen He obpasyloT cuctemy AaHHbIX
(filing system).

MpaBaa, oueHKa puckos DPIA morna nokasaTb,
yTOo Heobxoanmbl MHPOPMALMOHHbIE
0b6bABNEHMA,  3aKpbIBAKOWMECA  YPHbl W
Wwpeaepbl, HO 3TO yXKe apyroe aeno.

https://amp.independent.ie/irish-news/news/public-bins-removed-from-the-gpo-over-gdpr-concerns-38073403.html



https://amp.independent.ie/irish-news/news/public-bins-removed-from-the-gpo-over-gdpr-concerns-38073403.html

193 OTtuet CNIL 0 GDPR 1 MUCNONb30BaHUM TEXHONIOTUUN BNOKYEHH

CN I L Commission nationale

de l'informatique et des libertés

o precdert et adisieduel lifsersavs

DATA PROTECTION | TOPIES (THECNL Q €4 . .

®paHuy3ckunm Haa30pHbin  opraH  CNIL

Blockchain and the GDPR: Solutions for a responsible use of onybnnkoBan oT4eT O cneunduke U
the blockchain in the context of personal data 0COBEeHHOCTAX MCNONb30BaAHMA

06 November 2018 TEXHONOIMN 6N10KYenH B KOHTEKCTe

06paboTKM NEepCoHaNbHbIX AAHHbIX U
cobnoaeHuns TpebosaHuit GDPR.

Blockchain is a technology with a high potential for development that raises many

questions, including questions on its compatibility with the GDPR. For this reason,

the CNIL has addressed this matter and presents concrete solutions to stakeholders
who wish to use it as part of their personal data processing operations.

https://www.cnil.fr/en/blockchain-and-gdpr-solutions-responsible-use-blockchain-context-personal-data



https://www.cnil.fr/en/blockchain-and-gdpr-solutions-responsible-use-blockchain-context-personal-data

194 Observatory & Forum

SLOCKCHAIN
AND THE
GDPR

a thematic report prepared by
THE EUROPEAN UNION BLOCKCHAIN
OBSERVATORY AND FORUM

@) Eudlockchain  Aninitiative of the

Otuet 0 6n10KueitHe u GDPR ot European Union Blockchain

Contents

i Executive summary
U 4 Introduction

Evolution from above: Introduction to the CDPR

] O Personal data, the heart of the GDPR 10
GDPR roles n
Principles, rights and obligations 12
Revolution from below: Blockchain and the tools of

_I 4 decentralisation
The decentralized database model 14
Public blockchains and permissioned blockchains 14
Is there a GDPR-compliant blockchain? 16
Tensions between the GDPR and blockchain

—l 7 Accountability and roles: who is the controller? 17
How should personal data be anonymised? 19
Blockchains and the GDPR's rights and obligations 24
Opposites attract: Resolving the tensions between

2 8 blockchain and the GDPR

5 2 Appendix
Blockchain terminology 32

Infographic 35

3 @) euBlockchain

https://www.eublockchainforum.eu/sites/default/files/reports/20181016 report gdpr.pdf



https://www.eublockchainforum.eu/sites/default/files/reports/20181016_report_gdpr.pdf
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Komuccap no 3awmte gaHHbix HuxkHeit CakcoHum
onyb6aunKoBan cBOAHbIN OTYET NO NpoBepKe 50 KOMNaHUM

rOCY,CI,apCTBEHHbIﬁ Kommccap No 3awmTe AAHHbIX 3eMAn HUXKHAA

@ CakcoHms (Die Landesbeauftragte flir den Datenschutz

o s Niedersachsen) onybnukoBan CBOAHbIN OTYeT Mo nposepke 50
KOMMNAHWM Ha cooTBeTCcTBME GDPR, n3 KOTOpPbIX
NPOAEMOHCTPUPOBAIN:  YAOBNETBOPUTE/NIbHbIMA ypOoBEHb — 9,

Hey0B/eTBOPUTENIbHbIN YpOBEeHb — 32, M/JIOXOM YpOBEHb — 8.

HEKOTOpre BblAB/IEHHbIE HEOOCTATKW.
Abschlussbericht November 2019

* HenpumeHeHue KoHuenToB Data protection by design and by default;

* He y4YuTbiBa/IUCb TpeboBaHUA NO NpoBeaeHUto obasatenbHoro DPIA,
He OOKYMEHTMPOBa/IUCb pelleHMa 06 OTCYTCTBMM HeobXoAMMOCTM
nposeaeHus DPIA, HegocTaTouHOE onMcaHWe NpoLeccoB 06paboTKM
AaHHbIX, HeAOCTAaTOYHbIM 06 bEM MePbl MO CHUMKEHUIO PUCKOB;

* ABHO He onpeaeneHa npoueaypa obHoBneHna ROPA, He Bce
npoueccbl yuyteHbl B ROPA (cbop paHHbIX Ha Beb-calite, paboTta ¢
KaHamnpaaTtamu), B ROPA He yKa3aHa KOHTaKTHaa MHpopmaums;

Querschnittspriifung der LfD Niedersachsen von 50
Unternehmen zur Umsetzung der seit dem 25. Mai
2018 unmittelbar  geltenden  Datenschutz-
Grundverordnung (EU) 2016/679 (DS-GVO)

* WUCMNO/Ib30BaHME COracMa MpU  HanMuuMM  APYrux  NpaBoOBbIX
OCHOBAHWIM, He WCNO/b30BaHWE TPaHY/IMPOBAHHbLIX COrNacuin, He
yKa3aHue cBeZeHui 0 NopaaKe U BOSMOMXKHOCTM OT3blBa COrnacus;

*  1CNO/Mb30BaHME WABNOHHbIX MOAUTUK 6e3 afanTaumm Nog4 NPoLeccol

KOMMaHWK, HepocTaToyHoe onucaHue 6anaHca WHTepecos (npw

S8 1t G A 4 o | b 5 ) BbIOOpe 3aKOHHOrO WHTEepeca KAk MNPaBOBOrO OCHOBAHWA ANA
06paboTKM  AaHHbIX), He3pOdeKTUBHbIE MNPOLECChl  MPOBEPKMU

JIMYHOCTU CYyOBEKTOB M NPEAOCTABAEHMA KOMUIM AAHHbBIX NO 3anpocy;

* DPO nposoaun DPIA 6e3 ¢opmanbHOro NOATBEPMKAEHUS CBOMUX
KOMNeTeHLUMN.

https://Ifd.niedersachsen.de/download/149301



https://lfd.niedersachsen.de/download/149301

196 GDPR no mHeHwuto Punit Bhatia

5 MOST

1.

COMMON -
GDPR :

R LA

Punit BHATIA

MATb cambiX pacNPOCTPAHEHHbIX U O4YEBUAHbIX OLLMOOK No

A project approach - noaxogq K GDPR-
KOMMNAEHCY, KaK K pa3oBOMy MNpoeKTy. PeweHue:
NAaHMPOBATL n npoBoOAUTb perynapHble
MepOoNpPUATHUA.

Not measuring - He n3mepAaTb 3GPEKTUBHOCTb
BHEeAPEHHbIX KOHTponewn. PelweHue: BBOAUTL U
oTcneansatb meTpukmn (KPI).

Relying on consent - oTgaBaTb NpeMmyLLecTBO
COrNacMio  Kak MNpaBOBOMY OCHOBaHWIO AN
06paboTkKM  AaHHbIX.  Pewenune:  BbiGUpaTH
cornacue To/IbKO B KpaHeM ciyyae.

Focus on IT data - 3abbiBaTb Npo AaHHbIE Ha
B6YMarKHbIX HOCUTENAX, K NPUMEPY, N CBA3AHHbIX C
3TUM npoueccax. PelweHne: MHBeHTapuM3aLma Bcex
MHGOPMALMOHHbIX aKTUBOB.

. Third party audits - orpaHnumBatbcA TONbLKO

A0roBopamMmm, He NpoBepAA CaMMUX NOCTABLLUKOB U
napTHepos. PeweHue: Supplier Security
Management.

https://fit4gdpr.co.uk/



https://fit4gdpr.co.uk/
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GDPR Enforcement Tracker
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http://www.enforcementtracker.com/

GDPR Enforcement Tracker

ObuwepnocTynHas oHnamH-6a3a
CBeAeHUM 06 M3BECTHbIX CAy4asx
NPUBNEYEHUA K OPUAMYECKON
OTBETCTBEHHOCTU 33 HapylueHue
GDPR. basa perynapHo
aKTyanusupyertcs.


http://www.enforcementtracker.com/
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ba3a cBegeHU O NPUB/IEYEHUMU K OTBETCTBEHHOCTU 33
HapyweHue TpeboBaHum Privacy and Data Security
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https://iapp.org/resources/ftc-casebook

International Association of
Privacy Professionals

ObuwepnocTynHas OHNalH-6a3a
cBefeHnit 06  M3BECTHbIX  Cay4Yasax
npuBaeYeHun K topUANYECKOM
OTBETCTBEHHOCTMU 3a HapyLleHne
TpeboBaHuit Privacy and Data Security.
Ba3a perynapHo akTyanmsmpyercs.


https://iapp.org/resources/ftc-casebook

200 AxHanutuka KPMG no wrpadam GDPR Ha 03.12.2019

Konuyecrso wrpados: 110
UcTouHukK: HapsopHble oprarsl (DPA), EDPB, IAPP

Ycnosua:

lepmanusg, ABcTpus, Kunp — He nybnukyloT Ha cainTe Hag30pHoro
opraHa npeanucaHns, HO B OTKPBITLIX MCTOYHUKAX €CTh CBeAeHUS,
4T10 BbINK NOCTaHOBNEHWUA O WTpadax (B aHanuTuke y4YMTeiBanuch
TonbKo WTpadsl, ocseuweHHblie EDPB unu IAPP).

Yexus, Bexrpua, Mopryranus — Haa3opHble opraxbl NySnukyoT
npeanucanng rno wrpadam aHOHUMHO (aHOHUMHBIE WTpadbl
YYUTBIBANWUCHL B aHaNUTHKE).

Kypc BanoTt*: no aanHsiM LIB Ha 03 nekabps 2019 T,

* Paamep wrpada 8 pybnax paccynTuiBanca KOHBepTaymen 3 BanmoTel, 8 KOTOPO

Buin Beinucan wrpad, B pybnu no xypcy LB

HanmeHoBaHue Crpana

National Authority for Data Protection and Freedom of Information | Benrpusa
Agencia de Proteccion de Datos | Vcnaums
r_’_fl'_to Office for Personal Data Protection i Yexun
Commission for Paersonal Data Protection | Bonrapus
The National Supervisory Authority for Parsonal Data Processing PyMbiHus
Osterreichische Datenschulzbehérde ABCTPUA
| Die Bundesbeauftragte filr den Datenschutz und die Informationsfreiheit | lepmanus
Commission Nationale de ['Informatique et des Libertés — CNIL | OpaHuna
The Bureau of the Inspector General for the Protection of Personal Data Monblwa
Comissao Nacional de Proteccdo de Dados - CNPD Mopryranus
H-_T_h_gsﬂ;_formabon Commissioner's _ngg-g- BenmcoGpmauu—;
Hellenic Data Protection Authority Mpeumns
Commission de !a protection de la vie pnivee Benbrus
_Datatilsynst fatna
Datatitsynet Hopserns
Garante per la protezione dei dati personali Wranua
Data State Inspectorate Naraun
Slate Data Protection lNurea
Office of the Dala Protection Commissioner Mansta
Autoriteit Persoonsgegevens Huaepnaas:
Datainspektionen | Weeuuna
European Data Protection Board - EDPB | Bee
Intemational Association of Privacy Professionals - IAPP | Bee

http://rppa.ru/files/2019-12-03 gdpr.pdf



http://rppa.ru/files/2019-12-03_gdpr.pdf
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. 10 mnpa. P

—— British
: Google Airways
: 15,2 Mnpa
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Sigue !
Global __\ ' MWPA-F
Services | .
: Austrian Post
422 MnH. I 1,3 mnpa.
Norwich Union :
106 mnH. |
1 100 M. P
= R
I
: MNocnurans
|
| | } ‘ : 28,4 mnH. ‘ { N
| | 25 masi 2018 r.
2007 2009 2016 2017 AHBapb 2019 r. oekabpb 2019 r.

http://rppa.ru/files/2019-12-03 gdpr.pdf
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CrpaHbl, Bxogsiume 8 ES3, B KOTOPLIX 3ahuKcupoBaHs! Wwrpads!

Ha 8 Hosbps Ha 3 pekabpn

Bewxrpun 17 13 398 000 | WicnanHms | 25 | 72378265

Hexus 9 1246 500 PyMbiH1A 12 | 31567515 3%
Bonrapua 7 222 654 260 Hexus jl. 19 |

T Pymuinns 7 23 390 221 Bonrapus | 7 5) Monbwa

ABcTpus 5 1282 965 169 AscTpns 5 3 5%
Mepmanun 5 1 046 755 401 Fepmamus | 5 4

dpanuma 4 3 594 118 000 Dpanyun | 5 0 (2)

MNMonblwa 4 63 995 906 Monswa 5 | 67001753

Mopryranns 3 29 974 660 MopTyranun 3 | 29950 606
BenukobpuTaHus 2 23 421 092 020 ~ BenukobpuTaHmns 2 (1 )
Mpeuwns 2 |39 066 500 peunn 2 | 39 035 150
Bensrua 2 852 360 Bensrms 2 | 851 676 ABCTpMﬁ
— L 2 | 25677000 | |  Rawwn | 2 | 25646085 5%

Hopserua 2 24 948 000 Hopeerva 2 | 25233156

Wranun 1 3 551 500 Huaepnanab 2 96 523 280

Navans 1 497 210 Wranus (i1 3 548 650

Nurea 1 4 368 345 Naraun | 1 496 811

MansTa 1 355150 | Nursa 1 4 364 840

Huaepnadan 1 32 673 800 ManbTta 1 | 354 865
(L] 1 1316 000 Wseuns | 1 1 345 864
UTOro 94 29 889 606 355 uToro | 110 | 30 109 028 581

http://rppa.ru/files/2019-12-03 gdpr.pdf

[onsa wrpados no ctpaHam (No KONUYECTBY)

Ucnanua
23%

Benrpus
15%

PymbiHus
8% 1%


http://rppa.ru/files/2019-12-03_gdpr.pdf
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Marriott
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Ascrpuickas
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ABCTPHA

http://rppa.ru/files/2019-12-03 gdpr.pdf

185 mnK. P

Deutsche

Hauvwousa-
nbHoe
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SE
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http://rppa.ru/files/2019-12-03_gdpr.pdf
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Lonu wmpaghos no cmambam

Honu wmpagboe no paamepy (pyb.)

>100 MnH. <100 Thic.
6% 13%

10-100 mnH

100-500 ThiC.
25%

1<10 mnH.

33% 0.5 -1 MmnH.

7%

http://rppa.ru/files/2019-12-03 gdpr.pdf
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205 Cratuctuka wrpados B 2018-2019 ropgax ot DLA Piper

Total value of GDPR fines imposed from 25 May 2018 to

17 January 2020 in Euros

e | <'.100500
Germariy | EESE

Austria I : o0

Italy B o000
Bulgaria Il 156500

Narway | 206210
Denmark ] 350,000
Romania ] 329,500
320,000
291,717
198,000
168,930
151,900
132,600
67,500

53,630

39,000

Aggreqate fines more than 1 million Euros

Aggreqate fines between 300,000 and 1 miliion Euros

Aggregate fines up to 300,000 Euros

ol
o

| No fines reported

*The UK figures do not include the two public

notices of intent to fine totaliing £282 million
(about €329 million / $366 million) as they had

not been finalised and imposed at the time

T
o o o o o o

of writing this report.
1 | | 1 | | |
0 10m 20m 30m 40m 50m  60m

https://www.dlapiper.com/en/uk/insights/publications/2020/01/gdpr-data-breach-survey-2020/
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Pa3paboTKa meToAMKM NO pacyeTy U HaNoXeHuto wTpados B

Benukobputanun, Hopserum n Huaepnangos (2019.03)

The A Register’

Biting the hand that feeds IT

DATA CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH

Year 1 of GDPR: Over 200,000 cases
reported, firms fined €56 meeelli... Oh,
that's mostly Google

2019 just a transition year, says French watchdog

By Rebecca Hill 14 Mar 2019 at 09:56 27 SHARE Y

European data protection agencies have issued fines totalling €56m for
GDPR breaches since it was enforced last May, from more than 200,000
reported cases — but watchdogs have said they're just warming up.

Perynatopbl 13 BenukobputaHun, Hopsernn u
HuaepnaHgos yXKe paspabatbiBatoT  HenybanyHble
npasuaa onpegeneHua pasmepa B3biCKaHMA. B
OOKyMeHTe 6yayT cobpaHbl ¢akTopbl, BAMAKOWME Ha
cymmy wTpada: ANNTENbHOCTb MHUMAEHTA, CKOPOCTb
peakum KOMMNAHWUU, KONMYECTBO MOCTpagaBLIMX OT
YTEUKMN.

https://www.theregister.co.uk/2019/03/14/more than 200000 gdpr cases in the first year 55m in fines/



https://www.theregister.co.uk/2019/03/14/more_than_200000_gdpr_cases_in_the_first_year_55m_in_fines/
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STAATSCOURANT -

itgave van het Koninkrijk der Nedarianden sing:

Beleidsregels van de Autoriteit Persoonsgegevens van 19 februari 2019 met

g tot het bep van de gte van lijke
(Boetebeleidsregels Autoriteit Per geg 2019)
De Autoriteit Persoansgegevens heeft, gelet op de artikelen 4:81 en 5:46, tweede lid, van de Aligemene
wet bestuursrecht, artikel 83 van de 9 geg g, artikelen 14, derde
fid, 17 en 18 van de Uitvoeringswet Alg g geg . artikel Z 11a van

de Kieswet, artikel 4.1, eerste lid, van de Wet basisregistratie personen, artikel 35¢c van de Wet
politiegegevens, artikelen 27, 39r, 51, 51d en 51h van de Wet justitidle en strafvorderlijke gegevens en
artikel 16.4, vierde en vijfde lid, van de Telecommunicatiewst, besloten om de volgende beleidsregels
met batrekking tot hat bepalen van de haogte van bestuurlijke boetes vast te stellen

HOOFDSTUK 1. ALGEMENE BEPALINGEN
Artikel 1. Definities

in deze beleidsregels wordt verstaan nndcr
a : de per bedoeld in artike! 6, eerste lid, van
de U gswet Alg 9 9
b. basisboete: het bedrag dat de bnsl: vormt voor het bepalen van de hoogte van een op te leggen

fijke boete, g binnen de van de san een overtreding gekoppelde

2, voordat is gegeven aan paragraaf 2.6:

c bﬂmkknm.- degene op wie een persoonsgegeven betrekking heeft ais bedoeld in artikel &, onder 1,
van de A ming:
d. recidive: de oms(undlqhmd dat ten tijde van het begsan van de overtreding nog geen vijf jaren zijn
verstreken sedert het opleggen van een bestuuriijke boete door de Autoriteit Persoonsgegevens aan
de overtreder ter zake van eenzelide of een soortgelijke door die overtreder begane overtreding.

HOOFDSTUK 2. BEPALEN VAN DE HOOGTE VAN BESTUURLIJKE BOETES

Paragraaf 2.1 Overtredingen met een wen‘eluk boetemaximum van € 10.000.000

respectievelijk € 20.000.000 of, voor een tot 2% resp ijk 4% van de
totale ijde j in het de boek;j
Artikel 2. ie-indeling en
21De ter zake van waarvan de aen
boete kan opleggen van ten hoogste het bedrag van € 10.000.000 of, voor ‘een onderneming, tot
2% van de totale in het boekjaar, indien dit cijfer hoger iz, zijn

in hijlage 1 ingedecld in categorie . categarie Il of categorie i

22De ter zake van g waarvan de zen
boete kan opleggen van ten hoogste het bedrag van € 20.000. 000 of, voor eon onderneming, tot
4% van de totale in het boekjaar, indien dit cijfer hager is, zijn
in bijlage 2 in I, categorie Il, 1l of categorie IV.

23De A iteit P stelt de voor gen waarvoor een wettelijk

boetemaximum geldt van € 10.000.000 of, voor een onderneming, 1ot 2% van de totale wereld
wijde jaaromiet in hot voargaande boekjaar, indien dit ciffer hoger is. dan wel € 20.000.000 of,
voor een onderneming, 10t 4% van de totale 1d: in het voorg boekjaar,
indien dit cijfer hager is, vast binnen de volgende boomb:ndmeed!es

| camsgorss | | Bostebandbroacte nsssn & 0 an € 200.000 Basisnoate: € 100000
| Comsgose i | Bostabandtrmacts nsssn € 120.000 an € 500020 Basishoate: € 310.000 |
| comsgose i | Bostsbandtrmecs nsss € 300.000 an € 750000 Basistoots: € 525.000
| Caegorie IV iwﬂhmﬂmmh&&ﬂimman(‘ﬂ”m Basishooto: € 725.000
2.¢ De hoogte van de basi wordt vastg op het van de &
met de helft van de bandbreedte van de aan een d gorie.

MeToauKa No pacyeTy U HaNoXKeHuto WTpados B
Huaepnanpax (2019.05)

lfonnaHackuin  perynatop  (Autoriteit Persoonsgegevens)
nepsbiM B EC ony6a1nKoBan MeToamKy pacyeTa M Ha/IOKEHUS
wTpadoB 3a HapyweHua TpeboBaHMIN 3aKOHOZATENbCTBA O
NnepcoHanbHbIX AaHHbIX, BKAtoYaa GDPR.

Category | Standard fine bandwidth Standard penalty

) | EUR 0 - 200.000 EUR 100.000

II EUR 120.000 - 500.000 EUR 310.000

11 EUR 300.000 - 750.000 EUR 525.000

v* EUR 450.000 — 1.000.000 EUR 725.000

* Only in case the legal maximum penalty of EUR 20.000.000/ 4% turnover applies.

https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/stcrt-2019-14586.pdf



https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/stcrt-2019-14586.pdf

MeTtoauka no pacuety u HanoxkeHuio wrpados B lepmaHumn
(2019 10)

Perynatopbl 13 [lepmaHunm (Die

Enterprises Enterprises Enterprises Enterprises Datenschutzaufsichtsbehérden  des

Annual turnover Annual turnover Annual turnover Annual turnover Bundes und der Linder - DSK )
less than EUR 2 between EUR 2 between EUR 10 more than EUR 50 6
million and 10 million and 50 million million pa3paboTain  eaunHYo  METOAURY
CIaSS|fy Subgroup 1 Subgroup 1 Subgroup 1 Subgroup 1 pac4eTa N HaNOXKEHUA LUTpad)OB 3a
Subgroup 2 Subgroup 2 Subgroup 2 Subgroup 2 Ha LeHunA Tpe 60 BaHUMN
company by Py P
) Subgroup 3 Subgroup 3 Subgroup 3 Subgroup 3 3aKOHOAaTe/1IbCTBa O MepCOHA/IbHbIX
Size Subgroup4 Stbgrp A OaHHbIX, BKAtovasa GDPR.
By global annual Subgroup 5 Subgroup 5
turnover. Subgroup 6 Subgroup 6
Subgroup 7 Subgroup 7

Based on the classification, the penalty guidelines suggest the following steps:

Calculate the

Further
. ; considerations
. “daily rate” Determine the
Determlne the S - Determine the relevance
By dividing theaverage  S@Vrity of of any fhwesiiars
average turnover (step 2) ofa under Article 83(2)
turnover company'’s subgroup by Oﬁence GDPR.
] 360. Multiply the daily rate
Determm.e each by a factor between 1
subgroup’s average and 12, depending on
annual turnover. the severity of the
offence (Art. 83 (2)
GDPR).

https://www.datenschutzkonferenz-online.de/media/ah/20191016 bu%C3%9Fgeldkonzept.pdf
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Portuguese Data Protection Authority Imposes
400,000 € Fine on Hospital

The Barreiro Hospital in Portugal was fined 400,000 € by the Portuguese Data
Protection Authority CNPD (Comissdo Nacional de Protecdo de Dados) for in-
compliancy with the EU General Data Protection Regulation (GDPR) by not se
parating access rights to patents’ clinical data.

The public sector hospital had granted access to patients’ clinical data via their
system to at least nine persons who are non-medical professionals (social
workers). In addition, the CNPD discovered that 985 users with an access role
for medical doctors were registered, while there are only 296 physicians
working at the hospital. Furthermore, patient data at Barreiro hospital was not
separated properly from archived data of another hospital, and access authenti-
cation mechanisms were found to be insufficient.

The fines were imposed after the Authority had carried out an inspection at the
hospital after having been alerted by the medical association. The CNPS held
that the principles of integrity and confidentiality, data minimization in order to
limit access to patients’ clinical data, and the controller’s inability to ensure the
confidentiality and integrity of the data in their system (data security) were vio-
lated. The first two breaches were considered with 150,000 € each, while the
third led to an increase by 100,000 €.

210 Wrpad 3a HepasrpaHUYEeHHble A0CTYNa K AaHHbIM NaLUeHToB

Kro: Comissao Nacional de Dados

(MopTyranus)

Proteccdo de

Koro: bonbHuua bappenpo

Korga: 2018.07

3a yto: HapyweHue cT. 5(1)(f) n 32 GDPR
Kak: wtpad €400,000

MpuumnHa: (1) B MegnuMHCKON MHGOPMALMOHHOM cucTeme
O6bln AOCTYN K KAWMHMYECKMM [OaHHbIM MNauMeHToB, Mo
KpalHel  mepe, 9 Muam, He  ABAAKOWMMCA
MeANUNHCKUMM paboTHMKamu (wTpad €150,000); (2) B
MeANLNHCKOM MHPOPMaALMOHHOMN  cucTeme  Bblan
obHapyKeHbl y4yeTHble 3anucu 985 nosb3oBaTenew,
HageNeHHbIX NpaBa A40CTyNa A1 Bpayel, B TO BPEMSA KaK B
6onbHMUe paboTatoT TONbKO 296 Bpadeir (wTpad
€150,000); (3) nepcoHanbHble AaHHble MNAUUMEHTOB He
6b1An f0NKHBbIM 06pa3om OTAeNEHbl OT APXUBHbIX AaHHbIX
apyrot  60nbHUUbI, a 3¢PEKTUBHOCTb MEXaHM3MOB
ayTeHTUdMKauMmM  nonb3oBaTeneir  6blna  NPU3HAHA
HepocTaTouyHowm (wTpad €100,000).

https://www.datenschutz-notizen.de/portuguese-data-protection-authority-imposes-400000-e-fine-on-hospital-4821441/
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211 LWrpad 3a HenpaBUIbHO HacTpoeHHylo cuctemy CCTV

Salzburger Nachrichten

Datenschutz: Erste Strafe verhangt

Die EU-Datenschutzverordnung 16ste eine Beschwerdeflut aus. Nun hat die Behorde erstmals
R3S BURTSCHER

einen Unternehmer gestraft. Von einer BuBe in Milllonenhdhe ist man aber welt entfernt.

19 Septembes 2018

Es betrifit das Reisebliro ums Eck genauso wie dle Netzgiganten Facebook oder
Google: Die Datenschutz Grundverordnung (DSGVO) gibt EU-Blirgern selt

Ende Ml mehr Mitspeachie dabel, was Usitarnsliman mit Shren persinliche:

Kro: Osterreichische Datenschutzbehorde

(ABcTpus)

Koro: bykmekepckaa KOHTOpa
Korga: 2018.09

3a yTo: HapyweHue cT. 5 n 6 GDPR
Kak: wtpad €4,800

MpuunHa: HenpaBM/IbHO HACTPOEHHaA cucTema
BHYyTpeHHero sBmnaeoHabnwoaeHua (CCTV), B none
3peHMA HEKOTOPbIX BUAEOKaMepP KOTOPOK nonasno
ropoacKkoe obLecTBeHHOEe NPOCTPaHCTBO.

https://www.derstandard.de/story/2000092017999/erst-vier-strafen-wegen-dsgvo-seit-mai



https://www.derstandard.de/story/2000092017999/erst-vier-strafen-wegen-dsgvo-seit-mai

/1) heise online

20.01.2019 16:19 Uhr

DSGVO: 5000 Euro Buligeld fiir fehlenden
Auftragsverarbeitungsvertrag

Ein kleines Unternehmen wurde mangels Vertrags zur Auftragsverarbeitung zu
einem BuRgeld verurteilt. Ausléser war eine Anfrage bei den

Datenschutzbehdrden.

) & Oioa

Seit Anwendung der DSGVO Ende Mai 2018 gab es nur sehr vereinzelte Félle von

Von Joerg Heidrich

BuRgeldern, die von den Aufsichtsbehérden aufgrund von Verst6Ren gegen den

Datenschutz verhdngt wurden. Ein erster Verstol} gegen einen Social Media

Anbieter wurde Ende des Jahres bekannt. Es deutet allerdings einiges darauf hin,

dass diese anfangliche Schonfrist nun vorbei ist.

Ein weiterer Fall wurde nun aus Hamburg bekannt. Dort hatte die
Datenschutzbehdrde mit Datum vom 17.12.2018 einen Bullgeldbescheid an das
kleine Versandunternehmen Kolibri Image versandt und dieses aufgefordert,
einen Betrag von 5000 Euro zuziliglich 250 Euro Gebiihren zu zahlen. Begriindet
wird dieser Bescheid nach Art. 83 Abs. 4 DSGVO durch das Fehlen eines

Auftragsverarbeitungsvertrags.

212 Wrpad 3a otcyrctBUue Controller-to-Processor Agreement

Kro: Der Hamburgische Beauftragte fir
Datenschutz und Informationsfreiheit
(fepmanmn)

Koro: Kolibri Image Regina

Korpa: 2018.12

3a yto: HapyweHue cT. 28(3) GDPR
Kak: wtpad €5,000

MpuumnHa: oTCyTCTBME COMMALLEHMA O MNOPYYEHUM
06paboTKM nepcoHanbHbIX AaHHbIX (Controller-
to-Processor Agreement) mexay YyKasaHHOM
KOMMaHMEN M ee KOHTPareHToMm.

https://www.heise.de/newsticker/meldung/DSGVO-5000-Euro-Bussgeld-fuer-fehlenden-Auftragsverarbeitungsvertrag-4282737.html
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Kro: LAutorita Garante della
Concorrenza e del Mercato — YnpasneHue no
3aLLUTE KOHKYPEHLUUM U1 pbiHKa (UTanus)

o e g e ol comerri s o 10 ke i o Koro: Facebook Ireland Ltd. n ee maTepuHcKan
& KomnaHua Facebook Inc.

PS11112 - Uso dei dati degli utenti a fini commerciali: sanzioni per 10 milioni di euro a Facebook

COMUNICATO STAMPA Korp,a: 2018.12

3a urto: HapyweHune cT. 21 n 22 Codice del
Consumo (Kogekca notpebuteneit)

Kak: wtpad €10,000,000

MpuunHa: HamepeHHoe BBeAeHue
nono3oBaTtenen Facebook B 3abnyxaeHue, T.K.
i o T i npu perncTpaumm B COLMANBHON CeTU He
el RS | T e, e e T ocyLLecTBAAETCA MHOPMUpPOBaHUE 06
e s P v, et oo o ol 90 9 s o ik i 06paboTke MONb30BATENLCKMUX MEPCOHANbHbIX

G Gesamonan L e mprmaEone o opr 2t o oo, i pUGE LR ) O R BETYUNS [JaHHbIX A1 KOMMEpPYECKUx uenein. B BuHy
Facebook 6bin noctaBneH ¢pakT He AoBeAeHUA
[0 CBeAeHMA MOb30BaTENEN PA3NUYNA MeEXAY
MCNONIb30BAHMEM  MNEPCOHasIbHbIX  AaHHbIX,
HeobxoAMMbIX AaA MepcoHanmnsaumm ycnyrm (c
uenbto obneryeHma coumanmsaumm c ApPYyrumu
NONb30BATENAMM  COLMANbHOW  CeTH) n
MCNO/Ib30BAHMEM MNEPCOHA/IbHbIX AAHHbIX ANA
NMoKasa MepcoHa/IM3UPOBAHHOM pPeKaambl MU
NPOBEAEHNA KaMNaHUI Pa3IMYHOIO XapaKTepa.

http://www.agcm.it/media/comunicati-stampa/2018/12/Uso-dei-dati-degli-utenti-a-fini-commerciali-sanzioni-per-10-milioni-di-euro-a-Facebook



http://www.agcm.it/media/comunicati-stampa/2018/12/Uso-dei-dati-degli-utenti-a-fini-commerciali-sanzioni-per-10-milioni-di-euro-a-Facebook
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CNIL.

o protect personal data, support innovation, preserve individual liberties
DATA PROTECTION | TOPICS | THECNIL | Q)

The CNIL's restricted committee imposes a financial penalty
of 50 Million euros against GOOGLE LLC

21 January 2019

On 21 January 2019, the CNIL’s restricted committee imposed a financial penalty
of 50 Million euros against the company GOOGLE LLC, in accordance with the
General Data Protection Regulation (GDPR), for lack of transparency, inadequate
information and lack of valid consent regarding the ads personalization.

On 25 and 28 May 2018, the National Data Protection Commission (CNIL) received group complaints from the
associations None Of Your Business (“"INOYBE™) and La Quadrature du Net (“LQDN"). LQDN was mandated by
10 000 people to refer the matter to the CNIL. In the two complaints, the associations reproach GOOGLE for not
having a valid legal basis to process the personal data of the users of its services, particularly for ads
personalization purposes.

The handling of the complaints by the CNIL

The CNIL immediately started investigating the complaints. On 1% June 2018, in accordance with the provisions
on European cooperation as defined in the General Data Protection Regulation (“GDPR”), the CNIL sent these
two complaints to its European counterparts to assess if it was competent to deal with them. Indeed, the GDPR
establishes a “one-stop-shop mechanism” which provides that an organization set up in the European Union
shall have only one interlocutor, which is the Data Protection Authority (“DPA™) of the eountry where its “main
establishment” is loeated. This authority serves as “lead authority”. It must therefore coordinate the cooperation
between the other Data Protection Authorities before taking any decision about a cross-border processing
carried out by the company.

Kro: Commission nationale de
l'informatique et des libertés
(PpaHums)

Koro: Google Inc.
Korga: 2019.01

3a yTto: HapyweHune cT. 4, 5, 6, 13, 14
GDPR

Kak: wtpa¢ €50,000,000

MpuumHa: CNIL no KoONNEKTUBHOM
¥anobe 10 TbiC. 4YenoBeK nposen
paccnegoBaHue B oTHoweHun Google
M owTpadoBas  KOMMAHUKO 33
HapyweHune TpeboBaHWI B 4acTu

AOCTYNHOCTH no/sib3oBaTeNsAM
nHpopmaumm 06 ob6bpaboTke mx
nepcoHanbHbIX AaHHbIX 7z

Haa/neXalero Nnoay4yeHns ux cornacum
Ans 06paboTKK nepcoHabHbIX
AaHHbIX B Lensx nepcoHanmnsaumm
peKMaMbl.

https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-euros-against-google-lic
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Personvern pa ulike

Q2
[[J Rettigheter og plikter v = omrader

Aktusit

Varsel om gebyr til Tolldirektoratet

Datatilsynet har | dag varslet Tolldirektoratet om at
de kan bll [lagt et overtredelsesgebyr pa 900 000
kroner. Tilsynet mener etaten har brutt
personopplysningstoven gjennom innsamiing og bruk
av opplysninger fra kameraer uten low.

Gebyret er utmdlt etter den gamle personopplysningsloven, siden lovbruddene
skjedde for den nye personvernforordningen (GOPR) triidte | kraft i juli i fjor
Mangelfulle tekniske og organisatoriske rutiner hos etaten har fort til at tilsynet
varsler det hoyeste gebyret som er flagt etter den gamle loven.

Har registrert norske borgere uten lov

Datatilsynet har lagt vekt pd at Tolidirektoratet har overviket 80 millioner
passeringer, hvor antall bererte personer anslis til 7-8 millioner. Tolletaten skal
drive overviking av grensekryssende trafikk, men de har ogsh registrert og
lagret data fra kameraer som Statens Vegvesen har utplassert mange steder |
landet, Dette ér kameraer som Tolldirektoratet Ikke skal ha tilgang til
opplysninger fra,

Det ma saorlig forventes at en offontlig etat forholder seg til do lovhjemiene
de skal forvalte, og evner & rette opp i forholdene raskt. Dette har ikke skjedd,
og det er nadvendig med en reaksjon. Vi skal ha tillitt til offentlig forvaltning og
serlig dem som utever kontroll, sier Bjern Erik Thon,

LWTpad 3a HapyweHne NPUHLUNA KOrPAHUYEHUA LeNbo»
(purpose limitation)

E] Regelverk og verktey v

Kontaktperson

‘ Janne Stang Dahi
\ kommunikasjonsdirekters

Kontoe; 47 22 30 69 0)
Mobsil: +47 97 G 11.20
E-pust
Jancagdatatilsyoat.ng

Kro: Datatilsynet (HopBerus)

Koro: Tolldirektoratet
ynpasneHue Hopserunm)

Korpa: 2019.03
3a uTto: HapyLweHwue cT. 5(1)(b) GDPR

(TamoxkeHHOe

Kak: Bo3amoxHbIn wtpad €90,000

MpuumHa:  He3akoHHaAa  obpaboTKa
MHGOPMALMM CO  CTAaLMOHAPHbIX MU
MOBUNBbHbIX Kamep, KOTOpble

bUKCUPYOT aBTOMOBUAbHBIN TpaduK no

BCEM CTpaHe, HO KOTOpPbIA Henb3A
OXapaKTepu3oBaTb KakK
TPaAHCrPaHUYHbIN. CnepoBaTenbHO,
Takas obpaboTKa NepcoHasbHbIX

AaHHbIX HE MOXXEeT PacCMaTpPMBaTbCA KakK
OCyLLeCcTBASeMasA B LENAX WMCMONHEHUS
TaMOKEHHOTr0 3aKOHOAaTe/IbCTBa.

https://www.datatilsynet.no/aktuelt/aktuelle-nyheter-20192/varsel-om-gebyr-til-tolldirektoratet
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LLitpad 3a HapyweHMne NPUHLUNA KMUHUMMU3ALUN 06bema

AaHHbIX» (data minimization)

DATATILSYNET

GENERELT OM DATABESKYTTELSE + EMNER v

Duerher. Forside Tilsyn og afgarelser Afdarelser 2019 mar
Tilsyn med Taxa 4x35's behandling af personoplysninger

Tilsyn med Taxa 4x35's
behandling af personoplysninger

Publiceret 18-03-2019  Afggrelse Private virksomheder

Knap 9 mio. personhenfarbare taxature er blevet gemt uden et sagligt
formal, vurderer Datatilsynet.

Joumalnummer: 2018-41-0016

Resume

Datatilsynet vari efteraret 2018 pa et tilsynsbesgg hos Taxa 4x35 , hvor derbl.a. blev set pa,

om taxaselskabet har fastsat frister for sletning af kundemes oplysninger - og om fristerne bliver

efterlavet.

lfolge Taxa 4x35 anonymiseres de oplysninger, der anvendes til kundens bestilling og afvikling

af taxature, efterto ar, da der herefter ikke lzengere er behov for at kunne identificere kunden.

Det erimidlertid kun kundens navn, der slettes efter de to ar- men ikke kundens
telefonnummer. Oplysninger om kundens taxature (herunder opsamlings- og
afleveningsadresser) kan derfor fortsat henfgres til en fysisk person via telefonnummeret, som
farst slettes efter fem &r.

TILSYN OG AFG@RELSER v

Kro: Datatilsynet (OaHusA)

Koro: Taxa 4x35

Korpa: 2019.03

3a urto: HapyweHue cT. 5(1)(e) u 6 GDPR

Kak: wtpad €161,000, neno nepeaaHo B NOANLMUIO

MpuumHa: KomnaHuMa  npu  0b6e3NnYMBaHUM
NepCcoHabHbIX AaHHbIX yAaansna TOJIbKO
nma/damunmnio KameHta, HO Homep TenedoHa
XpaHunca B 6ase ans obecneyeHUss KOPPEKTHOM
paboTbl cuctembl. Mo HOmepy TenepoHa MONKHO
6b110 OTCNeaUTb NOe34Ky KAneHTa n agpec. Takum
obpasom, bonee 8 MAH. 3anucen, coaepKawmx
nepcoHasibHble AaHHbIE, MPOAOIKANAN XPAHUTLCA B
KOMMaHuW.

https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2019/mar/tilsyn-med-taxa-4x35s-behandling-af-personoplysninger/
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nepcoHa/IbHbIX AdHHbIX HE OT Cy6'bEKTa AadHHbIX

Danych
Osabowych

S
wra B '
«

Akl node

Prezes UODO nalozyls pierwsza kare pienigzng

Za nindopetnienic obowiaziou informacyinego Prezes Uszgdu Ochsony Dasyych
Osobowych (VODO) natodyta plerwsza karg wwysokofc ponad $43 tys. zh

- ator miat o datacym ma nhm obowiyzkn informacyjym. Stad
<] 3 adodaniu na Len podeiot kary w te] wysolaxda -podiradita Prazes UODO dr
Edyta Blelak - Jomaa

Bardzo wiche asob, ktdrych dana prastwarzata ukarans spdtka, rie mésio o tym pojecia
Admminist stor ich o tym rie powd adoamit, Tym serym odebe sl im moliaodd skor rystanie

7 praw, akie prnystugais im ne gruecie RODOD, c2vl opdinsgo roxporzadrenis ¢ ochronis
danych, Nee emoghy wigc one np, sproeciwit sip datszemu proetwarzaniu ich danych, fadat ich
charakter, gyt datycry pod=tawowych praw | woinodcl osob, ktarych dane przotwarza
SOONE, jak rdwnial dotycay jedne] 7 podstamawych kwestil jabkg jest informadia o tym, Je

dane 53 praetw

ane. Natotanio kary plonieing] [ost niezbedne, gdy2 administrator ne prrestriega peaspisdw prawa.

Lk wyjateriat Piotr Dvobek, Dyruktor Zesposy Anakz | Strateghl w UODO - Sodvika nie gopeiniala 000wigaki MIOnmial ynogo w stosunky do povied 8 min
s Spoirdd okolo 0 iy, ondh kidrych sexaikas poinformowans o pvaedwar Zanis s pond 1.2 Iys watkosfo s recive iabies ovpstvar zava ich

oyl Pokagche 10 Lok waldvie jont prawicBowe speinionie obomTgbdw Afonmad yimch os reslzaci upvawnied s 2ysiapagcyeh nam zpadiaie ¥ RODO

Decyzin Prepes UODO dotyrry i pOSTEOowanin 2wigtsowgo 7 dratalnodciy spoikl K100n prostwarzats dans osth poryskane re Ir det gubliczrie

dostepmych, m)

alnej Ewddencii | informoc)l Dziataing: weych. Organ wenyfkowad

&b freyeomeh prow.

niedopeinienie

provwadtzg bad? my, podac informacie

WTEER D Zepisanmi et 14 st § 0 rie zrobit
Jak sam Lo wyiadreal w toky postepowania -

néormacying

W ocania Prezes UODO takie dziatanio bylo riewyStarcaaf 4o - maac dane kontaktiows do pos2cepdionch asih powinien spetnid wobed nich
obowigrek informacyiny, poindormaowad min of swoich damych, siad ma dane tych osob, w jadm celu | jak diugo 2amierza o prretwarzed oras

O Pr ey UGy Ch 0s0bom I awach na gruncis RODC

LLiTtpad 3a HenpepgocTaBneHne MHGOPMaLLMKN NPU NONAYHEHUM

Kro: Urzad Ochrony Danych Osobowych
(MonbLwa)

Koro: yactHasa komnaHuA

Korpga: 2019.03

3a uTto: HapyLweHwue cT. 14(1)-(3) GDPR
Kak: wtpad €220,000

MpuumHa: KomnaHWA He npeaocTaBuna
Heobxoaumyto MHPopmaLumio cybbeKTam npu
NONly4eHUN NEePCOHaNbHbIX AAHHbIX HE OT HUX
camux B OTHoweHun 6,000,000 cybbekTos,
TaK Kak KOMMNAHMA pacnonarasia TONbKO WX
NOYTOBbIMMU aapecamu/Homepamm
TenepoHoB n nocymTana CIULLKOM
AOPOrocTOAWMM  UCNONb30BaHUE  TaKUX
KaHa/10B KOMMYHUKaLUMW.

https://uodo.gov.pl/pl/138/786
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Kro: Berliner Datenschutzbeauftragte (fepmaHus)

TAGES L
HER A—EQEEIECE Koro: Tagesspiegel Background Digitalisierung & KiI,

NpeACTaBAAOLLYIO CEPBUCHI C UCNOAb30BaHMeM bpeHaa
«Smartphone-Bank N26»

Koraa: 2019.05
3a uto: HapyweHune cT. 6 GDPR
Kak: wrpad €50,000

MpuunHa: HenpaBomepHaa 06paboTKa NepCoHaNbHbIX
AaHHbIX ObIBLUMX K/AWMEHTOB KOMMNAHWKM, HeKoTopble M3
KOTOpbIX  O6blIN 3adMKCUPOBAHbI B HEKOEM «YEepHOM
CrInCKeY.

Verstofe gegen Daterschutz 23063019 1525 Uty

50.000 Euro BuBigeld gegen Onlinebank N26

Es ist eme der bislang hdchsten Strafen wegen Versto@en gegen die Datenschutzgrundverordnung:
N26 tinvte wohl elne schwarze Liste” mit Daten von Ex-Kunden. vos ouver voss

Nouar Argar 8 dun Gelinder die NZS Bark, Valantn Szt

Do Borinar Datenschutzbaautiragte hat mit 80.000 Euro ene dor bslang
héchsion Straton wogon VorstoSan gegen de Datenschutzgrundvararcnung
(DSGVQ) verhangt. Satroffen st dabal nach Informationan ges Fachdienstes
JTagessplegs! Background Dighaisiarung & KI' die Onlnabank N2§6. Ein
Butgedd betrug 50 000 Euro und betraf cie unbafugie Verardeitung
pecsonanbazogensr Daten ehemaliger Kundinran und Kunden durch aing
Bank®, arkldr die Behdede, Dan Namean will sie richt nennen

Das Urtamebmen sab zahlen, wesl Daten shamaliger Kundee aut ainer A
Schwarzar Liste” gespaicharn wurdan Dies (sl iecoch nur Kir Kundan dee undar
Gelgwascheverdam | stehan 2ulassg. Die Betroffenan konnten dadurch kema
neuen Konten ecdfinaen. Inzwschen wurde die Praxs nach Angaben von N28
gedncet, so duss sich jelzt ehemaige Kunden, de nicht
geldwiaschaverddchlig sind, neu anmelten kéonen”. N26 geh rechilich gegan
das Bullgeld vor und wollle sich mit Verwels suf das laufande Verlabren nichi
wontar aulSam

https://www.tagesspiegel.de/wirtschaft/verstoesse-gegen-datenschutz-50-000-euro-bussgeld-gegen-onlinebank-n26/24375204.html
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LLtpad 3a HenpaBomepHyo 06paboTKy nepcoHaNbHbIX
AAHHbIX B U3bupaTtenbHbIX Lenax

edph =

First Belgian GDPR fine

LAutorité de protection des données prononce une sanction dans le cadre d'une

campagne électorale

L'affaire : envoi de courriel électoral personnalisé par un mandataire public

un howIgmestro 0o CoNNees cotIrLEes dans Lo CaaTe e TDmMORic

gl emont gIndral sur La protecuion 9es acnndes (RGPDY précse 9uo s donndes colloCties piar un 1o

Kro: |’Autorité de protection des données
(Benbrus)

Koro: map o4HOro n3 MyHMLMNANUTETOB
Koraga: 2019.05

3a uTto: HapyweHwue cT. 5(1)(b) n 6 GDPR
Kak: wtpad €2,000

MpuumnHa:  uncnonb3oBaHWE  MEPCOHAJIbHbIX
OAHHbIX, MOJIyYEeHHbIX B XO4E WCNONHEeHMUA
JONIKHOCTHbIX 06f3aHHOCTEN: MNEepenucka ¢
3aABUTENSIMU NOCPEACTBOM 3/1EKTPOHHOM NOYTbI
MCNONb30BafaCb ANA  UX YBEAOMAEHUA O
NPeacToAWMX  MYHUUMNANbHLIX  BblbOpax.
Pasmep wrpada HebOobLLOWM BBMAY
OrpaHMYEHHOro 4ucna  "notepneswwux" U
Mmanoro ywepba ana npas cybbEKTOB.

https://edpb.europa.eu/news/national-news/2019/first-belgian-gdpr-fine en



https://edpb.europa.eu/news/national-news/2019/first-belgian-gdpr-fine_en

LUTtpad 3a HapyweHue NPUHLMNA «3aLUTa AaHHbIX HA OCHOBEe
NpPoAyMaHHbIX aencteun» (privacy by design)

Reqgulament (UE
2016/679 aphcabid dn
25 mai 2018

Piangeri
Piingesi RGPD

Procedurs de sobfocars

QOperatori
Fomser decorars responsaie

£u protecss dabdor
Nctficars Bress 3650
Notficars Bres3 LS05 700

Inforrss oot avends
persoane ances

Informatii utile
Irerebin frecrente
Ghid ntrebSn 350
550 cremtsb =
LecStur offe

04/07/2019
Primz amendS = splcarss
RGPO

Autoritatea Nationala de Supraveghere a Prelucrarii

PRIMA AMENDA IN APLICAREA RGPD

Pz o=tz d= 17062008, 3= 2 fmalizat o & ie I operatord UNICREDIT BANK SA.
samtnMamMamﬁaﬁ(l)ﬁW(Uﬂmlﬂﬁﬁ Pzromentului Europesns &
Consiuy dn 27 aorie 2015 privind orotectis persoanslor Soics I o=== = prvedt= orslucrarss dstsior cu caracisr Dersona § pownd b
crcuEie = scestor dafs 3 de sbrogers = Dirscive 35755/ CE [Regularerty gerers’ prvind proteciz daisorl

O d a fost | cu ameads = coanbem de 613.912 lei, echivalestul in suro =f somei de
130.000 suro.

Sancunss = fost apicsts UNICREDTT SANK 5.4, @ wmare = nesphcan misurior 3=hnice § organcsiorcs adecvals, =5 n momeciy
==0in mjoscsior d= praluoes, i S o= @ preluoEn o sre, desingis S pund i apicars I moc Sfcent orncpis d= profsgie =
dat=or, precum reducerss = mnmom 2 dsor, § =5 riegrens oITEniee necesare N Cadtu DrelucrE, perfru 3 Ndsnin carrise RGPD S =
proiziz drepturie persoansor vizsts, Acsssts 3 condus = denvElurss ' documenisls o= confn detalie rarzaciiior 5 care st puss on-ine
= dspasis dertior bensficar 3 pSior, = datsior oowing OWP-ul 5 adrese pSfioruls (pentru stustis i care pEftory dfecius traroadde
diriron cont deschis = o 3% rneiufe de orecE - Tanmach sdeme § depures = cesens), respectv = d=tEor privind adrese pEionule
{pentru shusfie n cars pSiiony Sfechea barzacis dintr-un coct deschis & UNICREDIT BANK SA - trarcsch nismell, pentru un numdr d=
337.042 persoane v i parcads 25 ma 2005 - D010

Sanciunes 3 fost spicets o= unars @ onel sesTEe @ AutorEs Neonale de Supravechers din dats de 22112018 prie care = s=onas
faptal o3 datele powind ONP-U § adress persosnsion cars Secuau o = UNDCREDIT SANK S.A, oon miermedi francaciion on-ins, erau
denv3uie Gire bensficard trancadiel. prin formudarele de exdras de contfdsi=k

Borwt 2t S3n. L & ) o0 RGPD [Princps legate de prluorares dalsor cu caradisr persona’), opersiond 3vea obigst= d= 2
prefucrs o= Imtsts |3 os== o= == neceser v rapont Q2 soopwTie I cars suct preluorats daise

in acslg Erep, considerentud {78) din Regelament praciesrS: "Protecis dreplurior & iberiSiior perscansior fisics in c2ss o= povese
prefucrarss dat=or cu caracisr persora recesiE sdopirss de mEsun EP0CE § OMCENCIIONCE COrSSDUNTEOErs DENTTU 3 = aSCUTS
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Birow jeridic Si comenicare
ANSPD.CP.

Kro: Autoritatea Nationala de Supraveghere
a Prelucrarii Datelor cu Caracter Persona
(PymbIHMA)

Koro: Unicredit Bank

Korga: 2019.06

3a yto: HapyweHue cT. 25(1) GDPR
Kak: wtpad €130,000

MpuumnHa: 6aHK CNpPOeKTMpPOBan cUCTEMY
nnaTexen TakKnUm obpasom, yTo
NepCcoHasibHble AaHHble (MeCTO XKUTeNbCTBa
MW NINYHBbIA  HOMep) COTeH  TbicAY
naaTenbLlmKoB 6b1n PacKpbITbI
nosyyatensm naateXka B HapylleHue
npuHUMNa MWUHUMM3ALLNM AAHHbIX.
HapyweHne npousowno B pesynbrate
HegobpocoBecTHOM pPaboTbl WHMKEHEpPOoBs,
CUCTEMHbIX apPXUTEKTOPOB,
CNPOEKTUPOBABLINX  CUCTEMY U He
MCKNOYMBLUMX  BO3MOMKHOCTb  Mepeaayu

nonyyvyartenam N36bITOYHbIX cBeaeH nn.

https://www.dataprotection.ro/index.jsp?page=Comunicat Amenda Unicredit



https://www.dataprotection.ro/index.jsp?page=Comunicat_Amenda_Unicredit
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0bpabotkn» (storage limitation)

DATATILSYNET

Mgabelfirma indstillet til bede

Publiceret 11-06-2019

Nyhed

Datatilsynet har politianmeldt IDdesign A/S og indstillet
virksomheden til en bede pa 1,5 mio kr. for manglende sletning af
oplysninger om ca. 385.000 kunder.

| efteraret 2018 var Datatilsynet pa tilsynsbesag hos IDdesign, hvor der bl.a. blev set p3,
om virksomheden havde fastsat frister for sletning af kundernes oplysninger, og om
fristerne blev efterlevet.

Ingen slettefrister

Forud for tilsynsbesaget havde IDdesign sendt en oversigt over de systemer, som
virksomheden anvender til behandling af personoplysninger. IDdesign oplyste i den
forbindelse, at der i enkelte IDEmeabler-butikker fortsat anvendes et eeldre system, som
ellers er erstattet af et nyere system i de andre butikker, og at der i det gamle system
behandles oplysninger om ca. 385.000 kunders navn, adresse, telefonnummer, e-mail
og kebshistorik. Under tilsynsbesaget oplyste IDdesign endvidere, at der ikke er fastsat
slettefrister i dette system, hvorfor personoplysninger i det gamle system aldrig er blevet
slettet.

Derfor indstilles der til bede

Det fremgar af databeskyttelsesforordningen, at personoplysninger skal opbevares, sa
det ikke er muligt at identificere de registrerede i et laengere tidsrum end det, derer
nedvendigt til de formal, hvortil de pageeldende personoplysninger behandles.

LLitpad 3a HapyweHMe NPUHLUNA KOrPAHUYEHUA CPOKa

Kro: Datatilsynet (daHuA)

Koro: mebenbHasa komnaHus IDdesign A/S
Korga: 2019.06

3a yto: HapyweHue cT. 5(1)(e) n 5(2) GDPR
Kak: wtpad €201,000

MpuumHa: B xoae nposegeHHoro 08.10.2018 ropa
ayauta 6bin BbliABNEH  PaKT  MCMNO/b30BaHMA
komnaHuen IDdesign ERP-cuctem AX 2.5 n AX 2012,
ANA  KOTOpbIX He Oblain  onpeaeneHbl  CPOKU
06paboTKM nepcoHanbHbIX AaHHbIX okono 385,000
knneHToB (PUNO, agpec, Homep TenedoHa, agpec
3NEeKTPOHHOM  MOYTbl M UCTOPMA  TMOKYMOK)
mebenbHbix MmarasmHos IDE, a Takxke He
OCYyLLEeCTBNANOCH npekpaweHune 06paboTKM
NnepCoOHaNbHbIX AAHHbIX KIMEeHTOB nocne
AOCTUMKEHUA Uenn nx obpaboTtkn. Kpome Toro, ana
cuctembl nogbopa nepcoHana YoungCRM u cuctemsl
ynpaBneHua nepcoHanom Timetable He 6blan
AOKYMEHTUPOBaAHbI npoueaypbl  YHUYTOXKEHUA
NepCoOHaNbHbIX AAHHBbIX.

https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2019/jun/tilsyn-med-iddesigns-behandling-af-personoplysninger/
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LUTpad 3a HenpaBomepHOe UCNO/Ib30BaHUE CUCTEMDbI
BMAEOHabnoaeHnA

MES DEMARCHES | THEMATIQUES | TECHNOLOGIES | TEXTES OFACIELS | LACNIL 1 Q)

UNIONTRAD COMPANY : 20 000 euros d’amende pour
videosurveillance excessive des salaries

18 juin 2019

La formation restreinte de la CNIL a prononeé une sanetion de 20 000 euros d
Pencontre de la société UNIONTRAD COMPANY pour avoir mis en place un
dispositif de vidéosurveillance qui plagait ses salariés sous surveillance constante.
Elle a également prononcé une injonction afin que la société prenne des mesures
pour assurer la tracabilité des accés a la messagerie professionnelle partagée.

La société UNIONTEAD COMPANY est une trés petite entreprise (TPE) composée de neuf salariés et specializée
dans la traduction.

Entre 2013 et 2017, la CNIL a recu des plaintes de plusienrs salariés de la société qui étaient filmés i leur poste
de travail. Elle a, a deux reprises, alerté la société sur les régles a respecter lors de I'installation de cameéras sur le
lien de travail, en particulier, qu'il ne fallait pas filmer en continm les salariés et qu'une information zur la
présence de cameéras devait leur &tre donnée,
Un contréle a été mené dans les locanx de la société en février 2048, Il a permis de constater que :

* la caméra présente dans le burean des six traductenrs les filmait a leur poste de travail sans interruption 5

= auncune information satisfaisante n'avait &€ délivrés anx salariés ;

# las postes informatiques n'étajent pas sécurisés par un mot de passe et les traductenrs accédaient 3 une meszagerie
professionnelle partagée avec un mot de passs unigoe.

En juillet 2018, la Présidente de la CNIL a mis en demeure la société de se mettre en conformiteé a la loi
Informatique et Libertés, en lui demandant de :

Kro: Commission nationale de l'informatique
et des libertés (PpaHums)

Koro: Uniontrad
Korga: 2019.06

3a urto: HapyweHue cT. 5(1)(c), 12, 13, 32
GDPR

Kak: wrtpad €20,000 + no €200 3a KaxKAapli
OEHb 334ePXKKN B UCNONHEHMWN NpeanucaHmna

MpuumnHa: HenpaBomepHOeE MCNO/b30BaHME
cmucTembl BMAEOHabNoAeHNS, KoTopas
NOCTOAHHO KOHTPOAMPOBaNa COTPYAHUKOB.
Ao storo CNIL pgBaxkabl npegynpexaana
KOMMNAHMIO O TOM, 4YTO COTPYAHUKU He
OOMKHbI  OblTb  NOCTOSAAHHbIMM  0bBbEKTAMM
BMAEOCHEMKM M 4YTO MM [OO/IKHA ObiTb

npeaocTas/ieHa McuyepnbiBatoLLas
MHoopmaumnsas o yHKUMOHane U  uensx
MCNOJIb30BaHMSA BHYTPEHHEWN CUCTEMBI
BMAEOHabOAEHMA.

https://www.cnil.fr/fr/uniontrad-company-20-000-euros-damende-pour-videosurveillance-excessive-des-salaries
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BA faces £183m fine over passenger data
breach
ICO says personal data of 500,000 customers was stolen from
website and mobile app
reo ﬂ—. [ /% &,
BRITISH AIRWAYS &
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A A British Alrwaye data breach in 2018 promised custamers' credit card Information. Photograph: Fran

British Airways is to be fined more than £183m by the Information
Commissioner’s Office after hackers stole the personal data of half a million
of the airline’s customers.

The ICO said its extensive investigation found that the incident involved
customer details including login, payment card, name, address and travel
booking information being harvested after being diverted to a fraudulent
website.

Kro: Information Commissioner’s Office
(BennkobpuTtaHus)

Koro: British Airways

Korga: 2019.07

3a yto: HapyweHue cT. 32 GDPR
Kak: wrpad €204,600,000

MpuumnHa: HenpuHATME HAANEXAWUX Mep 3aLUUTbI
nepcoHanbHbiX AaHHbiXx 500,000 KnueHTOB, A0OCTYN K
KOTOPbIM MONYYUAU 3/10YMbILLNEHHUKN MNOCAe B310Ma
KOoprnopaTMBHOro Beb-camTa M MOBUABLHOrO NPUIOKEHUA
British Airways B utoHe 2018 roga. Pasmep wTpada
cocTtaBnsaet 1,5% rogosoro o6opota British Airways 8 11,6
Mmnpa, GyHTOB cTepnHros 3a 2018 rog.

Nocnepcreua: Hight Court UK B okTabpe 2019 r. oaobpun
nogayvy rpynnoBOro MCKa K/AMEHTOB, NMOCTPAfaBLUIMX OT
YTEeYKM AaHHbIX, NpoTuB British Airways. Y cybbektoB 15
MecALEeB Ha To, 4Tobbl MPUCOEOUMHUTBCA K WCKY W
peann3oBaTb CBOE [MPaBO Ha KOMMEHcauumto 3a
NPUYMHEHHbBIN yuepb cornacHo cT.82 GDPR.

https://www.theguardian.com/business/2019/jul/08/ba-fine-customer-data-breach-british-airways

https://www.itgovernance.co.uk/blog/british-airways-data-breach-class-action-lawsuit-approved



https://www.theguardian.com/business/2019/jul/08/ba-fine-customer-data-breach-british-airways
https://www.itgovernance.co.uk/blog/british-airways-data-breach-class-action-lawsuit-approved

LUtpad 3a camylo 60nbuiyto yTeuky (339 maH. 3anuceit)
NepPCOHaNbHbIX AAHHbIX

ico.
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Kro: Information Commissioner’s Office

(BennkobputaHua)

The UK's independent authority set up to uphold information
rights in the public interest, promoting openness by public
bodies and data privacy for individuals.

n Commravunees's Oftce

Koro: Marriott International, Inc

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/statement-intention-to-fine-marriott-international-inc-more-than-

About the ICO / News and events / News and

Home  Your data matters  For organisations  Make a complaint  Action we've taken

Statement: Intention to fine Marriott
International, Inc more than £99 million
under GDPR for data breach

09 July 2019

Statement

Statement in response to Marriott International, Inc's filing with the US
Securities and Exchange Commission that the Information Commissioner's
Office (1CO) intends to fine it for breaches of data protection law.

Following an extensive investigation the ICO has issued a notice of its intention to fine
Marriott International £99,200,396 for infringements of the General Data Protection
Regulation (GDPR).

The proposed fine relates to a cyber incident which was notified to the ICO by Marriott
in November 2018, A variety of personal data contained in approximately 339 million
guest records globally were exposed by the incident, of which around 30 million
related to residents of 31 countries in the European Economic Area (EEA). Seven
million related to UK residents.,

It is believed the vulnerability began when the systems of the Starwood hotels group
were compromised in 2014, Marnott subsequently acquired Starwood in 2016, but the
exposure of customer information was not discovered until 2018, The ICO's
investigation found that Marriott failed to undertake sufficient due diligence when it
bought Starwood and should also have done more to secure its systems,

Korga: 2019.07
3a uto: HapyweHue cT. 32 GDPR
Kak: wtpad €110,390,200

MpuumHa: npousowenwana 8 2018 rogy yrteuka
nepCcoHaNbHbIX OAHHDbIX, coAepalmxca
npumepHO B 339 MUAIMOHAX TOCTEBbIX 3aNUCeN
no Bcemy MMUpPY, U3 KoOTOpbix oKoso 30
MUWUNZIMOHOB OTHOCATCA K Xutenam 31 cTpaHbl B
EC/EACT, BKAouaa 7 MUANMOHOB KuUTenewn
BennkobputaHum. MNpepnonaraetcs, yTO
YA3BMMOCTb BO3HUKNA B 2014 roay B cucteme
6poHnpoBaHuA rpynnbl otenen Starwood. B
2016 roay Marriott npnobpena Starwood, HO
yA3BMMOCTb He Oblna obHapyKeHa BMiOTb A0
2018 ropa. PaccnepgosaHue ICO nokasano, 4Tto
Marriott He yaanocb nNpoBecTU HaaneXallyto
npoBepky MHbOpMaLUMOoHHON  Be3onacHOCTH
cuctem Starwood ¢ TOYKM 3peHnA obecnevyeHums
3aLWMTbl NEePCOHA/IbHbIX AAHHbIX.

99-million-under-gdpr-for-data-breach/
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Haga beboet voor
onvoldoende interne
beveiliging
patiéntendossiers

Het HagaZiekenhuis heeft de interne beveiliging van patiéntendossiers
niet op orde. Dit blijkt uit onderzoek van de Autoriteit Persoonsgegevens
(AP). Dit onderzoek volgde toen bleek dat tientallen medewerkers van het
ziekenhuis onnodig het medisch dossier van een bekende Nederlander
hadden ingezien. De AP legt het HagaZiekenhuis voor de onvoldoende
beveiliging een boete op van £60.000 euro.

LLtpad 3a HeobecneueHue 3aWUTbl NEPCOHA/NIbHBIX AAHHbIX
TB-38e3Aapbl

Kro: Autoriteit Persoonsgegevens (HuaepnaHapl)
Koro: Haga Hospital

Korga: 2019.07

3a yTo: HapyweHue cT. 25 1 32 GDPR

Kak: wtpad €460,000

MpuunHa: 6bin BbiABNEH GaAKT HeNpPaBOMEPHOro
A0CTyna COTPYAHUKOB rocnmnTansa K NepcoHasibHbIM
AAHHbIM  MecTHOM  TB-3Be3abl, ABAAKOLWLMIACS
naunMeHToOM rocnuTans.

MpeanucaHme: rocnutanb B cpok o 02.10.2019
06Aa3aH npegnpuHATb  BCE  Heobxoaumble
OENCTBUA  ONA  yAydlWEeHUA CUCTeMbl 3aluUThbl
NepCOHaNbHbIX AaHHbIX. B npoTuBHOM cny4vae, 3a
Karkable ABe Hedenu NPOCPOYKKU rocnuTanb byaet
owTpadoBaH Ha pgononHuTenbHole € 100,000.
MaKCUManbHbIM pa3mep TaKoro A4ONOJAHUTENIbHOTO
wrpada moxet coctaBuTtb Ao € 300,000.

https://autoriteitpersoonsgegevens.nl/nl/nieuws/haga-beboet-voor-onvoldoende-interne-beveiliging-patiéntendossiers
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LLitpad 3a HeobecneueHue 3aWUTbl NEPCOHANbHbIX AAHHbIX 6

Kro: Komucma 3a 3aWwmta Ha AMYHUTE OAHHM
(Bonrapwus)

Koro: AreHTCTBO NO HauMOHaNbHbIM AOXOA4aM
(HaunoHanHaTta areHums 3a npuxoaute - HAM)

Korga: 2019.08
3a yto: HapyweHue cT. 32(1)(b) GDPR
Kak: wtpad €2,606,780

MpuunHa: KOHTpONEp He MNPUHAN Hagexawmx
TEXHMYECKUX M OPraHMU3aLMOHHbIX MEpP MO 3alLuTe
NepCoHaNnbHbIX  AaHHbIX, Bblpa3uBLleeca B
HEeaBTOPU30BAHHOM pocrtyne,
HECaHKLUMOHMPOBAHHOM PACKpPbITUK n
pacnpocTpaHeHUH NepPCoOHaNbHbIX AaHHbIX
6,074,140 nwny (4,104,786 kusblx, 1,959.598
YMEpPLUUX).

MpegnucaHmne: B TeyeHMe 6 MeCAUEB YCUIUTL
33Ty NePCoHaNbHbIX AAaHHbIX NPU UX 06paboTke
B NPUNOXKEHUAX SNEKTPOHHbIX YCAYT ANA TPaXKAaH,
BbINO/JIHUTb aHA/IN3 PUCKOB CUCTEM WU OMepauuni
06paboTKN, NPOBECTM OLEHKY BO34ENCTBUA Mpu
BbISIB/IEHHOM «BbICOKOM PUCKE» [ANA  KaxKaown
CUCTEMbI U MPUHATbL MEPbI, BbINOJIHATL OLIEHKY
BO34EeNCTBUA nepes NepBUYHbIM 3aMyCKOM HOBbIX
MHPOPMALMOHHbBIX CUCTEM U NPUNONKEHWIA.

https://www.cpdp.bg/index.php?p=news view&aid=1519
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LUtpad 3a 06paboTKy 6UOMeETPUUECKUX NEPCOHA/IbHbIX

AdHHbIX HeCOoBepPLEeHHONEeTHUX

@ OMOSS  KONTAKTAOSS PRESS A-O  IN ENGLISH
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Datainspektionen

VAGLEDNINGAR

AKTUELLT LAGAR OCH REGLER UTBILDNINGAR OCH KONFERENSER

Stat =P Myheter —¥  Sankiionsavgift far ansiktsigenkanning i skola

Publicerad 2019-08-21

Sanktionsavgift for
ansiktsigenkanning i skola

Datainspektionen utfdrdar en sanktionsavgift pd 200 ocoo kronor f6r en skola
som pd prov har anvdnt ansiktsigenkdnning via kamera f&r att registrera
elevers ndrvaro.

For forsta gangen utfardar nu Datainspektionen en sanktionsavgift mot en aktér som har
brutit mot reglerna i dataskyddsférordningen, GDPR.

En gymnasieskola i Skelleftea har pa prov anvant ansiktsigenkinning via kamera for att
registrera elevers narvaro pa lektionerna. Férsoket har pagatt under tre veckor och berért 22
elever. Datainspektionen har granskat anvindningen och konstaterar att gymnasiendmnden i
Skellefted har hanterat kinsliga personuppgifter i strid med dataskyddsférordningen.

- Gymnasiendmnden i Skelleftea har vertratt flera av bestammelserna i
dataskyddsférordningen pa ett satt som gor att vi nu utfardar en sanktionsavgift, siger Lena

Lindgren Schelin, generaldirektér for Datainspektionen.

Sanktionsavgiften ir 200 ooo kronor. Avgiftens storlek paverkas bland annat av att det &r
frigan om en myndighet och att det handlar om ett forsok under en begransad period.
Myndigheter kan maximalt f2 tio miljoner kronor i sanktionsavgift.

Kro: Datainspektionen (LLBeuus)

Koro: wkona B ropoae Ckennedrteo

Korpa: 2019.08

3a yto: HapyweHue cT. 5(1)(c), 9, 35, 36 GDPR
Kak: wtpad €18,630

MpuumnHa: KOHTposep MCNoONAb30Ban  CUCTEMY
pacno3HaBaHWA nuL (B TECTOBOM peXKMMe) ONns
MOHUTOPUHIA  MOCEW,AEeMOCTM  3aHATUA U
obpabaTtbiBan OUMOMETPUYECKME MNEPCOHa/bHbIE
AaHHble C cormacuAa  cybbekTtoB. Perynstop
perynatop  Cc4én, u4To: ANA  MOHMUTOPMHra
NoceLLaeMocT MNPUMEHEHNE TaKUX TEXHOJIOTUMA
ABnAeTca M30ObITOYHbIM; cornacMa Ha 06paboTKy
6MOMETPUYECKUX AAHHbIX MOMM ObiTb AaHbl He
AO6POBONBHO (TAaK KaK YYEHMKM 3aBUCAT OT
yyebHOro 3aBeAeHMA), a WHble NpaBoOBble
OCHOBAHMUA He NPUMEHMMbI; He BblIo NpoBeaeHO
DPIA, X0TA npouecc OTHOCUACA K
BbICOKOPUCKOBAHHbIM (06paboTKa nepcoHanbHbIX
AAHHbIX HEeCcoBEPLEHHONETHUX, WCNONb30BaHUE
HOBbIX TexHonorni, obpaboTka BUomMeTpUYEeCKUX
NepCcoHaNbHbIX AaHHbIX).

https://www.datainspektionen.se/nyheter/sanktionsavgift-for-ansiktsigenkanning-i-skola/
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SUMMARY OF HELLENIC DPA’S DECISION NO 26/2013

The Hellenic Data Protection Authority, in response to a complaint,
conducted an ex officio investigation of the lawfulness of the processing of personal
data of the data subjects — employees working at ‘PRICEWATERHOUSECOOPERS
BUSINESS SOLUTIONS LIMITED LIABILITY BUSINESS AND ACCOUNTING SERVICE
PROVIDER SA’ trading as 'PRICEWATERHOUSECOOPERS BUSINESS SOLUTIONS S&'
(PWC BS). According to the above complzint the employees were required to
provide consent to the processing of their personal data

The DPA decided that in order for personal data to be processed lawfully, i.e.
in compliance with the requirements of the General Data Protection Regulation
{GDPR) No 679/2016, all the conditions with regard to the application of and
compliance with the principles set out in Article 5(1) of the GDPR should be met.

The identification and choice of the appropriate legal basis under Article 6(1)
of the GDPR is closely related both with the principle of fair and transparent
processing and the principle of purpose limitation, and the controller must not only
choose the appropriate legal basis before initiating the processing -documenting this
choice internally in accordance with the principle of accountability-, but aiso inform
the data subject about its use under Articles 13{1){c) and 14{1)(c) of the GDPR, as the
choice of each legal basis has a legal effect on the application of the rights of data
subjects.

The principle of accountability constitutes the core of the compliance model
adopted by the GDPR. Under this principle, the controller should impiement the
necessary measures to comply with the principles set out in Article 5{1) of the GDPR
and demonstrate their effectiveness, without the DPA having to submit individual —
specific questions and reguests to assess compliance while exercsing its
investigative powers.

It should be noted that, due to the fact that this is the initial period of the
GDPR'’s application, the Hellenic DPA submits specific questions and requests, while
exercising its investigative powers in order to facilitate the documentation of
accountability by controllers.

The principles of lawful, fair and transparent processing of personal data
pursuant to Article 5(1){a) of the GDPR reguire that consent be used as the legal
basis in accordance with Article 6{1) of the GDPR only where the other legal bases do
not apply so that once the initial choice has been made it is impossible to swap to a
different legal basis. In case the data subject withdraws his or her consent, it is not
allowed to carry on the processing of personal data under a different legal basis
Where the legal basis of consent is properly applied, in the sense that no other legal

Kifissias Av. 1-3, 11523 Athers, Greece. Teb: 430210 6475600, contacsSdea o

LUtpad 3a nonyuyeHue cornacuii y paboTHUKOB U 3a
HapyLleHue NpUHUMNa «Npo3payHocTn» (transparency)

Kro: Apxng Mpootaciag Aedopévwv  Mpoowrikou
Xapaktipa (Mpeuwns)

Koro: PricewaterhouseCoopers Business Solutions S.A.
Korpa: 2019.08

3a uto: HapyweHue cT. 5(1)(a)(b)(c), 5(2), 6(1)(a), 13(1)(c) n
14(1)(c) GDPR

Kak: wtpad € 150,000

MpuunHa: PWC BS nonyyana cornacme Ha o06paboTky
NepPCOHa/bHbIX AAHHbIX Y PAaOOTHMKOB, KOTOPOE B TPYAO0BbIX
NPABOOTHOLWEHMAX HE MOXET pPacCMaTpmMBaTbCA  KaK
cBobogHO pJaHHOe wu3-3a ABHOro aucbanaHca mexay
CTOPOHAaMW. B KOHTEKCTe TpyaAoOBbiIX OTHOLWEHMNA BbIGOP
corfiacua B KayecTBe NMPaBOBOro OCHOBaHMA gna 06paboTku
NePCOHaNbHbIX AaHHbIX HEeyMeCcTeH, TaK KakK TaKas
obpaboTka Heobxoauma ANA  UCNOJIHEHWA  TPYAOBbIX
[0roBopos, cobaoaeHNA KOMNaHNEN BO3NOXKEHHbIX HA Hee
obs3aHHOCTEN co CTOPOHDI AencTeytowero
3aKOHOOATEeNbCTBA, A TaKXe ANA BeAeHWA KOMMaHuewn
6ecnepeboHoM U 3pPeKTUBHOM paboTbl, KOTOpPaA ABNAETCA
ee 3aKOHHbIM UHTepecom. Kpome Toro, PWC BS co3sgana y
COTPYAHWKOB NOXKHOE BMevaT/eHne, YTo oHa obpabaTbiBaeT
MX NepcoHasibHble AaHHble Ha 3aKOHHOM OCHOBAaHWUU
cornacus, Xota AnA Takoh obpaboTKuM y KomnaHuu bbiam
MHble 3aKOHHblE OCHOBAHMUA.

http://www.dpa.gr/pls/portal/url/ITEM/8EE3F6C3205752BAEOQ50A8C07E241771
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NepcoHanbHbIX AAHHbIX He OT Cy6beKTa AaHHbIX

m - Wpisz frazg ktdre) szuka Kro: Urzad Ochrony Danych Osobowych
o folinla Urzedy 604-950-00 (MonbLua)

Koro: Morele.net
Korga: 2019.09
3a uto: HapyweHue cT. 5, 32 GDPR

Kara za niewystarczajgce zabezpieczenia organizacyjne i techniczne
Prezes Urzedu Ochrony Danych Osobowych {Prezes UODO) nafazyt na spolike Ka K: LUTpa ¢ €645, OOO

Morele.net karg w wysokosc ponad 2.8 min zt,

Zastosowane prrez spotkg srodki organizacyjne i technicane ochrony danych Q’_' \‘v\ anqMHa: BHeplpéH Hble KOMI—Ia H Meﬁ Mepbl
osobowych nie byly 0«1[‘-*.1:w~r1mf- .1;1 Istniey) ‘,rrg)n ryayka .".;na:;ar»*gn 7ich ‘ -~ '\'eg Ny 3a LL'|MTbI He no Kpbl Banu BCe p NCKU
przetwarzaniem, pezez co dane okolo 2 min 200 tys. os0b dostaty sle
w niepowatane rece. Zabirakio odpowiednich procedur reagowania na wypadek N - ",‘ % M H (I)O pMa LLM OH H 0 M 6e30 I'I a CH OCTM,
pojawiania sie nistypowego ruchu w sied - uznal Prezes UODO - , rno / [v)

> S cBA3aHHble ¢ 06paboTKOM nepCcoHaNbHbIX
Naktadajac kare, crgan nadzorczy stwierdzil, fe naruszeme, do joldego doazio ()‘ -
w to] sprawie, miaho znacma wage | powamy charsktor oraz dotycryto durej ,Clla H H bIX ( H a I'I pM Me p, OTCYTCTBO Bafl Vl

skall osob. W swolej decyzfi organ nadzoru wskazat réwwniei. 7e w wyniku

iaankel b nabal Vs Ee el Rebmich My s Sah Kk darie Toaaly S WG e npoueaypbl pPearnposaHMa Ha HeOObIYHYHO

Jokc o, b2, rnciaiet todsamodel CEeTEeBYH aKTUBHOCTb), 4YTO MOMNO ObITb
MPUYMHOM  YTEYKU  Cneayrowmx  AaHHbIX
35,000 cybvektoB: MmAa, pamunma, Homep
TenepoHa, INEKTPOHHAA nouyTa, agpec
noctasku, ID Homep, goxoa u T4,

https://edpb.europa.eu/news/national-news/2019/polish-dpa-imposes-eu645000-fine-insufficient-organisational-and-technical en



https://edpb.europa.eu/news/national-news/2019/polish-dpa-imposes-eu645000-fine-insufficient-organisational-and-technical_en

LLTpad 3a HapyweHne NpUHLUMUNA «3aLNUTa AaHHbIX HA OCHOBE
NpPoAyMaHHbIX aencteun» (privacy by design)
= Kro: Apxng MNpootaociog Asbopévwyv MNpoowrikou
edph = our eo» e Xapaktipa (Mpeums)

Koro: Hellenic Telecommunications Organization (OTE)

Administrative fines imposed on a telephone service provider Korpa: 2019.10
o 3a yto: HapyweHue cT. 5(1)(c), 21(3), 25 GDPR

o st o ke o | Kak: wrpad € 400,000

s MpuumnHa: KnneHtbl Mpeveckon TeniepOHHOM KOMMaHUN
NoJlyd4ann peKNaMHble PacCbiikn 6e3 BO3MOXKHOCTU
OTNUCKK. Takxke KaneHTbl wu3 do-not-call register
e e e no/siyYann  peKknamHble 3BOHKM  OT  CTOPOHHMX

J 0 flne for boowch of the prik

hat receewed tormpleinty

o Ve
)
(2] Ampealtiar of & finr for fudwr fo solhfy the nigh! & cOpct e Ihe priscile of datn prodectior Sy dmigo when despieg pervecal dafo of KOMna H M M
.

b ey s

https://edpb.europa.eu/news/national-news/2019/administrative-fines-imposed-telephone-service-provider en



https://edpb.europa.eu/news/national-news/2019/administrative-fines-imposed-telephone-service-provider_en

e(_d_pb H HOME ABOUT EDPE MEWS OUR WORK & TOOLS

Administrative criminal proceedings of the Austrian data
protection authority against Osterreichische Post AG (Austrian
Postal Service)

The Austrian data protection autherity (DPA) impesed an administrative fing of 18 million ewros on Gsterreichische Post AG [OPAC) sfer conducting
administrative fine proceedings.

After carrying out an oral hearing, the Austrian DPA considered it astablishad on the basis of the avidence that OPAG had violated the GDPR by processing
personzl datz on the alleged political ffinity of affected dats subjects.

n addition, another viclation was detarmined due to the further processing of data on package frequency and the frequency of relocations for the purpose
of direct marketing, a5 this is not coverad by the GDPR.

These violations of the GDPR were committed unlawfully and culpably, which is why the sbove-mentioned administrative fine iz appropriate to prevent
other or similar violations.

The penalty is not final, 22 it can be challenged before the Federzl Administrative Court within four wesks after the delvery of the penalty notice.

231 He Tonbko 6onblion wWrpad, HO U KOMNeHcauua cybbeKkTy

Kro: Osterreichische Datenschutzbehorde

(ABcTpuA)

Koro: Osterreichische Post AG (Mouta AscTpum)
Korga: 2019.10

3a yto: HapyweHue cT. 6, 9 GDPR

Kak: wrpad €18,000,000

MpuumHa: Nouta Ucnonb3osBana agpec n Bo3pacT
cy6bbeKkToB anA onpeneneHua NPUHASNEKHOCTU K
NOJIMTUYECKUM napTuAaAm, a NoOJly4YeHHble
npegnonaraemble AaHHble NpoAaBasia TPeTbUMM
NMnuam. TaKkxe noyTa C  Uuenblo  MapKeTUHra
aHa/IN3MpPOBaA/Ia YacToTy Nepee3noB CybbEKTOB.

NocneactBua: ABCTPUNCKUMN cyAa, obsa3an
Osterreichische Post AG BbiNnAaTUTb KAMEHTY
KomneHcauuto B €800 (nckoBoe TpeboBaHMe HbiN0
€2,500) 3a NPUYMHEHHbIA ywepb emy cornacHo
cT.82 GDPR no npuUYnHe 06paboTKM
NepCcoHaNbHbIX  AaHHbIX 6e3  Haanexaliero
NPaBOBOro OCHOBAHMA.

https://edpb.europa.eu/news/national-news/2019/administrative-criminal-proceedings-austrian-data-protection-authority en

https://www.linkedin.com/pulse/eur-800-non-material-damages-under-art-82-gdpr-court-schweiger/
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Autoritatea Nationald de Supraveghere a Prelucririi Datelor cu Caracter Personal

Noi ameizl i aplcarea RGO

Autorkstoa Natonal de Supraveghare 3 fnaluat i dats de D1.10.2019 doud rivestigatd & operatort Ralffeisen Bank S.A. @ Vwoau
Credit S.R.L. constatiand urmdtcarshe:

+ Raiffoeisen Bank SA. 3 bolicat peevedersa art. 32 aln. {(4) coroborat cu art. 32 aln. (1) ¢ aln. {2) din RGPD, coea ce 3
condis B 3pREEs und amena contravectonal 1 caetum & 150,000 Ewro

+ Vreau Credit S RL, 3 nodcat grevederis art, 32 aln. (4) coroborat cu art. 32 afin, (1) 5 alin, (2) din RGPD, precum g 2k
aet. 33 aln, (1) din RGPD, coes co 8 condus i splcaras unsi smenp contraventionske n cumtum de 20,000 Ewrs

b ceea ce prveste Raiffessen Bank S.A., Avtostates Matorall de Susraveghere 3 demanst 0 mveshgate, © Urmare 3 banyres
ge citre Bancd 3 unai notAcdn pewing nclicanea setwdtl datelr cu ccter pasonal pon complatared formubnubsl orving Inclicanea
SO Confarm Ko gubmantubsi (UE) 2016/679

cicren st 3 constat 1 Doyl €3 00 angilal & RalTesen Bank SA, utiizknd datele dn documentels de dSentitate sk
unor persoane fieice, tranamise de citre anpyets 3 socwtits Vresu COrede SR pm mtermedul apkcabel moble Whatsiop, au
efectust mteroghn sle sistemulil Brociul de Cradit pentry & obtne datele necesiie 1 vedmes determmin slgbdtdos b oedtae 2
respactveor perssane foce, prin smuln de presconng, B acest sens, Ju fost efectuate 1154 smulin, cu prwre @ 1177 persoane foce
De aemenes, pentre 124 do perssane fice s efectust o consutares Sazer de date @ ANAF

Sl 08 Srasconng MenDoNate M s oSt efectiate s e el apkcale rlaTatcs wtigate dé RafTesan Bank S.A.
acttated de credtare, ur dect negatvi de oedtare 3 fost comunicatd de citre angatats Raffessn Bank SA. cloe anpeats Vreau
Crode 5.0, cu nalicarss procedurian ntame

Sanctunes 3 fost aphcrd cperstondkl Ga urmare 3 faptuls o acesta nu 3 luat ssdsurfe corespunzitodre pentru a se
asigura ol orce fioch care oc sub auts ¥ Gre e gces @ date o caacter personal na e
predocreacd decit la coranid 53, C: QXCILE GRIUkd Y Gire 304astd cbigatie § ravine I temais| dreptukyl Uniond sou 3l espticksl intam,

D asamanda, opectond ma 3 mplesentat sdsurl teheice g 5l n o sivel do
secuntate Comespuardton $ nis & evalust riscunie pe care be pregintl pralucraress

Acewth stustw o cocds B pcoesul nestoneat b datele oy Cerscter personad pralucrate prm spscats nfometed Jteatd de
Raffesen Bank SA, In actvitates de oedtare 5 b divedigares neawtortzats 3 dotelor o cacter persona de citre angagat » binal

1 0o6G 0o prvante cownten] Visaa Credit S.R.L., 0ista 3 TOR QTN (6 IMOMNEA, DRALIU TCRCIea wourkans datelor, dir w
pantu fptul o3 pind & fnakares Nvestigathil ne 3 Aotict o de sepaveghans RCIKINE 50 CULSTE datelo! CU Caacter passanal
53 e nsputicats, dew conviatise sroducersy scevtin nodent de seotats ok din ind decembine 2010, Cons 08 & Condis &
PG confdentatans datelr QU GRActel parscaal 3k Cntior progn [penscanss wWiate) # b prelioase neavtoretiiegat 3
fateior Ox CCYer perany g {estors

Directia pandich 2 comumncans
ANSPDCP,

Kro: Autoritatea Nationala de Supraveghere
a Prelucrarii Datelor cu Caracter Persona
(PymbIHMA)

Koro: Raiffeisen Bank SA
Korga: 2019.10

3a yto: HapyweHue 32 GDPR
Kak: wtpad €150,000

MpuumnHa: 6aHK nNpPoOBOAWA CKOPWUHIOBblE
oueHKM 3aemumnkoB (1,100 cybbeKkToB) Ha
OCHOBE NepCoHaNbHbIX AaHHbIX CyOBHEKTOB,
3apPermcTpmMpoBaHHbIX Ha naatpopme Vreau
Credit. baHk nony4an paHHble OT Vreau
Credit no WhatsApp, a 3atem Bo3Bpawan
pe3ynbtaT Vreau Credit ¢ nomoulblo Tex ke
CPeAacTB CBA3MN.

https://www.dataprotection.ro/?page=Comunicat Presa 09 10 2019
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European Dotz Protection Board — Mews  Mational Mows  (National Mows

The Polish supervisory authority imposed first administrative
fine on a public entity

The President of the Personal Data Protection Office (The President of the Office”) imposed first administrative fine of PLN 40,000 on 2 public entity for
failure te comply with the GDPR.The reason for imposing the fine was that the mayer of the city did not conclede 2 personal data processing agreement
with the entities to which he transferred data.

The data processing agreement was not concluded with 2 company whose servers hosted the resources of the Public Information Bulletin (BIF) of the City
Hzll in Aleksandrow Kujzwski. Such an agreement was zlso not concluded with another company, which provided softwzre t crezte BIP and provided
service in this arez. The President of the Office concluded that Article 28 (3) of the GDPR. had been viclzted. This provision obliges the controller, on behalf
of whom persenal data processing is performed by another entity, to conclude date processing agreement with him.

As 2 consequence of the absence of such an agreement, the mayar committed the act of sharing personal data without 2 legal basis, which violated the
principle of lawfulness of processing (Article 5{1)(z) of the GDPR) and the principle of confidentizlity (Article S{1)() of the GDPR).

However, these are not the only vielztions established during the control procedure conducted by the President of the Office. It was also found that there
were no intemal procedures in place to review the resources available in the BIF in order to determine the timing of their publication. This cauzed, for
examplg, that in the BIF the property declarations from 2010 were available, among others, while the peried of their storage is 6 years, which results from
the sectoral requlations. n. In the case of data whose retention period is not regulated by law, the controller should determine it himself in accordance with
the purposes for which he is processing them. Therefore, the controller viclsted the principle of storage limitation, set forth in Article 5{1)(g) of the GDFR.

It was also estzblished during the investigation that the recorded materials from the city council meetings were available in the BIF only through 2 link to 2

dedicated YouTube channel. There were no back-up copies of these recordings at the Municipal Office. . in caze of loss of data stored on YouTube, the
contraller would not have at his disposal the recordings. No risk znalysis was carried gut for the publication of recordings from board meetings exclusively
on YouTube. Thus, the principles of integrity and confidentiality were infringed {Article 5{1)(f} of the GDPR) as well as the principle of accountability {Article
5{2) of tha CDFR).

The principle of accountability was also breached in connection with the shortcomings in the register of processing activities. For example, it did not
indiczte zll data recipients, nor did it indicate the planned date of data delstion for certain processing activities.

When impesing a penalty, the President of the Office took inte account the fact that deg
controller did not remove them or implement solutions aimed at preventin
supervisory authority. Therefore, the President of the Office decided that the

ite the irregulzrities found in the course of the proceedings, the
ements. The contreller also did not cooperate with the
no premizes that could mitigate the amount of the fine.

Apart from the financizl penalty, the President of the Office also ordered the controller to ke action to remedy the relewant infringements within &0 days.
To read the full press relezse in Polish, click here

For further information, please contact the Pelizh DPA: kancelariai@ uodo.gowpl

233 LWrtpad 3a HeHaanexKawee BegeHne RoPA n He TonbKo

Kro: Urzad Ochrony Danych Osobowych (MonbLwa)
Koro: opraH rocyaapcTBeHHOM BnacTh
Korga: 2019.10

3a uTto: HapyweHue cT. 5(1)(a), 5(2)(f), 5(1)(e), 5(2),
28(3) GDPR

Kak: wrtpad €9,500 n npegnucaHme ob yctpaHeHUmn
HapyLeHu 3a 60 gHen

MpuunHa: Map ropoaa He 3akntoumn Personal Data
Processing Agreement ¢ [ABymMA KOMMNAHUAMMW,
KOTOpbIM nepenasan AaHHble ANA  XOCTUHra
cuctembl  Public  Information Bulletin  (BIP) wu
pa3pabotku MO pgna BIP. Kpome Toro, B BIP He
cobN0AannCb CPOKU XPaHEHUS AAHHbIX. TakXke He
cobnoganca NPUHUMN  KOHPUAEHUMANbHOCTU W
LEeNOCTHOCTU B 4YaCTU OTCYTCTBUA pe3epBMPOBaAHMUA
OAHHbIX, T.K. 3anMcM BCTpeY C  3acedaHun
ropogckoro coseta nNyb6/AMKOBANUCb TONbKO Ha
YouTube. He ©6bin npoBedeH pUCK-aHaNIU3 B
OTHLIEHMN NPABOMEPHOCTM  NybOAMKaAuMM  3TUX
3anuceir Ha YouTube. B RoPA (peectp npoueccoB
06paboTKM NepcoHabHbIX AaHHbIX) OTCYTCTBOBa/a
nHpopmauma o noayvatenax pgaHHblX, He Obina
YKa3aHa naaHuvpyemasa Aata yaaneHua aHHbIX 414
HEeKOTOpbIX MNPOLECCOB.

https://edpb.europa.eu/news/national-news/2019/polish-supervisory-authority-imposed-first-administrative-fine-public-entity en
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AMNODAIH

BaBpoléynon adeswv aoBiveiog 1wy tpyodoroupt vy onig Etaipeicg Louis
I o 4 A

Avagipolal oty xoTayythia o umofAfene ot Mpoptio pou avogopsd ut 10 ™o movw Syo L ot
CUVEXDD TS PETOlY pag GAMPMOVPORIoS TTOU ANYED JIE TV EMOTOAN 00 Ut nuspounvia 02 06 2018, ornv
omolo emouvayare TV ExTiinon Tou ‘Eviopou Zuppipoviog Twy TEADTWN ong, Etopeii¢ LGS Handing
Ltd, Louss Travel Lid xor Lows Aviation Lid (010 €8¢ «Of ETOQEE] Louisy) xafiisg kox WE TNV EMOTOM 0og
pE Ap. Avop . EMMWCaompany-SW8 kor e nuepounvia 02 00,2019, pe Ty omoia TOpaSETaTE NG DOTWIIEK
TWV TIEACITLOY D0 KO8 00 TTANQOPOPG TO aX A0S

[£vovorg

1.1, Ing 06 D6 2018, Slyrmxa ropdnove amd 10 EauSpo Epyankt Dwpardo Bautkuy YiuAAwy IEXK
EVONTIOV Ty ETORENIV LowS, Of OTTOEC EQODUOTOWV £V OUTOUCTOTONEVD OULTTIG L€ OXOW0 TV
Decelpan), TOPaKOACUBNON KO EAEYXO TWNV QITOUONUV Tuw EpyOolOTOULEVGY VIO AdyOL OOBEVEIRC
LPONUOTIORAIOG (va LpyaALio BaBuardynons Wwod we «0 Tuwrtani Badiords (Bradford Faclor) To
tv Adyw ovomMua chval crmong mpcofdopo oo rvio-Sialixtuo Twy ETapoy Lows

0 Cpyavammi¢ Toouuareas M IEX, QvEPERE OTNv EMOTOM) Tou On, uE GO0 EMTTOMS TOU TPOC TOV
Aoy AvBpammvoy Arvaueod, . J0000000C f2ppaot tm Soewvia 10U g M) ADTOURYIa Tou v
Ayw cuompaieg s Tow npondotoinoe dn, av Sty mppanotdl n Aotocupyia Tou cuotiumog, fa
EVIREPWOE OXETIRG TO MPOPEio you

DG oxennd ovipepe o Opyavimmd Mpaupariag e IEX o1 ypam andvinon 1ou mpog my ZEK o
AivBuving Avepamvoy Auvapmol ovipepe an. Sty iyt mMpoSLan aRtVIpYORGINONG NG ACTOUPYIE TOU
CUTTAPSTOS RO TOV TTROETREWE MROKGALTE ¥a MPOYWENCE! OF YOATT EVIUEDLTN Loy

1.2, Mt fdon 1o xaBiwov Elroong wamayytAww nov mapdyn otov Emipoare Mpooraoiag Asdoplvuv
Mpocwsmruoy Xopasmpa 1o Gpdpo 57(1X0r) 1ou Kavoverpol (E£) 20160879 (010 (I «0 Kovonopogs ) sal
0 Gpdpo 24(B) tou Nowow Tou Tpovoti v v Mpootaoia swv Suowaw MNpoowmwy Evavn g
Enetrpyaniol nuy Ardoutnuy Mpoowttaod Xapaarpa i wa v EAi8epn Kushogopia tuw ArSoutvisy
Auruv (Nopog 125(192018), omg 19072018, xandow Seig pou mpwroSouikng, mpayparoronfBnse
ouvavmon oo Mpogeio pou us oxmpoowmows mwv Etapewn Lous wa oculfmon tou iy Aoy
OUTOUCTOTTOMPEVOU OUTTIHIOTOS

Napévitg om owavinon firar o & JOOOOOXXX, Maraging Directar tuwv trapowy LGS Handing xai
LOUIS TRAVEL wan 0 & XXXXXX. Swvéung AvEpuwmnos Auvopsod swy cTapouy LGS Handing xai
LOUIS TRAVEL

Meratl alwy, pou avigepay dn. 10 aUoInpa Aoroupytl st BN sAmon aAyopEuo ko avayviupiln Mool
CpYoSoToUMEVD! GTIOUCKBLOWY CUDTITIITTIG TTTO TNV (RVRTIO TOUS ADYW OoSEvEng

AVEQEPOV 0T, OVTIETWIMCOUV ISHITEDO TTROBANUS OF0 CEPCODOR0 NADVIKAE, OTTOU AW TNE gUang mc
(pvotiol (coyoo e ovompe Sdodiog), apetiol cpyodotolptvol, WSaittpa 1o Toffiaoxipoxa
roucRalowy CUSTIRATRG G110 TNV [RY00Ia TOUG KO Papoumalouy B0 aoSiviRg

Kro: Tlpadeio Emurpomou Asdopévwv MNpoowrikov
Xapaktipa (Pecnybaunka Kunp)

Koro: LGS Handling Ltd, Louis Travel Ltd and Louis Aviation
Ltd (Louis Group of Companies)

Korpa: 2019.10
3a uTto: HapyLwweHue cT. 6(1), 9 GDPR
Kak: wtpad €82,000

MpuunHa: oTCcyTCTBME NPABOBOrO  OCHOBAHUA  ANS
06paboTKM NepcoHaNbHbIX AAHHbIX C WCMO/b30BaHMEM
MO «Bradford Factor» B uenax OUEHKN OONbHUYHbLIX
paboTHMKOB: TaK, KOPOTKHUeE, YyacTble n
He3an/1aHMPOBAHHbIE OTAYYKM NpuBOJAT K bHonbluen
Ae30praHmn3auum B KOMMNaHum, yem bonee ganTenbHble.

Mo MHeHMI0 Hag30pPHOro opraHa, Aata UM AJINTENbHOCTb
6ONbHMYHOTO KOHKpPEeTHOoro paboTHMKa OTHOoCATCA K
cneuymanbHbIM KaTeropuam AaHHbix no cr.9(1) GDPR. Xota
KOHTposiep nposén DPIA aTtoro npouecca n npenoctasun
pe3ynbraTbl perynatopy  AnsA npenBapuUTENbHOM
KOHCY/NbTalMK, HO PEFYAATOP NOCYMTAN, YTO KOHTPONEP He
CMOr NPOAEMOHCTPMPOBATb 0anaHC CBOWMX 3aKOHHbIX
MHTEpecoB ¢ WHTepecamu cybbektoB (LIA). U Kak
cneactBne, Mepbl CHUXEHWUA PUCKOB Oblan BblGpaHbI
HEKOPPEKTHO.

https://edpb.europa.eu/news/national-news/2020/cypriot-supervisory-authority-banned-processing-automated-tool-used-scoring en



https://edpb.europa.eu/news/national-news/2020/cypriot-supervisory-authority-banned-processing-automated-tool-used-scoring_en
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235 e
(purpose limitation)
Il Kro: Datatilsynet (Hopserus)
edphmm i, S — =
Koro: MyHuumnanuter Ocno, obpasoBaTesibHoE
yuypexgeHuve
Korpga: 2019.10
The Norwegian Data Protection Authority 3a uyTo: HapywweHue cT. 5, 25, 32 GDPR
imposes a fine on the Municipality of Oslo, T
the Education Agency Kak: Bo3amoxHbIM wtpad €120,000

MpuumHa: HepocTaTOYHaA 3aluMTa  AaHHbIX B
npunoxeHun «Skolemelding», npeaHasHayeHHOM
ANA obuweHna yynutenem, poautenem n ydyawmxcs.
OAHO M3 Ha3Ha4YeHWUM MNPUNOXKEHMA - OTNpPaBKa
coobLWeHNN B WKoNy 06 OTCYTCTBUM y4valLMXcA, B
KOTOPbIX MOTY YKa3blBaTbCA CBEAEHMA O COCTOAHUM
nx 340poBbA. Mpn 3TOM B NPUNONKEHUU He Bblio
TEXHUYECKUX Mep, NPEnATCTBYHOWMX BHECEHMIO U
OTNpaBKe TaKux ceegeHuit. Kpome Toro, cnaban

3aWMTa NPUNOXKEHMA MNPUBENIA K ero B3NOMy CO
52 CTOPOHbI  3/IOYMbILW/IEHHMKOB, KOTOpble CMOIN
i e o i e ok - n3MmeHuTb gaHHble 63,000 yyawmxca.

mpose 3 fine of € 200 DDO In respar

000 a1 there were mitigat

https://edpb.europa.eu/news/national-news/2019/norwegian-data-protection-authority-imposes-fine-municipality-oslo-education en
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06paboTKy NnepcoHaNnbHbIX AAHHbIX

edph s

Polish DPA: Withdrawal of consent shall not be impeded

LUtpad 3a HeHaanexawmii mMexaHM3M OT3biBa COrNacuA Ha

Kro: Urzad Ochrony Danych Osobowych
(Monbwa)

Koro: ClickQuickNow Sp. z o.0.

Korga: 2019.11

3a yto: HapyweHue cT. 5, 7(3), 12(2) GDPR
Kak: wtpad €47,000

MpuumnHa: He O6bin obecneyeH npocTor W
3pPEeKTUBHbIN MExaHM3M OT3biBa COMACKS
cybbeKta (0T3bIB cornacua AomkeH ObITb
TaKMM xe NPOCTbIM, KaK ero
npenocTaB/iieHne) U peanmsaunm npasa Ha
yAaNeHue p[JaHHbIX, TaK Kak Ansa oT3blBa
cornacua cybbekTy Hago 6blno nepenTn no
CCblI/IKE U YKa3aTb NPUYMHY OT3blBa COrNacus,
a 6e3 yKasaHMA MNPUUYMHBI OT3bIB He
BbIMNO/IHANCA. TaKKe KOMMaHWA NpoaoKana
obpabaTbiBaTh nAax cybbekToB,
OTKa3aBLKMXCA OT 06pabOTKM MUX AAHHBIX U He
ABNAIOWMXCA KAMEHTAMWU KOMMNaHuu, 6e3
NpPaBOBOro OCHOBAHMA.

https://edpb.europa.eu/news/national-news/2019/polish-dpa-withdrawal-consent-shall-not-be-impeded en
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LUtpad 3a HenpaBomepHOe XpaHeHue u HecobalogeHue

CPOKOB XpaHeHUA NepCOHA/IbHbIX AdHHDbIX

Berliner Beauftragte
@ fur Datenschutz

und Informationsfrelheit

Pressemitteilung

7114121
8. November 2019

Berliner Datenschutzbeauftragte verhangt Buigeld gegen Immobiliengesellschaft

Am 30, Oktober 2019 hat dia Berfiner Beauftragte fUr Datenschutz und Informationsfreibeit gegen
die Ceutsche Wohnen SE einen Buligeldbescheid in Héhe von rund 14,6 Millionen Euro wegen
Varstéfen gegen die Datenschutz-Grundverordnung (DS-GVO) erlassen

Bei Vor-Ort-Prifungen Im Juni 2017 und im Marz 2010 het die Aufsichtsbehbrde festgestellt, dass
das Untarnehman fir die Speicherung personenbezogener Daten von Miaterinnen und Mietern
ein Archivaystem verwendete, das keine Moglichkeit vorsah, nicht mehr erforderliche Daten zu
entfernen. Personenbezogene Daten von Mieterinnen und Mistern wurden gespeichert, ohne zu
ubarprufen, ob eine Speicherung zuldssig oder ubarhaupt erfordaertich ist. In bagutachteten
Einzelfallen konnten daher teilwaise Jahre alte private Angaben betroffener Mieterinnen und
Mieter eingesehen werdan, ohne dass diese noch dem Zweck threr urspringlichen Erhebung
dienten. Es handelte sich dabei um Daten zu den personlichen und finanziellen Verhaitnissen der
Miaterinnen und Mieter, wie z. B, Gehaltsbescheinigungen, Selbstauskunftsformulare, Auszige
aus Arbeits- und Ausbildungsvertrigen, Steuer-, Sozial- und Krankenversicherungsdaten sowie

Kontoasuszige

Nachdem die Barliner Datenschutzbeauftragte im ersten Priftermin 2017 die dringende
Empfehlung ausgesprochen hatte, das Archivsystam umzustellen, konnte das Unternehmen auch
im Miirz 2010, mehr als eineinhalb Jahre nach dem ersten Priftermin und neun Monate nach
Anwendungsbeginn der Datenschutz-Grundverordnung weder eine Bereinigung ihres
Datenbastandes noch rechtiiche Grinde fir die fortdauermnde Speicherung vorweisen. Zwar hatte
das Unternehmaen Vorbereitungen zur Beseitigung der aufgefundenen Missstinde getroffen
Diese MaGnahman hatten jedoch nicht zur Herstellung eines rechtmatigen Zustands bel der

Speicharung perscnenbezogener Daten gefuhrt. Die Verhangung eines Bullgeldes wegen eines

Prassssprachann; Da Kues Friedrichstr 299 Tel 030 13889 . 800
Gaschifinstnlin: Cristina Vacehl 10968 Barlin Fax: 030 2155050

E-aMil prassadhoatenschutz-barkn de h_

Kro: Berliner Datenschutzbeauftragte (Ffepmanus)

Koro: Deutsche Wohnen SE (oguH 13 KpynHenwmx
HanMmogdaTenen HeaABUKNUMOCTU B FlepmaHnn)

Korpa: 2019.11
3a yto: HapyweHue cT. 6 GDPR
Kak: wrpa¢ €14,500,000

MpuumHa: HapyweHue nopagKa XpPaHEeHWs AAHHbIX, U3
apxumBa  HEBO3MOXHO  OblI0  yAanUTb  AaHHble.
MepcoHanbHble AaHHble (PMHAHCOBAs WHPopmaums,
nHGoOpMaLmMA O COLMANBHOM CTPAXOBAHMM) XPAHWUAMUCH
6e3 HaaerKallero NpPaBoBOro OCHOBAHMA.

https://www.datenschutz-berlin.de/fileadmin/user upload/pdf/pressemitteilungen/2019/20191105-PM-Bussgeld DW.pdf
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PaccnepoBaHue EDPS B oTHOwWweHMu EBponenckoro

napnameHTa 3a ucnonb3osaHue cepsucos NationBuilder

- EUROPEAN DATA PROTECTION SUPERVISOR
The EU's independent data protection authority

About Data Protection

Press & Publications

EDPS investigates European Parliament’s 2019
election activities and takes enforcement actions

28 EDPS investigates European Parliament’s 2019 eiection activities

Nov and takes enforcement actions

2019 n . y
x The European Data Protection Supervisor (EDPS) i carrying out an investigation into

the Eu n Parliament's use of 3 US-based political campaigning company to

process personal data as part of its activities refating to the 2019 EU parliamentary

election, the Assistant EDPS announced today

Wojciech Wiewiorowski, Assistant EDPS, said: “The EU parliamentary elections came

in the wake of o series of electoral controversies, both within the EU Member Stotes an

on the

igh promoting the
individual rights. With this in mind,

vely and decisrvely in the int

ng and using persc

doto, It has been encouraging (o see ¢
tion developing between the EDPS ond the European Parfioment

ower the course of this mvestigabion.”

Election campaigns are currently the subject of considerable scrutiny. The EDPS is
paig J Y

actively engaged in to the challenges of online maniputation in

elechons while the European Paritament itsell to protect the

European elections from data misuse in March 2019, Data protection plays a

fundamental role in ensuring electoral integrity and must therefore be treated as a

priority in the planning of any efection campaign.

Kro: European Data Protection Supervisor (EDPS)
Koro: EBponeincknit napnameHT

Korpa: 2019.11

3a uTto: HapyweHue cT.29 Regulation (EU) 2018/1725
Kak: aBa BbiroBopa (reprimands)

MpuunHa: EBPONENCKUM  nNapnameHT  MCNONb30Bas
NationBuilder B KauyectBe o06paboTymKa AaHHbIX ANA
ny6anyHoOM KamnaHum no NpPUBAEYEHUIO
06LeCcTBEHHOCTM K Y4aCTMIO B TO1I0COBAHUIO Ha BECEHHMX
Bbibopax 2019 roga, KoTopaa NPoOBOAW/IAaCb NOCPEACTBOM
Beb-camta thistimeimvoting.eu n npusena K obpaboTke
AaHHbIX 6onee yem 329,000 yenosek. [epBblit BbIFOBOP
6bln BbI3BaH HEOCBEAOMNEHHOCTbIO EBponapnameHTta o
coAep¥aHmm n o cneuynduKke npouecca ob6paboTKm
AaHHbIX co cTopoHbl NationBuilder, a BTOopon BbiroBop
6bln BbIHECEH MO NPUYNHE He cobntogeHna npeanucaHma
EDPS o ny6amkaumm Monntnkn KoOHGMAEHUNANbHOCTU Ha
Beb-canTe thistimeimvoting.eu.

https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigates-european-parliaments-2019 en
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notpebuteneit B BeHrpumn

Artcom bout i

Prant redeme 1018
Prem iwhse 200
Frons remees 2010
Pront iosemms 2015
Prant retemens 2104
Prem it 200
Pross remes 012
Frent fwsmmss 20113
Prost redss J100
Erem b 2000
Frost remas 2008
Prant twmmns 200
Prem rwlems 1004

Srem rodm— 2004

PARTNER SITES

Hungarnan
Campetition
Authority

coliectnd and all of the rewting

210 have bean decepine sppesed oo

https://www.gvh.hu/en/press room/press releases/press

LLitpad 3a HapyLeHMe 3aKOHOAATENbCTBA O 3aLUTe Npas

Kro: Gazdasagi Versenyhivatal — AreHTcTBO No Bonpocam
KOHKypeHuuu (BeHrpus)

Koro: Facebook Ireland Ltd.

Korpa: 2019.12

3a uTo: HapyLweHue 3aKoHa BeHrpnm o KOHKypeHLmn
Kak: wtpa¢ €3,600,000

MpuuunHa: Facebook Ireland Ltd. peknamuposana csou
cepBuUCbl Kak becnnaTHble («zero price»), xota buUsHec-
mogenn Facebook 3akntouaetcA B NpuBAEYEHUMU
NoNb30BaTe/IEN KOHTEHTOM CBOEW OHMAAMH-NAATPOPMbI
n cobpe noapobHo MHPopmaumm ob NHTepecax CBOUX
nonb3oBaTeNie, MX MOBEAEHMM W MOKYNaTeNbCKUX
npuebluyKax. 3atem Facebook ucnonb3ayeTt 3TM AaHHble
ANA NPOAarkKN TapreTMpPoBaHHOM peknambl. [pu sTom
cepBucbl  Facebook  ¢dakTMyeckm He  ABAAKOTCS
6ecnnaTHbIMM, TaK KakK MNO/b30BaTe€/IM  KOCBEHHO
onsia4ynBatoT MCNO/Nb30BaHMeE cepBucoB
npeaocTaB/ieHNEM CBOMX MEPCOHA/IbHbIX AAHHbIX, NPU
3TOM He [0 KOHLA NOHMMaA BCE acneKkTbl 06paboTku
CBOMX OaHHbIX M OCO3HaBaA BCE COMYTCTBYOLLME 3TOMY
PUCKW.

releases 2019/gvh-imposed-a-fine-of-eur-3.6-m-on-facebook
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DATENSCHUTZ | INFORMATIONSFREIHEIT m BFDI

& = - P - .
™ 7 Infothek * Pressemitteilungen = BfDI verhiingt GeldbuBen gegen Telekommunikationsdie

ZENTRALE ANL4

BfDI verhdngt GeldbuRen gegen
Telekommunikationsdienstleister

Jer Bundesbeauftragte f ien Datenschutz und die Informationstreiheit (BTD1) hat der

Kro: Der Bundesbeauftragte flir den Datenschutz
und die Informationsfreiheit (fepmanua)

Koro: 1&1 Telecom GmbH
TENEKOMMYHUKALMOHHbIX YCAYr)

Korpa: 2019.12
3a yto: HapyweHue cT. 32 GDPR
Kak: wtpad €9,550,000

MNpuumHa: nwboe AMUO  MOMO  MOAYYUTb
ncyepnbiBalowWy  MHGOPMALMIO O  AaHHbIX
noboro aboHeHTa MpPOCTO NpeaoCcTaBuMB OTAENy
06CNYKMBAHNA KOMNAHUN UMA U AaTy POXKAEHUA
aboHeHTa. TakaAa npoueaypa wuaeHTUOUKAUMU
ABNAeTCA HeHagNexalmm MCNONIHEHMEM
06A3aHHOCTN NO MPUMEHEHUIO COOTBETCTBYHOLLUX
TEXHWUYECKMX W OPraHu3auMoOHHbIX Mep AnAa
3aWmThI NepCcoHaNbHbIX AaHHbIX. bnarogapsa
COTPYAHMYECTBY  KOMMAHUM  C  HAA30pPHbIM
OPraHOM HaANOXEHHbIN WTpad oKaszanca 6AM30K K
MWHMMANbHOMY 3HAYEHMUIO.

(npoBangep

https://www.bfdi.bund.de/DE/Infothek/Pressemitteilungen/2019/30 BfDlverhangtGeldbuBelul.html
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241 LWrpad 3a HeHaanexKawee XxpaHeHue 500,000 AoKymeHTOB

ico.

Kro: Information Commissioner’s  Office
(BennkobpuTaHus)

The UK’s independent authority set up to uphold information
rights in the public interest, promoting openness by public
bodies and data privacy for individuals,

Koro: Doorstep Dispensaree Ltd
Korpga: 2019.12

3a yto: HapyweHune cT. 5 GDPR
Kak: wtpad €323,000

Home  Your data matters  For organisations  Make a complaint  Action we've taken

About the ICO / News and avents / News and blogs /

London pharmacy fined after “careless”
storage ofpatient data MpuunHa: B OTKPbLITbIX KOHTEMHEpax Ha yauue
xpaHuamce 500,000 KomnaHuM, coaeprkawmx
TaKMe KaTeropum nepcoHasibHbIX AAHHbIX KaK
umA, aapec, pata poxaeHuma, NHS-Homep,
MEOULUMHCKYIO  MHbOPMALMIO, CBeAeHuMA O
Ha3HayYeHHbIX BpayYyamu peuentax. B wuTore
MHOTMe AOKYMEHTbl 6blIn CMABHO MOBPEXAEHDI

20 Decamber 2019

News
The Information Commissioner’s Office (ICO) has fined a London-based pharmacy
£275,000 for failing to ensure the security of special category data.

Doorstep Dispensaree Ltd, which supplies medicines to customers and care homes,
left approximately 500,000 documents in unlocked containers at the back of its

premises in Edgware. The documents included names, addresses, dates of birth, NHS
numbers, medical information and prescriptions belonging to an unknown number of
people.

Documents, some of which had not been appropriately protected against the elements
and were therefore water damaged, were dated between June 2016 and June 2018,
Falling to process data in a manner that ensures appropriate security against
unauthorised or unlawful processing and accidental loss, destruction or damage is an
infringement of the General Data Protection Regulation (GDPR).

The ICO launched its investigation into Doorstep Dispensaree after it was alerted to
the insecurely stored documents by the Medicines and Healthcare Products Regulatory
Agency, which was carrying out its own separate enquiry into the pharmacy.

ocagkamu. PaccnepoBaHue 6bian Havato ICO
nocne nony4yeHna nHpopmauum ot AreHTCcTBa No
PEryIMpPOBaHUID  NIEKAPCTBEHHbIX CPeACTB W
TOBAapPOB MeAULUMNHCKOro HasHadyeHua (Medicines
and Healthcare Products Regulatory Agency).

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/12/london-pharmacy-fined-after-careless-storage-of-patient-data/
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LLtpad 3a ncnonbsoBaHue apxmBa KOPNOPATUBHOMU

3/1IEKTPOHHOMN NOYTHI

h Mamzeti Adatvédalmi és
Info & g Hatdsag

Ugyszam:  NAIH/2019/51/11.
(NAIH2018/4986/H.)

Targy: Kérelemnek helyt add hatarozat

A Nemzeti Adatvédelmi és Informacioszabadsag Hatosag (a tovabhiakban: Hatdsag) eldtt[...] a
tovabbiakban: Kérelmezd a [...] tovabbiakban: Kotelezett altal, személyes adatai jogellenes
kezelése tényének megallapitasara, személyes adatai tiriésének elrendelésére, illetve személyes
adatai jogellenes kezelésensek megtitdsara iranyuld kérelmére indult adatvédelmi hatdsagi
eljarashan az alabbi dontéseket hozza:

. A Hatdsag
HATAROZATABAN
1) a Kérelmezd
kérelmének helyt ad

&s megallapitja, hogy a Kotelezett a korlatozott tarolhatdsag elvét sérve tarolja a Kérelmezd
maganlevelezésait, tovabba a tisziességes adatkezelés elvébe Utkdzden, megfeleld tajékoztatas
nélkdl, a célhoz kottt adatkezelés elvébe Otkozden, megfeleld jogalap hidnyaban végzett
dokumentumkeresést archivalt e-mail-fiokjaiban.

2) A Hatdsag medgtitia a Kotelezett szamara, hogy tarolia a Kérelmezd maganlevelezéseinek
archivumat és utasitja a Kotelezettet arra, hogy a jelen hatarozat véglegessé valasatdl szamitott 15
napon bellil a Kérelmezd bevonasaval és tajékoztatasaval vizsgalja feldl, hogy a Kérelmezd archivalt
e-mail-fiokjai sérelmezett, Kotelezett altali tarolasa és az azokban tdriénd dokumentumkeresés
soran mely — a munkavégzéssel 6ssze nem fiiggd (magancell) — személyes adatait, levelezéseit
ismerte meg, illetve tarolta, &s azokat torblje azzal, hogy a jelen hatdrozat megtamadasara nyitva
allo keresetinditasi hataridd lejartaig, iletve kizigazgatasi per inditasa esetén a birdsag jogerls
hatarozataig a vitatott adatkezeléssel énintett adatok kezelését korlatozni kell oly madon, hogy azok
nem trélhetdk, iletve nem semmisithetdk meg, ugyanakkor a tarolason &s a kizigazgatasi perben
a hirdsag altali felnasznalason kivill mas modon nem hasznalhatok fel. Ennek soran a Kitelezett
kiteles lehetdvé tenni, hogy a kizardlag magancéll adatokrdl a Kérelmezd sajat céljara masolatot
készitsen, tovabba kiteles a nem tGrolt adatok vonatkozdsaban az adatkezelésrdl a Kérelmezdt
megfelelden tajékoztatni.

3) A Hatdsag hivatalbdl megallapitia, hogy a Kotelezett a Kérelmezd archivalt e-mail-fidkjaiban
torténd dokumentumkereséssel dsszeflignd adatkezelése soran az elszamoltathatdsag alapelvi
kivetelményét megsértve nem tett megfeleld technikai, szervezési intézkedéseket, annak
érdekében, hogy az altala, a munkavallalok szamara hiztositott e-mail-fiokck hasznalataval,
archivalasaval Gsszefliggéshen biztositsa a személyes adatok védelmét, s nem gondoskodott az
érintettek megfeleld tajékoztatasardl, megsértve ezzel egyiitt az atlathatosag elvét is.

4) A Hatosag hivatalbdl utasitia a Kitelezettet amra, hogy a jelen hatarozat véglegessé valasatol
szamitott 20 napon belil megfeleld, a tisztességes adatkezelés alapelvi kivetelményével
dsszhangban 216 technikai, szervezési intézkedések megtételével gondoskodjon a munkavallaldk
szamara biztositott e-mail-fickok hasznalata, archivalasa, illetve az archivalt tartalmakban torténd
dokumentumkeresések soran a személyes adatok védelmérdl, alkossa meg az ezekhez szikséges
belsd szabalyokat és gondoskodjon az érintettek meogfeleld tajékoztatasardl. Ennek kerstében
biztositsa, hogy az e-maiHiokok taroldsara, archivalasara, az archivalt adatokban toriénd keresésre
vonatkozd belsd szabalyozas, és az ezekre vonatkozd megfeleld tajékoztatd megalkotasaval tarolja,
archivalja a munkavallalok e-mail-fidkjait és végezzen azokban dokumentumkeresést.

Kro: Nemzeti Adatvédelmi és Informacidszabadsag Hatdsag
(BeHrpwus)

Koro: Hen3BecTHasa kKomnaHusA
Korga: 2019.12

3a yto: HapyweHue cT. 5, 6 GDPR
Kak: wtpad €1,500

MpuumnHa: pabotogatenb npoaonkan obpaboTKy M MOUCK
nMCeEM B QapPXMBE KOPMNOPATUBHOW 3SNEKTPOHHOM MNOYTbI
pabOTHWKA, B KOTOPbIX COAEp)Kanacb NMYHaAA Mepenucka
paboTHMKa, nocne yBo/AbHEHUA pPaboTHUKa 6e3 npaBoBOro
OCHOBaHuA. PaboTogatenb He MNPUHAN  Hagaexalme
OpPraHU3aLMOHHblE N TEXHMYECKME Mepbl Ana obecneyeHus
6e3onacHOro  AnAa  MepcoHaNbHbIX  AaHHbIX  NOMCKa
AOKYMEHTOB B apXMBE 3/IEKTPOHHOM NOYTbl, @ TaKXKe He
NPONHGOPMMPOBAs O TAKOM NpoLecce CyobeKToB.

https://www.naih.hu/files/NAIH-2019-51-hatarozat.pdf
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LLitpad 3a HE3aKOHHDbIN NPAMOIA MAPKETUHT U HaBA3bIBaHUE

KOHTPAKTOB Ha NOCTAaBKY NPOAYKLMUM

- GARANTE
PER LA PROTEZIONE
# | DEI DATI PERSONALI

The ltallan Supervisory Authority fines Eni Gas e Luce Eur
11.5 million. On account of unsolicited telemarketing and
contracts

The Itakan Supervisory Authority fines Eni Gas & Luce Eur 11.5 milhon
On account of unsolcred felermarketing and contracts

The Extan Suzermacry Aatontty mpoeed tes Smes oo Er Oes and Luce (£ ttaling ELIN 11 4 selicr, concemming respecively
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Kro: Garante per la protezione dei dati personali (UTanus)
Koro: Eni Gas e Luce

Korapa: 2020.01

3a uto: HapyweHue cT. 5, 6 GDPR

Kak: aBa wrpada obwer cymmon €11,500,000

MpuunHa: nepsbint WTpad B pasmepe €8,500,000 cBA3aH ¢
HEe3aKOHHOM 06paboTKOM nepcoHasbHbIX [AaHHbIX B
pamMKax  AeATeNbHOCTM  NO  TEeNEeMapPKeTUHIy U
Tenenpogarkam 6e3 yyeta OTKa3oB cybbekToB OT
NO/lyYEHMA pPEKNAMHbIX coobuweHunn. Takxke 6bino
BbIAB/IEHO HApyLlEHWE CPOKOB XPaHEHMA MepPCOHasbHbIX
OAHHbIX, @ TaKMKe MOKYMKa AaHHbIX O MOTEHUMaNbHbIX
KNAMEHTax OT TPeTbMX AuL, He MNONy4YMBLUMX CcOrnacue
cybbeKkTa Ha packpbiTve MHbopmauumn. Bropoi wrpad B
pasmepe €3,000,000 KacaeTcA HapyleHWM B CBA3U C
3aKkatoyeHnem 6onee 7,200 HaBA3aHHbIX KOHTPAKTOB Ha
MOCTaBKY  3/IEKTPOSHEPrMn W T[asa B  YCNOBMAX
«cBoboaHOro PbIHKa». MHorune notpebutenmn
YKaN0Ba/INCb, YTO OHWM Y3HA/AM O 3aK/HOYEHUU HOBOTO
KOHTPaKTa TO/NbKO NOCAEe MOAy4YeHMA nNMCbMa O
PaCTOPXKEHUM KOHTPAKTa C Mpeablaylimm MOCTaBLMKOM
WUAX NOCNe NOJIyYeHUA NepPBbIX CYETOB.

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9245041
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LLitpad 3a HE3aKOHHDbIN NPAMOI MAPKETUHT U HapyLUeHue

npuHumna accountability

GARANTE
PER LA PROTEZIONE

DEI DATI PERSONALI

Marketing: dal Garante privacy sanzione di 27 milioni e 800
mila euro a Tim

Marketing: dal Garante privacy sanzione di 27 milioni & 800 mila euro a Tim

Il Garante per la privacy ha imegato 3 Tim spa wna sanzione di 27,202 048 eyrg per numercsi trattamenti illeciti di dati legati
all attivits di marketing. Le violazioni hanno ir o nel plesso alcuni milioni di persone.

Dal gennaio 2017 ai primi mesi del 2019, sono pervenute all'Autoritd centinaia di segnalazioni relative, in particolare, alla ricezione
di chiamate promozionali indesiderate effettuate senza consenso o nonostante I'iscrizione delle utenze telefoniche nel Registro
pubblice delle opposizioni, oppure ancora malgrade il fatte che le persone contattate avessero espresso alla societd la volonta di
non ricevere telefonate promozionali. Imegolarita nel trattamento dei dati venivano lamentate anche nell'ambite dell'offerta di
concorsi a premi & nella modulistica sottoposta agh utenti da Tim.

Dalla complessa atfivita istruttoria che ne & derivata, svolta anche con il contributo del Nucleo Speciale Tutela Privacy e Frodi
Tecnologiche della Guardia di Finanza, sono emerse numerose & gravi violazioni della disciplina in materia di protezione dei dati
personali.

Tim ha dimestrato di non avere sufficiente contezza di fondamentali aspetti dei tratamenti di dati effettuati (accountability).

Tra i milicni di telefonate promozionali effettuate in sei mesi nei confronti di “non clienti” MAutorita ha accertato che le sodieta di call
center incaricate da Tim hanno, in molti casi, contattato gli interessati senza il loro consenso. Una persona & stata chiamata 155
wolte in un mese. In circa duecentomila casi, sono state contattate anche numerazioni “fuor lista”, cioé non presenti negli elenchi
delle persone contattabili di Tim. Sono state rilevate poi altre condotte illecite come I'assenza di controllo da parte della societa
sull'operato di alcuni call center; l'errata gestione & il mancate aggiomamento delle black list dove vengono registrate le persone
«che non vogliono ricevere pubblicits; I'acquisizione obbligata del consenso a fini promozionali per poter aderire al programma “Tim

Party” con i suoi sconti & premi.

Mella gestione di alcune app destinate alla clientela, incltre, sono state fornite informazioni non corrette e non trasparenti sul
trattamento dei dati & sono state adottate modalith di acquisizione del consenso non valide.In alcuni casi & stata utilizzata

modulistica cartacea con richiesta di un unico consenso per diverse finalita, inclusa quella di marketing.

La gestione dei data breach non & poi risultata efficiente, cosi come inadeguate sono risultate lmplementazione e la gestions da

parte della Societd dei sistemi che trattanc dati personali {con viclazione del principio di privacy by design). Disalli iti sono
emersi tra le black list di Tim e quelle dei call center incaricati, cosi come per le registrazioni audio dei contratti stipulati
telefonicamente (verbal order). Le utenze di clienti di altri operatori, detenute da Tim in gquanto gestore delle Reti, sono state
conservate per un tempo superiors ai limiti di legge e inserite, senza il consensoc degli interessati, in alcune campagne
promozionali.

Oltre alla sanzione, |'Autoritd ha imposto a Tim 20 misure comettive, tra divieti @ prescrizioni. In particolare, ha vietato a Tim l'uso
dei dati a fini di marketing di chi aveva espresso ai call center il proprio diniego a ricevere telefonate promozionali, dei soggetti
presenti in black list & dei "non clienti” che non avevano dato il consenso.

La societd non potrd pid utilizzare neanche i dati della clientela raccolti mediants e app "My Tim”, “Tim Persanal” & “Tim Smart Kid™
per finalita diverse dall'erogazione dei servizi senza un consenso libero e specifico.

Kro: Garante per la protezione dei dati personali (UTanus)
Koro: TIM SpA

Koraa: 2020.02

3a uto: HapyweHue cT. 5, 6 GDPR

Kak: wtpad €27,802,946 n 20 KOppEKTUPYIOLWNX MEpP

MpuunHa: KOHTPONEp coBepLlasl PEKNAMHbIE 3BOHKU be3
cornacua cybbvekToB (cybbeKkTbl bbian yKasaHbl B Public
Register do-not-call list nan paHee oTKaszanucb oT
NOMyYeHUA TaKUX 3BOHKOB). [laHHOe HapyleHue
3aTPOHY/I0 HECKONbKO MWAIMOHOB Cyb6bekToB. Tak,
O4HOMY YenioBeKy No3BOHUAM 155 pa3 3a mecAau.

TakKe KOHTpo/sep He NPOoAEMOHCTPMPOBAN UCNONHEHUE
npuHuMna accountability. Kpome Toro, Hag3opHbIN Npu
NPOBEPKE BbIIBUJI, YTO COrNAcUsA Ha MAPKETUHI, eCcau u
cobupanucb c cybbekToB, To bblan 0bA3aTeNbHbIMU ANA
npucoeguHeHuA K nporpamme Tim Party,
npeaycmaTpuBatoweir noayyeHMe CKUAOK U MNPU30B.
NHpopmauna 06 o06paboTKe nepcoHaNbHbIX AAHHbIX
npeaocTaBasiacb CybbekTam HEnosIHOM U HeTo4YHOU (B
NPUNOXKEHUSAX).

https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9256409
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LLTpad Ppusnueckomy nnuy 3a He3aKOHHbI 06MmeH
MHTUMHbIMU GOTO U KONUAMMU NEePENnUCKU

Kro: Agencia Espaiola de Proteccién de Datos (McnaHus)
EuroWeekly &

Koro: ¢pusnyeckoe nnuo
Korga: 2020.02

245

THE Spanish Agency for Data Protection (AEPD) has handed out a penalty of €10,004 for sharing

intimate photos and screenshots of a woman's conversations in WhatsApp without her consent. 3a YTO: Ha py'-ueH ne Cr. 5, 6 G DPR

.
The fine 15 the first of its kind m Spaun and somewhat of a controversaal decision as has made an example Ka K: U-ITpad) € 10, OOO
of the man's bebaviour, which althoogh was illicit, is pereeived by a proportion of the populstion as

insocent MpuunHa: o06MeH WHTUMHbIMM  GOTO U KOMUAMM
- _ ‘ , o nepennckn XeHwuHol B Whatsapp 6e3 ee cornacus. Mo
A e T e et it 3afB/IeHMI0 MOTepreBlUell, ee NWMYHaA >KU3Hb 6bina
SO0 TR OSSN & HFIC TN 1 S HapyLLleHa Noc/ie PacnpoCcTPaHeHNA TaKUX AAHHbIX O HeM

Ihe victim had reported 1o the AEPD s July 2019 that her privacy hiad been breached afier several B CETHN.
people told ber that they bad seen intunste photographs and scresnshots of conversations on WhatsApp

between herself and a conworker: The mnages were aleo accompansed by hurtful and vexatiouns comments.

A fine was issued as according to the AEPD. sharmg personal data from therd parties without thew
comsent constitutes a “very senous miraction.”. Detailing the penalty, the Agency indicated that although
there 1 no recard that the sanctioned man expressly wanted to violate the night to data protection of the
victun, the comments sttached 1o the photographs show » “senous negligence ™ They had also Jowered
the penalty as the sharing of the content was cne of a “purely local™ scope and that only one person was

nftected

https://www-euroweeklynews-com.cdn.ampproject.org/c/s/www.euroweeklynews.com/2020/02/06/landmark-penalty-in-spain-as-data-
protection-agency-fines-man-e10000-for-sharing-intimate-photos-on-whatsapp/amp/
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LLtpad Facebook 3a HeHa3sHaueHue DPO n HeyBegomneHue

HaA30pPHOro opraHa

Shocerberg the Coopary B %3 Moduet ~

Business
Facebook’s Tiny Privacy Fine Is
a‘Warning,’ Watchdog Says

By Stephanie Bodoni
13 chespana 2020 r.,, 12:18 GMT+3 Updated on 13 ghespann 2020 2., 17:37 GMT+3

» Hamburg privacy watchdog levies symbalic EU51,000 penalty
» EU's new privacy rules give authorities higher fining powers

BTN YO AROLE Facebook Inc.'s German unit was handed a fine of 51,000 euros {$55,500)
for failing to properly nominate a data protection officer for its local office, a
B penalty privacy regulators said should still serve as 3 “warning” to others.
AR T AT
B stae While the punishment seems tiny for the social network giant, it targets the
W Tweet German unit and not the *billlon-dollar parent company,” the data
b et protection authority in Hamburg, Germany, sald in its 2019 anmual report
e published on Thursday.
In this article “This case should be a clear wamning to all other companies: naming a data
protection officer and telling the regulator about it are duties,” which the
:;amm data protection authority takes seriously, the watchdog said in the report.
'2'1 "'?'xu\ “Even smaller violations like these can lead to substantial peralties”

The penalty was levied under the European Union's new privacy rules,
which took effect in May 2018. The General Data Protection Regulation, or
GDPR, gives EU data protection authorities for the first time equal powers to
fine companies as much as 4% of global annual sales for the mast serious
violations of people’s personal data.

Kro: Der Hamburgische Beauftragte fir Datenschutz
und Informationsfreiheit (fepmanuns)

Koro: Facebook Inc.

Koraga: 2020.02

3a uto: HapyweHwue cT. 37 GDPR
Kak: wtpa¢ €51,000

MpuumnHa: HemeuKoe noapasaeneHue Facebook Inc. He
Ha3HaumMno DPO u He coobwmno ero KOHTaKTHble
[aHHble HemeLKOMYy Hag3o0pHOMY opraHy. Ha pasmep
wrpada NONOKUTENBHO NOBUASNA HEMeAaNeHHas
peakuua Facebook Ha npegnucaHne n onepaTtuBHOE
npeaocTaB/ieHNne KOHTAKTHbIX AaHHbIX DPO.

https://www.bloomberg.com/news/articles/2020-02-13/facebook-fined-in-germany-for-violating-data-protection-rules



https://www.bloomberg.com/news/articles/2020-02-13/facebook-fined-in-germany-for-violating-data-protection-rules

247 LWrpad 3a He060CHOBAHHOE NosIaraHMe Ha 3aKOHHbIW NHTepec

Kro: Autoriteit Persoonsgegevens (Huaepnanabi)

-

ieadl  autoRmET

-;,3 PERSOONSGEGEVENS Aol Pesoonsgegevens Koro: TeHHuncHasa accounaumnsa KNLTB
._: Post (9 A} Den Haag

Koraga: 2020.03

3a yto: HapyweHue cT. 5, 6 GDPR

autontestpersoonsgegevensnl

KNUTB
g Kak: wrpad €525,000

3821 BT AMERSFOORT
MpuuunHa: KOHTPONNEep Nepeaan KOHTAKTHble AaHHble

HECKONIbKMX  TbicAY YYaCTHUKOB accoumaumm
CNOHCOpPaMm, KOTOpble MOTOM YCTAaHOBWUIMU MNPSMOM

Datum Ons kenmerk

20 dacember 2019 [VERTROUWELIJK] KOHTaAKT C Cy6'bEKTaMVI. KOHTpOI’IJ’Iep C4UTaN, 4TO
Contactpersaon nepep,aéT AdHHbleé Ha OCHOBAHWW CBOEro 3aKOHHOIO
[VERTROUWELIJK]
070 8838500 nHTEpPECAa.

Onderwerp

Besluit tot het opleggen van een bestuurlijke boete

Geachte [VERTROUWELIJK],

De Autoriteit Persoonsgegevens (AP) heeft besioten aan de vereniging Koninklijke Nederlandse Lawn
Tennisbond (KNLTB) een bestuurlijke boete van € §26,.000,-- op te leggen, omdat de KNLTB in juni en juli
2018 ten behoeve van het genereren van ink en een b d met p o vanzijn leden
heeft verstrekt ann twee sponsors ten behoeve van direct marketingactiviteiten van deze sponsars. Voor
zover het de verstrekking en het gebruik betreft van persoonsgegevens van leden die voér 2007 lid zijn
geworden van de KNLTB, geldt dat dit cen onverenigbare verdere verwerking is. Daarmee heeft de KNLTB
artikel 5, cerste lid, aanhef en onder b, van de AVG overtreden. Voor zover het de verstrekking en gebruik
bv:u:ﬂ van persoonsgegevens van leden die na 2007 lid geworden van de KNLTB, geldt dat daarvoor geen

dslag b d. Daarmee heeft de KNLTE artikel 5, eerste lid, sanhef'en onder a jo, artikel
6, cerste hd, van de AVG overtreden.

Hierna wordt het besluit nader toegelicht. Hoofdstuk 1 betreft een inleiding en hoofdstuk 2 beschrijft het
wettelijk kader. In hoofdstuk 3 worden de belangrijkste feiten in deze zaak op een rij gezet. Inhootdstuk 4
beoordeclt de AP de feiten op grond van het wettelijk kader en wordt geconcludeerd dat de KNLTE de AVG
heeft overtreden. In hoofdstuk 5 wordt de hoogte van de bestuurlijke boete gemotiveerd. Tenslotte bevat
hoofdstuk 6 het dicturn en de rechtsmiddelenclausule.

https://edpb.europa.eu/news/national-news/2020/dutch-dpa-fines-tennis-association en
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naeHTMduKaumio B LLKone

Szkota z karg za odciski paica uczniow

Prezes Urzedu Ochrany Dasyych Osobowych natadyt karg w wysohodcl 20 tys. 24

w rwinzhu @ narusseniom polegajacym na prretwarraniu danych Blometrycanyeh

driec podczas korzystania przez nle 2¢ srholine| stotowid.

SHwota proctwarzala daoe srczegdinych kategooi idane baoemetrytene) S8(

podstawy prawne], mogac jednocrednie zastosowad inne Sormvy identyfikac) 1\

Prezes UCOO0 po prreprowadzeniu 2 urzgdu postepowania administracy)o

welstiu 0o stolowhi sxinine) kidry entyfibuge daiec w osls weryfikac) ulax

ugrawmienia drecka do odebrania obladu. S2kola mode prreprowadaid dentyhikacie

| karty elektroniczne) lub na podstawie nazwiska | numeru wnowy. Zatem

driecka do odebrania obladu

doeo ber |

thecka Ponadto szkals wmed fwia korzystanie 2 infug stolowid

R0 LSkl 20 s2Rola korZysls ¥ Coytnikia DOmetryCInego Ty

c2enis oolaty 2a posiek

o) e Ly ko 2 pomocy odcisku Bnii papilarmych, ale

w Sxhole sinic atematywne formy identyhieacgl uprawniersa

LUtpad 3a 6e3anbTepHaTUBHYIO BOMeTpUUECKyto

Kro: Urzad Ochrony Danych Osobowych (MonbLwa)
Koro: wkona

Korga: 2020.03

3a yTo: HapyweHue cT. 5, 9 GDPR

Kak: wtpad €4,400

NpuunHa: KOHTpoAnnep obpabaTbiBan
bMomeTpuyeckme AaHHbIX (OTNeYyaTKM nanbLes)
LUKONbHUKOB 6e3 nNpaBOBOro OCHOBaHWUA B LENAX
MAEHTUPUKALUMM B LUKONbHOM CTO/NIOBOM B ANA
NpoBepKn onnaTtbl 3a nuTaHuMe. Ob6paboTka
npoucxoamna Ha OCHOBAHUM NMUCbMEHHOTO Cornacus
3aKOHHbIX npeacTaButenen geten. [lpu  3Tom
NpeayCMOTPEHHbIE B LLUKOJIE a/ibTepHAaTUBHbIE MEpbI
MOAEHTUOMKALUMN HEe MNPeaocTaBasIn  cybbeKkTam
PaBHOLUEHHbIX BO3MOXHOCTEN.

https://edpb.europa.eu/news/national-news/2020/fine-processing-students-fingerprints-imposed-school en
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LLitpad 3a HapywweHue co cTopoHbl Google npaBa cybbeKTa Ha

3a6bseHue (right to be forgotten)

@ OM 0SS KONTAKTAOSS PRESS A-O  IN ENGLISH

Datainspektionen

AKTUELLT VAGLEDNINGAR

LAGAR OCH REGLER UTBILDNINGAR OCH KONFERENSER

Stat = MNyheter =P Datainspektionen utfardar sanktionsavgift met Google

Publicerad 2020-03-n

Datainspektionen utfardar
sanktionsavgift mot Google

Datainspektionen utfdrdar en sanktionsavgift pd 75 miljoner kronor mot
Google far att foretaget bryter mot GDPR. Orsaken dr att Google brister i sitt

sdtt att hantera ritten att fd sékresultat borttagna.

2017 blev Datainspektionen klar med en granskning av hur Google hanterar
ratten for enskilda att fa sokresultat borttagna fran Googles sdkmotor for sokningar som
innehaller personens namn i fall da resultaten exempelvis ar oriktiga, irrelevanta eller
overflodiga. Datainspektionen forelade di Google att ta bort ett antal soktraffar.

2018 inledde Datainspektionen en ny granskning av Google efter att ha fatt indikationer pa att
flera av de resultat som skulle ha tagits bort fortfarande visades i sokningar. Nu ar
myndigheten klar med denna granskning och utfirdar en sanktionsavgift mot Google.

- Dataskyddsforordningen, GDPR, okar kraven pa organisationer som samlar in och hanterar
personuppgifter och starker enskildas rdttigheter. En viktig sddan rattighet dr méjligheten for
enskilda att fa sokresultat borttagna. Nu ser vi att Google brister i sitt sitt att hantera denna
rittighet, siger Lena Lindgren Schelin, generaldirektor for Datainspektionen.

Kro: Datainspektionen (LLUBeuus)
Koro: Google

Korpa: 2020.03

3a yTo: HapyweHune cT. 17 GDPR
Kak: wtpa¢ €7,000,000

MpuumHa: Google Kak onepatop MNOWUCKOBOA
CUCTEMbl He BbIMNOAHUA cBOM 06A3aTeNbCTBA B
OTHOLIEHUM MNpaBa HA MCKAKOYEHWEe pe3y/bTaToB
NMOMCKOBOW BblAaun, COAEPKALLMX NepCOHaNbHble
AaHHble. B ogHom m3 cnyyaeB Google canwkom
Y3KO MHTepnpeTupoBan 3anpoc cybbekta M He
yoanun Bce Tpebyemble Beb-agpeca. Bo BTopom
cnyyae Google oTpearnpoBan Ha 3anpoc cybbeKkTa
C HeonpaBAaHHOW 3aepPKKON.

Bblna BbiABNEeHA Hea0b6pocoBeCTHaA NpPaKTMKa, No
KoTopon Google yBeagomnseTt BnagenbueB Beb-
CalTOB O TOM, KakMe CCbI/IKM Ha ux pecypcbl bbian
MCKNOYEHbl U3 MOMCKOBOW BblAauyM U KTO CTOAN 33
3anpocom 06 MX WMCKAOYEHUU. ITO NO3BONAET
BNagenbuam CcalToB MOBTOPHO onyb61MKoBaTbL
NUCKNOYEHHYIO MHdopMaumto Ha ApYrux
CTPaHMLAX, KoTopble 3aTem OnATb MonagatoT B
NouCKoBYyto Bblgady Google.

https://www.datainspektionen.se/nyheter/datainspektionen-utfardar-sanktionsavgift-mot-google/
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250 LWrTpad 3a BOCNpenAaTCTBOBaHME NPOBeAEeHUIO NPOBEPKU

edpbh |

Fine imposed for preventing the Supervisory Authority from

performing an inspection

cDom Ofce Imposed 2 Bne of PLN 20 000 o Vie Consult

Kro: Urzad Ochrony Danych Osobowych (MonbLwa)
Koro: Vis Consulting Sp. z 0.0.

Korga: 2020.04

3a yto: HapyweHue cT. 31, 58(1)(e) u (f) GDPR

Kak: wtpadp €4,400 mn BO3MOXKHAA YronoBHasA
OTBETCTBEHHOCTb PYKOBOAMUTENA KOHTPOAIEepa

MpuuunHa: KOHTpoAnep BOCNpPenATCTBOBAN
npoBeAeHuno NpPOBEpPKMU co CTOPOHDI
HALMOHANbHOIO perynaTopa, KOTOpbIN pewunn
nposeputb Vis Consulting no ntoram nNpoBepKu Mmx
K/IMEHT], KOTopoMmy OKa3blBa/INCb ycnyru
AyTCOpPCUHra TenemapkeTuHra. HO WMHCNeKTopbl
nocne npeasapuUTeNbHOro  yBegoMAeHUA o]
NpoBepKe He HawAM  HMKOro no  ajpecy
KOHTponnepa. Eweé asaxapl perynatop 6e3ycnewHo
MbITAaNCA BbIMTM HA KOHTAKT C KOHTPOJ/IEPOM.
Bnagenbubl  3TOM  KOMMNAHWUM  pewnnm  ee
NnKBMampoBsatb. B cootBeTctBMM co cT1.108(1) GDPR
TaKoe NnoBeAeHME MOXKET NoBaeyb 3a cobon wTpao,
OrpaHU4YeHMe JAUYHOM CBOBOAbI WMAN THOPEMHOE
3aK/Nl04eHne Ha CPOK Ao AByx net. Perynatop
yBEAOMU/I PANOHHYIO MNPOKypaTypy B KaTtoBuue,
KOTopas HanpaBuna B Ccya 0OGBMHUTENbHOE
3aKkatoueHne npotns pykosoautensa Vis Consulting.

https://edpb.europa.eu/news/national-news/2020/fine-imposed-preventing-supervisory-authority-performing-inspection en
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To:

of

ico.

wiormaton Commmmaet s [ex

ENFORCEMENT NOTICE

THE DATA PROTECTION ACT 2018
PART 6, SECTION 149

DATED 6 JULY 2018

AggregatelQ Data Services Ltd (TAIQ")

1200 Waterfront Centre
200 Burrard Street

P.0. Box 48600
Vancouver BC V7X 1T2
Canada

AIQ is a controlier as defined in Articie 4(7) of the General Data
Protection Regulation EU2016/679 ("GDPR") and section 6 of the Data
Protection Act 2018 ("DPA").

The provisions of the DPA and GDPR apply to the processing of
personal data by ALQ ("the controller”) by virtue of section 207(3) of
the DPA and Article 3(2)(b) of the GOPR.

The Information Commissioner (“the Commissioner”) has observed
with concemn the application of technigques hitherto reserved for
commercial behavioural advertising being applied to political
campaigning, during recent elections and the EU referendum campaign
in 2016.

After initial preparatory evidence gathering, in May 2017 the
Commissioner announced a formal Investigation into the use of data
analytics in political campaigning. The Commissioner is concerned that
this has occurred without due legal or ethical consideration of the
Impacts to our democratic system,

The Commissioner has been in contact with AlQ regarding the
processing of personal data by AIQ on behalf of UK political

Enforcement Notice

of the Information Commissioner,
served under section 149 of DPA1S,

on AggregatelQ Data Services Ltd

6 July 2018

KaHapckaa komnaHua AggregatelQ Data Services, Ha
ocHoBaHun  cTtateu  3(2)(b) GDPR, nonyumna
npegnucaHmMe oT BPUTAHCKOro perynatopa NpekpaTuTb
06paboTKy NtobbIXx MNEepPCOoHaNbHbIX AAHHbIX Fpa*KAaH
BennkobputaHmuu nnu EC, NOSIyYEeHHbIX oT
NONNTUYECKUX OpraHusauun BennkobputaHum unu
WHbIX WY, ANA  Uene’M  aHaAUTUKKU  OaHHbIX,
NONNTUYECKOM  arMTaumm  Mam  Nbbix  Apyrux
PEKNAMHbIX LieNen.

https://ico.org.uk/media/2259362/r-letter-ico-to-aiq-060718.pdf



https://ico.org.uk/media/2259362/r-letter-ico-to-aiq-060718.pdf

dpaHuyma 3anpewaet nybamnkauyuio cyaebHoit aHanuTUKK,
NONY4YEeHHYIO B TOM YMC/ie C UCnoab3oBaHMem TexHonornn U

ARTIFICIAL
LAWYER

CHANGING THE BUSINESS OF LAW

France Bans Judge Analytics, 5 Years In
Prison For Rule Breakers

In a startling intervention that seeks to limit the emerging litigation analytics and prediction sector, the

French Government has banned the publication of statistical information about judges’ decisions — with a

five year prison sentence set as the maximum punishment for anyone who breaks the new law.

Owners of legal tech companies focused on litigation analytics are the most likely to suffer from this new

measure.

The new law, encoded in Article 33 of the Justice Reform Act, is aimed at preventing anyone —but

especially legal tech companies focused on litigation prediction and analytics — from publicly revealing the

pattern of judges’ behaviour in relation to court decisions.

Enforcement Notice
of the Information Commissioner

®paHuma 3anpetmna nybamkauymio cyaebHol
AHANUTUKK, @ HapyLleHWe 3TOro 3aKOHa BaeYeT 33
coboit go natm net Topbmbl. HoBaa cTatbs 33
3akoHa 0 pedopme npaBoCygMA  [N1ACUT:
«HWKakMe nepcoHanbHO UAeHTUOULMpPYEMbIE
OAHHble, Kacalowueca cyaem WAn cekpetapen
cynebHbix 3acefaHnii, He noasierkaT NOBTOPHOMY
MCMONb30BAaHMUIO C LUEeNbld WAW  pe3ynbTaToM
OLEHKM, aHanM3a WAM MPOrHO3UPOBAHUA UX

dbaKTUyecKom nnn npeAanosaraemomn
npodeccMoHanbHOM  MNPAKTUKU».  HapyweHwne
3TOro 3aKOoHa HaKa3blBaeTcA Mepamm,

MU3N0XKEHHbIMM B CTAaTbAX 226-18, 226-24 n 226-31
YronoBHOro KogeKca.

B otanume ot CLUA 1 BennkobputaHum, rae cyapm
NPUHAMN KaK CBEPLIMBLUMNCA PAKT aKTUBHYHO
paboTy PUAMYECKMX KOMNAHMIN, 3aHMMAIOLLMXCA
MCNONb30BaHMEM WCKYCCTBEHHbIM WHTEN/IEKTOM
ONA aHanu3a cyaebHbIX peweHMn U NOCTPOEHUA
Ha ero OCHOBe [OCTOBEPHbIX MNPeaUKTUBHbIX
mopaenen, GpaHLy3CKMe cyabu pewnnm 6opoTbes
C 3TUM ABNEHUNEM.

https://www.artificiallawyer.com/2019/06/04/france-bans-judge-analytics-5-years-in-prison-for-rule-breakers/
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NMpepgnucaHue 06 smeHeHUU npouecca 06paboTkn
NepPCOHaNbHbIX AAHHbIX

ed p b - HOM ABOUT EDFE NEWS (UN WORK A TOO

The Data Protection Ombudsman ordered Svea Ekonomi to
correct its practices in the processing of personal data

Two ces concemming Sves Dol 2 financial creda comparny, have heen processed at the Office of the Dits Protection Dmbodsiman, As 2 result, the Data
Protection Ombudsenan b ordeved the company 1o comrect 8 geactices i the processieng of persoral dats relsted to the assessment of creditwor thiness

the right of repect one's own persoral dats oo notihcation practces

D of the cases concarming Svea Eronond has boen processed & The OFfoe of The Data Prossction Dmtradaman a5 & comg@aint made ty 4 single data
e, 1L Oo0Cerned the pevseral data sed 1o fssess orerditworthiness and the dita subject’s dght 10 Inspec data cooceyrieg them Fss tharmore, tw

OmMice of e Data Protection Ombudsaan Began 1o Drocess 1 METer Concesning the comeany’s NOTINCRTIon practicrs upom its own Initigtive

I 23 decizion, the Dats Protection Qerbudsman stoted that the use of a categorical ugper oge limit in assessing creditworthines is not scceptabile undes
the Senmition of et infunmation St out in (e Cradin InTormacion At Thw mwre age of 1he cenSit applicant does mof desoribe ther sohwacy, willingness
10 pay of ability 1o desl with Ml commitments. Based on the acconrt scbmitted by the compery, the st applicants fieancisl position has not been

Laken imo commideration at all in the maomatic processing of the oedit applicabion

The Data Srotection Ombudsman also pointed oue that the company’s co-line oredit decision service should be considersd mroomatic decisco-making of
the kand refemed 1o In Article 22 of the General Data Protection Sequiation, s woich the decemon |s essemia in order 10 conclude or iImplemen an

Agreemand botwean the company and the credit appscant

Its declsion, the Data Protection Cmbudiman orderod that Syea Branomi 10 thange the processing of persona data rotated 10 assessing
5. The coo

AUNDTRLC G inion making, s olo o meking the cedit doecision as well as 1S consequences ol the credin appilicam

Creatworts

oy st alvo peovide the private person having compianed abouwt the matter with formation on the logic employnd (r

The procedure sroployed by Svea Ekonoml for assessing creditweaniiness was @t processed at the National Non Discrmdnagion and Equality Tibuna

wh Ty dechion 216/2017, dated 21 March 2018, prohibited the company Mom repeationg a procedune That 1 against the Equality ACT and e Nor

Distramination Al

Thes Office of the Dati Protection Ombudsean has s irvestigaed Swea Eronoemi's notifcation practioes related 10 the aomaiic decision making sytem

e 80 ¢ s oedtwintiiness. The Data Protection Ombodunan stated that the cunrestt nobfication geactices do not sufficiently specify the Sogic of dets

procesing 5o that the credit applicant could undesstand the grounds for the decision and ordersd that such notification practices be changed

Saved on the Data Frotection Ombudman's decision, Svea Conoms must notify by 30 Apnl 2019 how it has changed its processing of personal data

Accordien 10 the Office of the Daty Mrotoction Ombudsman, Svea Ekonons fas not applied for change in the decizion, %0 fecision i legally enforcrsble

Further Wormaticn

Data Protection Ombedsman Refjo Aamio, te. « 358 40 520 70068, rejosamiofatiom.fi

Tietosuojavaltuutetun toimisto

YnpasneHne ombyacmeHa no  3awute
AaHHbIX B PuHAsHamMKn Peiio AapHuo (Reijo
Aarnio) Bblgano npeanucaHMe KOMMaHWUK
«Svea Ekonomi», KoTopaa paboTaetr B
cbepe GUHAHCOBOrO KPeAUTOBAHMA, BHECTU
M3MEHEHUA, a TaKkxe cpgenatb 6Honee
NPO3payHbiIM U  MHPOPMATMBHBIM  ANA
KAMEHTOB npouecc OLLEHKM nx
KpeamTocnocobHOCTM B COOTBETCTBUM C
TpeboBaHnamu cT.22 GDPR.

https://edpb.europa.eu/news/national-news/2019/data-protection-ombudsman-ordered-svea-ekonomi-correct-its-practices en
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Yrpo3a anweHuna ceoboabl ot GPDP

. GARANTE
) | PER LA PROTEZIONE
e~ | DEI DATI PERSONAL!

Provvedimento del 20 giugno 2019 [9124420]

VEDI ANCHE Newsletter del 22 luglio 2019

Hoc, wels n, 91244207

Provvedimento del 20 glugno 2019

IL GARANTE PER LA PROTEZIONE DEI DATI PERSONALI

NELLA riunione odiama, In prosenza dal dott. Antonolio Soco, prosidedte. dolln dott &8 Augusta lannini, vice presidante. dala

dott.sea Glovanna Blanchl Clarci & dalls prof ssa Licla Caffano, componont] o del domt. Gisseppo Busia, sagetanio ganorak

VISTO il Regotamanto (UE) 2016579 gl Padamanto eumpeo & del Conaigho dal 27 apele 2016 () seguio! "Rogofameanto UET)

VISTO Il Godion in matrka di protazsona de datl parsonak (d1ge. 30 ghigno 2003, n, 166, di segiito “Codeo’s. modificato dal d lgs
el poemasva nazionals alle dspostzion] dol Fegolaments UE

01012018, rocante deposiziont per Fadeguaime

VISTE 10 segnalaziont rndasa da XX AAUIGRA a8 senal deil'an, 143, camma 1, it b], dol Codice, con 16 quall Finteeossata
Taenantnn Tk ol comueicaziont promeelonsll indeskdacntn swdlants posts slosronice di paetn o Modlamsebet 5. a. (Bokes dal

mAarchio "Medaworld” di saguko snche “ia Socked’)

VISTA l'analoga segnalazions prosectitin da X

VISTE In note envie Jotd 0 %o fauttanze dolf scoertnmanto svalosl proasa e predesta Soceth, con sl ded Nucloo

i €

Spocale Privacy dells Guarda di Finnnea
VISTA | cocusmantabone in ws
VISTE le cusarvnsion] formulie ool segeatack gonesale ol senal dolfan, 5 ool Fegolnmente del Garsnte n 12000
RELATORE tn dott aan Glavanne Slancid Clerkl;
PREME § 50
1. Le negnatazion! pervanute all' Autorith

Sone pervenite all Autonith segnainziont da pate dl XX (delle quall, le prime datatn 15 glugno 2017 @ Lo B settnmbre 2017),

con be guall & medesima ha lamestato Tinvlo & comunionzionl promozionall medianta posts elettronicn. do pare o Medismarket

s (Mtolare del marchio “Medlaworld’), In ansanze del nocesssrio consensa o nonostants In mitersta opponizions

dellinfersanntn ol sensl dogh nrt. 7 sa dol Codion (aWettusts, peraltio, In plo modwith oo g0 & anevizio cliontl, walzzando ln

procodira dl cancellazionn dalla malling et Indcamtn nedle comuniaazions In guastions, oppure, asoedenda ol ska wel dells

Gocutn)

¥ purtcotare & emomo che

Garante per la protezione dei dati personali

NTanbAHCKNIA Hap30pHbIA  opraH B chepe 3alUTbI
NnepcoHanbHbIX AaHHbIX (Garante per la protezione dei
dati personali) npurposun pyKoBoACTBY KOMMNAHUMU
Mediamarket s.p.a. aMweHnem csoboabl Ha Cpok oOT 3
MecAuLeB A0 2 /IeT B C/ly4ae HEUCMNONHEHUA NpeanncaHma
06  WUCMONb30BAaHUM  TPAHYAMPOBAHHbLIX  COMNAcUi
CYObEKTOB A1 MAPKETUHIOBbIX aKTUBHOCTEN (BKAto4an
nporpammy JI0Si/IbHOCTU) W NpeKpaleHna ob6paboTku
paHee cobpaHHbIX A1A TaKMX aKTUBHOCTEN NEPCOHabHbIX
NAHHbIX.

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9124420
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3anbubyprckuit aaBoOKaT CyaAUTCA NPOTUB PALA OHNANH-

cepBcMoB Ha oCHoBaHUM cT.82 GDPR

Die preSSG Nachrichten

swah Innenpolitik Ausland Economist Kultur Chronik Sport

,2Datenschutz
systematisch verletzt*

Salzburger Anwalt erklart sein Vorgehen gegen reihenweise
Online-Anbieter.

Wien/Salzburg. ,,Es geht um gezieltes datenschutzwidriges Tracking,
Profiling und Retargeting zum Zweck der Gewinnoptimierung im maximal
denkbaren Umfang®: So erklirt Peter Harlander, warum er gegen mehrere
Online-Anbieter in Deutschland und Osterreich mit Schadenersatz- und
Unterlassungsanspriichen vorgeht. Harlander ist jener Salzburger
Rechtsanwalt, der (wie berichtet) fiir eine Mandantin von einem
Unternehmen allein 14.000 Euro fordert (13.000 fiir
Datenschutzverletzungen, 1000 fiir die eigenen Kosten).

Egal, ob man beim Surfen im Web den tiblichen Datenschutzhinweis
akzeptiere oder nicht - seine datenschutzaffinen Mandanten tun es nicht,
sagt Harlander -, man werde beim Weitersurfen oft jedenfalls ,,von
Werbung verfolgt“. Die meisten Datenschutz-Bars hitten ,,nur dekorative
Wirkung“. Angesichts der Fiille an Informationen, die iiber die Nutzer
gesammelt wiirden, findet der Anwalt 1000 Euro Schadenersatz je
»Dienst®, an den sie weitergegeben wiirden (wie Facebook Pixel, Google
DoubleClick), sogar moderat.

Mutep XapnaHgep, agBokaT m3 3anbubypra, OT MMEHU
CBOMX KAMEHTOB Mogan UCKU O BO3MELLEHUM YObITKOB M
cyaebHom 3anpeTte Ha  fganoHenwy  06paboTKy
NepcoHabHbIX AaHHbIX B cooTBeTcTBUM cO cT.82 GDPR
NPOTUB HECKOJIbKMX OHNANH-NPOBanigepoB B fepmaHnu u
ABcTpuun. XapnaHaep TpebyeT OT KaXAoW KOMMaHWU
€10,000-13,000 (no €1,000 3a KaXKAblA HE3aKOHHO
MCNonb3oBaHHbIN  cookie-pann) mn ewe €1,000 3a
COH6CTBEHHbIE aABOKATCKME YCAYIN.

Mo cnoBam aABOKaTa, B MCKOBbIX 3asiB/IEHUAX UAET peyb O
Le/sieBom OTCNIEXXUBAHWMU, npodUANPOBaHNM n
peTapreTuHre Noab3oBaTe/Ie CanToB C LEeNbio NOoy4YeHuUn
MaKCMMa/JIbHO BO3MOXKHOW MPUBBLIAKM AN KOMMaHUR-
BNnagenbLes canTtos. [pun 3Tom pasHoro poga baHHepbI U
nHGOPMaLMOHHbIE  cooblleHns 06  MCNoNb30BaHUM
cookies HOCAT AeKopPaTUBHbIN XapaKTep U paKTUYECKN He
NPensaTCTBYIOT nepeaayvye AaHHbIX NOAb30BaTeNEeN CanToB
TpeTbm nnuam (Facebook, Google n 1.4.).

https://www.diepresse.com/5686610/bdquodatenschutz-systematisch-verletztldquo
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CypnebHana npaKTuKa — 6a3bl pewieHnmn
U UHTEpPEeCHble CUTYyaLum

R——

THESE RECORDS ARE NoT
GDPR - COMPLIANT.
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0630p cyaebHoM npakTukn ECHR no 3awure nepcoHanbHbIX
AAHHDbIX 32 1978-2018 rr.

European Court of Human Rights

e R ek me PerynapHo akTyanusmpyemblit 0630p cyaebHOM NpaKkTUKK

——————— T R e EBponelickoro cyaa no npasam yenoseka (ECHR), koTopblii
3aTparusaet cneagytowme obnactu:

Personal data protection * c6op NepcoHasbHbIX AaHHbIX
Cumbaition o Himan * XpPaHeHne N UCNoNb30BaHNE NEPCOHA/IbHbIX AaHHbIX

anng 00 * pacKpbITE NepCcoHabHbIX AaHHbIX

* [OCTYN K NepPCOHa/IbHbIM AAaHHbIM

* CTMpPAHME UIN YHUUTOXKEHME NePCOHaNbHbIX AaHHbIX

g to the private e of an Individ
uf Articie 8 [of the European

ane

See below, under “Storage and use of personal data®, "In the context of police anc
criminal pustce”

Nzen v, Germany

The appkcant, suspected of Involvement In bomd attacks by a left-wing extremist
mavement, compiained in particalar that his survelllance via GPS and the use of the data
obtained thereby in the cominal proceedings against him had violated his nght to
respect for private ife.
T wure | hat t

no viclation of Articie 8 of the (

https://www.coe.int/en/web/data-protection/echr-case-law



https://www.coe.int/en/web/data-protection/echr-case-law

.L Coxirt of Jushce of the Ewopean Union
4 4 3 PRESS RELEASE No 81118
2[RLS Luxembourg, & June 2018

lz,élu v

. Judgrment m Case C- 210016
Urabhangges Landeszentrum fur Datenschatz Schieswg-Holston v

Fowrn ared rforeaon Witsehafsakadamie Schipswig-Holsten GmbH

The administrator of a fan page on Facebook is jointly responsible with Facebook
for the processing of data of visitors 1o the page

The data prodection authanty of the Member State m which the Gomeustrasor has €5 saal may
under Dvectve 9546 " act both agamst Me adminsator and aganst the Facetook subsdary
astabiahed 1 hat Mamber State

The German company Wirlsehalsaksdemms Stheswig-Holsten operstes 0 the field of sducaicn
It offers educatcnal services mber aka by means of a fan page® hosted on Facebook at the address
www facabook combwrtschaftsakademe

Acminstrators of fan pages. suth as Wirtschaftsakademia, can obtain ancoymous stalisscal data
on vislors 10 the fan pages via & function calisd Facebook Insights’ which Facabook makes
avaitable 10 theen freo of charge under noo-negotistds condions of use. The dals s collecied by
means of endence files (‘cockies’), each contaning a unique user code, which are actve for tec
years and are stored by Facebook on the hard disk of the computer or on another davie of visitors
1o e 1an page Thi user code, which can be maschaed with the connschion dati Of usar ragstanmd
on Facebook, & collected and processad when hha fan pages are opened

By dacimon of 3 November 2011, the Unabbdngges Landeszentrum S Datenachulz Schisswig-
Holstein (Independent Data Protecbon Centre for the Land of Schleswg-Holstemn, Germany), as
superasory authonty within the meanng of Directve 9545 on data protecbon, with the task of
suparasing the appdeation m the Land of Scidaswig-Holstenm of the proveons adopiad by
Germany porsuant o that deective, ordered Wietschaftsakadamse 10 deactvale fts fan page
Actording %0 T Unabhangiges Landaszeninum. nedher Winschafsshoadame nor Facebook
informead vasdors 1o the fan page il Facebook, by means of cookies, collected personal data
concerring tham and then processed the data

Wirtschaltzakaderme beought an acbon agamst that decimon beldore the German admunsiratve
courts, amguing that the processng of perscnal data by Facebook could not be atinbuted %o . and
M3t i1 had not Commiasioned Facsbook 10 process dsta that it controlled o was able to nfusnce
Wirtschafisskademie contfuded thal the Unabhangiges Landeszentrum should have acied directly
aganst Facebock nstead of aganst 4

1t = m that context that $he Bundesversalungsgencht (Federal Admrsstrative Court. Germany)
asks tha Court of Justce to mlerprat Dvactive 95046 on data protection

Drwctivn SSMLES of the Esropesn Parkamernt and of the Counstl of 24 Octobee 1955 on e prodecton of nanasunin
i egand 10 e processing of permsoned dats 30d on e Yee moserment of sch daty (OF 1885 L 381 2. 01 Thes
trwetive ws regeaial wih efiect Fom 25 May 2018 by Ragulaton (EL) 2006579 of e Eurcpemn Dasianent ard of e
Cotred of 27 Aprd 209 on e prosection of nadursl parsons Wit regend [ e srocessng of gersonsl dats s on the
free movement of sech datn ard repesing Destive SSHSEC (Ganary Data Protecton Reguiston OJ 20% L 116
PN
“ Fon pages s user docounts Mot can be st up on Facebook by DSRA0UaS of busisesses. To 00 80, e sutior of the
) page. afer regitarng wih Facebosk cas e e plationm destned By Facetoot 1 rivoctece Ramasll (o e wsen
of Sl social sefwosk NG 1D parsces istog e Sy peage, and to post sny ond of cammuREIton N T mecks et
Coaon kel

L R s e R

259 CIJEU 06 onpeaeneHmMmn COBMECTHbIX KOHTPOEePOB AaHHbIX

Court of Justice of the European Union

Judgment in Case C-210/16
Decision on 5 June 2018
Wirtschaftsakademie Schleswig-Holstein

AamuHuctpatop rpynnbl B Facebook coBmecTHo ¢ camol
CoLUMaNnbHOM CeTblo ABnseTca KOHTPO/IEpoMm
obpabaTbiBaeMblX AaHHbIX MOCETUTENEN CTPAHULbI U HECEeT
OTBETCTBEHHOCTb 33 MX 06PabOTKY.

Judgment in Case C-25/17
decision on 10 July 2018
Tietosuojavaltuutettu

PenurnosHoe obbeaAnHEHUE COBMECTHO C Y/ieHaMWU CBOMX
OOLWNH ABNAETCA KOHTPONEPOM MEPCOHANbHbIX AaHHbIX,
obpabaTbiBaeMbIxX B xoae nponoBeaHUYeCcKoM
AeATeNbHOCTU «OT ABEPU K ABEPU», NOCPEeACTBOM KOTOPO
yneHbl O6WMH, Yy4yacTBylOWMe B NPOMNOBEAOBAHUM,
PacNpoOCTPaHAIOT Bepy CBOeW O6LWMHbI. XOTS CobpaHHble
NMepcoHasbHble  AaHHble  MOryT He nepeaaBaTbCs
PENUTMO3HOMY OObEeAMHEHWUIO, HO OHO OPraHM30BbIBAET,
KOOpAUHUPYET 7 noowpsaeT  NPONOBEAHUYECKYIO
[EeATeNbHOCTb CBOUX OOLIUH.

http://curia.europa.eu/juris/celex.jsf?celex=62016CJ0210&langl=en&type=TXT&ancre=

http://curia.europa.eu/juris/celex.jsf?celex=62017CJ0025&langl=en&type=TXT&ancre=
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CJEU o0 HeobxoammocT1 nonyyaTb COrnacusa noceTureneu
CcainTa Npu pasmeL,eHNn Ha HEM COLMAIbHOTO NJ1arMHa

| —

£

Recueil de la jurisprudence

ARRET DE LA COUR (deuxieme chambre)

29 juillet 2019*

« Renvoi préjudiciel — Protection des personnes physiques A I'égard du traitement des données 3
caractére personnel — Directive 95/46/CE — Article 2, sous d) — Notion de “responsable du
traitement” — Gestionnaire d'un site Internet ayant incorporé sur celui-ci un module social qui permet
la communication des données & caractére personnel du visiteur de ce site au fournisseur dudit
module - Article 7, sous f) - Légitimation des traitements de données — Prise en compte de Vintérit
du gestionnaire du site Internet ou de celui du fournisseur du module social — Article 2, sous h), et
article 7, sous a) — Consentement de la personne concernée — Article 10 — Information de la personne
concernée — Réglementation nationale permettant aux associations de défense des intéréts des
consommateurs d'agir en justice »

Dans l'affaire C-40/17,
ayant pour objet une demande de décision préjudicielle au titre de l'article 267 TFUE, introduite par
I'Oberlandesgericht Dilsseldorf (tribunal régional supérieur de Dusseldorf, Allemagne), par décision du
19 janvier 2017, parvenue A la Cour le 26 janvier 2017, dans la procédure
Fashion ID GmbH & Co. KG
contre
Verbraucherzentrale NRW eV,
en présence de
Facebook Ireland Ltd,
Landesbeauftragte fiir Datenschutz und Informationsfreiheit Nordrhein- Westfalen,
LA COUR (deuxiéme chambre),

composée de M. K. Lenaerts, président de la Cour, faisant fonction de président de la deuxiéme
chambre, M™ A. Prechal, C. Toader, MM. A. Rosas (rapporteur) et M. lledic, juges,

avocat général : M. M. Bobek,
greffier : M, D. Dittert, chef d'unité,

vu la procédure écrite et & la suite de I'audience du 6 septembre 2018,

Court of Justice of the European Union

Judgment in Case C-40/17

Decision on 29 July 2019

Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW
e.V.

Bnapgeney, canta Fashion ID u Facebook npu3sHaHbI
COBMECTHbIMU KOHTPO/IEPAaMM B OTHOLLIEHUM 06paboTKK
(cbop 1 pasrnaweHne NoCPeAcTBOM Nepeaaymn) AaHHbIX
noceTuTenem yKasaHHOro camta Npu pasmMeLLeHMU Ha
cailTe coumanbHoro nnaruHa FB B BMAe BeO6-KHOMKM
«HpaButca». Ha Bnagenbua caMTa  BO3/10)KEHa
0683aHHOCTb UHPOPMUPOBAHMA NOCETUTENEN calTa O
TakoM 06paboTKke MX NepcoHaNbHbIX AaHHbIX W
Nosy4eHMs cornacua noceTuteneir Ha Hee (BKAOYas
nepepady AaHHbix B Facebook). Bnageneu canta He
HeceT OTBETCTBEHHOCTb 3a Ja/ibHelwyo o06paboTKy
nony4yeHHbix  Facebook  nepcoHanbHbIX  AaHHbIX
nocetTuTenem.

Hy»HO y4MTbIBaTb, YTO peleHne OblI0 NPUHATO Ha
OCHOBAHWM NONOXKEHUN yKe He aenctsytowen Directive
95/46/EC, HO UeHHa cama no3uuuA cyga U onucaHue
cuUTYyauuu.

http://curia.europa.eu/juris/celex.jsf?celex=62017CC0040&langl=en&type=TXT&ancre=
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CJEU o xpaHeHuu cookies n o npegBapute/ibHO OTMEYEHHbIX
dnaxkkax gna BbiparkeHnA cornacusa Ha Beb-caitax

Court of Justice of the Europaan Uneon
PRESS RELEASE No 125019

J:3 /.L Luxsosbourg. 1 October 2010

8 Oy p
\_x-"‘ Juogent in Case C-E7317

Bundesverband der Vertxaucherzeniraien und Verbaucherverbxinde —

Dot 4 rruTLgCe Yerhraucherzentrale Bundesverband eV v Planotd® GmbH

Storing cookies requires intemet users’ active consem

A pra-Ockag CHeckDOX & Mhersions insuMoen!

The Gaman Feoenton of Consumes Organsatons N chailenged Dafone the German couns the
use by the German company, Planetds of 2 pre-tcked chechbox i cannection with oniine
promotional games, by which infemat users wishing o pariapate consent 10 tha storage of
cookies ' The cookies In question am 10 colect miomation tor the purposes of pvertising
Planetd4d's partnars’ products

The Bundesgenchisnot (Federal Court of Astice, Germany) asked 1e Court of Justice 10 nterpred
e EU lw On e poofaction of Slacironic communcabons prvacy.”

n 0day's pagment, the Court decioes that the Conseet Wwhvch 3 webste USer must give 10 the
SIora0e of AN A0CHsS 10 COOkSS On Pes o Nt squipment s not validly consained by way of 3 pre-
thedked checkbox whch that user must deseied 1o refuse bis or her consent

That decsion = unafleciad Dy whether of fol the PAormaton SO o Josssad On the ussr's
equpment s personal data. EU laar aimes %0 prolect $he user from any imerference with fes or her
private I8e, i particular, from $e nsk that hidden dentitiers and ohar sSmiar devices amer Tose
users’ terminal equipment Without they knowledge

The Court notes that consent must be spechic 50 Wt the fad that 3 wser selacts the utton o
pamcigate n 3 promotonal otery IS NOt SUScant for € % be Concluoed that e user valdly gave
his or her consent 10 Te SIrage of cookies

Furennoce, aoconiing 10 e Court, the informason Tat 18 S8rvice provider must Jive 10 & Usse
Ocudes the duration of the operabion of Cookss 3nd Wl of NOT 1NN DarDes may Pave atosss
10 thase Cookes

NOTE: A referwrce for & predmemary niieg shows the couts and irbuses of the Mermter Siates, in dogaten
which have Been brougnt before Tiam, 10 refer Queatons 1o the Cowrt of Jusdce about the intevetation of
Ewcpean Unon law o the valicity of o Eucpean Union ot The Count of Aatice does not decide The
dspute kel £ 5 for the notonal court or YUy 10 dspoce of he tase It accorcance wih e Court's
dacaion, which 5 seiary inding on offer naSondl Touns o rRurals befors which o MMy Bsue is ised

| Cockmn are S which Bhe Srowce of 3 webuie 30wh o0 e webade chars Conter whch S webele provder Can

BOOREE BOAN whHe e LY TS 11 WSS 00 & BT SOSIIN. I Oroer 50 FAGHLIN RANVIGINON 0N e NEeTE Of

ol E T T QUL s

SIESEC of the Surcpesn Partament and of the Councs of 12 July 2002 concemng e orocessng of
o PRATY P T SRTTTNG CONMITANVIIONS S0 (DUIRCEer 3 Brva0Y VD St

L g 37). a0 avwnded by Directve 20007 JEC

e Curopear Fartamest anc of e

20} = Diowctron SS4GEC of e

« Mhadt W QM ¥) I ey

i St arct o £ e O = of such cats {0 ()] of Aracle 8(1)) of Aeguisten (U

WANOTE of T Sunpesn Paskament and of Tw Cowned of I7 Aps 2010 0N T Daleaton of NS ParIOns Wi regand

1 e procwwang of perscral dets and on B Swe movernent of wuch data. and epealng Dewatee S840 | Several Dats
Przection Regulason) (0 00 L 118, p 1

A QIR 0050 SU

Court of Justice of the European Union

Judgment in Case C-673/17

Bundesverband der Verbraucherzentralen und
Verbraucherverbédnde—

Verbraucherzentrale Bundesverband eV v Planet49 GmbH

PeweHne Cyda OTHOCUTCA K COrz1aCuam, CO6MpaeMbIM C
MCNoab30BaHMe BeH-CaNTOB:

cornacve AOJ/I)KHO aKTUBHO BblpaKaTbCs yepes AeincTeuA
noab3oBaTens;

cornacuve AONXHO 6biTb MOHATHLIM U HEABYCMbIC/IEHHbIM,
OMNMCaHHbIM B MPOCTbIX C/IOBAX;

HUKaKMX ranoyek/¢pnaxKkos/T.n. He [O/MKHO 6biTb MO
YMOYaHMUIO, cHATME nonb3oBaTenem 3apaHee
NOCTaB/IEHHOM ra/IoYKnN — HEe aKTUBHOE AelcTBUE;

cornacme AOJ/IKHO CoAeprkaTb OMMCaHWe BCex aeTanem
06paboTkM (uenb, KaTeropuun, AencTBUA U T.4.);

ans cookies ykasbiBatoTcA nepuog (Cpok, ycnosue) ux
06paboTKM, a TaK¥Ke cBedeHUs O AOCTyNe K HUM TPeTbUx
JINL, C YKa3aHMeM KaTeropuin Takux auu,

https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190125en.pdf

https://edri.org/cjeu-cookies-consent-or-be-tracked-not-an-option/



https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190125en.pdf
https://edri.org/cjeu-cookies-consent-or-be-tracked-not-an-option/

CJEU 06 ucnonbsosaHmuu CCTV Ha oCHOBaHUU 3aKOHHOrO

MHTEepeca KOHTpoanepa

4 Reports of Cases

Asocistia de Proprietart bloc MSA-Scaral,

THE COURT (Third Chamber

the Bamanian Gerermamendt, by C-R Cantar, O-C Ichim and

Janady Coorvormnament, by Nymasn-Lindegre M. Wallt

A Wellmam, acting as Agents,
rdula, actng as Agents

and P20 Ngo, actiey &

Court of Justice of the European Union

Judgment in Case Case C-708/18
TK v Asociatia de Proprietari bloc M5A-ScaraA

PeweHne cyaa OTHOCUTCA K OTAENbHO B3ATOMY C/y4yato B

PymblHUMK:

* cuctema sBuaeoHabntogenuma (CCTV) bbina yctaHoBneHa B
obLWeaoCTYNHON 30HE WAOro KOMMJIEKca B Lensx
obecneyeHns ¢usnyeckor 6e30MacHOCTU KUNbLOB U
noceTutenemn;

* MeCcTHOe  3aKOHOAaTeNnbCTBO  PymblHMM  3anpeuwaet
ncnonbzoBaHne CCTV 6e3 cornacMa cybbekTa Ha
06paboTKy  AaHHbIX B UenAx  nNpenoTBpalleHus
npectynHoctM 1 obecneyeHnsa 3alWuUTbl  Aogen U
MMYLLECTBA;

* CJEU nocumtan, uyto wucnonb3oBaHme CCTV B AaHHOM
KOHKPETHOM CUTyaLMn BO3SMOXKHO Ha ocHOBaHuK cT.6(1)(f)
GDPR;

* B CBOEM pPELIEHUN CYyA Y4YUTbIBAN Ha/N4YMe B MPOLLSIOM
cnyyaeB BaHAa/M3Ma M B3/1IOMOB, KOTOpble MMENN MecTo
6bITb, HECMOTPS Ha YCTAHOB/IEHHYIO B }KUJIOM KOMIJIEKCE
CRyA.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62018CJ0708&from=EN
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leHepanbHbIY aaBoKaT CJEU o0 cTaHAapTHLIX A0roBOPHbIX

ycnosuax (SCC) no geny Schrems li

1 Court of Justice of the Europaan Union
‘r"‘i PRESS RELEASE No 125119
L/ Luxsmbourg. 1 October 2018

\ ’
\t“«‘;\m
2 Juogment in Case C-E73N7

Bundesverband der Vertxaucherzentralen und Verbtauchervebinde —
Prec 2t ifurazce Verbraucherzentrale Bundesverband oV v Planotds GmbH

Storing cookies requires intemet users’ active consent

A pre-0CkBg CRECADOX & hersfons insufMcent

The Gamuan Fedenton of Consumes Organsstons Rds chalenged Defore the German cournts the
ute by the Gemman company, Planetds of 2 pre-tcked chedbox | cannection with oniine
promotional games, by which imfemat users wishing o pariaipate consent 10w stoage of
cookies ' The cookies In question aim 10 colect mfomation for the purposes of pemsing
Planei4d's parinars’ products.

The Bundesgenchisnot (Federal Court of Justice, Germany) asked e Cour of Justics 10 nterprat
e EU law On 18 profection of Slactonic communcabons privacy.”

In 0day's paoment, the Court decioes that the Conseett which 3 webste USer must give 10 the
SIor a0 of A A0CesS 10 COOkES On Mis or Net squipment is not vadidly constnned by wary of 2 pré-
thecked chechbox whch that user must dessied 1o refuse s or her consent

That decsion s unateciad by whether of fol the PAOOmaton Homd o Josssad On the usars
equpment Is personal data. EU laar aims % prolect She user from any inerderence with fes or her
privale e, o particular, from e nsk that hidden dentiters and oher Smiar devices amer Tose
users’ terminadl equipment Wwithowt theyr knowledge

The Court notes that consent must be spechic 50 ™hat the fact that 3 wser selacts the utton o
parmicigats 0 3 promotonal otery IS Not SUScsnt for € % be concuoed that e user valdly gave
his or her consent 1o Te sXvage of cookies

FurPenmioes, aoconiing 10 e Court, the iInformaton Tial 1ha Service Drovioer must Jive 10 3 Usel
Ocudes the duration of the operabion of Cookss 3nd Wl of NOT 1NN DarDes may Pave atosss
10 thase cookes

NOTE: A referwrce for  predmimany nieg shows the couts and inbuses of the Mermber Siates, in dgutes
which have Been brougnt before Miam, 10 refer Queatons 1o the Cowt of Jusdce about the ntegyetation of
Ewcpean Unon law o the valicity of o Eucpean Union ot The Count of Aatice does not decide The
dspate kel £ 5 for the nobonal cout or run 10 dspose of the tase In accordance wih Me Court's
decmion, which & spiary binding on ofer naSonal Touns o TRurals befors which o SIMky Bsue s rised

| Cockun ar s which the Srowcier of 3 webuke 350w o0 e webade caars Soner whch St webate provider Can
BOOREE BOAN whHe e LY TS 11 WSS 00 & BT SOSIIN. I Oroer 50 FAGHLIN RANVIGINON 0N e NEeTE Of
PHVERRONS, 06 W BNRES SIGIBON BT LM DANIVAS

* Owwctvs JDIIEBEC of the Surcpesn Parkamert and of the Counct of 12 July 2002 comceming e crocessng of
(OCSONS SUEa T T DOWEON o PIATY ¥ TN SHTTTNG CONMITANVGINONS 38000 Ureciue 3 (rivaoy avd Saatrnre
comyrancatiorn ) (OJ 2002 L 20! g 37). 38 avended by Drwctve 20007 JEC of the Ewopear Patament and of 4w
Councl of 25 Novernber 2000 (OJ 2008 L 137, 2 11 read in corgurcton mith Accle 200 of Doectee SS4GEC of te
Ewpam Partanant 00 of B Counal of 24 Qotobey 1663 0n 11 Dronecten of Inividals Wi Qi 1 e paxoesry
of pamoral Sats anct o e es rovermees of such data (00 1608 L 201, g 37) and of Arscle 8(7)0) of Regulaten [2U)
WIN0T% of T Sunpesn Parament and of Tw Cowncd of 77 Apd 2010 0N Phe DGOt of MM PAIONS Wi ngand
1 e procwwang of perscral dets and on B Swe movernent of wuch data. and epealng Dewatee S840 | Several Dats
Frecton Regulsson) (0J 0L 1%, p V)

WO QI OO0 Sy

Court of Justice of the European Union

Judgment in Case C-673/17
Data Protection Commissioner v
Facebook Ireland Limited,
Maximillian Schrems

leHepanbHbin agBokaT CJEU BbiCKa3zan MHEHME O TOM, YTO
SCC (standard contractual clauses) He [AO/MKHbI ObITb
NPU3HaHbI HeaeNCTBUTENIbHbIMN, HO aKcnopTepbl
(KOHTpoNEepbl) nepcoHanbHbIX AaHHbIX M3 EC  gonXKHbI
npeanpMHUMaTb Heobxogumble M [OCTAaTOYHbIE Mepbl ANA
obecneyeHnsa cobnogeHma SCC co CTOPOHbI MMMOPTEPOB
OAHHbIX, HaxogAwmxcAa 3a npegenamm EC. B vacTHOCTH,
3KCnopTep AaHHbIX [OO/XKEeH CaMOCTOATE/NIbHO OLLEHUTD,
cnocobeH M MMNopTep AAHHbIX BbINONAHATb BCE TpeboBaHUA
SCC.

https://www.bakermckenzie.com/en/insight/publications/2019/12/gdpr-international-data-transfer-solutions
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FeHepanbHbIv aaBoKaT CJEU o xpaHeHun Konui

MOEHTUPUKALMNOHHDIX AOKYMEHTOB

L Court of Justice of the Europaan Uneon
K57, PRESS RELEASE No 125114
& A S Lussnbon . 018
oy pf
\.4" JUOgTEnL
Bundesverband der Vertxaucherzenmicalen und Verbau

Drers i ifuTegoe Verbraucherzentrale Bundesverband aV v Planotd® GmbH

Storing cookies requires intemet users’ sctive consent

A re-OChed CHeckDOX 8 hersfons insufMoen!

Seman Feoerntion of Consumes Organsatons Nas chalbenged Dafone the German o

e German company, Planetds, of 2 pre-tcked chedbox i cannection with oniine

lonal games, by which inomaet users wishing o patiapate consent 10 tha stomage of

) cookies In question am 10 colect mlomation for the puposes of advemising
partnars’ products

The Bundesgenchisnot (Feders
e EU law on the peotecton of

of Justice, Garmany) asked e Cournt of JUstics 10 nterpret
T COmMunEabons privacy ”

I 0day's pogment, the 0ec0es that the Conseet whvch a websd
SIorape of and) A0Cess 10 COOkES On Mis o Nt Bquipment s not vadiaty
thedked checkbox which that user must deseled 10 refuse bis or her o

ST MUst Qive 10 the

funed by waty of & pre-

That decsion & unatleciad by whether of rot the THANON MO OF SOsssad On he Usar's
equpment Is persol data. EU law aims %0 profect he user from any imerference with fes or her
privale Ife. » partl from ™ nsk that hidden dentifiers and oher Smiar devices amer Tose
users’ terminal equipment without theyr knowledge

ert MUSt e SpeChic 50 ™At the fact that 3 wser selacts the utton tn
ottery 1S not SUmosnt for € % b conciuced that e user valdly gave
rage of cookies.

Furhenmoee, aco 10 e Court, the INKmaton Tl e S8rice Drovioer Must Jive 10 3 usse
Ocudes the duration of the cperation of Cookes 3nd WaTler of NOT INND parbes Mmay Pave atosss
10 hase cookes

g shows the couts and irtusss of the Mermber Stiates, in dagaten

refer Queatons to e of Jusce about the intepretation of
The Counl of Juastice does not des
e of the tase In accordance weh e Court's
riurals befors which o Mk Bsce is rised

dspate el £ 5 for the national court or rbuny
BaCaion, Which & sriiary binding on offer rasondl T0

A QA 00D U

Court of Justice of the European Union

Judgment in Case C-61/19

Orange Romdnia SA v

Autoritatea Nationald de Supraveghere a Prelucrdrii Datelor cu
Caracter Personal (ANSPDCP)

leHepanbHbit aasokaT CJEU Mauei LnyHap (Maciej Szpunar) 05.03.2020
BbIHEC 3aK/AtOYEHME NO Aeny mexay HaunmoHanbHbIM OpraHom Mo Hag3opy 3a
0bpaboTKoi NEPCOHaNbHbIX  AaHHbIX PymbiHMK (ANSPDCP) n
TeNEKOMMYHUKALUMOHHbIM onepaTopom Orange Romania. ANSPDCP Hanoxun
wtpad Ha Tom ocHoBaHWM, 4yto Orange Romania KonupoBana AOKYMEHTbI,
YO0CTOBEPAOLWME IMYHOCTb KAMEHTA, U XpaHUna ux 6es cornacusa. LWnyHap
YKa3an, YTo KAMEHTbl TEIEKOMMYHUKALLMOHHON KOMMAHUW He 4aBasiv CBOEro
c8060AHOr0, KOHKPETHOrO U OCO3HAHHOIO COrNACKA HA OCYLLECTBAEHUE TaKUX
OEeNCcTBUIA Npu 3aKkNtoueHmn gorosopa ¢ Orange Romania.

KnneHtam He 6bl10 04EBMAHO, YTO OTKA3 OT KOMUPOBAHMA U XPaHEHUA MX
NOEHTUDMKALMOHHbIX [OKYMEHTOB He [enaeT HEeBO3MOXHbIM 3aKalyeHue
porosopa. WMHaye rosops, CybbeKkTbl He MMenM BO3MOMKHOCTU caenatb
OCO3HaHHbIN BbI6OP, CNM HE UMeNU NPeACTaB/leHUs O ero NocNeACcTBUAX

TakKe 6blN0 OTMeYeHOo, 4YTOo He sABnseTcA [06POCOBECTHOM NPAKTUKOM CO
CTOPOHbI KOMMNaHMK TpeboBaHWE K CBOMM KAMEHTaM NOAKPENIATb CBOM OTKa3
OT KOMMPOBAHUA U XPAaHEHUA KOMUIN YA0CTOBEPAIOLLNX TMYHOCTb AOKYMEHTOB
B BMAE NMUCbMEHHOro 3aaBneHuA. A npepocTaBneHma cornacma tpebyetcs
NONOXKUTENbHOE AeicTBMe CybbeKTa JaHHbIX, @ B pacCMaTpPUBaeMOM C/lyyae
BO3HWKaeT obpaTHan cuTyaumnsa: HeobxoaMmbl NO3UTUBHbIE AENCTBUA, YTOObI
OTKa3aTbCA OT cornacua (no aHanoruum ¢ genom Planet49, rae cHATUE ranoykm
C NpeaBapuTebHO OTMEYEHHOro YeKbOoKca Ha Beb-caliTe CUMTAETCA C/IULLIKOM
6onbwmnm GpemeHem oA NOMb30BATENA, TO HENb3A 0XUAATb, YTO KIMEHT TEM
BPEMEHEM OTKAXKeTCs OT CBOEro Cor/lacua B pykonucHon ¢opme).

http://curia.europa.eu/juris/document/document.jsf?text=&docid=224083
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ApMUHUCTPATUBHDbIN cya Mapcens npusHana He3aKOHHbIM
MCNonb3oBaHMe CUCTEeMbI pacno3HaBaHUA UL, B LLUKONAX

Tribunal Administratif de Marseille

TRIBUNAL ADMINISTRATIE
DE MARSEILLE

AgMmuHucTpatmBHbiM ¢y, Mapcena 03.02.2020 npwusHan
HE3aKOHHbIM MCNONb30BaHUE CUCTEeMbl PACNO3HABAHMA NNL,
Ha BXoAax B WKonax Huuue n Mapcene. YkasaHHble CUCTEMDbI
6blAn BHeApPEHbl Ha OCHOBAHMW pPeLeHUA agMUHUCTPALLUK

N1901249 REFUBLIQUE FRANCAISE

LA QUADRATURE DU NET
et aures AUNOM DU PEUPLE FRANCALS

A Youef Khua S _— pernoHa «[llpoBaHc-Anbnbl-/1asypHbin  Beper» (Provence-
Lapporens o tibunal sdeunistraed e Marsedle
e Alpes-Cote d’Azur), npuHaToro 12.2019.
M Prenre-Yve Goonean
T CyA NOCTaHOBWA, 4YTO TO/MbKO CamMM LWKOMbI  MMEIOT

Andience du 3 février 2020
Lectue du 27 feviver 2020

NOTHOMOYMNA HaA NPUHATUE peLueHMﬁ O BHeAPEHNUN CUCTEM
pacno3HaBaHMA Aund. Kpome TOro, cya YycraHoBwuAa, 4YTO
o6pa60TKa 6VIOMeTpM‘-IeCKMX nepCcoHasibHbIX AaHHbIX
ocyuiectenAanacCb Ha OCHOBAHUU cornacumm YY4EHUKOB U UX

Vit Is grocidure suivante

Par uoe requéte, emegistree be 14 fevner 2019, V'awoaation « La Quadiates du Net » o
I» Ligue des doits de 'Homune I fédimation des coueeily dey parests d'eleves dey ecoles

pebbquoes des Alpes.-Marmimes et le syudicat CGT Ednc'Acticn des Alpes.Marttimes, représente:
par Me Alexio Frtmean O Coblthaigh, demandeut s Trnbuaal

1¥) @' anamler pour excés de povnoa s delibération o' 18-293 do 14 decemsber 2018 par
laquelle le conseil réposal de Provesce-Alpes-Cote d' Az 2 approwne Ia comvention tnpartite
d'expersmentation regica-lycee-socsété Cioco lnsermancsal Linuted relative 2 la nuze e= place d'na
&sposauf de coomedle d accés par comparascs facule #f de nuvi de wwectowe, 3 aulonsé o
petudenl 3 ugeer cetie couvenikon of A e cefie expérmmentation au se=n Jdes lycees Ampére
(Mazseille) et Les Eucalypius (Nace)

1) de metive & Ia chiasge de 1 sépoe Provence-Alpes-Clte d Ane & sooune & 1024
euros au tive de L arucle L 761-1 du code de juarsce admusstrative

Elles soutienment que
-1a delbemtion astaquee eut enrachee d'mcompetsence | concernans la securse a 1'enirée
des lycees, elle reléve de la competence des seuls chefs d' etablissesnent
elle est eatachees dun 1ice de procedure en ce qu'elle amonse la mute oo crusye d
trattement de donndes teomuetniques aloes qu aucune émde d spact o' éte réalinde an momesnt de
son sdoption. misant A 1a boase sformanion de la populanon of du consed régional

3aKOHHbIX NpeAcTaBUTENEN, KOTOPbIE BbIIN AaHbl B CUTYyaLUK
«gucbanaHca» NONMOXEHUA KOHTponnepa U cybbekTta
[aHHbIX, a TaKXe OTCYTCTBMA Yy MOCNeAHUX peasibHOM
cBoboapl BbibOpa.

HakoHew, AOMUHUCTPATMBHbBIN CyA, COrNAcUACA C NO3ULMEN
CNIL o TOM, 4TO pacno3HaBaHuMe /UL, ABJAETCA
HEeNpPoOMNoOpPLUMOHANIbHON MePOM KOHTPONA ANA MNPONycKa
yyawmxca B WKony. bonee TOro, anbTtepHaTUBHble Mepbl
ropasgo MeHee ywemMnAT Npasa Nto4en.

https://www.laguadrature.net/en/2020/02/27 /first-success-against-facial-recognition/
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JDSUPRA

German Art Copyright Act Applies
Even With GDPR In Effect

KiING & SPALDING

On June 18, 2018, the Cologne Court of Appeal decided that provisions of the
German Act on the Protection of Copyright in Works of Art and Photographs
(“KUG”) regarding the publication of photos for journalistic reporting will
prevail over conflicting provisions of the General Data Protection Regulation
(“GDPR”) (Docket number 15 W 27/18).

The applicant had filed a cease and desist claim to prevent a television
program from being released. He briefly was depicted as a security guard in
a report on the eviction of a building. In the first instance, the Regional
Court of Cologne held that the respondent’s freedom of the press and
freedom of expression prevailed over the applicant’s right to his own image.
The judges applied Section 23(1) No. 1 of the KUG, which allows images of
historical importance to be published without a person’s consent. The term
“historical importance” covers not only events of historical-political

significance, but all current and historical events of general social interest.

Oberlandesgericht KolIn
Case 15 W 27/18
Decision on 18 June 2018

BepxoBHbIN OKpy»XHOM cya B KEnbHe NoCTaHOBUA,
4YTO NONOXeHUA 3aKoHa [epmaHuM O 3awmTte
aBTOPCKMX MpaB Ha NPOM3BEAEHMA MCKYCCTBA U
doTorpadpum («KUG»), Kacatowmecs nybamkaumm
doTorpadpun ona KypHaAUCTCKUX pPenopTarken,
byaytT wMeTb NPEeMMYLLECTBEHHYID CuUay B
OTHOLWeHUU nonoxeHmnn GDPR.

Cyn OTKasan B yAOBNETBOPEHWM MCKA ML,
KOTOpOe Monaso Ha BMAEO03anucb penopTtaxa. B
nepBon MHCTaHUMKU cya KenbHa NOCTaHOBWUA, YTO
cBoboaa npeccbl U cBO6OAA BbIPAXKEHUA MHEHMUSA
OTBETYMKA MMEIOT MPEUMYLLECTBO HAh NPaBom
ncTya Ha  WCNONb30BaHME  COBCTBEHHOrO
Bnageonsobparkenma. Cygom 6bln  NpUMeEHeH
Pasgen 23(1) Nel KUG, KoTopblii nosBonser
nybankoBaTb  M3006parkeHMA  UCTOPUYECKOTO
3HayeHuA 6e3 cornacua 3aneyaT/IEHHOrO0 Ha HUX
NINLQA, TaK Kak TEPMUH «MCTOPMYECKOE 3HaAYeHNE
OXBaTbiBAeT HE TO/IbKO COObITUA UCTOPUKO-
NONUTMYECKOTO 3HAYEHUA, HO U BCE TEKyLLnE n
NCTOPUYECKNE cobbiTuA, npeacrasastowme
obuecTBEHHbIN UHTEpPEC.

https://www.jdsupra.com/legalnews/german-art-copyright-act-applies-even-68926/



https://www.jdsupra.com/legalnews/german-art-copyright-act-applies-even-68926/
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Magistrate Judge P. Bradley Murray

IN THE UNITED STATES DISTRICT COURT AMEPUKaHCKUIA  Ccyd  NOCTAHOBW/A, 4YTO  MpaBa
FOR THE SOUTHERN DISTRICT OF ALABAMA o
SOUTHERN DIVISION rpaxkaaHnHa EC Ha HenpuKOCHOBEHHOCTb YaCTHOM
SAMICO DRY d.a.c., kia d'Amico Dry U3HU U cobntogeHne nonoxkeHnit GDPR He mmetor
Limited,
= L NPEeMMYLLLEeCTB Haj, NPaBOM aMepPUKAHCKOro MCTLa Ha
aint
" A 15 0RO npeabsABAeHME  [OOKa3aTenbCcts, B TOM  4Yucne
TY ~
T T Tenr T i NOKa3aHWUI OTBETYMKA, CHATbIX Ha BUAEOKaMepY.
MV SEA GLASS I,
Defendant
ORDER

This cause is before the undersigned on Defendant's motion for protective order
(Doc. 123) and Plainiffs response (Doc 134)." This order DENYING Defendant’s
mobion for protective order is entered pursuant to 28 U.S.C.§ 636(b)(1)(A) and General
Local Rule 72(a)2)S).”

FACTUAL BACKGROUND

This admirally action has been pending in thes Count since June 22, 2018, based

upon d'Amico’s verfied complaint aganst Defandant Nikka and the wshin Rule B

Nikka was axtendad the opportuny 1o e & mply by Octaber 18, 2018 (Doc
130) bt did nat do 50 (compars id. with Dackat Shaet)

Although the undersgnad & demying the mation for peotective order and allowing
Paul Corons' deposihion 1o be videotaped in London, England on Ociober 24, 2018, In
recognition af the privacy intarests Mr. Coronis has identified the undersigned is specifically
ORDERING that the video recording companent af Mr. Coronis’ depositon can only be used in
these civl procoedings in this Court and is NOT to ba publicaly disdosed or used in any other
Irvestigalion or litigaton

https://law.justia.com/cases/federal/district-courts/alabama/alsdce/1:2018cv00284/62887/140/
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Google wins landmark right to be
forgotten case

By Leo Kelion

Technology desk editor @© 24 September 2019

The EU's top court has ruled that Google does not have to apply the right to
be forgotten globally.

It means the firm only needs to remove links from its search results in Europe -
and not elsewhere - after receiving an appropriate request.

The ruling stems from a dispute between Google and a French privacy regulator.

In 2015, CNIL ordered the firm to globally remove search result listings to pages
containing damaging or false information about a person.

The following year, Google introduced a geoblocking feature that prevents
European users from being able to see delisted links.

But it resisted censoring search results for people in other parts of the world. And
the firm challenged a 100,000 ($109,901; £88,376) euro fine that CNIL had tried to
impose.

Court of Justice of the European Union

EBponencknit  cya  cnpaBen/iBOCTU
(CJEU) noppeprkan nosunumio Google B
OaBHEM cnope C bpaHUy3CKUM
perynatropom CNIL o noKanmsauum npasa
Ha 3abBeHue pesnaeHtoB EC wu

HenpaBoOMEepPHOCTU daKTMyeckoro
BBEAEHMUS peXxmMma «rnobanbHom
LEeH3ypbl»  NyTemM  paclunMpuUTenbHOM’
NHTEepNpeTauum TeppuUTopManbHoOM

cdepbl npumeHeHua GDPR. Kpome Toro,
6bl1 OTMEHEH paHee HaNOXEeHHbIA Ha
Google wtpad B € 100,000.

https://www.bbc.com/news/technology-49808208



https://www.bbc.com/news/technology-49808208
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ok e o (o MpuHy, Fappu ogepxan nobeay B cyaebHom cnope c
Prince Harry won a legal battle with the paparazzi using d)OTorpa(baMVI nanapayuy w3 areHTCTBa Splash News,
Europe's GDPR privacy law — and it gives the royals a

powerful new weapon against the media KOTOpOE ncnosabL3oBasio BEPTONET anA
r—— 00 doTorpadpmpoBaHmna MCNONbL3YEeMOro MNpuUHLEM AOMa WU

ero okpectHocTei. B Bbicokom cyae JIoHAOHa areHTCTBO
M3BMHWUNOCL Nepea NMPUHLEM N COrNACMNOCh BbINAATUTb
emMy KOoMneHcaumio 3a HapyweHue c1.5 GDPR wu
6puTaHCcKoro 3akoHa O 3awuTe AaHHbix 2018 (DPA) B
CBA3U o HenpaBoOMepHOM obpaboTkoi ero
NepCoHa/NbHbIX AaHHbIX W HaApylWeHWem npaBa Ha
HENPMKOCHOBEHHOCTb YaCTHOM XKU3HM.

TR TS o — Sy CornacHO MHeHuto TumoTtn [MHTO, CcTapwero KpucTa
DR, opuamndeckot pupmbl Taylor Wessing, ncnonbsosaHue

Prince Harry

i e B A A i b NONOXKEHWUN GDPR ABnAeTcA MOTeHLUMANbHO
Botures inside a house he wis renting, (V) (V]

‘ ] NPUBNEKATE/IbHOWN aNbTEPHATUBOM MUCKaM O HapyLleHUU
Potentially even more interesting than that is the way in which he v

won his battle — basing a hegal case pastly on a sweeping new HeanKOCHOBeHHOCTM l‘laCTHOM )‘KM3HM : « l'|T06b|
Europesin data kaw thot is dess than a vear old.

npeycnetb B uUcke o anddamaunm, 3aasutesib OOJ/IKEH
YCTaHOBWUTb, NO KpanHel mepe, uTo: (i) 3aaBneHne, Ha B

OTHOLWIEHUM KOTOPOro nodaH WCK, AUCKpeauTupyet
T P R Ay ncrtua; un (ii) 6oin HaHeceH ywepb penyTaymMm uctua.
repR e R HanpoTuB, ncTeu, ONUPAOLWMIACA Ha 3aKOH O 3aluUTe
NaHHbIX, He [O/IeH [AO0KasbiBaTb HU OAHY M3 3TUX
BELLEN».

h the papmanad ag

own &5 the Dauke of Sussex {emnphasis

“This malter concerns a daim for misuse of private infarmation,

Rovals arxi celebrities arguing U media coverage invades theis

https://www.businessinsider.com/prince-harry-beat-paparazzi-using-gdpr-law-new-royal-weapon-vs-media-2019-5



https://united-kingdom.taylorwessing.com/download/article-rise-of-gdpr-in-media-law.html
https://www.businessinsider.com/prince-harry-beat-paparazzi-using-gdpr-law-new-royal-weapon-vs-media-2019-5
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obelaHne CKUAKU MU yyacTue B 1oTepee

27.06.2019 Bbicokun cyg PpaHkdypta (High
Court of Frankfurt) noctaHoBun, yTo cornacue
Ha 06pabOTKY AaHHbIX, CBA3AHHOE C COr/lacMem
Ha MOJIyYEHME PEKNAMbI, MOMKET CYMTATbCA
_ _ _ cBo60AHO NpeaocTaBNeHHbIM B pamKax CT.7(4)
f?;fc,lzeﬁl:; ::leez:.‘lzjﬂijr::e:tts in data privacy and cybersecurity GDPR. Mo MHEHMIO cyaa, «CBOBOAHO

JaBaemoe» cornacue - 3T0 Corlacme, KOTopoe
paetca 6e3 «NPUHYXAEHUA» UNU «OABNEHUAY.
CyA nOCTQHOBMA, 4YTO NpPUBAEYEHUE KAMEHTA

. . e o notepen B obmeH Ha cornacme Ha obpaboTk
can be tied to receiving advertising P PaboTKY
€ro AaHHbIX ANA peKaamMbl He COCTaB/1AE€T TaKoro
By Kristof Van Quathem and Anna Oberschelp de Meneses on September 4, 2019

NPUHYKAEHUA WAN  AasneHua. o MHeHUo
cyna, «noTpebutenb MOMKET U OO/KEH Cam
peLaTtb, CTOMUT 1M y4acTMe B N0oTepesax ero uamu
ee AaHHbIX».

COVINGTON

Inside Privacy

HOME > ADVERTISING & MAREETING > MOEILE > GERMAN COURT DECIDES THAT GDPR CONEENT CAN EE TIED TD
RECEIVING ADVERTISING

POSTED IN EU DATA PROTECTION, EUROPEAN UNION, MOBILE

On June 27, 2019, the High Court of Frankfurt decided that a consent for data pro-
cessing tied to a consent for receiving advertising can be considered as freely given
under the GDPR.

The case concerned an electricity company that relied on consent cbtained by an-
other company to advertise its products and services to the claimant. The claimant’s
consent had been obtained in connection with his participation in a sweepstakes con-
test. In order for the claimant to participate in the contest, he had to consent to re-
ceive advertising from partners of the sweepstakes company, including the electricity
company. The claimant was provided with a list of the eight companies with whom

his data would be shared for advertising purposes.

https://www.insideprivacy.com/advertising-marketing/mobile/german-court-decides-that-gdpr-consent-can-be-tied-to-receiving-advertising



https://www.insideprivacy.com/advertising-marketing/mobile/german-court-decides-that-gdpr-consent-can-be-tied-to-receiving-advertising
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L euroconsumers

Hadian Court Anes Facebook Csim for breaching consumes contract

s thut personal data i

. - s

Our data has value !

\ MO
# LiNE

g

» 3 million ewre fine that italis

advertised that

and as such must be scknowiedged and protected for

& fundamental right Lo privacy

cets n economic esset

data are not only subject to CDPR

A proprietary coonomic asset f

si fulsety

that consumer data & proprietary

10.01.2020 O6nacTtHOM agAMWHUCTPATMBHbLIN cya Jlaumo
(' Tribunale Amministrativo Regionale per il Lazio)
OTKNOHWMAN anennaumio  Facebook Ireland Ltd. B
oTHoweHun wtpada (€5,000,000 B oTHOoweHMN Facebook
Ireland Ltd. » Ha aHanormyHyrwo cymmy pgna ee
MaTepUHCKoM KomnaHum Facebook Inc.), HazHayeHHOrO B
Aekabpe 2018 ropga YnpaBneHvem Mo 3awuTe
KOHKYpeHUMn u pbiHKa B Wtanum (LUAutorita Garante
della Concorrenza e del Mercato) 3a HapyLweHue cT. 21 n
22 Codice del Consumo (Kogekca notpebutenen
Wtanun). Cyp noatBepAun, 4YTO 3aKOHbl O 3alwmTe
notpebutenen TakXKe MpPUMEeHATcA K obpaboTtke
NEepPCOHaNbHbIX AaHHbIX M3-32 WX 3KOHOMMYECKOWM
LLEHHOCTW.

https://www.euroconsumers.org/news/italian-court-fines-facebook-eur5m-for-breaching-consumer-contract-and



https://www.euroconsumers.org/news/italian-court-fines-facebook-eur5m-for-breaching-consumer-contract-and
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BavaHme GDPR Ha 6u3sHec

DONT WORRY MADAM,
WE ARE ALL MOST INTERESTED
IN PRIVACY AT THIS
QRCANISATION.

K ornasneHuio
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KC S3KOHOMMKA o=c

https://www.interfax.ru/business/62275

UHTEp

INTERFAX

6
Kanutanusauua Facebook 3a oguH

Ha peKkopaHble ansa pbiHka CLUA $120 mnpa

3T0 NPOM30LLNO Ha hOHE OTYETa O O NPEACTONALEM 3aMEIEHUN TEM
PErynaTuBHOro AasBneHns

Facebook Inc., kak cTano U3BecTHO B YeTBEpr, BO BTOPOM KBapTane
yBenuuuna Yuctyto npubsinb Ha 31%, HO OHa He AO0TAHYNa A0 NPOrHO30B
pbiHKa. Bulpyuka noackouunna Ha 42% v gocturna $13,231 mapa.

OpHako pykosoacTeo Facebook npegynpeanno, 4to TeMnsl pocTta oyayT
3aMeaNATLCA: B YaCTHOCTH, U3-3a@ 3aMel/IeHUs POCTa peKNaMHbIX JOXO40B
noabLEM BbIPYYKM BO BTOPOM KBapTarne B rofl0BOM BbIpaXeHuu Obin Ha 7
MPOLIEHTHLIX MYHKTOB MeHbLUe, YeM B MEPBOM KBapTasne, 1 3Ta TeHAeHUMUSs
COXPaHUTCH BO BTOPOM MOYroAauu.

Kpowme Toro, komnaHus oxuaaeT 6onee GuICTPOro yBennyeHusa pacxoaos B
2019 rogy u3-3a, B YaCTHOCTU, PA3/IMYHLIX PErYNATUBHLIX PUCKOB. B pe3ynbTi

A€eHb ynana

The
uardlan

bal development Football Tech Business Environment Obituaries

Facebook moves 1.5bn users out of reach
of new European privacy law

Facebook has moved more than 1.5 billion users out of reach of European
privacy law, despite a promise from Mark Zuckerberg to apply the “spirit” of
the legislation globally.

In a tweak to its terms and conditions, Facebook is shifting the responsibility
for all users outside the US, Canada and the EU from its international HQ in
Ireland to its main offices in California. It means that those users will now be

cnefyouMe HeCKoNLKo net 6yaeT B paioHe 35%, B TO BpeMs Kak BO BTOPOM

on a site governed by US law rather than Irish law.

-

W3-3a BBegeHus B EBpone HOBOro 3aKOHOAATENbLCTBA O 3allMTe NePCOHanbHbIX AaHHbLIX YNCO aKTUBHbIX

nons3oBatenei Facebook B pernoHe ynasno 3a Ksapran Ha 1%.

Facebook CTONMKHyNnack TakXe ¢ nocneacTevsaMu ckadaana sokpyr Cambridg

notpeboBan OT CeTN yBE/IUYEHNA BHUMaHUA K 3alMTe AaHHbIX NONb30BaTenen.

https://www.theguardian.co
m/technology/2018/apr/19/f
acebook-moves-15bn-users-
out-of-reach-of-new-
european-privacy-law

e Analytica, KoTOpbIi



https://www.theguardian.com/technology/2018/apr/19/facebook-moves-15bn-users-out-of-reach-of-new-european-privacy-law
https://www.interfax.ru/business/622756
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Ucxop amepuKaHckoro CMbB n3 eBponeiicKkoro pbiHKa no

NPUYMHE HEeroTOBHOCTU K BbiNo/IHeHUIO TpeboBaHui GDPR

K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ R/ K/ K/ K/ K/ K/ R/
0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0.0 0’0 0’0 0’0 0’0 0’0 0.0

Brent Ozar, IT consulting services

CoinTouch, peer-to-peer cryptocurrency exchange

Drawbridge, cross-device identity service

FamilyTreeDNA, free and public genetic tools such as Mitosearch and Ysearch
Gravity Interactive, video game developer (Ragnarok Online, Dragon Saga)
Hitman: Absolution, video game developed by IO Interactive

Klout, social reputation service by Lithium

Loadout, video game developed by Edge of Reality

Monal, XMPP chat app

MotoSport, powersports retailer

Parity, know-your-customer service for initial coin offerings (ICOs)

Payver, dashcam app

Pottery Barn, housewares retailer

Seznam, social network for students

Steel Root, cybersecurity and IT services

StreetlLend, tool sharing platform for neighbors

Super Monday Night Combat (SMNC), video game developed by Uber Entertainment
Tunngle, video game VPN

Unroll.me, inbox management app

Verve, mobile programmatic advertising

Williams-Sonoma, housewares retailer

https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/



https://www.brentozar.com/archive/2017/12/gdpr-stopped-selling-stuff-europe/
https://btcmanager.com/european-gdpr-fear-p2p-cryptocurrency-exchange-cointouch-shuts-down/
https://adexchanger.com/data-exchanges/drawbridge-sells-its-media-arm-and-exits-ad-tech/
https://www.wired.com/story/police-will-crack-a-lot-more-cold-cases-with-dna/
http://blog.warpportal.com/?p=10892
https://www.ioi.dk/hitman-absolution-service-message/
https://www.relevance.com/lithium-ends-klout-gdpr/
https://www.gamesindustry.biz/articles/2018-05-09-gdpr-spells-closure-for-free-to-play-shooter-loadout
https://monal.im/blog/gdpr-removing-monal-from-the-eu/
https://static-content.motosport.com/GDPR/index.html
https://www.parity.io/picops-discontinued-may-24th-2018/
https://www.ft.com/content/3f079b6c-5ec8-11e8-9334-2218e7146b04
https://www.apnews.com/6b2b86fd88d147179aac7e7582942c15
https://money.cnn.com/2018/05/11/technology/gdpr-tech-companies-losers/index.html
https://twitter.com/steel_root/status/992740684250648576
http://web.archive.org/web/20190423095016/https:/www.streetlend.com/
https://www.polygon.com/2018/4/28/17295498/super-monday-night-combat-shutting-down-gdpr.
https://www.bbc.com/news/technology-44239126
https://techcrunch.com/2018/05/05/unroll-me-to-close-to-eu-users-saying-it-cant-comply-with-gdpr/
https://www.thedrum.com/news/2018/04/18/verve-focus-us-growth-it-plans-closure-european-offices-ahead-gdpr
https://apnews.com/3b6945f9f5794d87bb5c78bb093f724a
https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/
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Te(hcenvz TGNOW = T = FUTURE ~ GAMINEG = MONTD = FHONE FNDER DEALS REVEWS

Seven European Union countries accuse Google
of GDPR violations

By Srariie Seneriee
Now 77, ZNTR. A 32 Pm f ¥ &

Corsumer groutss from seven Europaan caurtrlies. muuding Poland and

Nethertanads, have filed GDPR complaings ag

I% In viclation of the bloc's reew pravacy laws. M

nisation (BEUCL each of the countnes chaem that G

Around cat tracking deprive users of exevcising a real choke about erat Im,: |}
i5 to, at the same time, property inform users about what the
phedd the complamts could fead 10 Googse hawng 10 pay &

Parge in the UG wi

glant has been accused of tracking phone users irrespective of privacy settings

The contumer graups In the Crech Republic, Greece, Norwaey, Slavenia, unx

Sweden, have each flled complaints with thelr respective nationad data protecion
authortties reports a reseaith by their Norwegian counter pan, Corsumer iobby
the European Consumer Qrganisation (BELIC) have .lllr\jm' thae Google uses

SNOUS MENOGES L0 SNCoUraRE USers fo enabile e SETHings catlon stoey’ andd

web ane app activity’ integrated e all Google user accounts

YyacTHUKKM  EBponencKoit  noTpebuTenbckom
opraHusaumm - Bureau Européen des Unions de
Consommateurs (BEUC) 13 cemun eBponemnckux
ctpaH (Monbwwn, Hnaepnanpos, Yexuu, MNpeuuu,
Hopsernn, CnoseHun wn LBeunn) o6BUHMK
Google B HapyweHun TpeboBaHMn GDPR wu
noaanm ¥anobol B COOTBETCTBYHOLWME
HaUMOHA/NIbHblE OpPraHbl NO 3aWuTe AaHHbIX
(DPA). BEUC ytBeprkpaetr, uto Google
MCNONb3yeT pas/iMyHble HedobpocoBecTHble
NPaKTUKKU, 4TOObl MOTUBMPOBATbL NONIb30BATENEN
BKAOYaTb B Beb-Opaysepe W MOOWUAbHbLIX
NPUNOMNKEHUAX onuuto OTC/NEXUBAHUA
MECTOMNONOKEHUA nonb3oBaTens,
MHTErPMPOBAHHYIO BO BCE MO/Ib30BaTE/NbCKUE
y4yeTHble 3anncu Google.

https://www.techgenyz.com/2018/11/27/google-gdpr-violations/



https://www.techgenyz.com/2018/11/27/google-gdpr-violations/
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" REUTERS  World Business Markets Politles TV
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SAP, Microsoft and Adobe announce data
alliance

FRANKFURT (Reuters) - Business software companies SAP, Microsoft and Adobe said
on Monday they were forming a data alliance that will make it easier for clients running

their applications to get a better overview of the customer.

The partners announced the Open Data Initiative at a Microsoft conference in Orlando,
Florida, saying it would help break down information silos that make it hard for

husinesses to make the most of their customer base,

“The core focus of the Open Data Initiative is to eliminate data silos and enable a single
view of the customer, helping companies to better govern their data and support

privacy and security initiatives,” the three said in a joint statement.

The initiative will enhance interoperability and data exchange between their platforms -

Adobe Experience Cloud and Adobe Experience Platform, Microsoft Dynamics 365 and

SAP C/4HANA and S/4HANA - through a common model, the partners said.

It comes as a new European data privacy law, the General Data Protection Regulation
(GDPR), puls a premium on access Lo customer data given by consent, structurally
favoring direct marketing channels over the advertising ecosystem that relies heavily on

tracking users online.

Mpounssoautenn NPOrpaMmmHOro
obecneyeHns SAP n Adobe Systems, a
TaKxe amMepuKaHCcKan Kopnopaums

Microsoft 3asaBunmM o co3gaHuMM anbaHca
Open Data Initiative, npu3BaHHOro
obecneynTtb 3pPeKTUBHOE NCNONb30BAHUE
BCEX [AHHbIX O K/MEeHTax, cobupaemblx
Pa3HbIMU MNPUNOKEHUAMU Yepe3 pasHble
KaHanbl (oHnaliHOBble M odNalHOBbLIE),
XPaHAWMXCA B PasHbIX MeCcTax U
KOHTPOZIMPYEMbIX Pa3HbIMKU CybbeKkTamuy, a
TaKXe N03BO/INTb BbINONHUTL TpeboBaHUA
GDPR 0 nepeHOCMMOCTM NepCoHasNbHbIX
OAHHDBIX.

Co cTopoHbl 6u3Heca wmaeto Open Data
Initiative nopaep)kann Takue KpynHble
KomnaHun, Kak Coca-Cola, Unilever wu
Walmart. 3JKcnepTtbl nosaratoT, 4YTO e€e
ycnex 6yaet BO MHOrOM 3aBMCETb OT TOrO,
NPUCOEAMHATCA NM K aNbAHCY TaKue
nngepbl  pbiHka CRM, Kak Oracle wu
Salesforce.

https://www.reuters.com/article/us-microsoft-sap-se-idUSKCN1M41L6



https://www.reuters.com/article/us-microsoft-sap-se-idUSKCN1M41L6

HeratusHoe BaunaHmne GDPR Ha caenKku no cIMAHUIO U

NOrNOLLEHUI0
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RISK & COMPLIANCE JOURNAL | DATASECURITY
Data Protection Concerns Upend M&A Plans

By Nina Trentmann

Nov 13,2018 258 pm ET

The European Union’s new General Data Protection Regulation privacy law is turning intoa
stumbling block for mergers and acquisitions involving companies in Europe, the Middle
East and Africa, according to a survey released Monday by business services provider
Merrill Corp.

Fifty-five percent of respondents said they had worked on deals that fell apart because of
concerns about a target company’s data protection policies and compliance with GDPR, a
regulatory framework that took effect at the end of May.

Two-thirds of respondents expect GDPR to result in greater scrutiny of data protection
policies and processes at target companies on behalf of buyers, complicating the deal-
making process.

Merrill surveyed 539 mergers and acquisitions professionals at corporations, private-
equity firms, investment banks and professional services firms. Most respondents were at
the director or associate level and came from Europe (67%), the Middle East (23%) and
Africa (10%). Merrill didn't provide information on the sizes of the organizations the
survey respondents represented.

GDPR aims to safeguard data-privacy rights by requiring companies to get consent before
using personal data and to store it safely. The law also forces businesses toreporta
security breach within 72 hours and penalizes noncompliance with hefty fines.

CornacHo onpocy, onybainkoBaHHOMY B
Hoabpe 2018 r. npoBanagepom b6usHec-ycnyr
Merrill Corp., GDPR cTaHOBMTCA KaMHeMm
NPETKHOBEHUA ANA CAUAHUNA N NOFNOLLEHUN C
ydyacTmem KomnaHun B EBpone, Ha bankHem
BocTtoke u B Appuke.

MATboecAT NATb MPOLEHTOB PECNOHAEHTOB
3a8BMIN, 4TO paboTannm Hag caenkamu,
KOTOpble  pa3Ba/MAMUCb W3-3a  OMaceHui
OTHOCUTE/IbHO COCTOAHMA 3alMUTbl AAHHbIX B
LUeneBbiX KOMMAHUAX M WX COOTBETCTBUAX
TpeboBaHnam GDPR.

[Be TpeTu pecnoHOEHTOB OXMAAKT, 4TO
noTeHumanbHble KOMMNaHUKU-NOKynaTenu
6yayT 6onee TWATENBHO NOAXOAUT K MOBEpPKE
NOAUTUK U Npoueayp 3aWmTbl NEPCOHANbHbIX
AAHHbIX B LEeNeBbIX KOMMNAaHUAX, YTO YCAOKHUT
NPOLLECC 3aK/IIOYEHUA CAENOK.

https://blogs.wsj.com/riskandcompliance/2018/11/13/data-protection-concerns-upend-ma-plans/



https://blogs.wsj.com/riskandcompliance/2018/11/13/data-protection-concerns-upend-ma-plans/

278 Google — KpynHenwwnii 6eHeduymap?

Study: Google is the biggest beneficiary of
the GDPR

i

Bam Comil

CornacHo BblBOogam uccnegoBaHua Ghostery
and Cligz, 6nharogapa cBoeit AOMUHUPYIOLLEN
no3vMUMKM  Ha  pPblHKe, /naep  OTpacau

BbIUTpbIBaET oT 6onee CUNbHOM
KOHLEHTPauMM Ha PbiHKE OH/ANH-PEKNAMBI.
XoTsa KOJINYEeCTBO (nporpamm,

OTCNEXMBAOLWMNX OENCTBUA NOCceTUTeNnen wu
nosnb3oBaTteneli Beb6CAMTOB) Ha pPblHKE B
LENOM  CHMUKAETCA, HECKOJIbKO  KPYMHbIX
onepaTopoB KOMMaHWN-OMEPATOPOB, TaKUX
Kak Google, nonyyaoT ewe 6onbwe
No/Ib30BaTENbCKUX AAHHbIX.

https://cligz.com/en/magazine/study-google-is-the-biggest-beneficiary-of-the-gdpr



https://cliqz.com/en/magazine/study-google-is-the-biggest-beneficiary-of-the-gdpr

279

KpatkocpouHoe BauaHme GDPR Ha BeHYypHble MHBeCTULUUN B
MHPOPMALUNOHHDbIE TEXHONOMMN

# of deals

SMM

GDPR takes effect

- ~
O N oewn N

Year/Month

(a) Total # of deals per week between EU and US

GDPR takes effect
A

A

i

g 75\\:./ \

\

Year/Month

(b) Total $ amount raised per week between EU and US

GDPR takes effect

' A

N h / e | A

4 \\,»-:»/ o=t \& Vj **\ / AL Va2 7] ~j‘»f\—::"
Year/Month

(c) Average weekly # of deals per category per state between EU and US

GDPR takes effect

\ A 3\
NN ;' ™
D) \

AR /7 " A
. ‘

(d) Average weekly S raised amount per category per state between EU and US

CornacHo BbiBogam nccneposaHus National Bureau of
Economic Research, GDPR o0Ka3an HeratuBHoe
B/IMSAHWE HA €BPONENCKMe CTapTanbl MO CPABHEHMUIO
MX aMepUKaHCKMMM Konneramu. Hanpumep, obuwmi
06BbeM BEHYYPHOro Kanutana, MHBECTUPOBAHHOIO B
craptanbl EC, ynan Ha 50% u3-3a BHegpeHua GDPR.
Kpome Toro, Ha 17,6% COKpaTMaOCb KONNYECTBO
eXXeHede/bHbIX BEHYYpHbIX CcAenok u Ha 39,6%
YMEHbLIMIOCb KONMYECTBO MPUBJIEYEHHbIX CPEACTB B
CpeAHEeM Ha KaXKayto COAENKy.

https://www.nber.org/papers/w25248



https://www.nber.org/papers/w25248
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Mean Number of 3rd cookies

BanaHue GDPR Ha KOHTEHT-NPOBaNAEpoOB, CyLLEeCTBYIOLMX 3a
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GDPR Opt-In
Impacts Ability
to Collect
Personal Data

Fewer Targeted
Ads Make
Online
Advertising
Less Profitable’

CornacHo BbiBogam nccnegosaHua University of Paris
Sud, Carnegie Mellon University u University of
Minnesota, sBanaHmne GDPR npuseno K:

YMEHbLUEHNIO  KOAMYeCTBa
cookie 1 3anpocoB Ha canTax;
Ha/ZIMYMIO HEKOTOPbIX OFPAHMYEHWUIM HAgh AOCTyn K
canTam c eBponenckmx IP-agpecos, BKAOYAA OKOMO
20% amepUKaAHCKMX HOBOCTHbIX M MeAna CanToB
MMEIOT OrPaHMYEHNA NO AOCTYNy ANA NoceTUTenemn
EC,

Masoe B/AWAHME HA KO/NIMYECTBO M KA4yecTBoO
NnoceweHUn CcanToB, a Ha EBPOMEMCKUX CanUTax
HabnoaaeTca yBeAnYeHne KOIMYeCTBa NoceLLEHN
no cpaBHeHwUto ¢ cantamu CLUA.

CTOPOHHUX dannos

Revenues of Reduction in

J

Online Content
Providers May
Be Affected?

Quantity and
Quality of Free
Online Content®

>

https://www.ftc.gov/system/files/documents/public events/1415032/privacycon2019 cheyre impact gdpr on ad-

supported content providers.pdf



https://www.ftc.gov/system/files/documents/public_events/1415032/privacycon2019_cheyre_impact_gdpr_on_ad-supported_content_providers.pdf

281 LWaHTax KomnaHuii nocpeacrsom GDPR

Ransomhack; a new attack blackmailing
business owners using GDPR

By Wagas B Email W ghackread W m

Hackers Are Threatening Companies To Leak Stolen User Data Online To
Hurt Them Through GDPR Regulations — In Return They Are Demanding
Ransom Money.

ABTOpPbI MOLUEHHUYECKOMU
cxembl ransomhack ncnonb3yior
GDPR gna waHTa)a KoMmnaHum
M NONYyYEeHUA BbIKyna

B3anomas cepBepbl oyepenHom
KEepTBbl U NOXUTUB MNEPCOHA/bHYIO
nHbopmaumio, NPEeCTYNHUKN

He NNAHUPYIOT eé Kak-nmbo
MCNONb30BaTb, a /Wb YrpoKatoT
nybavkauunen. B COOTBETCTBUMU
c GDPR KomnaHuio XAET KPYMHbIA
wTtpad B CAyyYyae yTEYKU, NOITOMY,
yTobbl He nonacTb NoAg CaHKUMK
Esponenckoro Coto3a, opraHusaymm
npegnoynTatoT BbINOJIHUTb
TpeboBaHMA 310YMbILLTIEHHUKOB.

https://www.hackread.com/ransomhack-gdpr-attack-blackmailing-business-owners/



https://www.hackread.com/ransomhack-gdpr-attack-blackmailing-business-owners/

282 Co3paHune agMUHUCTPATUBHOM Harpysku nocpeacrsom GDPR

ABOUT YOUR ENEMY
Name
Googlalic

Straet / Addrass

e

DOLESWS

Googia Buiding Gordon Housa 4 Barrow St

Do you hate your Competitor?

We'll help you send them a GDPR Data Access Request designed to waste as

much of their time as possible. They are legally required te respond to your

request within 30 days! &

ABOUT YOU
Nama Gy

Veur Nama Cay

Emai Phona Optional

Web-cepsuc «Ship your enemies»

ABTop cauta (lerre Baum) npepnaraer Bcem
Kenarowmm BOCNO/1Ib30BaTbCA 6ecnnaTHbIM
CepBMCOM W HANpPaBAATb OT CBOEro MMeHW 3anpochl
Ha AO0CTYyN K MNepCOHaNbHbIM JAaHHbIM, Peanusyto
npaso cornacHo ct.15 GDPR.

Mpu stom nyb6AMYHO 3aABNATLCA HE MNO3UTUBHAA
uenb B BMAE 3aWMTbl NPAB M 3aKOHHbIX MHTEpPEeCcosB
Cy6BbEKTOB NMEePCOHANbHbIX AaHHbIX, @ BO3MOXHOCTb
«YCNOXHUTb KU3Hb» ajpecaTam TaKoro 3anpoca.
Takxke aBToOp npecnepyet uenb
NPOAEMOHCTPUPOBATL HeCcOBEepLLIEHCTBO n
«TNYyNOCTb» HEKOTOPbIX NonoxxeHnt GDPR.

https://shipyourenemiesgdpr.com/



https://shipyourenemiesgdpr.com/

283 MWcnonb3oBaHue GDPR Kak opyaue obuiecTBeHHOro gaBneHus

bOiNGhONG Weaponizing the GDPR

Gamers propose punishing Blizzard for its
anti-Hong Kong partisanship by flooding

it with GDPR requests

B oktabpe 2019 roga komnaHuA Blizzard (u3patens
urpbl World of Warcraft) noaseprnacb wmpoKoi
KPUTUKE OT UFPOKOB MNoc/ie  AuckBanMdpuKaumm
nobegutena UrpoBoro TypHMpPa 3a ero 3aAB/ieHWEe O
CONNAAPHOCTM C NpoTecTamm B [OHKOHTe.

3HauuTenbHoE KO/IMYeCcTBO ¢daHaToB nrpbl
NOCPAECTBOM KOOpPAMHAUMM CBOUX AOENCTBUMMA Ha
dopyme Reddit / r / hearthstone nnanupytoT
MaKCMMa/IbHO OCNOXHUTb KU3Hb Blizzard nytem
peanusauMm CBOMX NpaB Ha AOCTYyN K MHpopmaumm

KaK cybbeKkTos NnepcoHabHbIX OAHHbIX,
, NpenoCTaB/eHHbIX UM nonoXeHmamn cr. 15 GDPR —
S%E K o ... blitzchung «Right of access by the data subject».

Live from Taipei HE =S E @ blitzchungHS
GRANDMASTERS

5

Being a global multinational sure is hard! Yesterday, World of Warcraft
maker Blizzard faced global criticism after it disqualified a high-stakes tour-
nament winner over his statement of solidarity with the Hong Kong protests
-- Blizzard depends on mainland China for a massive share of its revenue
and it can't afford to offend the Chinese state.

Today, outraged games on Reddit's /r/hearthstone forum are scheming a
plan to flood Blizzard with punishing, expensive personal information re-
quests under the EU's expansive General Data Privacy Regulation --
Blizzard depends on the EU for another massive share of its revenue and it
can't afford the enormous fines it would face if it failed to comply with these
requests, which take a lot of money and resource to fulfill.

https://boingboing.net/2019/10/08/ddos-gdpr.html



https://boingboing.net/2019/10/08/ddos-gdpr.html
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CBOEN ponn B KauecTBe KOHTposepa

EDPS investigation into IT contracts: stronger

cooperation to better protect rights of all individuals

21 gation into IT contracts: stronger cooperation to
et tect rights of all individuals
2019

Cooperation between public authorities in the Member States, EU institutions and
other international organisations is essential to ensure that contractual arrangements
and measures with Microsoft provide the same level of protection for individual
rights throughout the European Economic Area (EEA), Amended contractual terms,
technical safeguards and settings agreed between the Dutch Ministry of Justice and
Security and Microsoft to better protect the rights of individuals shows that there is
significant scope for improvement in the development of contracts between public
administration and the most powerful software developers and online service

h

outsourcers. The EDPS Is of the oplnion that such solutions should be extended not

only to all public and priva ies in the EU, which is our short-term expectation, but

also to individuals, the Assistant EDPS said today.

In April 2019, the European Data Protection Supervisor (EDPS)

l2a INto the use of MicrosoN products and services by EU institutions, The

sther the contractual agreements concluded between Microsoft and
the EU institutions are fully compliant with data protection rules, The EDPS also

considered whether there were appropriate measures in place to mitigate risks to the
data protection rights of individuals when EU institutions use Microsoft products and

Services

Microsoft npucaywanocb K nosnumu EDPS B oTHOWIEHUN

EBponeincKknii MHcneKTop no 3awmTe AaHHbIx (EDPS) ot
21 oKkTAbpAa 2019 roga onybaMKOBan OTYET, B KOTOPOM
BbICKa3aHbl Cepbe3Hble OnaceHMa No  NnoBoAy
cobnogeHna KomnaHuen Microsoft TpeboBaHuin
GDPR u ponb Microsoft Kak npoueccopa AaHHbIX AnA
Ny6AnYHbIX OpraHoB W opraHusauuin EC. B 3tom
OoTYEeTE OTMEYAEeTCA, YTO CYLLEeCTBYyeT 3HauYMTeNbHbIN
NoTeHUMan ANnA ynyyweHusa pas3paboTKM KOHTPAKTOB
mexay ny6nn4YHbIX opraHamm n cCaMbIMM
BAMATENbHbIMM  pa3paboTyMKamm  NPOrpammHOro
obecneyeHuns 1 aytcopcepamm OHNANH-YCAYT.

3To0 npousowno Ha ¢OoHe CMopoB O TOM, KTO
KOHTPONUPYeT  AaHHble, Korga  onpeneneHHble
cepsucbl 1 MO Microsoft obcnyxkumBaloT eBponemnckme
opraHusaumMn, a 3aTem «COObLLAOT AOMON» AaHHble
06 1Mcnosib3oBaHUM 3TUX cepsucos u MO.

B Hosbpe 2019 ropa Komnanua Microsoft obHoBUANa
ceoun Online Services Terms (OST) 1 Tenepb NpusHaeT
CBOKO  KOHTponepa AaHHbix npu  GDPR  npwu
npenocTaBAeHNN 061a4HbIX cepBuUCOoB n
ncnonbzoBaHum MMO. N3meHeHna npopabaTtbiBaincb
coBmectHo ¢ the MwuHucTepctBOM HOCTULUMKU ¢
6esonacHoct HuaepnaHgos (Dutch Ministry of
Justice and Security).

https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigation-it-contracts-stronger en

https://blogs.microsoft.com/eupolicy/2019/11/18/introducing-privacy-transparency-commercial-cloud-customers/



https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigation-it-contracts-stronger_en
https://blogs.microsoft.com/eupolicy/2019/11/18/introducing-privacy-transparency-commercial-cloud-customers/

MNonb3oBatenu Google 8 BeannkobputaHmm moryr 6biTb

BbiBeAeHbl us-nopg gecreua GDPR

REUTERS

TECHNOLOGY NEWS

Exclusive: Google users in UK to lose EU
data protection - sources

T'he shift, prompted by Britain’s exit from the EU, will leave the sensitive personal
information of tens of millions with less protection and within easier reach of British

law enforcement.

The change was described to Reuters by three people familiar with its plans. Google
intends 1o require its British users to acknowledge new terms of service including the

new jurisdiction,

Ireland, where Google and other U.S. tech companies have their European
headquarters, is staying in the EU, which has one of the world's most aggressive data
q yiig &

protection rules, the General Data Protection Regulation

Google has decided to move its British users out of Irish jurisdiction because it is
unclear whether Britain will follow GDPR or adopt other rules that could affect the

handling of user data, the people said

If British Google users have their data kept in Ireland, it would be more difficult for

British authorities to recover it in criminal investigations,

Mo coobuweHUto UcToYHMKOB Reuters, Google
nnaHupyeTt BbiBeCcTU B topucamkumio CLLUA yyeTHble
3anNucK CcBOoMX OPUTAHCKMX NoO/b30BaTeNen U3-Nos
KOHTPOAA Haf30pHbIX opraHoB EBponerickoro Coto3a.
Takas BO3MOXHOCTb noABwWnacb bnarogapa Brexit.
Google HamepeH noTpeboBaTb OT CBOMUX OPUTAHCKMX
nonb3oBaTenen MNPUHATUA MMWU  HOBbIX YC/IOBUM
obcnyKnBaHma, BKAtOYaA npumeHeHue
aMePUKAHCKOWN HPUCANKLUN.

https://www.reuters.com/article/us-google-privacy-eu-exclusive-idUSKBN20D2M3



https://www.reuters.com/article/us-google-privacy-eu-exclusive-idUSKBN20D2M3

OT KOHPUAEHUMANbHOCTU K NPpUbbLINN: AOCTUXKEHUE
NOJIOXUTENbHOro A0X0Aa OT UHBECTULLMA B NPUBATHOCTb
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Nccneposanue Cisco 3a 2019 rog «From Privacy to Profit: Achieving Positive Returns on
Privacy Investments», cornacHo KOTOpPOMY Ha Kaxabli 1 ponnap, noTpavyeHHbIn
opraHusaumen Ha Privacy, oHM Nnony4atoT BO3BPAT MHBECTULMIA B pa3dmepe 2,70 gonnapa.

Aaags = 2.7x

https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf



https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
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Utorn npumeHeHua GDPR B 2018-2019
N panbHeuwmne nepcneKkTusbl

/ WHAT GREAT

FREE APPS
YOU HAVE,
GRANDMA /

g~ —~

s ALL THE BETTER To
% HARVEST YOUR
PERSONAL DATA, BUILD UP
MY TeCh FIRM AND

QNSELL FOR BILLIONS.

K ornasneHuio




288 Wrtoru nepsoro roaa GDPR: ukoHorpaduka ot EK

Number of queries and complaints
to data protection authorities

Individuals are increasingly contacting data protection authorities to
ask questions about the GDPR and lodge complaints about respect for
their rights. The GDPR also makes it possible for an organisation to
lodge complaints on behalf of individuals. This possibility was used
immediately after the entry into application of the GDPR.

Fines issued under the GDPR by data protection authorities

€ 20,000 for failing to secure = € 5,280 for uniawful video surveillance
users' data '

Google fined € 50,000,000 . Lands authority for failing to ensure
processing € 5,000

A data brokering company was fined

BN € 220,000 for failing to inform citizens
that their data was being processed
by the company

Most common types of complaints

These are the types of activities for which the most complaints have
been made so far.

Telemarketing Promotional Video surveillance/
e-mails ccrv

Number of data breach notifications

When personal data for which a company is responsible is accidentally
or unlawfully disclosed, that company is obliged to report this data
breach to their national data protection authority within 72 hours of

finding out about the breach.

dpr in numbers 1.pdf



https://ec.europa.eu/commission/sites/beta-political/files/infographic-gdpr_in_numbers_1.pdf

289 €55,955,871 wtpados - utorn 2018 roga c GDPR

First overview on the implementation of the GDPR and the roles and means
of the national supervisory authorities

Executive Summary

This document sets out an overview of the implementation and enforcement of the General
Data Protection Regulation (GDPR) covering both the cooperation mechanism and the
consistency findings.

In comparison with the EC Directive 95/46/EC, where Supervisory Authorities (SAs) were
working separately even on cross-border cases, the GDPR created a duty for the SAs to
cooperate in order to provide a consistent application of the GDPR. In addition to that, the
European Data Protection Board (EDPB) provides a consistency mechanism to further foster
the harmonisation,

Nine months after the entry into application of the GDPR, the members of the EDPB are of
the opinion that the GOPR cooperation and consistency mechanism work quite well in
practice. The national supervisory authorities make daily efforts to facilitate this cooperation,
which implies numerous exchanges (written and oral) between them

These cooperation duties lead to extra workloads, additional time dealing with cases and have
an impact on the budget of the regulators. The handling of cross border cases takes time, due
to the cooperation, to the need to carry out thorough investigations and in order to national
procedural rules, The national SAs have 1o tackle these challenges regarding the harmonized
protection and enforcement of the GDPR

Until now, there are 6 final One-Stop-Shop cases.

The experiences of the EDPB regarding consistency is = up to now - limited, as no dispute
resolution through this new EU body was necessary during the reported period

First overview
on the implementation of the GDPR

B ¢eBpane 2019 roga OT4ET O pe3ynbraTax
NpPaBoONPUMEHUTENbHOM NPaKTUKU GDPR
BbiNycTMA EBpONEncKuiM coBeT no 3awuTe
AaHHbIXx  (EDPB). 3a Bpems  gencrsua
pernameHTa eBponenckme perynaTopHble
OopraHbl OTKpblAM OKono 206 TbicAM pen o
HapyweHnn  6e30nacHOCTM  NepcoHasbHbIX
AaHHbIX. Moyt NnonoBuHa M3 HUx (94 622) — no
¥anobam yactHbix nuy. Ewé 64 864 pena
OTKPbIZIN MO YBEAOM/IEHUIO 06 yTeyke AaHHbIX
OT KOMNAHMN-BUHOBHWKOB NPOUCLLECTBUA.
bonbwasa 4acte wu3 €56 MmaH.  wTpados
npuxogutca Ha Google, KoToporo B sHBape
2019 roga ¢paHLY3CKUA PerynaTopHbin opraH
CNIL owTpadosan Ha €50 maH.

http://www.europarl.europa.eu/meetdocs/2014 2019/plmrep/COMMITTEES/LIBE/DV/2019/02-25/9 EDPB report EN.pdf



http://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/LIBE/DV/2019/02-25/9_EDPB_report_EN.pdf
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Mpasa, npegocrasneHHble cy6beKTam, He Bcerga
Mcnonb3ylTca Bo baaro

Crt.15 GDPR: NpaBo Ha gocTtyn

» Amazon otnpasun 1700 rosocoBbix 3anuceit Alexa He TOMy NoJib30BaTeNtO Noc/e 3anpoca gaHHbIX. (The Verge)
» 3N10yMbILNEHHUK B3/IOMaN akKayHT Spotify 1 nonyuun Bce cBegeHus o BAafenble akKayHTa, MPOCTO 3anpocuB

nx. (Jean Yang)
Ct.17 GDPR: NpaBo 6bITb 3a6biTbiM

» Google NpuINOCL UCKNOYUTL N3 MOMUCKOBOM BblJauu CBEAEHUA O FONNAaHACKOM JOKTOPE, KOTOPbIN 6bln yBONEH
n3-3a N1I0X0ro yxoaa 3a nauneHTom. (NYT)

» ®paHuy3cKkuii moweHHUK Mankn PpaHcya byakangoH nonbiTaeTcs yaanntb u3 MHTepHeTa nobblie cBeaeHMA o
cyaebHom pa3bupatenbcTse NPOTUB cebd, paHee pacCMOTPEHHbIM B OKpy»KHOoM cyae CLUA. (PlainSite)

» CMU CLUA perynspHO nony4yatoT 3anpocbl Ha yaaneHue ctaTen o cyaebHbix npoueccax B CLUA, kacarowmxca
MOLLIEHHWYECTBA, coBeplleHHoro esponenuamu. (Mike Masnick)

Crt.20 GDPR: lNpaBo Ha NnepeHOCUMOCTb AaHHbIX

» Ecnn Bbl MOXKeTe NepeHecTu CBOM AaHHble U3 Facebook B apyrve npunoxeHus, To Bbl MOXETe cAeNaTb TO XKe
camoe B ob6paTHOM HanpasaeHun. M KTo ke byaet umeTtb npemmyllectBo: Facebook nnm ero KoHKypeHTbl? (Ben
Thompson)

» Cnocobbl 1 popmbl peanmsaumm npaBa Ha NEPEHOCMMOCTb AAHHbIX, B KA4YeCTBe HEKOEro OTPacAeBoro CTaHAapTa,
MOTyT O6bITb HaBsi3aHbl IMAEPAMM OTPACAM ANA BCEX OCTA/IbHbIX KOMNAHMM, BKAOYas cTapTanbl. (Tyler Cowen)

C1.21 GDPR: MpaBo oTKa3aTbcAa (opt out) oT 06paboTKU AaHHbIX

> 3anpeT KOMNaHWAM OrpaHMYMBaATb MPeAOCTaB/NeHUEe YCAyr WKW MNOBbIWATb HAa HUX LEHbl A1a notpebutenei,
KOTOpble OTKa3blBalOTCA OT 06MeHa CBOMMM MEPCOHANbHbIMU AaHHbIMM, MOOLWPAET TakMx notpebuteneit (free
riders) n cokpaliaeT 4ocTyn K 6ecnnaTHOMYy KOHTEHTY U ycyram aas Bcex octanbHbiX. (1TIF)

https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/



https://www.theverge.com/2018/12/20/18150531/amazon-alexa-voice-recordings-wrong-user-gdpr-privacy-ai
https://twitter.com/jeanqasaur/status/1039435801736536064?lang=en
https://www.nytimes.com/2019/05/06/technology/europe-tech-censorship.html
https://web.archive.org/web/20180921190848/https:/twitter.com/PlainSite/status/1040601203640397824
https://twitter.com/mmasnick/status/1049704101427142656
https://stratechery.com/2018/the-bill-gates-line/
https://marginalrevolution.com/marginalrevolution/2018/05/forced-data-portability-mistake.html
http://www2.itif.org/2019-grand-bargain-privacy.pdf
https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/

Doknap, skcnepTtHo# rpynnobil (Multistakeholder Expert group)

231 06 urorax npumeHeHua GDPR B 2018-2019 rogax
» MoryT i1 HecoBepLUEHHOIETHME AaBaTb COMMAcKe UK 3TO AOKHbI ObITb UX POAUTENN - YACTO HEACHO. ITO MOXKET
NPUBECTU K OTKa3y B NPeaoCTaB/IEHNN YCAYT AeTAM U K TOMY, YTO AeTU He CMOTYT BbIxoauTb B UHTepHeT o Tex nop,
NMOKa OHW He AOCTUIHYT ONpeaeeHHOro BO3pacTa, YTo He ABAsieTCA Lenbio, KoTopyto npecneayet GDPR. (cTp. 10)
» Cookie-baHHepbl, pasmeliaemble Ha Beb-caliTax, 4acCTO AAlOT HEOAHO3HA4YHYy WHOOPMAUMIO WU 3aCTaBAAOT
nosb3oBaTenei AaBaTb cornacMe Ha o6paboTky M 0bmMeH AaHHbIMW C HeonpeaeNeHHbIMU TPETbUMM NULAMMK B
LenAx TapreTMpoBaHHoOM peknambl. (cTp 10)

> YneH (cobpaHuna) coobulaet 06 yBeanUYEeHUM YMCNa INL, XKeNatoLmnx NoaaTb UCK B CyA, ANA 3aLLUTbI NpaB cybbeKToB
AaHHbIX. (cTp. 11)

» HeKkommepyeckue opraHmMsaLmnm, MMeloLLLMe NPaBo Ha 3alUTY NpaB CybbeKToB AaHHbIX B COOTBETCTBUWN CO CTaTbel
80 GDPR, Hayanu ucnonb3oBaTb BO3MOXHOCTb OCYLWECTBAATb NPEeACTaBUTE/NbCKME AEUCTBMSA MO HapyweHUAM
GDPR. (cTp. 12)

» HekoTopble 4nieHbl cyuTaloT, YTo NpumeHeHMe GDPR K HOBbIM TEXHONOTMAM, TakKMM KakK 6/10Kk4yeltH, 6onblune
OAHHbIE UM NUCKYCCTBEHHbIN MHTEN/IEKT, BbI3biBAET BOMNPOCHI, KOTOPbIE, €C/IN UX HE PELlUTb, MOTyT NOBAUATb Ha
pa3BUTME TAaKUX TEXHONOTUI. (CTp. 16)

» PbiHOK ana onbITHbIX DPO Bce elle He3pen, 1 B 3TOM 061acTh BCE eLe CIMWKOM Masio 3KCMepPToB, NPUHUMAKOLLMNX
BO BHMMaHMWe aKTyasbHble notpebHoctn opraHmsauuin. CEDPO (Confederation of the European Data Protection
Organisations) o603Ha4yaeT 06€CNOKOEHHOCTb B CBA3WN C MOSABAEHMEM MHOXECTBA Y4ebHbIX KYpCcoB, KOTOpble, Kak
YyTBEPXKAAETCA, MO3BOAAT Hecneuuanuctam ctatb DPO 3a o4YeHb KOPOTKMM Nepuos BPEMEHM, YTO HaHeceT
cepbe3sHbi yuwepb npodeccumn B 061acT 3aWmThbl gaHHbIX. [0 UX MHEHWIO, €CTb INLLA, BbICTYNAlOWMNE B KavecTee
DPO, KoTopble He 0b6/1aaal0T HeoHXoANUMbIM OnbITOM. (cTp. 17)

» B cBeTe BO3pOCLIEN C/NOXKHOCTM 3aKOHA O 3aluMTe AAHHbIX, COMPOBOXAAEMOrO PEXMMOM KECTKUX CaHKLUMMN,
HabnogaeTca TeHAeHUMA K nepeHocy bonbluen yactu pabouert Harpysku Mo 3awuTe AAHHbIX B HOPUAMYECKUIN
oTaen, B To Bpema Kak DPO ocTaeTcs oTBETCTBEHHbIM 32 MUHMMAbHbIN Habop 06A3aTenbCTs, YKa3aHHbIX B GDPR.
(ctp. 17)

https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=31527



https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=31527
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Relevant provision of Proposed d t, plus brief | ion
GDPR
Article 4 The GDPR currently lacks a definition of "anonymization”. It would be

useful in practice and it should be aligned with the requirements set out in
Opinion 05/2014 on Anonymization Techniques.

Articles 13 and 14 The categories listed in paragraph 2 of Article 13 and paragraph 2 of Article
14 of the GDPR should be aligned by including the information referred to
in point (b) of Article 14{2) in paragraph 2 of Article 13 rather than in

paragraph 1.

Article 18(1) Right to restriction of processing:

In addition to the grounds listed in points (a) to (d) of Article 18(1) of the
GDPR, the right to restriction of processing should also apply to those
cases in which the requisite erasure is not carried out only because the
data need to be retained pursuant to point (b) of Article 17(3) of the GDPR
in order to comply with retention periods.

Article 21(2) Right to object to direct marketing:

The words "in addition to the right to object under paragraph 1” should be
inserted to make it clear that paragraph 2 does not represent a sub-case of
paragraph 1, but that, in contrast to paragraph 1, it also applies when data
are not processed on the basis of points (e) and (f) of Article 6{1) of the
GDPR.

Article 24(2) It appears that the wording in Article 24(2) of the GDPR could lead to
misunderstandings. The German version should be aligned to the English
version by replacing "Anwendung” (application) with “Einfuhrung”
(implementation) and “Datenschutzvorkehrungen” (data protection
provisions) with "Datenschutzschutregelwerke” {data protection policies).

Article 27 A duty to publish the representative’s contact details should be introduced
in Article 27 of the GDPR in analogy with Article 37(7) of the GDPR (data
protection officer), as in many cases it is unclear whether the
controller/processor has met its duty to appoint a representative and
where that representative is based.

Article 40(4), Clarification as to whether the establishment of an accredited supervisory
Article 41(1) and (4) body is obligatory (in analogy with the Board’s guidelines of 12 Feb. 2019)
or only optional.

Otuet Datenschutzkonferenz o npasonpumeHuTenbHou

Otyetr 06 onbiTe, noayyeHHom B [epmaHuMM B Xoae
npumeHeHna GDPR B  2018-2019 ropax, ©6bin
NOAroTOB/AEH KoHdepeHumen HEe3aBUCUMBbIX
denepanbHbIX U FOCYAaPCTBEHHbIX HAA30PHbIX OPraHoOB
fepmaHum no 3awmte pAaHHbix (Datenschutzkonferenz
(DSK)) n npuHAT Ha ee 98- KoHdpepeHUUN 6 HOAbpS
2019 ropa. Mybaukya stoT oOT4eT, DSK xoTen Obl
BKAOYUTb 3TOT ONbIT B MPOLLECC OLEHKM W aHanAu3a,
Tpebyembin B coOTBETCTBMM co cTatber 97 GDPR, u,
NOC/Ne 3TOr0, BHECTU MPEANOKEHUS MO  YAYYLEHUIO
HEeKoTOopbIX nonoxeHun GDPR pana  ontMmusauum
NPaBONPUMEHUTENbHOMN NPAKTUKMN.

https://www.baden-wuerttemberg.datenschutz.de/evaluierung-ds-gvo-zusammenfassung-der-wesentlichen-ergebnisse/



https://www.baden-wuerttemberg.datenschutz.de/evaluierung-ds-gvo-zusammenfassung-der-wesentlichen-ergebnisse/
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MNoaroroBka no3uuumu EBponenckoir Kommccmm no
obHoBneHnto GDPR

B cootBetctBMM co cT.97 GDPR 25 maa 2020 roga v Kaxaple 4yeTbipe roga Bnocneactsum EBponenckaa Kommccua
AOMKHA HanpasaaTb oTyeT 06 oueHKe U nepecmoTtpe GDPR B EBponeiickuin napnameHT n Coset EC. Cam otyer
TaKXe Ao/IKeH bbITb onybankoBaH. B oktabpe 2019 roga 6bin onybAMKOBaH MPOEKT TAaKOro oTyeTa, B KOTOPOM
MOHO BblAENNTb CNeAyoLLne acneKThbl:

l[epMaHMA yKasana Ha NPOTMBOPEYMBOCTb M (GpPArMeHTAPHOCTb MNpPABONPUMEHUTENbHOM npakTukM GDPR, a Yexua
npeanoxunna 0606wWwnTb 1 onyb6anMKoBaTb ONUCAHUE NYYLINX NPAKTUK;

Mpnanama oxapaktepusoBana noaxog GDPR K 3awmTe getein Kak pparmeHTUPOBaAHHbIM U pa3po3HEHHbINW, a PpaHumus m
HupepnaHabl TPebyIOT yCTaHOBNEHUA eQMHOr0 Bo3pacTa cornacua B EC;

fepmaHua n Yexma xotat, utobol EDPB nogrotosmno eguHblii peectp npoueccoB 06paboTkM AaHHbIX, A KoTopbix DPIA
(cT.35 GDPR) 6yaeT o6sa3aTeNbHbIM;

lfepMaHMA OTMETWUNA, YTO KOMNaHUK XoTenn 6bl bonee HbICTPON M KOHKPETHOM NomolM co cTopoHbl DPA, a cybbeKktam
TpebyeTca bonblie coBeToB Mo Privacy 1 yckopeHua 06paboTKkn cBOUX 3aNpocCoB;

lfepMaHuMA Npeanoxuna paspaboratb egmHble KPUTEPUN B OTHOLIEHUU HaNOMKeHMUA WTPados.;

JlntBa npepnoxuna yTouHUTb 0653aTeNbHOCTb UCNONHEHUA cyaebHoro peweHuns ana DPA, Haxoasuweroca B gpyrou
OPUCANKLUN;

Bonrapua n fepmaHnsa obpatmnm BHMMaAHME Ha neperpyxeHHocTb DPA B noaroToBKe OTBETOB Ha *Kanobbl cybbeKkToB B
cBA3M ¢ yTeukamu (89,000 Ha anpenb 2019 r.) ux gaHHbIx (c1.33 u c1.77 GDPR);

HuaepnaHgbl npeactaBuAM CNUCOK CTPaH — MNOTEHUMaNbHbIX OyaylwmMx KaHOMAATOB Ha NPUM3HAHME B KayecTse
obecneumnBaloWMX afeKBaTHbIN ypoBeHb 3awmTbl (cT1.45(3) GDPR). K HUm oTHocaTca CuHranyp, Konymbua, MeKcuka,
OxHaa Adpuka, Cepbua wn MexayHapoaHbin ¢uHaHCOBbIM UeHTp [ybas, a TaKKe BCe CTPaHbl, KoTopble
paTMdULMpPoBannN U BHELPUAN MOLEPHU3MPOBaAHHYO KoHBeHuuto 108+;

Benbrmua ykasana Ha HexenaHue NPUMeEHNTb KodeKcbl nosegeHua (c1.40 GDPR) n3-3a OTCYTCTBMA YETKUX PYKOBOAALLNX
npuHumMnos, bonrapua HasBana KoAeKcbl MoBeAeHMA CNocobom MONMyYEeHMA OPraHU3aUMAMU «UHAYAbFEeHUMU» B
OTHOWeEHUN HapyweHun GDPR, a HuaepnaHabl NOCTaBUAM NOA COMHEHME MONOXEHUA WHTepnpeTaumn EDPB B
oTHoweHun Hopm GDPR o0 Kogekcax noseaeHUsn;
Benbrua 3asBuna, 4TO MCMNO/b30BaHME 06A3aTeNbHbIX KOpnopaTtuBHbIX npasun (c1.47 GDPR), npoTuBOpeunT uUensam
rapmoHumsaunm npumeHeHmna GDPR.

https://data.consilium.europa.eu/doc/document/ST-12756-2019-REV-1/en/pdf



https://data.consilium.europa.eu/doc/document/ST-12756-2019-REV-1/en/pdf
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3aKoHoAaTeNIbHble UHULUATUBDI
O NepcoHanbHbIX AaHHbIX B EC n CLUA
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295 Proposal 2017/0003: GDPR ana 3n1eKTPOHHbIX KOMMYHUKaLUA

Proposal Tor a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

concerning the respect for private life and e protecoan of personal data tn elecironis
communicarians asd repealing Divective 2002/ S8EC (Regulation an Privacy and
Edectronic Communications)

Texx wikk EEA relevance)

Proposal 2017/0003 (COD) for a Regulation concerning the
respect for private life and the protection of personal data in
electronic _communications _and  repealing  Directive
2002/58/EC_ (Regulation on Privacy and Electronic
Communications)

MNpoeKkT PernameHta 06 YBa)KEHUW K YACTHOM KU3HU WU
3alUTE MNEePCOHasIbHbIX AaHHbIX B 006/1aCTU 3NEKTPOHHbIX
KOMMYHUKaLUMN, a TaKKe 06 oTmeHe anpekTusbl 2002/58/EC
(MonoxkeHne o0 KOHOUAEHUMANBHOCTU W INEKTPOHHbIX
KOMMYHMKaUMAX).

MonesHble CCbINKU:
e TeKyLWMWUM CTaTyC PAaCCMOTPEHUA NPOEKTA
e Oblwee onmncaHue uenemn, 3aaad, CTPYKTYPbl U coaep»aHus

NpoeKTa
* AHanu3 EDPB no cootHoweHutio Hopm GDPR 1 ePR

TeKywan peaakuua NnpoekKTa ePrivacyRegulation,
npeanoXeHHasn co CTOPOHbI CoseTa EC noa
npeacenateNIbCTBOM duHnaHgnm, 6blna OTKAOHEHA
22.11.2019 KoMUTETOM NOCTOAHHbIX NpeacTaButenen CoseTa
Esponeiickoro cot3a (the Permanent Representatives
Committee of the Council of the European Union - COREPER).


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017PC0010
https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52017PC0010
https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation
https://edpb.europa.eu/sites/edpb/files/files/file1/201905_edpb_opinion_eprivacydir_gdpr_interplay_en_0.pdf
https://edri.org/eprivacy-eu-member-states-push-crucial-reform-on-privacy-norms-close-to-a-dead-end/

236 ob6e3nnueHHbIX AaHHbIX B EC

EUROPEAN
COMMISSION

Brossels, 1392017
COM2017) 495 final

20170228 (COD)

Praposal for a

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on 2 framework for the free flow of mon-personsl data o the European Union

{SWD(2017) 304 final)
{SWD(2017) 305 final)

Proposal 2017/0228: ceo6oaHOe nepemeLeHue

Proposal 2017/0228 (COD) for a Regulation on a framework
for the free flow of non-personal data in the European Union

MpoekT PernameHTa o cBO6OAHOM NepemeLleHNUN HENNYHbIX
AaHHbIx B EC. Mo pacyetam EBponenckon Kommccum
NoTeHUWaNbHbIN 3PPEKT OT CHATUA BHYTPEHHMX Bbapbepos EC
ana csobogHoro nepemelleHms MHGOpPMaLUUM COCTaBUT A0
€739 mnpa. K 2020 roay, yasous aoto otpacaun ao 4% BBIM EC.

MonesHble CCbINIKKU:
* TeKyLWMM CTaTyC pacCMOTPEHUA NPOEKTa
* Qbuiee onncaHne Uenen, 3a4a4, CTPYKTYPbl U COAEePKaAHUA

NPOEKTA

OTmeHAeMble TpeboBaHWA O N0KaAM3aUMN AaHHbIX B EC:

* [OaHHble O TPAH3aKUMAX NPU OKa3aHUM GUHAHCOBLIX YCAYT;

* cBeAeHus, cocTaBasawwme npodeccmoHanbHble TaliHbl
(Hanpumep, BpayebHas TanHa);

* nHdopmaumua, obpasyowanacs B npouecce paboThbl
roCyAapCTBEHHbIX OpPraHoOB, BHe 3aBUCMMOCTM OT ee
KPUTUYHOCTW.


http://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-495-F1-EN-MAIN-PART-1.PDF
https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52017PC0495&qid=1538559412109
http://europa.eu/rapid/press-release_MEMO-18-4249_en.htm
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Assembly Bill No. 375

CHAPTER 55

An act to add Title 1.81.5 (commencing with Section 1798.100) to Part
4 of Drviston 3 of the Crvil Code, relating to privacy.

[Approved by Governor June 28, 2018, Filed with Secretary of
State June 28, 2018.]

LEGISLATIVE COUNSEL'S DIGEST

AB 375, Chau. Privacy: personal information: businesses.

The Califorma Constitution grants a right of privacy. Existing law provides
for the confidentiality of personal information in various contexts and
requires a business or person that suffers a breach of security of computerized
data that includes personal information, as defined. to disclose that breach.
as specified.

This bill would enact the California Consumer Privacy Act of 2018.
Beginning January 1. 2020, the bill would grant a consumer a right to request
a business to disclose the categories and specific pieces of personal
information that it collects about the consumer. the categonies of sources
from which that information 1s collected, the business purposes for collecting
or selling the information. and the categories of 3rd parties with which the
infermation 1s shared. The bill would require a business to make disclosures
about the information and the purposes for which it 15 used. The bill would
grant a consumer the right to request deletion of personal information and
would require the business to delete upon receipt of a venfied request. as
specified. The bill would grant a consumer a right to request that a business
that sells the consumer’s personal mformation, or discloses 1t for a business
purpose, disclose the categories of information that 1t collects and categories
of information and the identity of 3rd parties to which the information was
sold or disclosed. The bill would require a business to provide this
information in response to a verifiable consumer request. The bill would
authorize a consumer to opt out of the sale of personal information by a
business and would prohibit the business from discrimmating against the
consumer for exercising this right, including by charging the consumer who
opts out a different price or providing the consumer a different quality of
goods or services, except if the difference 1s reasonably related to value
provided by the consumer’s data. The bill would authorize businesses to
offer financial incentives for collection of personal information. The bill
would prohibit a business from selling the personal information of a
consumer under 16 years of age, unless affirmatively authorized, as specified,
to be referred to as the right to opt in. The bill would prescribe requirements
for recetving, processing. and satisfying these requests from consumers.
The bill would prescribe various defimtions for its purposes and would

The California Consumer Privacy Act of 2018

28.06.2018 B wrtate KanudopHua (CLUA) 6bin npuHAT
3aKOH O 3alLuTe NepCcoHasbHbIX AaHHbIX NoTpebutenei. B
COOTBETCTBMM C HOBbIM 33aKOHOM  Ka/JUPOPHMUICKKNe
notpebuTenn  cmoryt  KOHTponupoBaTb cbop u
nocneaytoLlyto 06paboTKy CBOMX NEPCOHANbHbIX AaHHbIX.

HoBbi 3aKkoH wTata KannpopHum BO MHOroOM MOXOXK Ha
GDPR, HO wupeT panbwe w nossondetr notpebutenam
OTKa3aTbCA OT paHee npeaoCTaBAEHHOro COrnacuA Ha
06paboTKy CBOMX MNEPCOHA/bHbIX AaHHbIX, MPU 3TOM
06A3bIBan NpPoBaNAepPOB OHMANH-CEPBUCOB U COLMANBHbBIX
ceTen NpoAOoNKaTb OKA3bIBATb YC/IYIM B aApec TaKUX NNLL.

HoBbin 3akoH Bctynun B cuay  01.01.2020 wm
PacnpocTpaHAEeTCA HA KpynHble KOMMAHUMU, KOTopble
COOTBETCTBYIOT XOTA Obl OAHOMY M3 C/leAYHOLWNX YCIOBUN:

* rogoBoin 060poT oT 25 maH. gonn. CLUA;

* 06paboTKa AN KOMMEPYECKUX LUener nepcoHanbHbIX
AaHHbIX 50,000 nnm 6onee notpebuteneis;

* [0Ns AoXoAa OoT 06paboTKM NepcoHasbHbIX AaHHbIX ANS
KOMMeEpPYECKUX uenei coctasnseT ot 50 %.

CpasHutenbHbiv aHannu3s GDPR u CCPA ot DataGuidance.

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtm!?bill id=201720180AB375



https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://fpf.org/wp-content/uploads/2018/11/GDPR_CCPA_Comparison-Guide.pdf
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HOW TO READ THE DIAGRAM
CCPA APPLIES to your
company if you get in

. Covered by the CCPA
a [ sector on EACH

d - T side of the diagram - Not covered by the CCPA, but
L_] 1 within the GDPR scope in the EU
https://www.linkedin.com/posts/activity-6637674734647590912-w5Hp

D Siarhel Varankevich CIPP/E, CIPM, MBA. 2020 E .



https://www.linkedin.com/posts/activity-6637674734647590912-w5Hp
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Annual Gross Rev

CALIFORNIA CONSUMER PRIVACY ACT >$25 Million

Determines the
Purposes and Means
of the Processing

Does Business Pl for 50,000
in California Consumers Annually

Collects Personal

For Profit Entity ifirnation

Derive 50%
of Annual Revenue

from Sale of PI

https://kofirm.com/ccpa-california-consumer-privacy-act-need-to-know



https://kofirm.com/ccpa-california-consumer-privacy-act-need-to-know
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NTIA Seeks Comment on New Approach to
Consumer Data Privacy

Topics: Internet Policy Internet Policy Task Force Privacy

FOR IMMEDIATE RELEASE:
September 25, 2018

Today, the U.S. Department of Commerce’s National Telecommunications and Information

Administration (NTIA) issued a Request for Comments on a proposed approach to
consumer data privacy designed to provide high levels of protection for individuals, while
giving organizations legal clarity and the flexibility to innovate.

The Request for Comments is part of a transparent process to modernize U.S. data
privacy policy for the 21st century. In parallel efforts, the Commerce Department’s
National Institute of Standards and Technology is developing a voluntary privacy
framework to help organizations manage risk; and the International Trade Administration
is working to increase global regulatory harmony.

The Trump Administration's proposed approach focuses on the desired outcomes of
organizational practices, rather than dictating what those practices should be. With the
goal of building better privacy protections, NTIA is seeking comment on the following
outcomes:

1. Organizations should be transparent about how they collect, use, share, and store
users’ personal information.

2. Users should be able to exercise control over the personal information they provide to
organizations.

3. The collection, use, storage and sharing of personal data should be reasonably
minimized in a manner proportional to the scope of privacy risks.

4. 0Organizations should employ security safeguards to protect the data that they collect,
store, use, or share.

5. Users should be able to reasonably access and correct personal data they have
provided.

6. Organizations should take steps to manage the risk of disclosure or harmful uses of
personal data.

7. Organizations should be accountable for the use of personal data that has been
collected, maintained or used by its systems.

U.S. Department of Commerce’s National
Telecommunications and Information
Administration

HaunoHanbHoe ynpasneHume no
TENEeKOMMYHUKauuam u uHpopmauunm (NTIA)
MwuHucrepctea Toprosnm CLUA onybaukosano
3anpoc O MNOJYYEHUU KOMMEHTapueB OT BCeEX
CTOPOH, 3aMHTEPECOBAaHHbLIX B 0OCYXAEHUMU
obwedenepanvHoro noaxoga CLUA B obnactu
obecneyeHns  NPUBATHOCTM  MEPCOHANbHbIX
JaHHbIX NoTpebuTenei Tosapos, paboT u ycayr.

Takxe yXe

3aKOHOMPOEKTbI:

* Social Media Privacy Protection and Consumer
Rights Act (23.04.2018)

* The Customer Online Notification for Stopping
Edge-provider Network Transgressions Act
(10.04.2018)

* Email Privacy Act (27.07.2017)

* Online Privacy Act (11.07.2017)

npeanoxeHobl cneaywoumne

https://www.ntia.doc.gov/press-release/2018/ntia-seeks-comment-new-approach-consumer-data-privacy



https://www.govtrack.us/congress/bills/115/s2728
https://www.govtrack.us/congress/bills/115/s2639
https://www.govtrack.us/congress/bills/115/s1654
https://www.govtrack.us/congress/bills/115/hr3175
https://www.ntia.doc.gov/press-release/2018/ntia-seeks-comment-new-approach-consumer-data-privacy

301 CLUA moryT nouTn cBOMM NyTem

@ MAC 2019 BESTPRODUCTS  REVIEWS NIWS  VIDED  NOWTO SMANTHMOME  CARS  DEALS  DOWNLOAD

POLITICS

At hearing on federal data-privacy law,
debate flares over state rules

At a hearing before a US House of Representatives committee,
witnesses lock horns over whether state regulations help or hinder data
protection for consumers

SY ALPYED NO FEERUARY 36 30'0 12.92 AM FaY

A cangressional hearing on dats privacy looked at what isemakors shodid Include i a fodesal dats

prvacy o

There's a bipartisan call for a US data-privecy law, but there's a divide when it

comes to balancing federal legislation with state rules

On Tuesday the House Energy and Commerce Committee held its first hearing on
data privacy, with a Senate hearing scheduled for Wednesday Once just a blip on
the political radas, data privacy has now set off a roaring alarm, as tech scandals

have surfaced regularly over the last few years

United States House of Representatives

MogKoMUTET MO 3almTe NpaB noTpebutenen u
Kommepuun [anatbl npeactasutenen CLUA
cornacunca c HeobxogMMOCTblO  MPUHATMA
HOBOro depepanbHoOro 3aKOHa 0
KOHOUAEHUMANBbHOCTU, HO OTKAOHMA GDPR u
CCPA B KauyectBe moaenun peryimpoBaHuMA ana
byaywero ¢enepasbHOro 3aKOHOAATENLCTBA O
KoHPuaeHumanobHoctn. Tem He MmeHee, 6bin
OOCTUTHYT KOHCEHCYC B OTHOLWEHMW TOro, 4To
NONHOE UTHOPUPOBAHME PEryNATOPHON MOaEeNU
3aWMTbl  NEepCoHaNbHbIX AaHHbIX B EC u
KanndopHunm asnaetTca KOHTPNPOAYKTUBHbBIM.

https://www.cnet.com/news/at-hearing-on-federal-data-privacy-law-debate-flares-over-state-rules/



https://www.cnet.com/news/at-hearing-on-federal-data-privacy-law-debate-flares-over-state-rules/
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HI

Statute/Bill in Legislative Process:

Task Force Substituted
for Comprehensive Bill

Bill Postponed :
Indeﬁnitgcl’y In Committee

. None Cross Chamber

Introduced Cross Committee

https://iapp.org/resources/article/state-comparison-table/
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" . Ca. Civ. Code California Consumer
calforala §6 1798.100 - .199 Privacy Act % X XX $:36 X X
Hawaii l X 7% X X X 16 x x X
lilinots HB 3358 Data Transparency and Privacy Act X X X
An Act To Protect the Privacy of
i n y
Waine L0916 Online Consumer Information X in X X
Marytond 58613 EnfmeConsumerFrotectionrct | ¥ X * X X * X
Massachusetts 50 341/5120 X X X X X x 18 x X
Minnesota HF 2917/S5F 2912 X X X X X X X X X X X
Nevada Isszzo/chaptersoaA X X X
New Jersey 52834 X X X X
Newterco S8176 Consarmerin m X X * X X s +8 x *
New York 58556421 Nesw York Privacy Act X X X % XX X 9K X X X x
Pennsylvania HB 1043 Consumer Data Privacy Act X X X X s 16 x X
Rhode isiand HB 5330/50234 Consumer Privacy ProtectionAct | x X X X X x 168 x X
Fexas o FexasPrivacy-rotoctionAct
Washington S85376 Washington Privacy Act X X X X X X X X X X X
- e @
§ £ ‘g g Bold - passed law
N cERE ) .
In Session: §3 55 g Italics - proposed bill, not passed
MA NJ,PA B el '; s - private right of action for security violations only
= 33 in- opt-in consent requirement
o

https://iapp.org/resources/article/state-comparison-table/
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COMEIL DX LIS

Ewopwan Tresty Sortas - No. 198
Serw dex Trafies suropdens - it 108

Convention for the Protection of Individuals
with regard to Automatic Processing

of Personal Data
as it will be amended
by its Protocol CETS No. [223]

Convention pour la protection des personnes
a l'égard du traitement automatisé

des données a caractére personnel
telle qu'elle sera amendée
par son Protocole STCE n° [223]

Strasbourg, 28.1.1981

Ha 128-or ceccumn  Komwuteta  muHuctpoB  Coseta  EBponsbl,
coctoaBwenca 18.05.2018, 6bin npuHAT [MpoTtokon CACE Ne 223,
BHOCAWMMA  CYLLECTBEHHbIE N3MeEHeHUA B KoHBeHUMIO ¥
npespawatowme ee B «KoHseHuuwo 108+», B Tom uucne, n B chepe
rapMoHMU3aLMM MHOTMX NonoxeHnn KoHBeHumn ¢ Hopmamum GDPR.

Ona sctynneHns KoneeHuun 108+ B cuny Heobxogmmo, 4TobObl BCe
YyYacTHUKKN aencteytolein KonseHumn (53 rocygapcrtea Ha 01.10.2018)
noanucanu MNpotokon 223. MNpoToKon 6bi1 OTKPLIT AN1A NOANUCAHMA B
Ctpacbypre 10.10.2018 B xo4e 4YeTBepTOM YaCTM Ceccum
MapnameHTcKOM accambnen CoseTa EBponbl M nognucaH pagom
rocygapcrs, BKAw4Yaa Benukobputanuio, [epmanuto, Wpnanauto,
NUcnanno, HupepnaHabl, Hopseruto, [MMopTtyranunio, ®PpaHuuto,
LLiseuunto, Poccuto.

Ecnn B TeyeHMe nATU neT ¢ AaTbl OTKPbITUA [POTOKONA K NOANUCAHUIO
53 rocypapctBo ero He patuduumpyeT, TO KOAMYECTBO roCyAapcTs,
Tpebyemoe ans BctynneHua MNpoTokona B cuay, byaet ymeHbleHO A0
38 rocypapcte. Kpome Toro, cornacHo ct.37(3) MpoToKona CTOpPOHa
KoHBEHUMN MOXKET B MOMEHT nognucanua MpoTokona uam B nobon
OPYroh MOMEHT 3asBWUTb, YTO OHa A06poBOAbHO ByaeT NPUMEHSTb
nonoxkeHua MpoToKoaa Ha BPEMEHHOW OCHOBE.

MonesHble CCbINKKU:

* Tekct [lpoTOKOAa

* TeKcT KOHBeHUMM € y4eTom [1pOTOKOANA

* [loAacHuUTenbHaA 3anncKa K [NpoTtokony

* BbICOKOYPOBHEBOE ONUCAHNE U3IMEHEHWUIA, BHOCUMbIX [TPOTOKO/IOM
* Tabsnua conocTaBAEHUA CTaPOM M HOBOM peaakumm KoHBeHUMK



https://www.coe.int/en/web/data-protection/-/modernisation-of-convention-108
https://www.coe.int/en/web/data-protection/convention108/modernised
https://www.coe.int/en/web/data-protection/convention108/parties
https://www.coe.int/en/web/data-protection/-/opening-for-signature-of-the-protocol-amending-the-convention-108-here-is-convention-108-
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/223/signatures
http://search.coe.int/cm/Pages/result_details.aspx?ObjectId=090000168089ff4e
http://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016807c65bf
https://rm.coe.int/16808ac91a
Краткое описание изменений, вносимых Протоколом
http://rm.coe.int/cahdata-convention-108-table-e-april2018/16808ac958
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CornacHo nopyveHuto MNpesngeHta PP, NOCTOAHHbIA NpeacTaBUTENb
Poccumn npu Cosete EBponbl MBaH ConTaHOBCKMI OT MmeHn Poccun B

,&_’5}3 Ctpacbypre 10.10.2018 nognucan [Mpotokon CACE Ne 223 o6
if’é‘* N3MEHEeHUsX B eBponenckyto KoHBEHLMIO O 3awwmTe GUIMYECKUX NULL

npu aBTOMATU3MPOBaHHOM 06paboTKe NepcoHaNbHbIX AaHHbIx N2 108.
PACITIOPAXEHHE

[PEIUAEHTA POCCUACKON ®EAEPALIMM Kaxpoe rocysapctBo-yyacTHuMK KowseHumn 108+ 6ypetr obAsaHo

BHECTM B CBO€ HAUWMOHA/IbHOE 3aKOHOAATE/IbCTBO HeOGXOAMMble
O moamncanun Hporokoan o snecenmm mavwenenni s N3MeHeHuA ,ﬂ,ﬂﬂ OCYIJ.I,GCTBJ'IEHVIH " 3¢¢eKTMBHOrO I'IpMMGHeHVIﬂ

Kounesnnno o sanmere QI!"'INNHI JAwan apn

T By s nonoxkeHmn KoHBeHUMW, onpegensawowme cregyrowme U3IMeHeHUA B
Mpiesrs. npeanoaesiee Tpassrenscrsa Pocendickoil Desepann o pe ryn n po BaHUU 06 pa 6OTKM N 3a LLI‘MTb| ne pco Ha/1bHbIX p'a HHbIX:

noamecasion [iporokona o Bsecermin ioMenerni 8 Kowseumo o samre

QRIMHECKAX MR TPH - SRTOMATIOWPRAuEol  ofpaborse nepoommILINX

SRR, ®* BBOAATCA NOHATUA «KOHTpONEPY, «nonyvyatenb» 7] «nngo,
MH/ly Poccnm noanncars or msesm  Pocciiioxofi Descpartion

ocyuwiecteasAolee 06paboTKy AaHHbIX»;

yxasammesil Nporoxon
* 3akpennsetca 0OA3aHHOCTb KOHTPOJEpPa CBOEBPEMEHHO YBeAOMATb
KOMMNETEHTHbIA  HAf30pHbIA  OpraH UM cybbekToB 06  yTeyKax

A4 o -

fompen) NepCcoHaNbHbIX AaHHbIX;

\ ,“ P"f“‘ 3l

o Pgpssoll SRadpiam: B.lynai * JuKcupyetca TpeboBaHMe O BHEAPEHUM  MEXAaHU3IMOB  3aLUTbl
10 oxinGas 2018 ros NepcoHanbHbIX AaHHbIX Npu pa3paboTke npoueccos 06paboOTKM AaHHbIX
el (privacy by default) n npu npoektuposaHum cuctem (privacy by design);

® HauunoHaNbHblE OpPraHbl HaA30pPa AO0JIXKHbI OblITb HE3aBUCUMbIMUK OT
rocyaa pCTBeHHOVI BO/IN U AeﬁCTBOBaTb CaMOCTOATENbHO,

¢ pacwuumpaetcAa CTatyCc u Nno/IHOMOYUA KomuteTta KOHBEHLI,VIVI C
'm"“"' KOHCYNbTATUBHbIX 40 UCNONTHUTENIbHbBIX N HAA30PHbIX;

* 1 MHOTO€ Apyroe...

HauuHaa ¢ 2020 roga Poccuio oxugaeT KpynHeiwana 3a gecatunetme pepopma 3aKOHOAATENLCTBA O NEPCOHANbHbIX
AaHHDbIX, KOTOPaA KapAMHa/NbHO U3MEHUT CYLLECTBYIOLME NPaBuAa.
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Kakue rnaBHble u3MeHeHMA Moryt 6biTb
BHECEHbl B POCCUACKYIO HOPMaTUBHO-NPaBOBYIO

6asy?
YTO U3MEHWTCA N4 PUPCMM NOCNE NPHCOEAUHEHHSA 1. Tpe60BaHMA K NPUHLMNAM MPONOPLMOHANBHOCTH,
K MOAEPHH3HPOBAHHOM KOHBEHLIUW COBETA EBPOIbI MWHUMM3ALMWN U 3aKOHHOCTU cbopa, 0b6paboTkun u
0 3ALUMTE NEPCOHANbHbIX JAHHbIX XPaHeHWA NEePCOHaNbHbIX AaHHbIX. 3TU NPUHLMUNMbI
y}Ke cogepatca B cT. 5 ®eaepanbHoro 3akoHa «O
O0BA3ATENLCTBA Pm nepCcoHabHbIX AAHHbIX».

« TAPMOHM3ALHA 3AKOHOMATENBCTBA
< PATHOHKALMS NPOTOKONA W NEPEAYA PATHOHKALMOHHOR rPAMOTSI B COBET EBPOMbI

-

2. BeepeHue HOBOW KaTeropmun 4yBCTBUTENbHbIX
AaHHbIX - reHeTu4eCKunx AaHHbIX.

. PocnoTpebHagsopom pa3paboTaH 3aKOHOMNPOEKT Mo
TPEGOEAHMA K TIPAHLIMTAM NPONOPUMOHATISHOCTH, MHHWMMHIALLN W SAKOHHOCTH CEQPA,
O6PAOTXN M XPANEHMA TEPCCHATS Hblk AAHHBX (1) BK/IOYEHUIO TEHETUYECKMX [OaHHbIX B MOHATUE

{YME COREPAATCS BTT. 5 WEAEPANLHOTD JAKOHA «0 NEPCORANGHSIX AAHHbIX«] «CneunanbHble KaTe ropun NepCcoHaNbHbIX AAHHbIX».

GBI ME KATETDPUI «[EHETWYECKNE NEPCOHATBHBIE IAHNBIE
i i el Ui 3. OnpegeneHve HOBbIX MpaB, NPEAOCTaBAAEMbIX

ONPENENEWWE ROBLIX NPAB, APEAOCTABRREMBIX TPANAAHAM, rpaxXgaHam, anAa ynpasaneHnAa cBOMMU

AP YTPABIERWR COOMMM L 11PN MK DISPAOTKE H OCHORE MATEMATHNECKIX AMTOPH MO,
MCKYCCTBEHHOM HHTENMEKTATA. NepCcoHaNbHbIMM AaHHbIMKU Mpu MX 0bpaboTke Ha

HOCTS OEPA YBERDMARTS YROMHOMOSENKBIA HARI0PHbIA OPTAK U5 YTEKAK

ATy b R HAR3OPHIH OPFAR IS VTE KA OCHOBe MaTeMaTyecKnx aNropuTMOB,
VCTAHARTTMBAETCS YETKH PEXHM TPAMCTPAHMYHEN NDTOKDB JAH I

MCKYCCTBEHHOTO MHTENNEeKTa U T.4. TaKKe BBOAMUTCA

NOCNEACTBUS 0653aHHOCTb OMepaTopPOB MEPCOHANbHbIX AAHHbIX
YyBEAOMATb YMNOJHOMOYEHHbI HAZ30PHbIM OpraH
06 yTeykax, YCTAHABAMBAETCA YETKMN pPeXUM

PASUMPESNE (TP HA BORYSENNE NI OPMALR © IOANACAMNEN NPOPIKAN POCCHR IPRISAITCR ECCTPRAON Tpa HCI'paHW-IHbIX NOTOKOB AadHHbIX.
0 SECAMNINOMMPORANMIN LOCTYRE TRETIAX INLL © AREXDATESIM PEINMIN JALENT I TEPCORARMSBIE [ HALL
K N THEPCINAR LM AN M : ERPGUERCHNT PETYIITIVN § PAMKAX GOFR AT SYXYT IRHMENRTS
A POCTUACKMM KDMTAHATM, SALITARUIRM LA PHHIAN ET.
INLAN MMERT TIPASE SE FOCTD ZAFSHTS O USEEM HECTITACHN, FATAITEHTERBHRE MEPST IALINTS T
18 RESABRCHME 0T [PRKRARCTEA N MESTA AUTERECTRA
NEAYYATY KRATHDIINPORAREYT0 JALNTY OT NAZIOFHIFD SPTANA

€ oy >
IR TPAXIAH &= A AR KOMNAHWHH ‘

https://rkn.gov.ru/news/rsoc/news62380.htm
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3akoHonpoeKT o patupukauum PO nporokona CACE Ne 223 k

308 KoHBeHuun 108

17.09.2019 6bIn onybanKoBaH

poeKT
NpoekT ¢eaepanbHoro 3akoHa «O
POCCHICKAS ®E,{EPAITHS P ¢’ AEP
paTMd)I/IKaLI,MM npOTOKOJ'Ia (0]
O IEPATBHBII 3AKOH o
BHeCeHNn nameHeHmnnm B KOHBeHLI,M}O
O parudaranan IIpoToK0Ia 0 BHRECCHAN H3MEHCHNH
8 Konsennuio Conera Espons! 0 3amuTe PHINIECKAX JIHI Coseta Es ponbl 0 3atiuTe
NPH ABTOMATHIHPOBARHOR 06paloTRE NEPCOHATLHBIX JAHHBIX d) N3NYECKUX vy, npwm
Parnduuuposars Iporokon o pHecerin amenerdi 8 Koupenmno Copera Epponst o sauure aBTOMATU3UPOBAHHO " 06 pa 60TKe
DIUrIECKIIX I TPH ABTOMATIBIIPOBAHEOI 00padoTKe NepCOHATHHLIX JAHHBIX (1anee — [IpoTokon),
NOAMICAHKBIT 0T MMern Poccniickoil denepamm B 1. Crpacdypre 10 oxtadps 2018 roxa, co NnepCoHa/IibHbIX AaHHbIX».

CHEXYIONIIME JAZRNSHIIAMIL

1)  Poccniickas Pelepallits 3a8815€T, 410 B COOTBETCTBIN ¢ myHKTaMn 1 i 3 craten 11
KoHpeHINL, MIOASHHLIX B PEIAKINNI CTAThI 14 IIpoToKOIa, B HEAAX 3alIThl HANNOHATEHOI
Gezonacroctit, o6opoHst, obimecTBeHHOI GE30IMACHOCTIL, BAUKHEIX IKOHOMIMECKIX 1t (PIHAHCOBSIX
IHTEPecoB rOCYAapcTBa, odecne e i OecIpICTPAcTHOCTH Il He3aBICHMOCTII CYAe0HOI BIacTil I
NPEAOTBPAIICHIIA, PACCALAOBAHIA 1l HAKAZAHIA NPECTYIUICHIIT, HCHOAHEHIS HAKAZAHIA 110 YTONOBHBIM
JeNaM, JALINTH CYOBEKTA JAHHLIX U MPAB I OCHOBHKIX CBOOOI IPYTIIX JIHI MOKET OTHOCHTE
OTJAEBHAIE KATETOPIII NEPCOHATLHEIX JAHHAIX K CBEISHIM, COCTARIAKOUIIM FOCYIAPCTRERHYIO TaflRy,

2)  Poccmiickad Peaepalliia 3aRBIAET, TT0 B COOTBETCTBIN € MyHKTOM

I cratsn 15 KOHBEHIINL INIOAKSHEOIO B PEIAKINN CTaTLIl 19 [IpoToK0Na, HAZHATSHHEIM
HA30PHBIM OPTaHOM, HECYIIIM OTBETCTBEHHOCTS 3a colunratetine nonomennil Konsesunmn Cosera
EBponst 0 3auurre Grsnseckinx

TIPI ABTOMATII3IPOBAHHOI 00paloTKe NepCOHANLHEIX JAHHEIX ARIgeTcA deleparsHad cayKoa no
Hazopy B cdepe craut, HEGOPMAIIIOHHEIX TEXHOMOIIT 1 MACCOBRIX KOMMYHIIKALIII,

TpeltIenT
Poccuiickoii dexepamm
B ITYTIIH

https://regulation.gov.ru/projects#tnpa=95055



https://regulation.gov.ru/projects#npa=95055

3 OTAnumMA B 3aLMTe NEePCOHaNbHbIX AaHHbIX mexay GDPR u
3aKOHOAaTe/IbCTBOM HEKOTOpbIX cTpaH CHI

Right of access by the data subject

Right to be forgotten

Right to data portability

Right to withdraw consent

Right to rectification

Personal data breach notification

Purpose limitation and data minimization

Cross-border data transfer limitations

Data localization requirements
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Extraterritorial effect
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bnazodaptio 3a eauwie BHUMAHUE

Anekcen MyHTAH

SKcnepm no 3awume nepcoHasbHuIx 0aHHbIX U IT-6e3onacHocmu
+7 (903) 762-64-15
muntyan.alexey@gmail.com

facebook.com/alexey.muntyan
linkedin.com/in/alexey-muntyan



mailto:muntyan.alexey@gmail.com
http://www.facebook.com/alexey.muntyan
https://www.linkedin.com/in/alexey-muntyan-26369a36/

