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0630p npukaza ®CTIK PP o1 18.02.2013 Ne 21 "O6 yrBep>xgeHuu CoctaBa u coaep>XaHusa
OpPraHM3aLMOHHBbIX U TEXHUYECKMX Mep no obecneyeHnio 6e30NacCHOCTU NMEepPCOHANbHbIX
AaHHbIX Npu nx obpaboTke B MH(POPMALLMOHHBIX CUCTEMAX NePCOHANbHbIX AAHHbIX"

MonoxeHns BCTyNMBLUEro B Cuay noctaHoBneHns MpaButenbctea PO o1 01.11.2012 r. Ne 1119 «O6 yTBEpXAeHUN TpeboBaHWI K 3alunTe
nepcoHanbHbIX AaHHbIX Npn nx o6paboTke B MHDOPMaLMOHHBLIX CUCTEMaX NMepPCOHasIbHbIX AaHHbIX» T1aciT O TOM, 4TO BbI6Op CpeacTs
3alUNTLl MHGpOPMALMKM AN CUCTEMbl 3alMTbl MEPCOHANbHbIX AaHHbIX OOJKEH OCYLeCTBAATHLCA ONepaTopoM B COOTBETCTBUU C
HOpMaTKBHbIMK NpaBoBbiMU akTaMu OCTIK Poccum n ®CB Poccun. OAnH U3 Taknx akToB, a UMeHHO npuka3 ®CTIK Poccum ot 18.02.2013 r.
Ne 21 «O6 yTBEpXAEHNM COCTaBa U COAEPXKAHNA OpraHM3aLMOHHBIX N TEXHNYECKNX Mep no obecneyeHnto 6€30NacHOCTU NepPCOHasbHbIX
LaHHbIX Mpy nx 06paboTke B MHHOPMALIMOHHBIX CUCTEMAX NePCOHasbHbLIX AaHHbIX» (Aanee - M-21), 611 NPUHAT B COOTBETCTBUM C 4aCTbio
4 cTtaTbn 19 ®epepanbHoro 3akoHa oT 27.07.2006 r. Ne 152-®3 «O nepCcoHanbHbIX AaHHbIX». YTO KacaeTcs TpeboBaHWiA, CBA3aHHbIX C
npMMeHeHreM WngpoBanbHbIX CPEACTB 3alnTbl MH(OPMaLMK, TO OHW pernameHTupytoTca npukasom ®Cb Poccum ot 10.07.2014 Ne 378
«06 yTBepaeHnn CoCTaBa U COAEPKaHUS OpPraHN3aLMOHHbBIX U TEXHUYECKMX Mep No obecneyeHmnio 6e30NacHOCTM NepCoHaNbHbIX faHHbIX
npu nx obpaboTke B MHHOPMALMOHHBIX CUCTEMAX MEePCOHabHbIX AaHHbIX C UCNOJIb30BaHMEM CPeACTB KPUNTOrpacmyeckon 3alinThbl
NHbopMaLun, HeobXoANMbIX LS BbINOAHEHWSA YCTaHOBEHHbIX [paBnTensCcTBOM Poccuiickon ®epepaummn TpeboBaHuii K 3awuTe
nepcoHasbHbIX faHHbIX AN KaXXA0r0 13 YPOBHEN 3aLLMLLEHHOCT».

B cooTBeTCTBMM C MHpOPMaUNOHHBIM coobuieHnem ®CTIK Poccum ot 20.11.2012 r. Ne 240/24/4669 «O6 0c0BEHHOCTSX 3aLUTHI
nepcoHanbHbIX AaHHbIX NpU nX 06paboTke B MHGOPMALMOHHBLIX CUCTEMAX MEPCOHAbHbIX AaHHbIX U cepTUdUKALUM CPEACTB 3allUThl
MHMOPMaLMK, NpefHa3HAYeHHbIX A1 3aLUMTbl NEPCOHANbHBIX AaHHbIX», M-21 NpUMeHseTCs K MHPOPMALMOHHBIM CUCTEMAM NEPCOHASbHbIX
JaHHbIX, 419 KOTOPbIX PeLUeHne 0 CO34aHMN CUCTEMbI 3alUnUThl MHGOPMauun ByaeT NPUHATO NoCne BCTYNJIEHNS ero B culy, T.e. nocne
02.06.2013.

M-21 oTMeHun penctene npukasa O®CTIK Poccum oT 05.02.2010 r. Ne 58 «O6 yTBepkaeHUn MonoxeHns o meTofax u cnocobax 3awmnThbl
NHGOPMaLUUM B MHGOPMALMOHHbIX CUCTEMaX NEPCOHasbHbIX AaHHbIX», COFNacHO KOTOPOMY BLIGOP 1 peanun3auus MeToaos 1 cnocobos
3alUUTLl MHGOPMaLUM B MHGPOPMALMOHHOW CMCTEME [LOJIKHbI OblIM OCYLLECTBAATHCA Ha OCHOBE OMpefesifieMblX OnepaTopoM
(YynosIHOMOYEHHbIM IMLOM) yrpo3 6e30nacHOCT NepCoHalbHbIX faHHbIX (MOAENN Yyrpo3) 1 B 3aBUCMMOCTM OT Knacca MHOPMaLNOHHO
cnctembl. CornacHo M-21 npvHMaeMblie onepaTtopaMu Mepbl No obecrnevyeHnto 6€30MacCHOCTM NEPCOHaNbHbLIX AaHHbIX LOJKHbI ObITh
HanpaB/ieHbl Ha HeNTpafan3aunio akTyanbHbIX Yrpo3 6e30MacHOCTU NepCoHaNbHbIX AaHHbIX. B npunoxeHun k M-21 npuBepeHsbl
KOHKpEeTHble COCTaBbl U cofepxaHue mep no obecrnevyeHnto 6€30NacCHOCTM NEPCOHaNbHLIX faHHbIX, HeobxoauMble ans obecneyvyeHus
KaXX[0ro 13 ypoBHEN 3alULLEHHOCTW NEPCOHANbHbIX faHHbIX.

Mpu BeIGOpPE Mep No obecneyeHunto 6e30MacHOCTY NEPCOHaNbHBIX AaHHbLIX onepaTopy HeobxoanMo:

onpezennTb 6a30Bblit Habop Mep No obecneyeHnto 6e30MacHOCTY NEPCOHAsbHBLIX AaHHbIX LS YCTaHOBIEHHOI0 YPOBHS 3aLLMLLEHHOCTH
NepCoHasIbHbLIX [aHHbIX B COOTBETCTBUW C NPUIOXKEHNEM;

afanTupoBaTb 3TOT 6a30BbI HABOP Mep C y4eTOM CTPYKTYPHO-(PYHKLMOHABHBIX XapaKTePUCTUK UH(OPMALIMOHHON CUCTEMBI,
MH(OPMALMOHHBIX TEXHOOM A, 0COBEHHOCTEN (HYHKLIMOHNPOBAHUS UH(POPMALIVMOHHOW CUCTEMBI;

MPOBECTM YTOYHEHME afanTupoBaHHOro 6a3oBoro Habopa Mep ¢ y4eToM He BbIBpaHHbIX paHee Mep, Mo pe3ysibTaTaM KOTOPOoro
onpenennTs Mepbl No obecnevyeHunto 6e30MacHOCTM NepcoHaNbHbIX AaHHbIX, HanpaBieHHbIe Ha HENTPAIN3aLMIO BCEX aKTyaslbHbIX Yrpo3
6€e30MacHOCTU NepPCOHasIbHbIX LaHHbLIX A1 KOHKPETHOR MH(OPMALIMOHHON CUCTEMBI;

LOMOJIHNTB YTOYHEHHbIN afanTupoBaHHbI 6a30BbIi Habop Mep Mepamu, obecneynBaLLMMU BbINOHEHNE TpeboBaHUI K 3awwuTe
MepPCOHaNbHbIX AaHHbIX, YCTAHOBMEHHLIMU MHLIMU HOPMATMBHLIMU NPABOBLIMU akTaMu B 061acTy obecneveHns 6e3onacHocTu
NepCoHabHbIX LaHHbIX 1 3aL4UThl UHGOPMaLN.

B n.10 M-21 TakXe 0rosapmBaeTcs, YTO eC/iM ONepaTop He MMEET BO3MOXHOCTM TEXHUYECKOW peannsaumnmn oTaeNbHbIX BbIOPaHHbLIX Mep, a
TaKXXe YYNTbIBas 3KOHOMUYECKYIO LienecoobpasHOCTb Ha sTamnax agantauum 6a3osoro Habopa Mep U (MK) YyTOMHEHMS afanTUPOBAHHOIO
6a3o0Boro Habopa Mep, ornepaTop Brpase pa3paboTaThb WHbIE (KOMMEHCUPYIOLWNE) MEPLI, HAMpPaB/eHHbIE Ha HENTPAAN3ALMI0 aKTyasIbHbIX
yrpo3 6e30MacHOCTU MepcoHabHbIX AaHHbIX, 1 060CHOBaTbL MX MpUMeHeHue. KoMneHcupyoLlime Mepbl A0/DKHbI paspabaTbiBaThbCA
onepaTtopamMy TakXe MpU WUCMOSb30BAHUU B UHPOPMALMOHHBLIX CUCTEMAX HOBbIX UH(OPMALIMOHHBIX TEXHONOTUA U BbIABAEHUN
JOMOJIHNTEIbHBIX Yrpo3 6€30MacHOCTU NepCcoHabHbIX AaHHbIX, A/ KOTOPbIX HE OMnpeaesieHbl Mepsl obecneyeHns nx 6e3onacHoCTy.

OnepaTopaM, UCMOb3YOWNM B MHHOPMALMOHHBIX CUCTEMaX CepTUPULMPOBaHHbIE Mo TpeboBaHMAM 6€30MacHOCTW WHGOPMaL UK
CPeAcTBa 3alnTbl, HEO6XOAUMO PYKOBOACTBOBATHCA MONOXKEHUAMMU N.12 M-21, B KOTOPLIX 4eTKO OMNpefeseHo, Kakue CpeacTBa
BbIYUCANTENLHON TEXHUKMW, CUCTEMbl 0OHAPYXXEHNS BTOPXKEHMIA, CPeACTBA aHTUBMPYCHOMN 3alLUThI, MeXCeTeBble 3KpaHbl Heobxoanmo
NPUMeHSATL /18 o6ecneyeHns KaxK4oro 13 ypoBHEN 3aLLMLLIEHHOCTN NEPCOHANbHBIX AaHHbIX.

OueHmnBaTb 3hHeKTUBHOCTL peann3auuy NpYHUMaeMbIX Mep ornepaTopy Heobxoammo He pexe 1 pa3a B 3 roga mbo ceouMm cunamu, nnbo
npvienekas nuueHsnatos GCTIK Poccuu.

TaknM 06pa3oM, KOHLENLWS BINOSHEHNS NON0XKeHW [-21 BIrNaaUT cneayoLmm obpa3om:

pa3paboTKa NepeyHs akTyasbHbIX Yrpo3;

onpeaeneHne ypoBHEN 3aLUULLEHHOCTU NMEPCOHAJbHBIX AaHHbIX;

onpeaenexune 6a3oBbix Mep No obecneyeHnto 6e30MacHOCTY NEPCOHaNbHbIX AaHHbLIX, KOTOPble HEOBX0AMMO NPUMEHATL Ans obecneyeHuns
Ka)[0ro 13 YPOBHEN 3aLLUNLLEHHOCTY;

OLEHKa NPUMEHNMOCTU Ba30BbLIX Mep;

npv Heo6X0ANMOCTY - OMNpeAesieHe NepeyHs KOMMEHCMPYIOLLUX Mep, KOTOpbIe CMOCOBHLI HENTPaIN30BaTb akTyaslbHble Yrpo3bl

CnpaBO4HO-NpaBoBas CUCTEMa Mo MHOPMaLMOHHON Be3onacHocTy - https://sps-ib.ru:80/



2024/05/06 22:01 2/2 https://sps-ib.ru:80/analitika:fstek21

6e3onacHoCcTK, 1 nx oboCcHoBaHMe.

nepcoHasbHble AaHHble, aHAIUTUKa
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