2024/04/20 15:52 1/4 https://sps-ib.ru:80/npa:240-22-2637_15.07.2013

NudopmaumoHHoe coobweHne ®CTIK Poccum ot 15.07.2013 Ne 240/22/2637 "Mo Bonpocam
3awutbl MHbopMauun U obecneyeHus 6e30NacCHOCTU MEPCOHasIbHbIX AAaHHbIX MPU UX
obpaboTke B MH(POPMALMOHHBIX CUCTEMAX B CBA3M C u3paHueM npukasa ®CTIK Poccum ot
11 deBpans 2013 r. Ne 17 <06 yTBep>XpaeHun TpeboBaHun o 3awute uHpopMauum, He
COCTaB/iIflOWEN roCyaapCTBEHHYI0 TaWHy, copepXaleucs B rocypapcTBeHHbIX
MH(pOPMaLMOHHbIX cucteMax» M npukasa ®CTIK Poccum ot 18 peBpansa 2013 r. Ne 21 «06
yTBEpXAEeHUU COCTaBa M coAep>XaHUA OPraHU3aLMOHHBLIX U TEXHUYECKUX Mep no
obecneyeHnio 0e30NacHOCTU NEepPCOHaNbHbIX AaHHbIX NpUM uXx obpaboTke B
MHPOPMALMUOHHBIX CUCTEMAX NEPCOHANbHbLIX AAHHBbIX»"

B cooTBeTCcTBMM C 3aKOHOAATeNbCTBOM Poccuinckon depepaunn 06 uHbopMaunm, MHHOPMALMOHHBIX TEXHONOIMMAX M O 3aluTe
NHGopMaLMmn 1 3aKOHOAATEIbCTBOM O MEepPCOHaNbHbIX AaHHbIX PefepanbHON CayxBoi MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJIIO
(®CT3K Poccun) B npefenax CBOMX NOAHOMOYNIA yTBEpXAeHbl TpeboBaHUs 0 3awuTe nHHOPMaLUK, He COCTaBAALLEN rOCYAapPCTBEHHYIO
TaWHy, COAepXallencs B rocyfapCTBEHHbIX MHOPMaLMOHHbIX cncTtemax (npmkas ®CT3K Poccum ot 11 espansa 2013 r. Ne 17,
3apernctpupoaH MuHioctom Poccmm 31 masi 2013 r., per. Ne 28608) n CocTaB 1 CoaepXaHne OpraHn3aunoHHbIX N TEXHUYECKUX Mep Mo
obecneyeHnio 6€30MacHOCTM NEPCOHANbHbLIX AaHHbLIX NpU Ux 06paboTke B MHGPOPMALMOHHBIX CMCTEMAaX MEePCOHaNbHbLIX AaHHbIX (MpuUKa3s
®CT3K Poccum ot 18 chespans 2013 r. Ne 21, 3apernctpupoBaH MuHioctom Poccun 14 mas 2013 r., per. Ne 28375).

B CBS3U C M34aHMeEM yKa3aHHbIX HOPMaTMBHbLIX NPaBOBbIX akToB B agpec ®CTIK Poccum noctynatoT obpalleHUs o pasbsCHEHUN
OTAENbHbIX NONoXKeHN TpeboBaHW, yTBEPXKAEHHbIX Npuka3zom PCTIK Poccum oT 11 dhepans 2013 r. Ne 17, n CocTaBa 1 cogepxaHus
Mep, YTBepXAeHHbIX npukasom PCTIK Poccum oT 18 cheBpana 2013 r. Ne 21. laHHbIN Bonpoc obcyxaaeTcs cneynannuctamm B obnactu
3aLWMTbl MHOPMaLUK Ha Pa3IMYHbIX (HOPYMax U 3NEKTPOHHbIX MaoLaAKax B ceTn NHTepHeT.

Y4ynTbiBas xapaktep Hanbonee 4acTo ob6CyxAaeMblX BONPOCOB U B LieNsX Pa3bACHEHWUA OTAE/bHbIX MOJIOXKEHWUA YKa3aHHbIX MPUKa30B
®CT3K Poccuu, cynTaem uenecoobpasHbiM COOOWNTL CesyloLee.

1. Mo Bonpocy BCTynneHus B feicteue TpeboBaHWUii, yTBEPXAEHHbIX Npuka3oMm ®CTIK Poccum oT 11 deBpans 2013 r. Ne 17, n CocTaBa u
copepXaHus mep, yTBepXAeHHbIX npukasom ®CTIK Poccum ot 18 ceBpans 2013 r. Ne 21, a Takxe HeobXoAMMOCTM NpoBeaeHUs
MOBTOPHOW aTTecTaunmn (oLeHKN 3hheKTUBHOCTN) MHPOPMALIMOHHBLIX CUCTEM aTTeCTOBaHHbIX (MpoLefLlmnX OLeHKY 3hdeKTUBHOCTH) A0
BCTYNJ/IEHNS B IeCTBME yKa3aHHbIX npuka3os PCTIK Poccun.

B cooTBeTcTBMM C NyHKTOM 12 Yka3a Mpe3naeHTa Poccunckon depepaumm ot 23 Mas 1996 r. Ne 763 «O nopsake onybnmkoBaHus u
BCTYN/eHNs B cuny akToB lMpe3unaeHTa Poccuinckon ®epepaumu, NMpasutenscTea Poccuinickon ®eaepaumn i HOPMaTUBHBIX MPaBOBLIX akTOB
(hepepasbHbIX OPraHOB WMCMOJHUTENbHOW BAACTU» HOPMaTUBHbIE MPaBOBble aKTbl (hefepasibHbIX OPraHoB UCMOJIHUTENbHON BNAacTh
BCTYNatoT B CUJy OAHOBPEMEHHO Ha BCel TeppuTtopun Poccuinckon deaepaumm No UCTeYeHUn AecATy AHeN nocne ux onumnanbHoro
onybAnKoBaHMA, e CaMUMU aKTaMy He YCTaHOBNEH LpYrov NopsLoK BBeAEHNS UX B AENCTBYE.

Takum obpasom, CocTaB 1 cogep>xaHune Mep, yTBep)KaeHHble npnka3om OCTIK Poccum oT 18 cheBpana 2013 r. Ne 21, BCTynuAu B LencTene
€0 2 uioHs 2013 r. TpeboBaHus, yTBepXaeHHble npnkazoMm ®CTIK Poccum oT 11 deBpansd 2013 r. Ne 17, BcTynatoT B AeicTeue ¢ 1
ceHTsabps 2013 r.

Wcxopas 13 obLmMX NPUMHLMNOB HOPM MpaBa Mo AeCTBUIO BO BPEMEHU, U3AaHHbIe B YCTAHOB/IEHHOM MOpPsifike HOPMaTWBHbIE NPaBOBbIE aKTbl
He MMelT 06PaTHON CUJbI U NMPUMEHSITCS K OTHOLIEHWSM, BO3HUKLUMM MOC/Ee BCTYMJIEHNS aKTOB B CUJY (€CAK MHOE He YCTaHOBJIEHO
thenepanbHbIMW 3aKOHaMMU).

Y4uTbiBas nU3noxeHHoe, MHHOPMALIMOHHbIE CUCTEMBI, aTTECTOBaHHbIE (Npollejline oueHKy 3(eKTUBHOCTM) N0 TpeboBaHMAM 3aLUNThI
NHGopMaLKn [0 BCTYNneHus B feincTene TpeboBaHWi, yTBEpXXAEHHbIX Npuka3zom ®CTIK Poccmm ot 11 deBpans 2013 r. Ne 17, n CocTaBa
N coflepXXaHus mep, yTBepXAeHHbIXx npukaszom ®CTIK Poccum ot 18 deBpans 2013 r. Ne 21, nOBTOpPHOM aTTecTauum (oueHke
3hheKTUBHOCTN) B CBA3N C N3[AHNEM YKa3aHHbIX HOPMAaTUBHBIX MPaBOBbLIX aKTOB HE MOAJIexXarT.

2. Mo Bonpocy TpeboBaHWi, KOTOPLIMW HEODXOAMMO PYKOBOLCTBOBaTLCA ANs obecneyeHns 6e30nacHOCTM NEPCOHaNbHbIX AaHHbLIX NPU UX
06paboTke B rocyfapCTBEHHbIX MHHOPMALMOHHBIX CUCTEMAX, @ TakXe OnpeAesieHUs knacca 3alWLIeHHOCTU roCyAapCTBEHHON
MH(OPMALIMOHHON CUCTEMbI, B KOTOPON 06pabaTbiBaloTCA NepcoHabHble faHHbIe.

B cooTBeTCTBMU C NyHKTOM 7 COoCTaBa v COAepXaHnsa Mep, YTBepXAeHHbIX npukaszom ®CTIK Poccum oT 18 hespana 2013 r. Ne 21, mepsl
no obecnevyeHnto 6e30NacHOCTM NepcoHanbHbIX AaHHbIX Npu nx obpaboTke B roCyAapCTBEHHbIX MHMOPMaLMOHHbLIX CUCTEMaXx
NMPUHUMAIOTCA B COOTBETCTBUM C TpeboBaHNAMM 0 3aLmuTe NHOPMaLMK, COAEPXKALLEACA B FOCY4apCTBEHHbIX MH(OPMaLIMOHHBIX CucTemax,
ycTaHaBnuBaeMbiMn ®CTIK Poccun B npefenax CBOMX MOJHOMOYMIA B COOTBETCTBUM C YacCTblo 5 cTaTbn 6 ®epepanbHOro 3akoHa ot 27
nions 2006 r. Ne 149-®3 «O6 nHopmaumm, MHHOPMALMOHHBIX TEXHONOMMAX U 0 3almTe MHGopMaumnmn». YKasaHHble TpeboBaHus
yTBEepxAaeHbl npukaszom OCTIK Poccum o1 11 cheBpans 2013 r. Ne 17.

YyuTbiBas, 4T0 Mepbl No obecnevyeHunto 6e30MacHOCTY NepPCoHaNbHbIX AAHHbLIX W NOPAAOK UX Bbibopa, yCcTaHoBeHHble COCTaBoOM U
cogep)xaHuem mep, yTeepxxaeHHbiMu npukasom ®CTIK Poccum o1 18 despans 2013 r. Ne 21, aHanormyHbl Mepam 3aLmTbl UHGOPMaLMKN 1
nopsiaky nx Boibopa, ycTaHOBNEHHbIM TpeboBaHUAMU, YTBEPXKAEHHbIMK Npruka3om GCTIK Poccum oT 11 pepans 2013 r. Ne 17, ons
obecneyeHns 6e30NacHOCTM MepPCOHalbHbIX AaHHbIX, 0bpabaTbiBaeMbiX B rOCYyAapCTBEHHbIX MH(OPMALIMOHHLIX CUCTEMaX, [OCTAaTO4YHO
PYKOBOACTBOBaTbLCSA TONbKO TpeboBaHMsaMU, yTBepKAeHHbIMU Npuka3om OCTIK Poccum oT 11 cheBpansa 2013 r. Ne 17.

CnpaBO4HO-NpaBoBas CUCTEMa Mo MHOPMaLMOHHON Be3onacHocTy - https://sps-ib.ru:80/
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BmecTe ¢ TeM, B COOTBETCTBMU C NYHKTOM 5 TpeboBaHui, yTBepXAeHHbIX nNprka3doMm ®PCTIK Poccum o1 11 deBpans 2013 r. Ne 17, npwm
06paboTke B rocyfapCTBEHHON MH(OPMALMOHHON CMCTEME NHOPMaLMK, COAEPXKaLLel NepCcoHalbHble faHHble, TpeboBaHNA 0 3awunuTe
MHGOpMaLMK, He COCTaBNAIOWEN FrOCYAaPCTBEHHYIO TaliHy, B roCyAapCTBEHHbIX UHPOPMALMOHHBLIX CUCTEMAX NPUMEHAIOTCSA Hapaay C
TpeboBaHMAMM K 3alMTe NepPCOHaNbHbIX LaHHbIX Npu ux 06paboTke B MHMOPMaLMOHHBIX CUCTEMaX NEePCOHasibHbIX AaHHbIX,
YyTBEPXXAEHHbIMY NOCTaHOBeHNeM lMpaBuTensCcTBa Poccuitckon ®epepauun ot 1 Hosbps 2012 r. Ne 1119.

Taknum obpa3om, gns obecneyeHns 6€30NacHOCTY NEPCOHaNbHBIX AaHHbIX NpU X 06paboTke B rocyaapCTBEHHbLIX UHHOPMaLMOHHbIX
cucTemax B ponosHeHue Kk TpeboBaHuaM, yTBepXAeHHbIM npuka3om ®CTIK Poccum oT 11 ¢eBpans 2013 r. Ne 17, Heobxonnmo
pyKoBOACTBOBaTbCA TpeboBaHMAMM (B TOM 4YuCNe B 4aCTU ONpefeneHns ypoBHA 3alUULWEHHOCTU MEPCOHaNbHbIX LaHHbIX),
YyCTaHOBNEHHbIMU NOCTaHoBeHNeM lNpaBuTenscTBa Poccuinckon ®epgepauun ot 1 Hoabps 2012 r. Ne 1119. Mpw 3TOM B COOTBETCTBUN C
NyHKTOM 27 TpeboBaHui, yTBEPXAEHHbIX Npuka3om ®CTIK Poccum ot 11 epans 2013 r. Ne 17, gosmxHo bbiTb obecneyeHo
COOTBETCTBYIOLLEE COOTHOLIEHMNE KNacCa 3aliWLLEeHHOCTU rocyfapcTBEHHON MH(OPMALIMOHHON CUCTEMbI C YPOBHEM 3aLLMLLEHHOCTU
nepcoHasibHbIX AaHHbIX. B cnyyae, ecim onpeaesneHHblii B yCTaHOBNEHHOM MOPSAKE YPOBEHb 3aLLMLLEHHOCTN NEPCOHaNbHbIX AaHHbIX BbILLE,
4YeM YCTaHOBJIEHHbIN KJlacC 3alULLEHHOCTWN roCyAapCTBEHHON MHMOPMALMOHHONW CUCTEMbI, TO OCYLLEeCTBAAETCS MOBbILEHMEe Kfacca
3alUMLLEHHOCTM A0 3HaYeHus, obecneynBatoLLEro BhINOJHEHNE NYHKTa 27 TpeboBaHui, yTBEpXXAeHHbIX nNpukazom OPCTIK Poccum ot 11
espans 2013 r. Ne 17.

3. Mo Bonpocy o opMe oLeHKM 3DPEKTUBHOCTU NPUHMMaeMbIX Mep Mo obecrneyeHunto 6€30NacHOCT NePCOHaNbHbLIX AaHHbIX, 0 PopMe U
CoAepXXaHWM MaTepuasioB OLEHKN 3PHEKTUBHOCTMN, @ TaKXKe O BO3MOXHOCTY MPOBeAeHNs OUeHKN 3DPEKTUBHOCTY NPU NPoBEAEHUN
aTTecTaunn MHHOPMaLIMOHHON CUCTEMBI.

B cooTBeTCTBMM C NYHKTOM 4 YacTu 2 cTaTbn 19 GepepanbHoro 3akoHa oT 27 mona 2006 r. Ne 152-03 «O nepcoHaNbHbIX AaHHbIX»
obecneyeHme 6€30MaCHOCTM MEPCOHasbHbIX AaHHbLIX LOCTUraeTCs B YaCTHOCTU OLEHKON 3(PEKTUBHOCTW NMPUHUMAEMBIX Mep Mo
obecneyeHunio 6e30nacHOCTM NepCoHasIbHbIX AaHHbIX [0 BBOAA B IKCMJIyaTaLMio MHHOPMALIMOHHOW CUCTEMbI NEPCOHaNbHbIX AAaHHBIX.

B cooTBeTCTBMM C NYHKTOM 6 CoCTaBa M coaepXaHus Mep, yTBepXAeHHbIX npukaszom ®CTIK Poccun oT 18 deBpana 2013 r. Ne 21, oueHKa
3(h(heKTUBHOCTM peasin30BaHHbIX B paMKax CUCTEMbl 3aLLUTbl MePCOHabHbIX AaHHbIX Mep no obecneyeHnto 6e30NacHOCTM NEPCOHaNbHbIX
[aHHbIX NMPOBOAUTCS ONEpPaTOPOM CaMOCTOATENbHO UK C MPUBJEYEHNEM Ha LOrOBOPHON OCHOBE IOPUANYECKUX UL U UHANBUAYASIbHbIX
npeanpuHUMaTenen, NMeLNX INLEH3NI0 Ha OCYLLEeCTBEHNe AeATeNbHOCTU N0 TEXHNYECKOW 3alinTe KOHpUAeHUnanbHon nHhopMaLnm.
Mpu 3ToM CocTaBOM U cofepxaHneMm mMep, yTBepxAeHHbIMK npukaszom OCTIK Poccum oT 18 despand 2013 r. Ne 21, hopMa OLLEHKM
3(hheKTUBHOCTH, a Takxe hopMa 1 coaepKaHne [OKYMeHTOB, pa3pabaTbiBaeMbix No pe3yfibTaTaM (B NPOLECCe) OLEHKM, He YCTaHOBEHbI,

Takum 06pa3oM, pelleHne no GopMe oLEeHKN 3PHEKTUBHOCTI U AOKYMEHTOB, pa3pabaTbiBaeMbix No pe3ysbTaTaM (B NPOLECCE) OLEHKN
3 HEKTUBHOCTU, NPUHUMAETCS ONEPAaTOPOM CaMOCTOATESLHO U (1K) MO COrNALLIEHUIO C IMLLOM, NPUBJIEKAEMbIM AJi NPOBEAEHNS OLEHKU
3(PPEeKTUBHOCTU Peann30BaHHbIX Mep No obecrneyeHnio 6e30MacHOCTN NePCOHaNbHBIX AaHHbIX.

OueHka 3hPeKTUBHOCTN peasim3oBaHHbIX Mep MOXeT BbiTb NpoBedeHa B pamMkax paboT mo aTrecTaumm MHHOPMALMOHHON CUCTEMBI
nepcoHanbHbIX AaHHbIX B COOTBETCTBUM C HauMOHaNbHbIM cTaHAapToM FOCT PO 0043-003-2012 «3awmTa uHdopmauuu. ATtectauns
06bekTOB MHPOopMaTU3aLmn. ObLLMe NONOXKEHNS».

B 4acTu rocyfapCTBEHHbIX MHOPMALMOHHBIX CUCTEM, B KOTOPbIX 06pabaTbiBaloTCA NepcoHaNibHble AaHHble, OLeHKa 3 (heKTUBHOCTN
npuHuMaemblx Mep no obecnevyeHnto 6e30MaCHOCTM NEPCOHasbHbIX AaHHbLIX MPOBOAUTCA B paMkax obsi3aTenbHOW aTTecTauuu
rocyapCTBEHHOWN MH(OPMALIMOHHOW CUCTEMbI MO TpeboBaHNAM 3alWUTbl MHPOPMALMK B COOTBETCTBUM C TpeboBaHUAMM, YTBEPKAEHHLIMU
npukasom ®CTIK Poccum o1 11 cheBpana 2013 r. Ne 17, HaumoHanbHeiMK cTaHgapTamu FTOCT PO 0043-003-2012 n FOCT PO 0043-004-2013
«3alumTa nHhopMaummn. ATTecTaumns 06LEKTOB MHGOPMaTM3aLMm. MporpaMmMa N METOANKMN aTTECTaUMOHHbIX NCMbITaHUIA».

4. Mo Bonpocy o npumeHeHun TpeboBaHURA, yTBEPXAEHHbIX NpukazoMm ®CTIK Poccum oT 11 depansg 2013 r. Ne 17, B OTHOWEHMUU
MYHULMNAAbHBIX MHPOPMALIMOHHBIX CUCTEM.

B cooTBeTCTBUU C YacTbio 4 cTaTbn 13 denepanbHOro 3akoHa ot 27 uong 2006 r. Ne 149-d3 «O6 uHcbopmaunm, MHPOPMaLMOHHBIX
TEXHONIOrnsAX 1 0 3awuTe nHdopmauun» TpebosaHNa K rocyAapCTBEHHbIM UHPOPMALIMOHHBIM CUCTEMAM, YCTAaHOBIEHHbIE YKa3aHHbIM
®epepanbHbIM 3aKOHOM, PACAPOCTPaHATCA Ha MyHWUMNaNbHble WH(POPMALNOHHbIE CUCTEMbI, €CIM MHOE He MPefyCMOTPEHO
3aKoHoAaTeNbCTBOM Poccuiickon ®efepauim 0 MECTHOM CaMOynpaB/ieHnn.

Takum obpa3zom, TpeboBaHunsa, yTBepXxAeHHble npukazom ®CTIK Poccum ot 11 cepand 2013 r. Ne 17, pacnpoCcTpaHsAoTCA Ha
MyHULMNANbHbIE MHHOPMALMOHHbIE CUCTEMbI, €C/IN MHOE He NpefyCMOTPEHO 3aKoHOo4aTeNbCTBOM Poccuinckon ®efepaumm 0 MeCTHOM
camoynpaBaeHun (B 4acTHocTu, PepepanbHblM 3aKOHOM OT 6 oKTAOpsA 2003 r. Ne 131-®3 «0O6 obWMX NpMHUMNAX MeCTHOro
camoynpaBnieHns B Poccuiickon ®efepaunm» N NPUHATLIMU B COOTBETCTBUM C HUM UHBIMU HOPMATWBHLIMI NPaBOBLIMW aKTaMu PoCCUACKOW
depepauun).

5. Mo Bonpocy npuMeHeHUs «CneumnanbHelX TpebOBaHN N PEKOMEHAALMIA N0 TEXHUYECKON 3alLnTe KOHPUAEHLMANLHON MHGOPMaLUn» C
y4yeTom n3gaHusa npukasa OCTIK Poccum o1 11 pespansd 2013 r. Ne 17. U3paHne npukasa ®CTIK Poccum oT 11 deBpans 2013 r. Ne 17 He
OTMeHAeT [AelCcTBMEe MeTOLMYECKMX AOKYMeHTOB «CneumnanbHble TpeboBaHWS W peKOMeHAauWuW MO TeXHWYECKOW 3awuTe
KOH(MAeHUManbHON nHpopmaunn» (ganee - CTP-K) n «<ABTOMaTU3MPOBaHHbIE CUCTEMbI. 3alUTa OT HECAHKLMOHUPOBAHHOMO JOCTYNa K
nHopMaLmmn. Knaccmgpmkaums aBToMaTU3nPOBaHHbIX CUCTEM 1 TpeboBaHUA 0 3almTe nHpopMaunmn» (panee - PA AC).

CTP-K npumMeHseTCs B Ka4eCTBE METOANYECKOro AOKYMEHTa Npu peasn3aunm Mep no 3aluTe TeXHUYECKUX CPeacTB roCyaapCTBEHHbIX
MH(OPMaLNOHHBIX cucTeMm (3TC.1), BbibpaHHbIX B COOTBETCTBUM C MYHKTOM 21 v npunoxeHmem Ne 2 K TpeboBaHUAM, YTBEPXKAEHHbLIM
npukasom ®CTIK Poccum o1 11 cheBpans 2013 r. Ne 17, B Lensx HenTpanmsaumm yrpo3 6e30nacHoCT UHGOPMaL MK, CBS3aHHbIX C 3aLMTON
UHOpMaL MK, NpeacTaBNeHHON B BUAE WHGOPMATUBHbLIX INEKTPUYECKUX CUTHANOB U (hM3NYECKUX Monen (3awmTa OT yTe4ykn no
TEXHMYECKUM KaHanam).

https://sps-ib.ru:80/ Printed on 2024/04/20 15:52


https://sps-ib.ru/npa:pp1119_01.11.2012
https://sps-ib.ru/npa:pp1119_01.11.2012
https://sps-ib.ru/npa:fz152_27.07.2006

2024/04/20 15:52 3/4 https://sps-ib.ru:80/npa:240-22-2637_15.07.2013

VHble nonoxeHus CTP-K (pa3gen 3 «OpraHmnsaumsa paboT no 3awute KOHGUAEHUMaNbHOW nHGpOpMaumnmn», pa3gen 5 «TpeboBaHUs 1
peKoMeHauumn No 3alnTe KoHpuaeHLansHol nHdopmauum, obpabaTsiBaeMol B aBTOMaTU3MPOBAHHbLIX CUCTEMAX») MOrYT NPUMEHSATLCS
no peweHunto obnanatenein MHMOpPMaLNUK, 3aKa34MKOB N OMEPaTOPOB FOCYAAaPCTBEHHbIX UHMOPMALMOHHBIX CUCTEM B 4acTu, He
npoTuneopeyallen TpeboBaHusM, yTBepxxaeHHbIM npukaszom ®CTIK Poccum oT 11 dheBpans 2013 r. Ne 17.

Kpome Toro, nonoxenusi CTP-K n Pl AC npumeHsATCAa No peweHunio obnagatend nHgpopmauum (3aka3ymkoB, onepaTopos
NHOPMaLMOHHBIX CUCTEM) ANS 3aliMThl UHGOPMaLMK, COAep)Kalle CBeleHNsa KOHpMAeHUManbHOro xapaktepa (Yka3 MpesngeHTa
Poccuinckon depepaunm ot 6 mapta 1997 r. Ne 188 «06 yTBepXAeHUN NepeyHs CBeLeHWN KOHMMIAEHLMNaNbHOro xapakTtepa»),
obpabaTbiBaeMo B MHDOPMALIMOHHbIX CUCTEMaX, KOTOPbIE B COOTBETCTBMM C PefepabHbiM 3aKoHOM OT 27 utons 2006 r. Ne 149-03 «06
NHGopMaLnn, MHHOPMALMOHHBIX TEXHOIOMNAX 1 O 3aLUMTe NHGOPMALMN» He OTHECEHbI K FOCY4apCTBEHHbIM MHOPMALIMOHHBIM CUCTEMAM.

6. Mo BONPOCY NPUMEHEHUS MOHATUIA «MHOPMALIMOHHAA CUCTEMA» U «aBTOMATW3UPOBaHHasA CUCTEMa».

B TpeboBaHusx, yTBepAeHHbIX npukasom ®CTIK Poccum oT 11 deBpansa 2013 r. Ne 17, n CocTaBe U COAEPXKAHNMN Mep, YTBEPXKAEHHbIX
npukasom OCTIK Poccum oT 18 eBpana 2013 r. Ne 21, nCnonb3yeTcsd NOHATUE «MHMOPMALUOHHAA CUCTEMa», YCTAaHOBNEHHOE
®efepanbHbIM 3aKOHOM 0T 27 mions 2006 r. Ne 149-03 «O6 uHdopMauum, MHPOPMaLMOHHBLIX TEXHONOTUAX U 0 3aluTe uHpopMauun». Mpn
3TOM MOHATWE «rOCYyAapCTBEHHas MHOPMaUMOHHAA CMCTeMa», Len U NOPAAOK ee CO3faHus, a TakXe Nopafgok 3Kcnayatauuu
YyCTaHOoBJIEHbl CTaTbsAMU 13 1 14 ykazaHHoro ®egepanbHOro 3akoHa.

B MHbIX MeToAMYEeCKUX AOKYMEeHTax U HauWOHajlbHbIX CTaHAapTax B 061acTu 3alWUTbl MHPOPMaALUU MCNONb3YeTCsH MOHATUE
«aBTOMaTM3NPOBaHHasA cucTemMa», ornpepeneHHoe HauuoHanbHbIM cTaHgapToM FOCT 34.003-90 «WHdopMaLMoHHas TexHosorusa.
KoMnnekc cTaHBApTOB Ha aBTOMATU3NPOBaHHbIE CUCTEMbI. ABTOMATM3NPOBaHHbIE CUCTEMbI. TEPMUHLI 1 ONpeseneHns».

YyutbiBas, 4To TpeboBaHus, yTBepxaeHHble npukazom ®CTIK Poccum ot 11 deBpans 2013 r. Ne 17, n CocTaB 1 cogepxaHue mep,
yTBep>KAeHHble npukasom ®CTIK Poccun ot 18 depans 2013 r. Ne 21, pa3pabaTbiBanncb BO UCMOSHEHNE hefepasibHbIX 3aKOHOB OT 27
nonsa 2006 r. Ne 149-03 «06 nHopmaLmm, MHHOPMALMOHHBLIX TEXHONOTMAX U 0 3aLumTe uHdopMaunm» 1 ot 27 nonsa 2006 r. Ne 152-03 «O
MepcoHasbHbIX AaHHbIX» COOTBETCTBEHHO, B KOTOPbLIX UCMOJIb3YeTCA NOHATUE «MH(OPMALIMOHHAA CUCTEMa», B HOPMaTUBHbIX NPaBOBbIX
akTax ®CTIK Poccum Takxe UCNoJib30BaHO yKa3aHHOe NoHATUe.

Micxons M3 poaCTBEHHbIX ONPeAeneHNn NOHATUS «MH(POPMaALMOHHas CUCTEMa», YCTaHOBIEHHOro PeaepaibHbIM 3aKoHOM 0T 27 nions 2006
r. Ne 149-03 «06 nHhopMaunm, MHGOPMALMOHHBIX TEXHOMOTNAX U O 3aLLUTe NHMPOPMaLUN», 1 MOHATUA «aBTOMATU3MPOBAHHAA CUCTEMaY,
YCTaHOBJ/IEHHOI 0 HaLMOHaNbHbIM cTaHAapToM FOCT 34.003-90, a Takxe 13 copepxaHus TpeboBaHui, yTBEPXAEHHbIX Npukazom GCTIK
Poccun o1 11 cpespand 2013 r. Ne 17, n CocTaBa 1 cogepxaHua mep, yTeepxaeHHbix npukasom ®CTIK Poccum oT 18 teBpans 2013 r. Ne
21, ncnonb3oBaHMe B HOPMaTMBHbIX MPaBoBbiX akTax PCTIK Poccun NOHATUSA «MHOPMALIMOHHAA CUCTEMa» He BAUSET Ha KOHEYHYIO Lefb
3aWUTLI MHOpMaLMu.

7. o Bonpocy OTpaXKeHWs B CEPTU(UKATax COOTBETCTBUS Ha CPEACTBA 3aLLUThl MHDOPMALIMK Pe3yNbTaTOB UX MPOBEPKM Ha OTCYTCTBUE
He4eKNapupPOBaHHbIX BO3MOXHOCTEN, @ TakKXXe OTPaXKEHUSI B KOHCTPYKTOPCKOW U 3KCMJyaTaUMOHHON AOKYMEHTaLUM BO3MOXHOCTH
NPUMEHEHNA CPeACTB 3alWTbl WH(OPMALUN B TOCYAAaPCTBEHHbIX WH(OPMALMOHHbIX CMCTEMax M UHMOPMaLMOHHbIX CUCTeMax
MepCOHasbHbIX AaHHbIX.

B cooTBeTCcTBUM C TpeboBaHUsAMM, yTBEPXKAEHHBIMU Npuka3oMm PCTIK Poccum oT 11 cheBpans 2013 r. Ne 17, n CocTaBOM 1 COAEPXKAHNEM
Mep, yTBepXAeHHbIMK npuka3om ®CTIK Poccum oT 18 despansa 2013 r. Ne 21, B rocyAapCTBEHHbIX MHPOPMALMOHHBIX cuctemMax 1 n 2
KNaccoB 3alUMLLEHHOCTU, @ Takxe ana obecneyveHns 1, 2 ypoBHeR 3alUMLLEHHOCTY U 3 YPOBHS 3alUULLEHHOCTM NEPCOHAbHBIX faHHbIX B
NH(OPMALIMOHHBIX CUCTEMAX, ANA KOTOPbIX K aKTyaslbHbIM OTHECEHbI YrPO3bl 2-F0 TUNA, MPUMEHAIDTCA CPeACTBa 3aLlunNTbl UH(hOPMaLMK,
nporpaMmHoe obecneyeHne KOTOPbLIX MPOLUIO NMPOBEPKY HE HUMXE YeM MO 4 YPOBHIO KOHTPOAA OTCYTCTBUA HeLeKNapupoBaHHbLIX
BO3MOXHOCTeW. Mpy 3ToM BbIGOP KNACCOB 3alNThl CEPTUDMLMPOBAHHBLIX CPEACTB 3aluThl MHGOPMaLMM B 3aBUCUMOCTM OT Kjacca
3alMLLEHHOCTMN roCyapCTBEHHbIX MH(OPMALMOHHBIX CUCTEM W YPOBHS 3alLWLLEHHOCTW MEPCOHaNbHbIX AaHHbIX OCYLLECTBASETCA B
COOTBETCTBUM C NYHKTOM 26 TpeboBaHWiA, yTBEp)KAEHHbIX Npuka3om ®CTIK Poccun ot 11 dpeBpansa 2013 r. Ne 17, n nyHkToM 12 CocTaBa u
coAepXXaHna mMep, yTBepXAeHHbIX npuka3oMm OCTIK Poccun oT 18 heBpans 2013 r. Ne 21, COOTBETCTBEHHO.

OTMeyvaeM, 4To TpeboBaHUsA No 6e30NacHOCTM MHMOPMALMM K CpeacTBaM 3alnThl MHOpMauun, yTeepxaeHHole ®CTIK Poccum B
npefenax CBOUX MOJIHOMOYMA Ha4ynHasa ¢ aekabps 2011 r., BkaoYaloT TpeboBaHUA N0 COOTBETCTBYIOLLEMY YPOBHIO KOHTPOJIA OTCYTCTBUS
HeAeKnapupoBaHHbIX BO3MOXHOCTEW A5 KNacCoB 3aLlnTbl 3TUX CPEACTB.

B 4acTHOCTW, CMCTeMbl 0BHapyXeHNS BTOPXEHWUA N CPeAcTBa aHTUBMPYCHON 3aliuTbl, CEPTUMULUPOBAHHbLIE Ha COOTBETCTBUE
TpeboBaHMAM K cuctemam obHapy>XeHUS BTOPXXEHUN, YTBEPXAEHHbLIM npuka3zom ®CTIK Poccum oT 6 pekabpsa 2011 r. Ne 638, n
TpeboBaHMAM K CpeACTBaM aHTUBUPYCHON 3alluTbl, yTBEPXAEHHbIM Npuka3oMm PCTIK Poccum ot 20 mapTa 2012 r. Ne 28, no 4 knaccy
3aLMTbl COOTBETCTBYIOT 4 YPOBHIO KOHTPOAS OTCYTCTBUA HELEeKNapnpPOBaHHbIX BO3MOXXHOCTEN.

Mpu MCnonb30BaHNM B roCyAapCTBEHHbIX MHOPMALIMOHHBLIX CUCTEMaX COOTBETCTBYIOLLEro Kjiacca 3allMLLeHHOCTM 1 ana obecnevyeHmns
YCTAHOBJ/IEHHOI O YPOBHA 3aLUMLLEHHOCTU NePCOHalibHbIX AaHHbIX CPeACTB 3aLMThl MHOPMaLNUK, CepTUMULIMPOBAHHBIX HA COOTBETCTBME
TpeboBaHnAM 6e30NacHOCTM MHMOPMALMKN, YCTAHOBEHHBIM B TEXHUYECKNX YCNO0BUAX (3afaHusax no 6e3omacHoCcTn) n (Uan) UHbIX
HOpMaTUBHbIX AoKyMeHTax ®CTIK Poccun, COOTBETCTBME YPOBHIO KOHTPONSA OTCYTCTBUS HeAEKNapMpOBaHHbIX BO3MOXHOCTEN
yKa3blBaeTCa B cepTudurkaTax cCooTBeTCTBMNA TpeboBaHMAM no 6e30nacHOCTM MHGOPMaLIMK Ha 3TV CPEACTBa 3allnTbl MHGOPMaLLMK.

BO3MOXHOCTb MPMMEHEHUS B roCyfapCTBEHHbIX UHMOPMaLMOHHbBIX CUCTEMaX COOTBETCTBYIOLWEro Kjacca 3alMIeHHOCTN N Ang
obecneyeHns yCTaHOBIEHHOrO YPOBHA 3alLUMULLEHHOCTM NEPCOHAIbHBIX AaHHbLIX CPEACTB 3aLlnTbl MH(OPMaLMK, CePTUPULMPOBAHHBIX Ha
cooTBeTCTBME TpeboBaHUAM Ge30nacHOCTU UHGOPMALIMK, YCTAHOB/IEHHBIM B TEXHUYECKUX yCnoBuax (3agaHmax no 6esonacHocTtw),
yKa3blBaeTCA 3asBuTeneM (pa3paboTHnKom, Npon3BOANTENEM) B IKCMIYaTaLMOHHON U KOHCTPYKTOPCKON JOKYMEHTALUWUW Ha 3TW CpeacTBa
(hopmynsapax n TEXHNYECKUX YCIOBUAX).

CnpaBO4HO-NpaBoBas CUCTEMa Mo MHOPMaLMOHHON Be3onacHocTy - https://sps-ib.ru:80/
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8. Mo BOMpOCY NpUMEHEHNsS AOMNOJHUTENbHbIX Mep 3aluTbl UHPOPMaLUW, HanpaBieHHbIX Ha HelTpann3aumnio akTyasbHbIX Yyrpo3
6e30MacHOCTM NepCoHasbHbIX AaHHbIX 1-ro U 2-ro TUMOoB.

B cooTBeTCcTBUM € NnyHKTOM 11 CocTaBa u cogep)xaHua mep, yTeepXaeHHbix npukasom ®CTIK Poccun oT 18 pespansa 2013 r. Ne 21, B
LeNsx CHUXKEHUS BEPOATHOCTU BO3HWKHOBEHMA yrpo3 6e30nacHOCTY NePCOHabHbIX AaHHbIX 1-r0 U 2-ro TUNOB MOTYT NPUMEHATHLCA
DONOSHUTE/IbHbIE Mepbl, CBA3aHHble C TeCTUPOBAHMEM WHMOPMALMOHHON CUCTEMBI Ha MPOHUKHOBEHWS W WCMOJIb30BaHWEM B
NH(OPMaLMOHHON CUCTEeMe CUCTEMHOrO 1 (1K) NPUKNaAHOro NporpaMMHoOro obecneyeHuns, pa3paboTaHHOro € MCNOJIb30BaHMEM METOLOB
3aLLMLLEHHOr0 NPOrpPaMMMPOBaHNS.

YKa3aHHble Mepbl NpUMeHsoTCs Ans obecneyeHns 6e30nacHOCTN NEPCOHaNbHbIX AaHHbLIX MO pelleHuto onepaTtopa. Mpu 3ToM Lo
pa3paboTku u ytBepxaeHns ®CTIK Poccum MeTOAMYECKMX [OKYMEHTOB MO peasM3aunm yKasaHHbIX Mep Nnopsiiok WX NPUMEHEHUs, a
Takxe hopMa 1 cofiep>xaHne oOKYMEHTOB ONpenensoTCa ornepaTopoM CaMoCTOATENbHO.

9. Mo Bonpocy pa3paboTky MeToanYecknx fokymeHToB ®CTIK Poccum B Lensx peanusaumun TpeboBaHWNA, YyTBEPXKAEHHbIX NPUKa3oM
OCT3K Poccum oT 11 cpepans 2013 r. Ne 17.

Mpuka3 ®CTIK Poccum ot 18 dheBpana 2013 r. Ne 21 nsgaH Bo UCNOHEHNe YacTh 4 cTaTby 19 PefepanbHOro 3akoHa ot 27 uons 2006 r.
Ne 152-®3 «0O nepcoHanbHbIX AaHHbIX». YKa3aHHbIM PefepanbHbiM 3aKOHOM pa3paboTka ®CTIK Poccum MHbLIX OOKYMEHTOB MO
obecneyeHnto 6e30MacHOCTU NEPCOHabHbLIX AaHHbLIX, B TOM Y/UCae N0 MOAEAUPOBaHWIO yrpo3 6e30nacHOCTU NePCOHasbHbLIX AaHHbIX, He
npepycMmoTpeHa. OnpepenexHve TUMNoB yrpo3 6€30MacHOCTU MepCOHasbHbIX AaHHbIX OCYLLECTBAAETCA ONepaToOpOM B COOTBETCTBMU C
NyHKTOM 7 TpeboBaHMI K 3aliMTe NepCoHaNbHbIX AaHHbLIX Npn X 06paboTke B MHMOPMALMOHHBIX CUCTEMAX MEePCOHaNbHbIX AaHHbIX,
YTBEPXAEHHbLIX NOCTaHOBNeHMeM MpaBuTenbcTBa Poccuiickon ®epepaunm ot 1 Hosbps 2012 r. Ne 1119.

OpHOBPEMEHHO B paMKax MOJIHOMOYMIA MO METOANYECKOMY PYKOBOACTBY B 06/1aCTU TEXHNYECKON 3aLUnThbl MHOPMALUK, a TakXe B Liensax
peanusauun nyHkToB 14.3 1 21 TpeboBaHui, yTBEpKAeHHbIX Npukaszom ®CTIK Poccum ot 11 peBpansa 2013 r. Ne 17, B HacTOsALWEee BPeMS
B ®CTIK Poccum 3aBepliaetcs pa3paboTka MeTOANYECKUX LOKYMEHTOB MO OMUCAHMWIO COLEPXaHWA Mep 3alnTbl UHGOPMaLMKN B
MHMOPMALIMOHHBIX CUCTEMaX U MOPAAKY MOAENMpOoBaHUsA yrpo3 6e3omacHoOCTU WMHGOpMaunn B MHMOPMALMOHHLIX CUCTEMAX.
OpVEeHTNPOBOYHBIA CPOK YTBEPXKAEHNS LOKYMeHTOB - IV kBapTan 2013 r.

Kpome TOro, nnaHupyeTtcs pa3paboTka METOANYECKNX JOKYMEHTOB, ONpeaensiowmx nopsaok obHoBIeHNa nporpaMMHoro obecneyeHns B
aTTeCTOBaHHbIX MH(MOPMALMOHHBIX CUCTEMAX, MOPSAOK BbISIBAEHUS U YCTPAHEHWS YSI3BUMOCTEN B MH(OPMALIMOHHBIX CUCTEMaX, NOPSA0K
pearmpoBaHns Ha MHLMAEHTbI, KOTOPbIE MOTYT NPMBECTU K COOSM MW HapyLUEHNIO (YHKLMOHNPOBAHNS NHOPMALIMOHHOW CUCTEMBI U (1K)
K BO3HVKHOBEHMIO yrpo3 6e30nacHOCTM MHGOoPMaLIMK, a TakxKe psiaa ApYrux METOANYECKNX [OKYMEHTOB, HaMpaB/IeHHbIX Ha peann3aunio
TpeboBaHuii, yTBepxxAeHHbIX npuka3oM GCTIK Poccun ot 11 dpeBpans 2013 r. Ne 17.

OpnHoBpeMeHHO coobuwaeM, 4To ®CTIK Poccmm He HapeneHa NOJHOMOYMUSIMM MO pa3bsACHEHMO TpeboBaHUN K 3alinTe NepCoHabHbIX
LaHHbIX Npy nx 06paboTke B MHHOPMALMOHHBLIX CUCTEMaX NEPCOHAJbHbIX AAHHbIX, YTBEPXAEHHbIX NOCTaHOBAeHMeM [paBUTeNbLCTBA
Poccuiickon ®epepaunm oT 1 HoA6psa 2012 r. Ne 1119, B TOM YWC1e B HaCTV ONpeaeneHns TUMOB Yrpo3 NepCoHasbHbIX AaHHbIX 1 NOPAAKa
onpeneneHns ypoBHe 3aLUMLLEHHOCTY NEPCOHANbHbBIX AaHHBbIX.

HavyanbHuK 2 ynpaBneHus
OCT3K Poccumn
B.JliloTnkoB

nepcoHalsibHble AaHHble, TeEXHMYeCKada 3allnTa I/IH(;t)OpMaLlI/II/I, aTTeCTaumnsa
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