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Yka3saHue baHka Poccum ot 10.12.2015 No 3889-Y "O6 onpepeneHum yrpo3s 6esonacHocTu
nepcoHaNbHbIX AAaHHbIX, aKTyaJibHbiIX Npu obpaboTke nepcoHaNbHbIX AAaHHbIX B
MH(OPMALMOHHBIX CUCTEMaX NEepPCOHANbHbIX AaHHbIX"

3apernctpuposaHo B MuHiocte Poccum 18.03.2016 Ne 41455

1. Ha ocHoBaHun ®epnepanbHOro 3akoHa ot 27 mnona 2006 roga Ne 152-®3 "O nepcoHanbHbIX AaHHbIX" (CobpaHne 3akoHoAaTeNbCTBA
Poccuinckon ®enepauun, 2006, Ne 31, cT. 3451; 2009, Ne 48, cT. 5716; Ne 52, cT. 6439; 2010, Ne 27, cT. 3407; Ne 31, cT. 4173, cT. 4196; Ne
49, cT. 6409; 2011, Ne 23, cT. 3263; Ne 31, cT. 4701; 2013, Ne 14, cT. 1651; Ne 30, cT. 4038; Ne 51, cT. 6683; 2014, Ne 23, cT. 2927; Ne 30, cT.
4217, cT. 4243) n ®epepanbHoro 3akoHa ot 10 uions 2002 roga Ne 86-d3 «O LleHTpanbHOM 6aHke Poccuinckon ®epepaunn (baHke
Poccum)» (CobpaHune 3akoHopaTenscTBa Poccuinckon ®epepauun, 2002, Ne 28, cT. 2790; 2003, Ne 2, cT. 157; Ne 52, cT. 5032; 2004, Ne 27,
CT. 2711; Ne 31, cT1. 3233; 2005, Ne 25, ¢T. 2426; Ne 30, cT. 3101; 2006, Ne 19, cT. 2061; Ne 25, cT. 2648; 2007, Ne 1, cT. 9, cT. 10; Ne 10, cT.
1151; Ne 18, cT. 2117; 2008, Ne 42, cT. 4696, cT. 4699; Ne 44, cT. 4982; Ne 52, cT. 6229, cT. 6231; 2009, Ne 1, cT. 25; Ne 29, cT. 3629; Ne 48,
€T. 5731; 2010, Ne 45, cT. 5756; 2011, Ne 7, cT. 907; Ne 27, cT. 3873; Ne 43, cT. 5973; Ne 48, cT. 6728; 2012, Ne 50, cT. 6954; Ne 53, cT. 7591,
CT. 7607; 2013, Ne 11, cT. 1076; Ne 14, cT. 1649; Ne 19, cT. 2329; Ne 27, cT. 3438, cT. 3476, cT. 3477; Ne 30, cT. 4084; Ne 49, cT. 6336; No 51,
CT. 6695, cT. 6699; Ne 52, cT. 6975; 2014, Ne 19, cT. 2311, cT. 2317; Ne 27, cT. 3634; Ne 30, cT. 4219; Ne 45, cT. 6154; Ne 52, cT. 7543; 2015,
Ne 1, cT. 4, cT. 37; Ne 27, cT. 3958, cT. 4001; Ne 29, cT. 4348; Ne 41, cT. 5639) HacTosAwWwee YKa3zaHMe onpefenseT yrpo3bl 6e3onacHocTu
NnepcoHabHbIX AaHHbIX, aKTyasbHble Npn 06paboTke MepcoHanbHbIX AaHHbIX B MHHOPMaLMOHHBLIX CUCTEMaX MEepPCOHabHbIX AaHHbIX
KpeaNTHbIX OpPraHn3aunin N HeKpeANTHbIX (DMHAHCOBbLIX OpraHU3aunii, yKasaHHbIX B 4aCTW NepBon cTaTbh 76.1 ®efepanbHOro 3akoHa oT
10 utons 2002 ropa Ne 86-®3 «O LieHTpansHoM baHke Poccuiickon ®epepaunm (baHke Poccun)».

2. MoA aKkTyaNbHbIMKU yrpo3amu 6€30MacHOCTM NEPCOHaNbHBIX JaHHbIX MOHUMAETCS COBOKYMHOCTb YCOBUIA U (hakTOPOB, CO3AAtOLWNX
aKTyallbHYl0 OMacHOCTb HECAHKLMOHNPOBAHHOIO, B TOM YUC/e C/lyYallHOro, AOCTYNa K NepCoHalbHbIM AaHHbIM Npu nx obpaboTke B
MHHOPMALMOHHON CUCTEME MepPCOHasbHbIX AAHHbIX, PE3yibTaTOM KOTOPOro MOTYT CTaTb YHUYTOXEHUE, n3MeHeHne, 6nokmposaHue,
KOMMpOoBaHWe, NpeAoCTaBeHMe, pacnpocTpaHeHe NepcoHabHbIX LaHHbIX, @ TakXXe NHbIe HEMPaBOMepHbIe AeicTns.

3. HacToswee YkasaHne He onpepenseT yrpo3sl 6€30MacHOCTU NEePCOHabHbIX LaHHbIX, akTyanbHble npn obpaboTke nMepcoHanbHbIX
OaHHbIX B I/IHCbOpMaLI,VIOHHbIX CnCTeEMaX NepCoHaNbHbIX AaHHbIX, OTHOCALLNXCA K 6I/IOMETpVI‘-|eCKI/IM nepcoHasibHbIM AaHHbLIM, NEePCOHaIbHbIM
[aHHbIM, NOJTYYEHHbIM 13 06LLEeLOCTYMHbIX MCTOYHNKOB.

4. Y rpo3amu 6€30MacHOCTU NePCOHaNbHbLIX AaHHbIX, aKTyanbHbIMU NpU UX 06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEePCOHANbHbIX
DaHHbIX, ABASIOTCSA, B TOM Yucne:

yrpo3a HecaHKLMOHUPOBAHHOI O LOCTYMa K MePCOHasbHbIM AaHHBIM uLaMu, obnagaolwyMy NoJIHOMOYMAMU B MH(OPMALIMOHHON cucTeMe
MepCcoHaNbHbIX AaHHbIX, B TOM YUC/Ie B XO€ CO3[aHUs, 3KCyaTauum, TEXHUYECKOro obcnyXnBaHus u (UNK1) peMoHTa, MoAepHU3aumm,
CHATUSA C 3KCNAyaTaLUy MHHOPMALIMOHHON CUCTEMbl NEPCOHaNbHBIX AaHHbIX;

yrpo3a BO34eiCTBNS BPEJOHOCHOIO KOJA, BHELLHEr0 MO OTHOLLEHMIO K MH(OPMALIMOHHO CUCTEME MEPCOHANbHBIX AaHHbIX;

yrpo3a MCrosib30BaHWs METOAOB COLMANLHOrO UHXUHMPWUHTA K nuuaM, o6nafalowmm noJIHOMOYMSMI B MH(OPMALMOHHOW cucTeme
MepPCOHasbHbIX AAHHbIX;

yrpo3a HeCaHKLMOHUPOBAHHOI0 JOCTYMa K 0TYY)XAAeMblM HOCUTENSIM MEePCOHAsIbHbIX AaHHbIX;

yrpo3a yTpaTbl (MoTepn) HoCMTEeNEe MepCoHaNbHbIX AaHHbLIX, BKJOYas NMEpeHOCHble MepcoHasbHble KOMMbITEPb! NMoJb30BaTeNen
MH(OPMALMOHHON CUCTEMbI MEPCOHANbHBIX AaHHbIX;

yrpo3a HeCcaHKLMOHMPOBAHHOIO JOCTYMNa K MepCOHasibHbIM AaHHBLIM JulamMu, He o61afaoWwmrMy NoJHOMOYNSIMU B NHGOPMALMOHHON
CUCTeMe NepcoHasbHLIX AaHHbIX, C UCMOJIb30BaHMEM YSI3BUMOCTEN B OpraHuW3aLmni 3aLlinTbl NepCcoHabHbIX AaHHbIX;

yrpo3a HecaHKLUMOHMPOBAHHOIO [OCTYMNa K MepCOHabHbIM AaHHbIM NuLamMun, He obnafaoWwmrMmy NOJHOMOYNAMU B NHGOPMaLMOHHON
cMcTeMe MepcoHaNbHbIX AAHHBIX, C MCMO/Jb30BAaHUEM YS3BUMOCTEW B MporpamMMHoM obecrnevyeHun WHHOPMALMOHHOW CUCTEMbI
NepCOHaNbHbLIX AAHHbIX;

yrpo3a HeCaHKLMOHMPOBAHHOIO [OCTYMNa K MepCOHalbHbIM AaHHbIM NuLamMun, He obnafaoWwmrMmy NOJHOMOYNAMU B NHGOPMaLMOHHON
CUCTEMEe MepCcoHasbHbIX AaHHbIX, C NCMOJb30BAHMEM YysA3BMMOCTEN B obecneyeHun 3alinThl CETEBOr0 B3aUMOLEACTBUS U KaHaJoB
nepeaayn AaHHbIX;

yrpo3a HeCaHKLMOHMPOBAHHOIO [OCTYMNa K MepCOHalbHbIM AaHHbIM NuLamMun, He obnafaoWwmrMmy NOJHOMOYNAMU B NHGOPMaLMOHHON
CUCTEME MEPCOHANbHBIX AaHHbIX, C MCMOJIb30BaHNEM YS3BMMOCTEN B obecneyeHun 3alinTbl BIYUCAUTENbHBIX CETEN MHHOPMALVOHHO
CUCTEMbI NEPCOHANbHBIX AaHHbIX;

yrpo3a HecaHKLUMOHMPOBAHHOIO [OCTYMNa K MepCOHabHbIM AaHHbIM NuLamMun, He obnafaoWwmrMmy NOJHOMOYNAMU B NHGOPMaLMOHHON
CUCTEME MepPCOoHaNbHbIX [aHHbIX, C UCMOJIb30BAHNEM YSI3BUMOCTEN, BbI3BaHHbIX HecobsilofeHneM TpeboBaHUIA No 3KCMyaTaunm cpeacTs
KPUNTOrpatMyeckom 3aLuThl MHGopMaLMK.

5. OnpeneneHune Tuna yrpo3 6€30MacHOCTN NEPCOHANbHBIX AaHHbIX, aKTyabHbIX A1 UHDOPMALMOHHON CUCTEMbI NEPCOHAJbHBIX AaHHbIX,
nNpon3BOANTCA ONepaTopoM MHAPOPMALMOHHON CUCTEMbI MEPCOHaNbHbIX AaHHbIX B COOTBETCTBUM C MYHKTOM 7 MOCTaHOBIEHUS
MpasuTenbcTBa Poccminickon ®epepauun oT 1 Hoabpa 2012 roga Ne 1119 «06 yTBepxaeHUM TpeboBaHWI K 3aLLMTe NepCOHabHbIX AaHHbIX
npu nx ob6paboTke B MHHOPMALIMOHHbIX CUCTEMAX NepCcoHanbHbIX AaHHbIX» (CobpaHue 3akoHodaTenbCcTBa Poccuiickon depepaumm, 2012,
Ne 45, cT. 6257).

6. HacTosee Yka3aHve BCTynaeT B CUJly Mo uctevyeHum 10 gHen nocne gHs ero onybankosaHusi B «BecTHuke BaHka Poccnms.
Mpencepatens LleHTpanbHoro 6aHka

Poccuinckon ®epepavun
3.C.HabwynnnHa
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CornacoBaHo

OnpekTop

depepanbHol cnyx6bbl 6e3onacHOCTH
Poccuinckon ®epepavun
A.B.BopTHMKOB

AvpekTop

depnepalibHON CNyX0bl MO0 TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOJIO

B.B.CenuH

nepcoHasbHble flaHHble, TeXHUYecKas 3alnTa nHhopmMaumum

Y MyHKT 6 nocTaHoseHus MpaBnTenscTBa Poccnitickon ®efepaumn oT 1 Hosbps 2012 roga Ne 1119 "06 yTBepxaeHun TpeboBaHuin K
3allMTe NepcoHaNbHbIX AaHHbIX NpU X 06paboTke B MHOPMALIMOHHBIX CUCTEMaX NePCOHaIbHbIX AaHHbIX".
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