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Mpuka3s ®Cb Poccum oT 24.07.2018 Ne 367 "O6 yTBep>xaeHuu MNMepevyHa mHpopmauum,
npeacTtaB/fieMON B rocyfapCTBEHHYIO CUCTeMy OOHapyXeHus, npeaynpexpaeHus u
NMKBUAALMM NOCNEACTBUA KOMMNbIOTEPHbIX aTakK Ha UH(OpPMaLUOHHbIe pecypcbl PoccuincKkoun
Pepepauun u Mopapka npeacrtaBseHUs MHPOPMaALMKM B FOCYAAPCTBEHHYIO CUCTEMY
oOHapyXeHus, npeaynpexaeHus M JUKBUAALUM NOCNEACTBMA KOMNbIOTEPHbIX aTakK Ha
mHdpopMaLMOHHbIe pecypcbl Poccunckon depepauun’

3apeructpuposaHo B MuHiocte Poccum 06.09.2018 Ne 52108

B cooTBeTCTBMM C NYHKTOM 5 YacTu 4 cTaTbun 6 PefepanbHOro 3akoHa oT 26 nons 2017 r. Ne 187-03 «O 6e30MaCHOCTU KPUTUYECKON
NHMOPMaLMOHHON MHADPACTPYKTYpPbl Poccnitckoin ®epepaumnmn»’ npukassisato yTBEPANTD:

MepeyeHb MHGOpPMaLMK, NpeacTaBASEeMON B FOCYAAaPCTBEHHYIO CMCTEMY OBHapy)XeHUs, NpefynpexaeHns n NMKenaaumm nocnencTeui
KOMMbIOTEPHBIX aTak Ha MH(OPMaLMOHHbIe pecypckl Poccuinckon Penepaunn (npunoxxerme Ne 1);

MopsAfoK nNpeacTaBneHUs NHPOPMaLUN B rOCy[apCTBEHHYIO CUCTEMY OBHapyXXeHus, NpeaynpexaeHns n AMKBNAaUnM nocnencTeun
KOMMbIOTEPHBIX aTak Ha UH(OPMaLMOHHbIE pecypchl Poccninckon Gepepaumm (npunoxexue Ne 2).

OvpekTop
A.BopTHUKOB

MNepeyeHb MH(pOpPMaLUK, NpeAcTaBAAEeMON B FOCYyAapPCTBEHHYIO CUCTeMy ODOHapyXeHus,
npeaynpeXxaeHusa v JIMKBUOALUU NOC/IENCTBUA KOMMNbIOTEPHbIX aTakK HAa MH(POPMALMOHHbIE
pecypchl Poccuitickon Pepepauum

MpunoxeHue Ne 1
K npukasy ®Cb Poccumn
oT 24 nionsa 2018 r. Ne 367

1. WHopmauus, copepxallasca B peecTpe 3Ha4YMMbIX 06BEKTOB KPUTMYECKON MHHOPMALMOHHOW MHGPACTPYKTYypbl Poccuinckon
®epfepaunm (Lanee - KpUTUYECKas MHHOPMALIMOHHAA MHGPACTPYKTypa).

2. WHdopmauns o6 oTcyTCTBUN HEOBXOANMOCTU MPUCBOEHUSI 06BEKTY KPUTUHECKOA MHGOPMALMOHHOW UHPPACTPYKTYpPbl OAHOI 13
KaTeropuin 3HauMMoCTH.

3. NHopMaums 06 ncknoyeHn o6 beKTa KPUTUYECKON MHEOPMALIMOHHON NHAPACTPYKTYPbl U3 peecTpa 3Ha4YUMbIX 0OBEKTOB KPUTUYECKON
MH(OPMaLMOHHON MHGPACTPYKTYPbI, @ TaKXKe 06 N3MEHeHUN KaTeropuu ero 3Ha4MmMoCTH.

4. WHhopMaums no ntoram npoBefeHUs rocyapCTBEHHOro KOHTpoas B obnactn obecnevyeHns 6€30MacHOCTY 3HAYNMbIX 06bEKTOB
KPUTWNYECKON MHHOPMALMOHHOW MHGPACTPYKTYpbl O HapyweHun TpeboBaHuii no obecrneyeHnto 6€30MacHOCTM 3HAYUMbIX 06BHEKTOB
KPUTWNYECKOM UH(OPMaLMOHHON MHAPACTPYKTYpPhI, B pe3yabTaTe KOTOPOro CO34alTCs MPeLnoChiIKA BO3HUKHOBEHNS KOMMbIOTEPHbIX
WHLUULEHTOB.

5. HhopMaLmMa 0 KOMNbIOTEPHbIX WHUWAEHTaX, CBA3aHHbIX C (YHKLWOHMPOBaHMEM 0OBEKTOB KPUTMYECKOW WH(OPMaLMOHHON
NHPACTPYKTYpPbI:

flaTa, BpeMs, MeCTO HaX0XAEHUS Uan reorpaduyeckoe MecTononoXKeHve obbekTa KpMTUYECKON MHPOPMALMOHHON UHPPACTPYKTYPbI, Ha
KOTOPOM Mpou30LLen KOMNbIOTEPHBIN MHUMAEHT;

Han4ve NpUYNHHO-CNeSCTBEHHOW CBA3M MeXAY KOMMbIOTEPHbIM MHLUAEHTOM U KOMMbIOTEPHOW aTakown;

CBA3b C APYrUMY KOMMbIOTEPHBIMU MHUMAEHTaMU (MPU Hananm4um);

COCTaB TEXHUYECKUX NapaMeTPoB KOMMbIOTEPHOI0 UHLMAEHTA;

nocneACcTBUS KOMMNbIOTEPHOMO MHLUMNAOEHTA.

6. WHas nHhopmaums B 061acTu obHapyxeHus, NpeaynpexaeHns U IMKBUAaLUu NocnefCTBUR KOMMbIOTEPHBIX aTak U pearmpoBaHus Ha
KOMMbIOTEPHbIE MHUMAEHTbI, NPeA0CTaBseMas CybbekTaMn KpUTUYECKON MHOPMALMOHHOR MHPPACTPYKTYPbI Y MHBIMU HE SBASIOLMMACS
cy6bbeKkTaMu KpUTUYECKON MHEGOPMALMOHHON UHGPACTPYKTYpbl OpraHaMu v OpraHuM3auMsaMu, B TOM YUCIE WHOCTPAHHBLIMU U
MEXIYHapOAHbIMU.

Mopapok npepctaBneHus MHPOpPMaLUMM B rocyaapCTBEHHYIO CUCTeMy OOHapy)xeHus,
npeaynpeXxaneHus U IMKBUAALMUU NOCNAEeNCTBMA KOMNbIOTEPHbIX aTakK Ha UH(POPMALMOHHbIE
pecypcbl Poccuckon depepauum

MpunoxeHune Ne 2

CnpaBO4HO-NpaBoBas CUCTEMa Mo MHOPMaLMOHHON Be3onacHocTy - https://sps-ib.ru:80/
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K npukasy ®Cb Poccumn
0T 24 nionsa 2018 r. Ne 367

1. WNHdopmaumsa, ykasaHHaa B NnyHKTax 1 - 4 MepeyHsa nHgopMaLmm, NpeacTaBnseMoi B roCyAapCTBEHHYI0 CUCTeMy 0BHapyXeHus,
npeaynpexaeHna n NUKBuaauuy nocnefcTBUA KOMMbIOTEPHbIX aTak Ha MHGOpPMauWoHHbIe pecypcbl Poccuinckon depepauun,
yTBEpXAeHHOro npukasom ®Cb Poccum ot 24 niona 2018 r. Ne 367 (nanee - MNepeyeHb), NpeacTaBASETCA B FOCYyAapCTBEHHYIO CUCTEMY
obHapyXXeHus, NpeaynpexxaeHns n nMKkemaauny nocnefcTBUA KOMMbIOTEPHBIX aTak Ha MH(OPMaLMOHHble pecypcbl POCCMICKOW
depepauunn (panee - FocCOMKA) denepalibHbIM OpPraHoOM UCMOJHUTENbHOW BAACTW, YNOJHOMOYEHHbIM B 06nacTu obecneyeHus
6e30NacHOCTY KPUTUYECKON MHOPMaLMOHHON NHGPACTPYKTYpbl Poccuiickon ®epepaumnm (fanee - ynoJIHOMOYEHHbIA OpraH), NyTem ee
HanpaBneHus B HaunoHanbHbIA KOOPAMHALWOHHBIA LEHTP NO KOMMNbIOTEPHBLIM UHUKMAEHTaM (Banee - HKLIKW) He pexxe pa3a B Mecsu U He
no3AHee Mecs4HOro Cpoka C MOMeHTa:

BKJIIOYEHUS 06BbEKTa KPUTUYECKON UH(OPMALIMOHHON MHGPaCTPYKTYpbl Poccninckon denepauunn (panee - Kputuyeckas MHOOPMaLMOHHas
NHPPACTPYKTYypa) B peecTp 3Ha4NMbIXx 06 BEKTOB KPUTUHECKOA MH(HOPMALIMOHHON MHGPACTPYKTYpbI;

N3MEHEHMNS KaTeropyum 3Ha4nMoCTU, MPUCBOEHHON 3HAYUMOMY 0OBEKTY KPUTNYECKON MHEOPMALLMOHHOM UHDPACTPYKTYpbI;

nony4yeHna nHgopmaumm o6 oTCyTCTBMU HEODXOAMMOCTM NPUCBOEHUS 0OBEKTY KPUTUYECKON MHGOPMAaLMOHHOW NH(PPaCTPYKTYpPbl OAHON
N3 KaTeropuit 3Ha4MMoCTH;

NCKNII04EHUNS 06 bEeKTa KPUTMYECKON UHDOPMALIMOHHON MHGPACTPYKTYPbl U3 peecTpa 3Ha4NMbIX 00BEKTOB KPUTUHECKON MHEOPMaLLMOHHO
NHPPaCTPYKTYPSI;

COCTaBJIEHNS aKTa NPOBEPKYM MO UTOraM OCYLLECTB/IEHNS TOCYLapCTBEHHOrO KOHTPOAs B 061acTu obecneyeHns 6e30nacHOCTY 3HAYNMbIX
06BEKTOB KPUTUYECKOA MHGPOPMALMOHHON MHAPACTPYKTYpPbl, B KOTOPOM COAEPXUTCSA MHDOPMaLMsa O HapyweHun TpeboBaHuin Mo
obecrneyeHmnio 6€30MacHOCTU 3Ha4YUMbIX 0OBEKTOB KPUTUYECKON MH(OPMALIMOHHON MHMPACTPYKTYPbI, B pe3ynbTaTe KOTOPOro CO34atoTcs
NpPeanocbIKA BOSHUKHOBEHNS KOMMbIOTEPHbLIX MHUUAEHTOB.

2. NHopMaums, ykasaHHas B NyHKTax 1 - 4 [epeyHs, HanpaBnseTca ynoJHOMOYeHHbIM opraHoM B HKLUKW B chopmaTax, onpefeneHHbIX
YMNOJIHOMOYEHHbLIM OPraHoM.

3. MHdopmaums, yka3aHHasa B NyHKTe 5 lMepeyHs, npeacTasnseTcs cybbekTaMu KpUTUYEeCKON MHPOPMALMOHHON NHDPACTPYKTYphI B
FocCOMKA nyTem ee HanpasneHus B HKLLKW B cooTBeTCcTBUM € onpeneneHHbiMu HKLKW dhopmaTamn € ncnonb3oBaHUEM TEXHUYECKON
nHppacTpykTypbl HKLUKW, npegHa3HayeHHOW AN OTNpaBKu, nony4eHus, o6paboTku U xpaHeHWUs yBeAOM/IEHUA U 3anpocoB B paMKax
MH(MOPMALMOHHOIO0 B3aMMOAENCTBUA C CyObekTaMn KPUTUYECKON MHMOPMaLMOHHON WHPPACTPYKTYPbl, a TakXe C UHbIMU He
ABNAIOLLMMUNCS CYyObeKTaMn KpUTNYeCKon NHOPMALIMOHHON MHPPACTPYKTYPbl OpraHaMu 1 opraHn3aumnaMu, B TOM YNCAE MHOCTPAHHBIMU U1
MeXAYHapoAHbIMY (Janee - TexHn4yeckas nHppacTpykTypa HKLUKN).

4. B cnyyae OTCYTCTBMA NOAKIIOYEHNSA K TexHUYeckon nHdpactpyktype HKLKW nHhopmaumsa HanpaBnseTcs nocpeacTBOM MOYTOBOW,
HaKCMMUIBHON WAN 3NEeKTPOHHOW CBA3M Ha ajpeca (TenedoHHble Homepa) HKLUKW, yka3saHHble Ha oduumanbHOM canTe B
MHMOPMALIMOHHO-TENEKOMMYHUKALMOHHON ceTn «HTepHeT» no agpecy: «http://cert.gov.ru».

5. NHdopmauwns, ykasaHHaa B nyHKTe 5 MepeyHs, HanpaBnseTcs CybbeKTOM KPUTUYECKOA MH(OPMaLMOHHON MHAPaCTPYKTYypsl B HKLKN
He no3gHee 24 4acos C MOMeHTa 0BHapy>XeHUs KOMMbIOTEPHOr0 MHUMAEHTA.

6. HKLUKW yBenomnseT cybbekT KPUTUYECKON MHDOPMALMOHHON MHGPPACTPYKTYPbl O MOJYYEHUN UHGPOPMaLMK, HanpaBieHHON B
COOTBETCTBUM C MYHKTOM 5 HacTosLero Mopaaka, He no3aHee 24 4acoB C MOMEHTa ee Noy4YeHus.

7. HdopMauus, ykaszaHHas B NyHKTe 6 MepeyHs, npeactasnsetca B FocCOMNKA nyTem ee HanpasneHns B HKLKW nocpeacTsom no4Tosowm,
PakKCMMUNBHON WAWM 3NIEKTPOHHON CBA3M Ha agpeca (TenedoHHble Homepa) HKLKW, yka3aHHble Ha oduumnanbHOM CalTe B
NH(OPMaLMOHHO-TENEKOMMYHMKALMOHHON ceTn «HTepHeT» no aapecy: «http://cert.gov.ru».

8. Mpn HaNM4YUN NOJKOYEHNS K TEXHMYECKON UHDpacTpykType HKLUKW nHhopmauus, ykasaHHas B NyHKTe 6 lNepeyHs, HanpaBaseTcs
nocpeacTBOM UCMOJIb30BaHNA LaHHOW UH(PACTPYKTYPSI.

9. NHdopmaums, yKkasaHHas B NnyHKTe 6 MNMepeyHs, npeactasnsetca B FocCOMKA B CpokuW, AOCTaTOYHbIe A1 CBOEBPEMEHHOIO NPOBEAEHNS
MeponpuATUA No obHapyXeHuio, NpeaynpexneHuto N AMKBUAALUN NOCAeACTBUA KOMMbIOTEPHLIX aTak M pearupoBaHUI0 Ha
KOMMbIOTEPHbIE MHLMAEHTHI.

6e30nacHOCTb KPUTUYECKON UH(POPMALIMOHHOW MHGPACTPYKTYpSI
Y CobpaHue 3akoHoaaTenbCTBa Poccuiickoit depepaumn, 2017, Ne 31 (4. 1), cT. 4736.
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