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"Bbinucka 3 KoHuenuun rocypapCcTBEHHOW CMCTEMbl OOHapyXXeHusA, npeaynpeXxpaeHusa u
NMKBUAALMK NOCNEeACTBUA KOMMNbIOTEPHbIX aTakK Ha UH(OpPMaLUOHHbIe pecypcbl Poccunckon
®dPepepauun” (yrB. NpesnpeHtom PP 12.12.2014 N: K 1274)

I. OOwWwMe nonoXXKeHus

1. Hactoawen KoHuenuunen onpefensaoTcs HasHavyeHne, GyHKLUN N MPUHLAMNLI CO30aHUA FOCYAapCTBEHHON CUCTEMbl 06HapyXeHus,
npeaynpexxaeHus u NMKBMAaLunM NocnefcTBUN KOMMbIOTEPHBIX aTak Ha MH(OPMaLMOHHbIe pecypchl Poccuitckoin Gepfepaumnu (panee -
Cuctema), a Takxe Buabl obecneyeHns, HeobxoanMble A5 ee CO34aHUA N (hYHKLNOHUPOBAHMS.

2. Cuctema npeacTaBaseT cobon eanHbIN LEeHTPaNN30BaHHbIA, TEPPUTOPUAIbHO pacnpefenieHHbIn KOMMIEKC, BKJIIOYAOWWUA Cuibl 1
cpencTBa 0bHapyXeHus, NpeaynpexaeHus u AMKBUAaunM NocieAcTBUA KOMMNbIOTEPHbIX aTak, (hefepasbHbii OpraH UCMOHUTENbHON
BJIaCTU, YNOJIHOMOYEHHbIN B obnacTn obecnevyeHns 6€30MacHOCTN KPUTUYECKON MHGOPMaLMOHHOW MHGPACTPYKTYpbl Poccuinckon
depfepaunn, n henepanbHbii OpraH UCMONHUTENLHON BAACTU, YNOJHOMOYEHHLIN B 061acTh co3paHns n obecnevyeHns GyHKLMOHMPOBAHNS
Cucremsl.

4. MNpaBoBY0 0CHOBY HacTosAwen KoHuenuum coctaBnsioT KOHCTUTYUns Poccuinckon ®epepaumnm, denepalibHble 3akoHbl, CTpaTerus
HauwnoHanbHow besonacHocTun Poccuiickon ®enepauun ao 2020 roga, LokTpuHa uHdopMaLumnoHHon 6esonacHocTy Poccuiickon ®epepaunm,
Yka3 Mpe3npeHTta Poccunckon depepaumm ot 15 sHeaps 2013 r. Ne 31c "O co3maHMmM rocydapCTBEHHONW CUCTEMbl 06HapyXeHuns,
npeaynpexaeHns n AMkemaauuy nocneacTBUN KOMMbIOTEPHbIX aTak Ha MH(MOPMaLNOHHbIE pecypcbl Poccuinckon ®epepaummn” n uHble
HOpMaTVBHbIE NPaBOBbIe aKThl Poccuickon ®epepaunn.

5. B HacToswen KoHLenumm ncnonb3yloTcs Cneaytowmne 0CHOBHbIE MOHATUSA:

a) cybbekTbl CucTeMbl - defepanbHblii OpraH UCMONHUTENbHOM BAACTU, YNOJHOMOYEHHbIR B 06n1acTu obecnevyeHus 6esonacHoCTH
KPUTUYECKON WHGPOPMALMOHHON WHMPaCTPYKTypbl Poccuinckon Pepepaunn, denepasbHbil OpraH WCMOJHUTENbHOW BNacTw,
YNONHOMOY€EHHbIN B 0bnacTu co3gaHus u obecnevyeHus pyHKkLUMoHMpoBaHna CucTemsl, Bnagenblbl MHPOPMaLMOHHBIX PeCcypCcoB
Poccuinckon ®epepauun, onepaTopsl CBA3M, @ TakXXe WHble OpraHmn3aLmm, OCyLLEeCTBASIOWME IMLLEH3NPYEMYIO LeATeNbHOCTL B 061acTu
3aLmUThl MHDOPMaLnK;

6) 30Ha O0TBETCTBEHHOCTN CybbekTa CUCTEMbI - COBOKYMHOCTb MH(OPMaLMOHHBIX pecypcoB Poccuitckon depepaunn, B OTHOLIEHUN
KoTOpbIX Cy6bekToM CrucTeMbl obecneynBatoTcs obHapyXeHne, NpeaynpexxaeHue v IMKBMAaLNa NoCNeACTBUA KOMMNbIOTEPHbLIX aTak;

B) CuAbl 0OBHapyXeHus, NpeaynpexaeHns n NMKBnAaunm nocnefCTBUIA KOMMbIOTEPHbIX aTakK - YNOJIHOMOYEHHble nojpa3feneHuns
cybbekToB CuCTEMBbl U CNeunanbHO BblAeseHHble COTPYAHUKN CybbekToB CucTeMbl, NPUHMMalOWMe y4acTue B obHapyxeHun,
npeaynpexaeHnn n MKBMAaLmMmn nocnecTBUN KOMNbIOTEPHbIX aTak Ha MHOPMaLMOHHbIe pecypckl Poccuinckon ®enepaunu;

r) cpencTsa obHapyXXeHWs, NpefynpeXxaeHns v IMKBMAaLUMM NOCNeaCTBUIA KOMMNbIOTEPHBIX aTakK - TEXHONIOM UK, @ TakXKe TexHU4Yeckue,
nporpaMMHble, IMHIBUCTUYECKME, NPaBOBbIE, OPraHn3aLMoHHbIe CPeACTBa, BKIIOYasA CeTW 1 CpefCTBa CBA3MW, cpeacTBa cbopa u aHanu3a
UHGOPMaLNK, NOALEPXKKN MPUHATUA YNPaBJEHYECKMX PeLleHnid (CUTyauWOHHbIE LEeHTpbl), NpefHa3HavyeHHble AN obHapyxeHus,
npeasynpexxaeHns n AMKsnaaLnm nocaeAcTBUI KOMNbIOTEPHBIX aTak Ha MHOPMaLIMOHHbIE pecypchbl Poccuiickon Pepepauuu.

Il. HasHayeHune, hpYHKUUU, NPUHLUMNDbI CO3AAHNA U PYHKLUOHMPOBaHUA CuCTEMbI

6. OCHOBHbIM Ha3HayeHueM CucTeMbl aBnseTCA obecneyeHme 3alMILEHHOCTM NHEOPMALMOHHBIX pecypcoB Poccuiickon ®epepaunm oT
KOMMbIOTEPHbIX aTak U WTAaTHOro PYHKLMOHWPOBAHNA JaHHbLIX PECYPCOB B YC/I0BUAX BO3HUKHOBEHUS KOMMbIOTEPHbLIX UHLWAEHTOB,
Bbl3BaHHbIX KOMMbIOTEPHBLIMW aTaKkaMu.

7. Onga BbINOJSIHEHNS OCHOBHbIX 3a4aY, onpefeneHHbix B Ykase lNpe3ungeHTa Poccuinckon ®epepaumnm ot 15 aHBapa 2013 r. N 31c «O
CO34aHNN FOCYAapCTBEHHOW cUCTeMbl 0BHapyXeHus, npeaynpexneHns U AUKBUAALUU NOCAeACTBMA KOMMbIOTEPHbIX aTak Ha
NH(OpMaLUMOoHHbIe pecypchl Poccuiickon ®efepaunmn», Cuctema oCyLLECTBASET peann3anmnio CNeayowmnx QyHKLUiA:

a) BbISIBJIEHNE MPU3HAKOB NPOBEAEHNSA KOMMbIOTEPHBIX aTak, onpeAeseHne Ux NCTOYHNKOB, METOL0B, CNOCOBOB 1 CPeACTB OCYLLECTB/IEHUS
MW HanpaB/ieHHOCTW, a TakXxe pa3paboTka MeTOAOB W CpPeAcTB ObHapyXeHUs, NpefynpexAeHns n JUKBUAALUN NOCAeACTBUN
KOMMbIOTEPHbIX aTak;

6) dhopMupoBaHue 1 NoaLepxaHue B aKTyasbHOM COCTOSHUU AeTanu3npoBaHHON UHGOPMaLMn 06 MHPOPMaLMOHHBLIX pecypcax
Poccuinickon depepauunn, HaX0AALMXCH B 30HE OTBETCTBEHHOCTM CybbekToB CUCTEMBI;

B) NPOrHO3MpOBaHue cnTyauum B obnactu obecneveHuns nHhopMaumnoHHon besonacHocTy Poccuitckon ®efepaunm, BKIOYasA BbISBAEHHbIE
1 NPOrHO3MpYyeMble Yrpo3bl U UX OLLEHKY;

r) opraHusauus n ocyllecTBieHWe B3aUMOAENCTBNA C MPABOOXPaHUTE/IbHBIMW OpraHaMn 1 ApYruMin rocyAapCTBEHHbIMU OpraHamu,
BJlajesibLllaMn MHMOPMaLNOHHbBIX pecypcoB Poccuiickon depepauumn, onepaTtopamu CBA3M, UHTEPHET-MPOBanAepaMn U UHbIMUK
3aMHTEpPeCcoBaHHbLIMU OpraHN3aLMaMN Ha HaLWOHaJIbHOM U MEXAYHapPO4HOM YPOBHAX B 06/1acT 0BHapy)KeHNA KOMMbIOTEPHbLIX aTak U
YCTaHOBJ/IEHNS NX NCTOYHUKOB, BKOYas 0bMeH nHopMaLmen 0 BbIBAEHHbIX KOMMbIOTEPHbLIX aTakax W Bbi3BaHHbIX UMW KOMMbIOTEPHbIX
WHUMAEHTaX, a Takxxe 06MeH OnbITOM B Chepe BbIBAEHUS U YCTPAHEHNS yA3BUMOCTER NporpaMMHoro obecnevyeHmns n o6opynoBaHns v
pearmpoBaHnsl Ha KOMMbIOTEPHbIE MHLMAEHTHI;

A) opraHu3aumsa » NpoBeAeHNe Hay4HbIX UcCaefoBaHUA B cepe pa3paboTkn N NMPpUMEHEHNS CPeAcTB U MeToAoB obHapyxeHus,
npesynpexxaeHus n AMKBMAaLnm NocaeacTBUN KOMMNbIOTEPHBIX aTak;

e) ocyliecTBieHne MeponpuaTuin no obecneyeHnto NOLFOTOBKY W MOBLILLEHNSA KBaaudUKauuu Kanpos, Tpebyowmxcs ansa co3faHus un
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PyHKUMOHUPOBaHNS CUCTEMBI;

X) cbop v aHann3 NHHOPMaLMM O KOMMbIOTEPHbLIX aTakaX U Bbl3BaHHbIX MU KOMMbIOTEPHbLIX MHUMAEHTAX B OTHOLUIEHUN MHEAOPMALMOHHBIX
pecypcoB Poccuinckon ®Pepepauun, a TakXe O KOMNbIOTEPHbIX WHUMAEHTaX B MWH(POPMALMOHHbLIX CUCTEMax MU
NH(OPMaLMOHHO-TENEKOMMYHNKALNOHHBIX CETAX APYrnX CTPaH, C KOTOPbIMU B3aWMOLENCTBYIOT BAajebLbl MHDOPMaLMOHHbLIX PecypcoB
Poccuinckon depepauuu;

3) OCyLlecTBAEHNE MepPONpPUATMIA MO ONEepaTUBHOMY pearnpoBaHWIO Ha KOMMbIOTEPHbIE aTakW U Bbi3BaHHbIE MU KOMMbIOTEPHbIE
WHUWAEHTHI, @ TakXe No INKBMAALUN NOCNEACTBMA AAHHbBIX KOMMbIOTEPHbLIX MHUUAEHTOB B MH(POPMALMOHHbIX pecypcax POCCMIACKON
QOepnepauuu;

1) BbifiBNIEHME, cOOp 1 aHann3 cBeaeHnin 06 yAa3BMMOCTAX NporpaMMHoro obecneyeHns n obopyaoBaHus;

K) MOHUTOPWHI CTENEeHN 3aLUNLLEHHOCTU UH(POPMALMOHHBIX CUCTEM N MH(OPMALMOHHO-TENIEKOMMYHMKALNOHHBIX CETEe Ha BCex 3Tanax
CO3haHNs, (DYHKLMOHMPOBAHNS W MOAEpHU3aUMM UHGPOPMaAUMOHHBLIX pecypcoB Poccuiickon ®depepaummn, a Takxe paspaboTka
MEeTOANYECKUX PEKOMEHAALIMIA MO OpraHn3auny 3almTbl MHPOPMaLMOHHBIX pecypcos Poccuinckon defepauuny 0T KOMMAbIOTEPHBIX aTak;

M) OpraHu3aLumns 1 oCyLweCcTBEHNE aHTUBNPYCHOW 3aLLNThI;

H) COBEpLUEHCTBOBaHNE OMepaTMBHO-TAKTUYECKOr0 B3aUMOAENCTBUSA CU U CPEACTB 0BHapyXXeHns, npefynpexaeHns u Anksugauum
nocneacTBUA KOMMbIOTEPHBIX aTak.

8. Co3paHue 1 pyHKUMOHUPOBaHUe CNCTEMbI OCYLLECTBAETCS Ha OCHOBE CIELYIOWNX NMPUHLUMMOB:

a) TeppuTOpUanbHas pacnpeaeneHHocTb CncTemsl;

6) oTpacneBas n TeppuTopunanbHas opraHmsaumns Cuctemsl;

B) €QWHCTBO FOCyAapCTBEHHOr0 MJaHWPOBaHUA, @ TakXe KOOPAMHALUUU U KOHTPONA peanm3auny KOMMIEKCa TEXHUYECKUX ”
OpraHn3aLMOoHHbIX Mep;

r) obecneyeHne YyHKUNOHNPOBaHNA CNCTEMbI Ha OCHOBE €ANHOW HAaYYHO-TEXHUYECKON 1 OpraHn3aLNOHHO-METOANYECKON MNOSIUTUKN;

A) BOCTAaTOYHOCTb W pauWMOHaNbHOE UCMOAb30BaHME CUA U CPeLCTB 06HapyXeHuUs, NpeaynpexaeHns U TMKBUAaLMU NocnencTBui
KOMMbIOTEPHbIX aTak;

e) pasaeneHne NoaHOMOYMIA N OTBETCTBEHHOCTN Mexay cybbekTamu CucTeMbl Ha OCHOBE HOpPMaTWUBHO-NPaBoBON 6a3bl Poccuiickomn
Pepfepaunu.

lll. OpraHM3aunOHHbIe OCHOBbI CUCTEMbI

9. OCHOBHOI OpraHmn3aLMOHHO-TEXHNYECKON cocTaBnsowen CUCTEMbI SBASIOTCS LEHTPbLI 06HAPYXXeHUs, NpeaynpeXxaeHns u NTMKBuLaumum
nocneaCcTBUIA KOMMBLIOTEPHBIX aTak (4anee - LeHTPbI), OpraHn30BaHHbIE MO BEAOMCTBEHHOMY 1 TEPPUTOPUAILHOMY MPUHLIAMNAM.

10. K 0CHOBHbIM 3aja4aM LleHTPOB OTHOCATCS:

a) obHapyXeHue, npeaynpexneHne N NUKBUAALUSA NOCNELCTBUA KOMMbIOTEPHbIX aTak, HampaBJieHHbIX Ha KOHTPOJMpYyeMble
VHMOPMaLIMOHHbIE pecypchl;

6) npoBeaeHNe MeponpuATHN MO OLeHKEe CTeNeHN 3alMLLLEeHHOCTU KOHTPOIMPYEMbIX MHEOPMALIMOHHBIX PECYpCoB;

B) NpOBeLEeHUE MepOonpuUATAA MO YCTAaHOBIEHUIO NPUYUH KOMMbIOTEPHbLIX MHUWAEHTOB, Bbi3BaHHbIX KOMMbIOTEPHLIMW aTakaMu Ha
KOHTPOJIMpyeMble NH(HOPMaLIMOHHBIE PECYPChI;

r) cbop 1 aHanM3 faHHbIX 0 COCTOSHUN MH(OPMaLMOHHOM 6e30MacHOCTM B KOHTPOJNPYEMbIX MH(OPMALMOHHBIX pecypcax;

L) OCYLLEeCTBNEHNE B3aUMOLENCTBUNA MeXAY LIEeHTpaMu;

e) MHhOPMUPOBaHNE 3aMHTEpPeCcoBaHHbIX ML U cybbekToB CUCTEMbI MO BOMpocaM obHapyXXeHUs, NnpeaynpexneHns u amkengauum
nocneacTBUA KOMMbIOTEPHBIX aTak.

11. LleHTpbl NoApa3fensanTCcs Ha rnaBHbl LeHTP CUCTEMBI, PErMOHabHbIE LEHTPbI, TEPPUTOPUAbHbIE LLEHTPbI, LLEHTPbl OpraHoB
rocyfapCcTBeHHOW BlacTu Poccuitckon defepaunm U opraHoB rocyfapCTBEHHON BAacTu cybbekToB Poccuiickon ®epepaunmn (panee -
BELJOMCTBEHHbIE LIeHTPbI) 1 KOPTOPaTUBHbIE LIEHTPbI.

12. TnaBHbIA UeHTp CUCTEMbI, pernoHanbHble U TeppUTOpManbHble LeHTpbl CuCTeMbl CO3LaloTCs cunamn defepanbHOro opraHa
WCNONHNTENbHOW BNACTU, YNOAHOMOYEHHOr0 B 06/1aCTn co3fiaHns u obecnevyeHuns GyHKLMOHNPOBaHUS CUCTEMBI. 30HON OTBETCTBEHHOCTY
DaHHbIX LEHTPOB ABNAATCA MH(MOPMALMOHHbIE PecypChbl OPraHoOB roCyAapCTBeHHON BAacTu Poccuiickon Pepepauum n opraHos
rocyfapcTBeHHON BnacTn cybbvekToB Poccuinickon ®epepauum (fanee - opraHbl rocyapCTBEHHON BacTU), @ TakxXe MHGPOPMaLMOHHbIE
pecypcbl YKa3aHHOro efepanbHOro opraHa NCnosHUTENbHON BACTH.

[JaHHble LEeHTPbl OPraHn3yoT 1 NPOBOAST B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoi ®efepauun MeponpusTus no oLeHke
CTeneH 3alULLIEHHOCTU KPUTNYECKON NH(OPMALIMOHHOW MHGPACTPYKTYPbI Poccuitckoli defepaluy OT KOMMbIOTEPHBIX aTak.

13. BeOMCTBEHHbIE LLeHTPbl CO3Aal0TCA 3aWHTEPECOBaHHbIMW OpraHaMu rocyapcTBEHHOW BNAaCcTW. 30HOWM OTBETCTBEHHOCTU TaKWX
LLeHTPOB SBAAOTCA NPUHAANEXALINE OpraHaM rocyAapCTBEHHOR BNACcT MHPOPMALMOHHBIE pecypchl. Tak)Ke BEAOMCTBEHHbIE LIEHTPbI
MOryT C03[aBaTbCs U 3KCMIyaTMPOBaTbCSH B MHTepecax OpraHoB roCyAapCTBEHHOW BAacTU OpraHM3auuaMu, OCYLLeCTBASIOLWNMU
JINLEH3UPYEMYIO AesTeNbHOCTb B 06/1aCTW 3aLLMThl MH(OpMaLMK.

OYHKUMOHNPOBaHNE BeJOMCTBEHHOMO LeHTpa obecneynBaeTca OopraHomMm Focy,ﬂ,apCTBEHHOVI BNacCTK, CO34aBLUMM 3TOT LEHTP.

14. KoprniopaTuBHblE LIEHTPbI MOTYT CO34aBaTbCs FOCYAAPCTBEHHBIMU KOPMOPaLUsaMU, orepaTopaMmu CBS3U U APYrUMK OpraHu3aumnsmu,
OCYLLEeCTBAAOLWMMMN NNLEH3UPYEMYIO AeSTENbHOCTL B 061aCTV 3aLLUMTbl MH(OPMaLIMW.

DYHKLMOHNPOBAHME KOPMOPATUBHOO LIEHTPa 06eCrneynBaeTcs OpraHn3aLUnen, Co3aasLiuei Takol LeHTp.

15. BkoYeHne BeJOMCTBEHHOr0 (KOpNnopaTUBHOIO) LeHTpa B cocTaB CMCTEMbl OCYLLECTBASAETCA Ha OCHOBE COrjalleHns opraHa
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rocyaapCTBEHHOW BNacTu (opraHu3auunun), co3gasliero (Co3paBlueil) yKasaHHbIA LeHTp, C hefepanbHbiM OPraHoOM WCMONMHUTENBHON
B/J1IaCTK, YNOJHOMOYEHHbIM B 0bnacTu cozfaHus n obecnevyeHns hyHKLUNOHMPOBaHUS CUCTEMBI.

16. B cocTaBe CucTeMbl PyHKUUOHMPYET CO3aaHHbI B PepepanbHoin cnyxbe 6esonacHocTn Poccuinckon ®epnepaunn HaumoHanbHbIN
KOOPAVHALMOHHDIA LLEHTP MO KOMMbIOTEPHBIM UHLIMAEHTaM, KOTOPbIA OpraHM3yeT 1 oCyLecTBASeT 0OMeH MH(OopMaLMen 0 KOMNbIOTEPHbIX
VHLMAEHTaX C IOPUANYECKUMU NNLEaMK, BlaLeoWwnMmn Ha npase CO6CTBEHHOCTU UAM UHOM 3aKOHHOM OCHOBaHWUUN 0BbeKTaMu KpUTUYECKO
NHOPMaLMOHHON NHGPacTPYKTYypbl Poccuinckon depepaummn, onepatopaMmn cBs3n, obecneynBaloMMmM B3anMoaeincTeme 006beKTOB
KPUTUYECKON MHGOPMALIMOHHON MHPPaCTPYKTYpbl Poccminickon ®efepaunmn mexay coboi, ynoaHOMOYEHHbIMW OpPraHaMm MHOCTPaHHbIX
rocyfapcTB, MeXAYHapOAHbIMU 1 HENPaBUTEIbCTBEHHLIMU OPraHn3aLnaMm, oCyLWeCcTBAAOWMMU AeATENbHOCTbL B 06/1aCTU pearmpoBaHuns
Ha KOMMbIOTEPHbIE MHLMAEHTHI.

18. ®PefepanbHbIl OpraH UCMOIHUTENILHON BAACTW, YNOJHOMOYEHHbI B 061acTh co3AaHNsa 1 obecneveHns dyHKUnoHMpoBaHna Cuctemsi,
OCyLLecTBNSAET AoBefeHne fo cybbekToB Cuctembl MHGOpMaunm 06 yrposax nHMoOpMaLMOHHbLIM pecypcam Poccuitckon depepauny n o
Heob6Xx0AMMbIX Mepax Mo HelTpanm3auumn AaHHbIX Yrpo3, a Takxe obecneynBaeT peann3aLnio MEPONPUATAA MO COBEPLUEHCTBOBAHMIO
ornepaTUBHO-TaKTUYECKOro B3auMoaencTeus cybbekToB Cuctemsl.

IV. HopMaTuBHO-npaBoBOe, Hay4YHO-TeXxHuM4Yeckoe, MH(POpPMaULUOHHO-aHaNUTU4YecKoe,
KagpoBoe U OpraHM3auMOHHO-WITAaTHOe obecnevyeHue co3paHuA U (PYHKLMOHMPOBAHMA
Cucremsl

19. HopmaTuBHO-NpaBoBoe obecrneyeHne co3aaHns U PyHKLMOHNPOBaHUS CMCTEMbI BK/IKOYAET:

a) co3paHue 3akoHodaTenbHom 6a3bl Poccminckon ®epepauuu;

6) nopanok ukcaunm n obmMeHa nHdopMaLumen Mmexay cybbektamm CUCTEMbl 0 KOMMNbIOTEPHbIX aTakax Ha MH(OPMaLIMOHHbIE pecypchl
Poccuinckon ®epepaunm 1 BbI3BaHHbIX UMW KOMMbIOTEPHbLIX UHLMAEHTAX;

B) MOPALOK OCYLLECTBAEHNA AeATeNbHOCTM CybbekToB Cuctembl B 061acTn obHapyXeHns, npeaynpexxaeHns n TMKBnaaunm nocnencTeum
KOMMbIOTEPHbIX aTak;

r) NOpAAoOK M NEPUOANYHOCTb MPOBEAEHUS MEPONPUATUIA MO OLEHKE CTEMEeHW 3alULLEHHOCTU KPUTUYECKON UHEHOPMaLNOHHON
MHMPaCTPYKTYpbl Poccuitckoi defepalimm 0T KOMMbIOTEPHLIX aTak;

4) nopsgok obMeHa MHGopMaLmen Mexxay opraHaMu rocy4apCTBEHHOW BAACTV U YNOJIHOMOYEHHBIMI OpraHaMn MHOCTPaHHbIX FOCyAapcTB
(MeXxAyHapOAHbIMU OpraHM3aLnsaMmn) 0 KOMNbIOTEPHbIX UHLMAEHTaX.

20. Hay4Ho-TexHu4yeckoe obecneyeHne co3faHUa U YHKLUOHWPOBaHWA CUCTeMbl OCYLLEeCTBNASETCS Ha OCHOBE pe3y/ibTaToB
(hyHAAMEHTasIbHbIX Y NMPUKAALHbIX HAYYHO-TEXHNYECKUX NCCEe0BaHMIA 1 paboT No cefyowmM HanpaBaeHnaM:

a) pa3paboTka MeTOAOB BbISIBJEHUS NMPU3HAKOB MPOBEAEHUS KOMMbLIOTEPHbLIX aTak, ONpPefeseHUs UX UCTOYHWUKOB U crocobos
OCYLLEeCTBAEHUS W HaMNpaB/iIeHHOCTY;

6) pa3paboTka MeTOAWK MPOBEAEHWS MEPOMNPUATUA MO OLEHKE CTEMNeHW 3alULEHHOCTM WHMOPMALUOHHBLIX CUCTEM U
MHGOPMALNOHHO-TENEKOMMYHNKALMOHHBIX CETEeN OT KOMMbIOTEPHbLIX aTaK, (PMKCALUU KOMMbIOTEPHLIX WHUUAEHTOB, a Takxe
MeTOAUYECKNX peKoMeHAaunin B 061aCcTh BbISBAEHUS, NPpeaynpexAeHns U MMKBUAALMUNA NOCNELCTBUIA KOMMbIOTEPHbIX aTak, BK/OYas
pPeKOMeHAALMN N0 OpraHn3aLuy 3aWnTbl KPUTUHECKOW NHOPMALMOHHON NHGPACTPYKTYpbl Poccuiickon ®enepaumm oT KOMMNbIOTEPHBIX
aTak;

B) NPOrHO3MpoBaHue 1 paspaboTka Mogenen B 0bnactu obecneveHns nHgopmaumnoHHon besonacHocTu Poccuiickon ®epepaunm;

A) pa3paboTka MeTOAUK 0BHapyXeHNsA KOMMbIOTEPHbIX aTak Ha MHOPMaLVNOHHbIE CUCTEMbI I MHPOPMALIMOHHO-TENEKOMMYHNKALIMOHHbIE
cetu;

e) pa3paboTka METOA0B 1 CPELCTB BbISBACHUS U NPeaynpeXXAeHNs KOMNbIOTEPHbIX MHLMAEHTOB, Bbi3BaHHbIX KOMMbIOTEPHLIMU aTakaMu.

21. NHhopMaumnoHHo-aHanuTnyeckoe obecnevyeHne yHKUMOHUPOBAHUA CUCTEMbI OCYLLECTBSIETCA Ha OCHOBE MPOrHO3MPOBaHUSA
cnTyauumn B obnactm obecneyeHus MHpopmaumoHHoW 6esonacHocTu Poccuitckoin depepaumun. WCXoaHBIMU JaHHbBIMU Ans
NMPOrHO3MPOBaHUA SBNAIOTCS:

a) nHdopmauwms, nonyvyaemas cpeacTsaMmm obHapyKeHus, NnpeaynpexxaeHns n AMKBuaauuyM nocaeacTBMii KOMNbIOTEPHBIX aTak;

6) pe3ynbTaTbl OLUEHKN CTEMNeHW 3alULEeHHOCTN KPUTUYECKON MHGPOPMaLMOHHON MHGPACTPYKTYypbl Poccuitckon denepaunn oT
KOMMbIOTEPHBIX aTak;

B) MH(OPMALIMA O KOMMbIOTEPHBLIX aTaKax U Bbi3BaHHbIX MW KOMMbIOTEPHbLIX UHLUMAEHTAX, NOCTYyNatoLlas no KaHalaM MeXAyHapoaHoro
obmeHa.

22. KappoBoe 1 opraHn3aLMoHHO-LWTaTHoe obecneyeHne co3fannsa N QyHKUMOHMPOBaHNA CMCTEMbI BKOYaEeT:

a) ueneBoe BblAesieHNe JOMOJIHATENbHbIX LTATHLIX PECYPCOB 3aMHTEPECOBaHHLIM OpraHaM rocyfapCTBEHHON BAacTu;

6) coBeplUEHCTBOBaHME HOPMaTUBHO-METOANYECKOro obecneyeHuns NoaroTOBKY, NEPENOAroTOBKM W NOBLILLEHNS KBanUhUKaLum Kagpos,
obecneynBaloLLMX peannsaunio GyHKUMNn Cuctemsl;

B) pa3BuTue y4ebHo-nabopaTopHon 6asbl MOArOTOBKW, NEPENOArOTOBKM W MOBbILIEHNS KBaaudukauum Kaapos, obecneymsaroLinx
peanuzaunto GyHKUUN CncTemsl;

r) NOArOTOBKY, MEPenoAroTOBKY U MOBbILLEHNE KBaMGpUKaLMM Kaapos, obecneyrBaioLLnx peanmsaunio hyHKUMn Cuctemsl.

b, nHthopmaLmoHHas 6e30nacHOCTb, 6e30MacHOCTb KPUTUYECKON MH(OPMALIMOHHON NHPPACTPYKTYPSbI
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