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Mpuka3s Muuuudpopmceasm Poccum ot 09.01.2008 Ne 1 "O6 yTBepxaeHun TpeboBaHuMi no
3aWwmMTe ceTed CBA3U OT HECAaHKULMOHMPOBAHHOrO AO0CTyna K HUM U nepepaBaeMon
nocpeacTtsoM uMx uMHcpopmauun"

3apernctpuposaHo B MuHiocte Poccum 23.01.2008 Ne 10993

B cooTBeTcTBMYK €O cTaTben 12 n cTaTben 26 ®PepepanbHoro 3akoHa oT 7 mona 2003 r. Ne 126-®3 (CobpaHue 3akoHOfaTeNbCTBA
Poccuinckon ®epepaunm, 2003, Ne 28, cT. 2895; Ne 52 (4acTb 1), cT. 5038; 2004, Ne 35, cT. 3607; Ne 45, cT. 4377; 2005, Ne 19, cT. 1752; 2006,
Ne 6, cT. 636; Ne 10, cT. 1069; Ne 31 (4acTb I), cT. 3431, cT. 3452; 2007, Ne 1, cT. 8; Ne 7, cT. 835) npukasbiBato:

1. YTBepAauTb npunaraemble TpeboBaHMA NO 3aliuTe CeTel CBA3M OT HECaHKUMOHMPOBAHHOIO AOCTYMa K HUM W nepeAaBaeMoi
nocpeAcTBOM UX H(OPMaLUK.

2. HanpaBuTb HacTosAWwwit MprKas Ha rocyAapCcTBEHHYI0 PErMCTpaLmio B MUHACTEPCTBO IoCTULMK Poccuitckon ®eaepauuu.

3. KOHTPO/Ib 3@ UCNONHEHWEM HacTosAwero MNprkasa BO3N0XUTb Ha 3aMecTuTenss MUHUCTPa MHADOPMALIMOHHbIX TEXHONOMUIA N CBA3N
Poccuinckon depepauun b.[1. AHTOHIOKaA.

MuHucTp
N.0.PeinmaH

TpeboBaHusa no 3awuTe ceTel CBA3M OT HECAHKLUOHMPOBAHHOIO AOCTYNa K HUM M
nepepasaeMoOM NOCpPeacTBOM UX UH(POpMaL UK

YTBEepXAeHbl

Mprka3om MuHncTepcTsa
NH(OPMALMOHHBIX TEXHOIOMMIN Y
cBA3mn Poccuiickon Penepaunn
07 09.01.2008 Ne 1

I. OOwWwMe nonoXKeHus

1. HacTosiwume TpeboBaHMA pacnpoCTPaHAOTCA Ha CETU INEKTPOCBA3M, BXOASLLME B COCTaB CceTU CBA3M obuiero nonb3oBaHus, 3a
WCK/IIOYEHMEM CeTeN CBA3N AN pacnpocTpaHeHna nporpamMmm TenNeBU3NOHHONO BeLlaHNa 1 pagnoseLlaHuns.

2. B uensx 3almTbl OT HECAHKLMOHMPOBAHHOIO AOCTYNa K CETSAM CBA3W M NepeiaBaeMoi NOCPeLCTBOM UX MHGOPMaLLMK onepaTopsl CBA3N
NMPUHUMaKOT OpraHnU3aUuOHHbIE N TEXHUYECKNE Mepbl, HanpaBieHHble Ha NpedoTepalleHne AoCTyna K JTMHUAM CBA3K, COOPYXXEHUNAM CBA3N,
CpeacTBaM CBA3M, HAXOOAWMMCS KaK BHYTPU, TakK M BHE COOPY)XEHUIN CBA3M, U NepefaBaeMon Mo CeTaM CBA3M MHGopMauuu,
OCyLLeCTBAEMOro C HapyweHneM yCTaHOBJIEHHOIO 3TUMKU onepaTopaMu CBA3N NopAadkKa AOCTYyNa.

3. MopsAfoK [oCTyna yTBEPXAAeTCs onepaTopaMu CBA3N U BKIIOYAET:

a) onncaHue opraHn3aLum NPONyCcKHOro peXxmMa Ha oXpaHseMylo TeppuTopurio, B NpefeNiax KoTOpoi pa3MeLLalnTCs COOPYXKEeHNS CBA3N
(manee - oxpaHaeMas TeppPUTOPMUSA), N NOPAAOK OXPaHbl STON TEPPUTOPUY;

6) onmcaHne npouenyp NPUMEHEHNS Ha OXPaHAEMON TEPPUTOPUN TEXHNYECKMX CPEACTB 3aLlnThl, 0OOHaPYXXEeHNs U CUrHaAM3auum;

B) yCTaHOBeHMe nepeyHsa 1 06pa3LoB OKYMEHTOB, AaloLWMX MPaBo HAXOAUTLCA Ha OXPaHSEMOW TEPPUTOPUM, @ TakXKe B COOPYXKEHNAX
CBSI3M W OTLE/bHbIX MOMELLEHNSX, PACMON0XEHHBIX B NPeaesiax OXpaHseMol TeppuTopun;

) opraHuM3aUnoHHbIe Npouenypbl 0POpMAEHUS LOMYyCKa K NpoBeAeHMo paboT co cpeCcTBaMun CBA3M U IMHUAMU CBA3M, a Takxe paboT,
CBSA3aHHbIX C TEXHOJIOTMYECKON BO3MOXKHOCTbIO A0CTYNa K MH(OpMaLmmu, nepesaBaeMoil NOCPeaCcTBOM CEeTH CBA3U, U yCTaHOB/IEHNE
CMMCKa NnL, UMelLLMX NPaBo Ha NpoBefAeHue Takmx paboT;

[) onncaHue npoueayp peructpaumm cobbiTUA, CBA3@HHbLIX C OCYLLECTBAEHUEM A0CTyNa K CPeAcTBaM CBA3MW, NIMHWUAM CBA3U U
COOPYXXEHNAM CBA3M.

4. Y3nbl CBA3M CeTEn CBA3M noAapasfensanTcsa Ha y3nbl ¢easu |, Il, Il kaTeropun 3awuieHHocT. KaTeropupoBaHme y3noB CBA3M Mo
3aWMULLEHHOCTM NPUBELEHO B MPUIOXKEHUN.

Il. TpeboBaHMA NoO 3awWiuTe OT HECAHKLMOHMPOBAHHOIO A0CTyNna K cCpencTBaM CBA3M M
JINHUAM CBAA3U CETEN CBA3U U NepenaBaeMoM NOCPenCcTBOM UX MHOpMaLMK

5. Ans 3awuThl y3/710B CBA3M CeTeN (PUKCMPOBAHHON TenedOHHON CBA3M, CETEN MOABVMXHOW PaANOCBA3N, CETEN MOLBUKHON
pagunoTenetoHHOWN CBA3W, CeTen NOABMXHON CNYTHUKOBOW PaAnoCcBA3n, ceTel nepefayn faHHbIX, ceTen TenerpadHon CBA3n OT foCTyna
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CO CTOPOHbI PU3NYECKMNX NNL, HE UMEIOLLMX Ha 3TO NpaBsa, onepaTopbl CBA3MN obecneynBaloT:

a) OCHalLeHMe COOPYXXEHWA CBA3M, B KOTOPbIX Pa3MeLLaloTCs y3/bl CBA3WN, TEXHUYECKUMU CPEACTBAaMU 3alluThbl, BKJIOYASA OXPaHHYIO
CUrHaaM3auuio;

6) Hannyme orpakAeHnin, NCKIYaOLWMNX CyYalHbIA NPOX0A (PUINYECKUX NINL, 1 Bbe3[ TPaHCNopTa Ha OXpPaHAEMY0 TEpPPUTOPUIO ANs
y3/10B €BA3W | 1 |l KaTeropum 3allnLLEeHHOCTH;

B) OpraHM3aLmMio OXpaHbl Y3108 CBA3W AN Y3108 €BA3W | 1 Il KaTeropun 3aLluLLEHHOCTH;

r) OpraH13aumnio KOHTPOJIbHO-MPOMYCKHOr0 peXxmMa Kak Ha OXpaHSeMOoW TeppuTopuM, Tak N BHYTPW COOPYXXEHWUI CBA3W, B KOTOPLIX
pa3MeLLaloTCs Y3 bl CBA3W 419 y3/10B €BA3U | 1 || KaTeropmm 3alinweHHoCTH;

4) OCHaLLeHne COOPYXXEeHMIN CBA3M CPeACTBaMU KOHTPONA [OCTYNa A4 Y3/10B CBA3N | KaTeropum 3alueHHoCTY;

e) Hannyne 3anmparoLLnx YyCTPONCTB A8 NOMELLEHNI, B KOTOPbIX pa3MeLleHbl y3bl cBA3M Il KaTeropnm 3aLmLeHHOCTK.

7. [ns 3aliMTbl OT HECaHKLMOHMPOBAHHOMO JOCTYMa K NPOrpaMMHbIM CPefiCTBaM Y3/10B CBA3W CeTell (OMKCUPOBaHHOW TeNnetoHHON CBA3N,
ceTell NOABVMXHON PajgMOCBA3N, CeTell NOABVMKHON pagnoTenedoHHON CBA3W, CeTel MOABUXKHOM CNYTHUKOBOM PajuoCBA3N, ceTen
nepefayv AaHHbIX, CETe TenerpagHoi CBA3M onepaTopbl CBA3M 06ecneynBatoT:

a) NPUHATHNE Mep, UCKI0YaIoLWMX BO3MOXKHOCTb AOCTYMNa K CETAM CBA3W JIUL, HE MMEeloLWMX Ha 3TO NpaBa, Win aboHEHTOB 1 Nosb3oBaTeNen,
HapyLUaLWMX YyCTaHOBMIEHHbI OMepaTopOM CBSI3M MOPSLOK AOCTYNa K CETU CBA3U;

6) KOHTPONb MOAKJIIOYEHUSA K Y3/1aM CBA3MN TEXHNYECKMX 1 NPOrpPaMMHbIX CPEACTB, UCMOJIb3yeMbIX B MPOLLECCe IKCMJyaTaLnm y3/10B CBA3U;
B) perucrpauuio v nocneayowmnin KOHTpPoAb LeNcTBMI 06CNyXMBatoLWero nepcoHana B nNpouecce 3KcnayaTaunn y3nos CBA3UN B
COOTBETCTBUW C YCTAHOBJIEHHbLIM NMOPSAKOM AOCTYNa K CPeACTBaM U JIMHUAM CBS3W;

r) pasrpaHumyeHume npas JOCTyna, B TOM YuUC/ie WCNOAb30BaHWe O0OCAYXMBaKWWM NEPCOHANOM MAEHTUHOUKALUOHHBLIX U
ayTEHTN(HUKALMOHHBIX KOLOB NS y370B CBA3W | n || KaTeropuu 3alLuLLEHHOCTY;

4) permcTpaunio n nocneayowmin KOHTPoOb GakToB AOCTYNa PU3NYECKUX UL, B TOM Yucsie 06CnyXMBaloLLEero nepcoHana, k cpeacTsam
CBS3Y U IMHUAM CBA3M B NPOLLeCCe IKCMAyaTaL Uy Y3/10B CBA3W AN Y3108 CBA3M | 1 |l KaTeropun 3almiLeHHOCTY;

€) NpuMeHeHve npoLeaypbl MAEHTUMUKALMN NONb30BaTENbCKOro (0KoHe4yHoro) obopynoBaHMA B CETAX MOLABMXXHON PaAnoCBA3N, CETAX
NoABVXHON pannoTenedoHHON CBA3M, CETAX NOABVXHON CNYTHWKOBOW PaAnOCBA3N;

X) ycTaHoB/IeHVe Npoueayp ayTeHTUdbUKaumm obcnyxmnBatLero nepcoHana npw yaaneHHoOM AOCTyne K y3i1aM CBA3U AN4 y3/10B CBA3M |
KaTeropum 3aluLLeHHOCTH.

8. NS 3aWwnThl OT HECAHKLUMOHNPOBAHHOI0 AOCTYyNa K CPeACTBaM CBSA3W, HE BXOLALLMM B COCTaB Y3/10B CBA3U CETEN (PUKCUPOBAHHON
TenegoHHON CBA3M, CeTEN NMOABUXXHON pPaAnoCBA3M, CETEN MOLABMIXHOW pagnmoTeneOHHON CBA3W, CETEN MOABUMXXHOW CMYTHUKOBOW
pagmnoceA3n, ceTel nepefayn AaHHbIX, CeTell TenerpacHoON CBSA3M onepaTopsl CBA3M 0becneymBatoT:

a) oCHalleHMe KOHTENHEepOoB, B KOTOPbIX pa3MelleHbl CPeACTBa CBA3WM, HAaXOAALWMECSH BHE COOPYXEHWUA CBA3M, 3anupalowumu
YCTPONCTBaMU, TPEBOXXHOW U OXPaHHOWM CUrHam3aunen;

6) ycTaHOBKY pacnpefennTesbHbIX YCTPOWCTB B MeCTax, NCKI0YaOLWMX UK CYLLECTBEHHO 3aTPYAHSAIOWNX HECAaHKLMOHNPOBaHHbIA AOCTYN
K HUM;

B) obopynoBaHune pacnpefnennTeNibHbiX KabenbHbIX WKagoB 3anupaowmMmn yCTPONCTBaAMM U AaTYNKaMW OXPaHHON CUTHanM3auum o
HeCaHKLMOHMPOBAHHOM AOCTYnNE;

r) OCMOTP aHTEHHO-MayYTOBbIX COOPYXXEHMWI, NNMHENHO-KabenbHbIX COOPYXXEHWA, B TOM 4Yuciie KononLeB KabenbHON KaHanm3aumm,
OKOHeYHbIX KabeNbHbIX YCTPOWCTB, pa3MeLLeHHbIX B pacnpefennTesbHbiX WKagax u Kopobkax B COOTBETCTBMM C MOPSAKOM,
YCTaHOBJIEHHLIM OMEPaTOPOM CBA3W, ¥ BEAEHUE XypHaia oCMoTpa.

9. NS 3alMTbl OT HECAHKLMOHNPOBAHHOMO AOCTYNa K JIMHUAM CBA3M, COEAUHSAIOWNM Y3Jibl CBA3MN CeTel (hUKCUPOBaHHOW TenedoHHO
CBA3W, CETEN NOLABVXHOW PaAnoCBA3M, CeTeln NOABMXKHON paanoTenedoHHON CBA3MW, CeTEN NOABMKHON CMYTHUKOBOW PanoCBsA3N, ceTel
nepefayv AaHHbIX, CETeN TenerpadHoi CBA3M onepaTopbl CBA3M 0becne4nBatoT:

a) yCTaHOBIEHNe 0XPaHHbIX 30H 415 JIMHWIA CBA3M MeXAY y31aMu CBA3W B COOTBETCTBUM € MpaBuiaMn 0XpaHbl JIMHUIA 1 COOPYXKEHUIA CBA3N
Poccuinckon ®enepauun, yTeepxaeHHbIMK MocTaHoBneHneM MNpaBuTensctea PO oT 9 mioHa 1995 r. Ne 578 (CobpaHue 3akoHoLaTeNbCTBA
Poccuickon ®epepaumm, 1995, Ne 25, 1. 2396);

6) 0CMOTP NVNHWIA CBA3U, MPOBOANMbIA B COOTBETCTBWM C NOPALKOM, YCTaHOBJIEHHBIM ONEpaToOpPOM CBA3W, U BeleHNe XypHasia 0CMOTpa;

B) MPUMEHEHNE Mep OPraHM3aLMoHHOr0 1 (USIM) TEXHNYECKOro XapakTepa no 06HapyXXeHW0 HeCaHKLMOHNPOBAHHOMO NMOAK/YEHNSs K
NPOBOAHbLIM JINHNAM CBA3U;

) KOLMPOBaHNE CUTHAOB B PaAnoKaHanax npy NpUMeHeHNN Paano3IEKTPOHHBIX CPEACTB;

L) pa3MelleHne JIMHUIA CBS3U, UCK0YaloLlee BO3MOXHOCTb AOCTYMNa K HUM 6e3 1Mcnosb3oBaHWUs Kakux-1Mbo MHCTPYMEHTOB WK
MEeXaHN3MOB.

10. [1nd 3aWnThl OT HECAHKLMOHNPOBAHHOIO AOCTYNa K abOHEHTCKUM NNHMAM CBA3M CeTeil (MKCMPOBAHHOW TeneOHHON CBA3N, CeTen
nepefayv AaHHbIX, CETeN TenerpadHoi CBA3M onepaTopbl CBA3M 06ecne4nBatoT:

a) pa3MeLleHne SIMHWIA CBA3M B CeLmabHbIX Kopobax 1 pacnpefennTenbHbiX KopobKax, OCHALLEHHbIX 3anvpatowmMMm yCTpoNCTBaMu, unm
BHYTPW CTEH 3[aHWNA, CTPOEHWUIA, UM pa3MeLLleHne NUHNIA CBA3W, UCKIII0YaloLee BO3MOXKHOCTb JOCTYNa K HUM 6e3 1cnonb3oBaHus
KaKnx-nnbo NHCTPYMEHTOB MJIN MEXaHU3MOB;

6) 0CMOTP NVNHWIA CBA3U, MPOBOANMbI B COOTBETCTBUM C MOPALKOM, YCTaHOB/IEHHBIM ONEPaToOPoOM CBA3N.

11. 3awwmTa oT HEeCaHKLUWOHMPOBAHHOIo AocCTtyna K abOHEHTCKMM NMHMAM CBA3M npu NpUMeHeHNN Paano3/IEKTPOHHbLIX CpeacTB
obecneynBaeTca KOAMpPOBaHWEM UH(OPMaLUN B pagnoKaHae.

lll. TpeboBaHUA K KOHTPOJIIO U pPerucTpauum coobiTUM, CBA3AHHbLIX C HECAHKLLMOHMPOBAHHbIM
DOCTYNOM K CETAIM CBAA3U U NepenasaeMon NocpencTsoM X MHpopMauum

12. CobbITUs, CBA3aHHbIE C HECAHKLIMOHMPOBAHHbLIM [OCTYMNOM K CETSIM CBSA3M U NepenaBaeMoii MoCpeicTBOM UX MH(opMauun (aanee -
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COObLITWS), PErNCTPUPYIOTCS LOKYMEHTabHO U 3aBepPSIOTCA NOAMUCHI0 AOJXKHOCTHOIO NINLA, 3aperncTpupoBaBsLUero 3To cobbiTuhe.

PerncTpaunoHHas 3anncb CobbITUS COAEPXNT:

a) yKasaHue Ha CpeacTBO CBA3N WIW JIMHUIO CBSA3U K KOTOPbIM Obll OCYLLECTBAEH HECAHKLUOHWPOBAHHbIA JOCTYMN U WX YCNOBHOE
0603HayeHue;

6) onncaHune cobbiTns;

B) onmcaHue nocaeacTBust cobbiTus;

r) AaTy v Bpems cobbiTus U/uam perucTpaumm cobbitns;

[l) yKa3aHue Ha nnLo, BbisBuBLUEE COObITUE.

13. B uensix npefoTBpaLLeHNs BOSHUKHOBEHUS COBLITUI, CBS3aHHbIX C HECAHKLIMOHMPOBAHHBLIM JOCTYMOM K CETU CBS3W U K NepeaaBaeMoii
no Hel UHGOPMaLuK, B NpoLecce 3KCnyaTauun CeTy 3NeKTPOCBA3M onepaTopaMun CBA3M NPOBOANTCS aHasu3 BbIABAEHHbIX COOLITUN,
MPWYUH U YCNOBUIA UX BO3HWKHOBEHMA. M0 pe3ynbTaTaM Takoro aHajau3a COCTABASIOTCS 3aKjiluveHWe U nnaH-rpaduk pabor,
HanpaB/ieHHbIX Ha NpeAoTBPaLLeHNe BOSHUKHOBEHWS B faJibHeilueM CObbITUiA, CBA3aHHbLIX C HECAHKLMOHNPOBAHHLIM LOCTYMOM K CeTH
CBA3N.

Pe3ynbTaTbl paboT, MpoBeAeHHbIX B COOTBETCTBUU C MIAHOM-TPAtiMKOM, OTPAXKAKTCS B IKCMIYaTALLMOHHbLIX AOKYMEHTAX.

MpunoxxeHue K TpeboBaHMAM No 3aLUTe ceTell CBA3M OT HECAHKLLMOHMPOBAHHOIO AO0CTYNA K HUM M
nepepasaeMoi NocpeaCcTBOM UX MHOPMaLUU

KaTteropuu/Tunsl ceten 1 1l ]|

Y3nbl CBA3N CETEN MEXAYTOPOAHON U
MeXAyHapoLHOW TenedOoHHON CBA3W, ceTen
30HOBOW TeNeOHHON CBA3M, Y3/bl CBA3M
ceTen MecTHOW TenedOoHHON CBA3N C

CeTu huKCMpoBaHHOM Konm4yecTsoM noptos 6onee 10000, a Takxe
TenedoHHOW CBA3N TPaH3WUTHbIE N OKOHEYHO-TPaH3UTHbIE Y3/bl
CBA3M CeTell MeCTHON TenetoHHOW CBA3M,
KOTOpble COeAUHAIOTCA C y31amm
06CNyX1BaHNS BbI30BOB 3KCTPEHHbIX
onepaTuBHbIX CyXb

Y3nbl CBA3W CETU MECTHOMN
TenedoHHON CBA3M C
KonnyecTsoMm noptos oT 1024 fo
10000, 3a ncknoveHnem
TPaH3UTHBIX U
OKOHEYHO-TPaH3UTHbIX Y3108
CBSA3U, KOTOPbIE COEANHAIOTCA C
y3namu 06cyK1MBaHNS BbI30BOB
3KCTPEHHbIX OMepaTUBHbIX CTYXD

Y30bl CBSA3U CETW MECTHOM
TenegoHHO CBA3N C
KONNYEeCTBOM MOPTOB A0
1024

CeTun NoABMXHON
paanocBaA3sun, CeTn
MOABVXXHOW
paanoTenetoHHON CBA3N,
CeTV NOJBMXKHON
CMYTHWKOBOWN pafnoCBsA3M

Y3nbl CBA3M CETY MOABMXKHOW PaanocBasu,
Y3J1bl CBA3W CETN NOLBVXHON
paanoTeneOoHHON CBA3WN, Y3/ibl CBA3N B
COCTaBe HA3eMHbIX CTAHLUWIA COMPSXKEHUS
CETMN NOLABWXHON CNYTHUKOBOW PaanoCcBa3n

OKOHeYHble Y3/bl CBA3MN,

CeTu nepefiauu JaHHbIX  (MeXZAyHapoAHble TPAaH3UTHbIE Y3Jibl CBS3M TpaH3UTHbIE Y3/ibl CBAA3M OKOHEYHO-TPAH3UTHbIE Y3/bl
CBSI3M
CeTu TenerpacHom B3N |MexayHapoAHble y3/bl CBA3M MexXAyropoLHue y3/bl CBA3M 30HOBbIE Y3/1bl CBSA3N

TexHn4yecKas 3awmTa nHdopmaunu, TalHa CBA3N
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